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Copyrights

© All rights reserved. This publication contains information that is protected by copyright. No part may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language without
written permission from the copyright holders.

Trademarks

The following trademarks are used in this document:

( Microsoft is a registered trademark of Microsoft Corp.

(] Windows, Windows 95, 98, Me, NT, 2000, XP, Vista, 7 and Explorer are trademarks of Microsoft Corp.
® Apple and Mac OS are registered trademarks of Apple Inc.

° Other products may be trademarks or registered trademarks of their respective manufacturers.
Safety Instructions

® Read the installation guide thoroughly before you set up the router.

(] The router is a complicated electronic unit that may be repaired only be authorized and qualified personnel.
Do not try to open or repair the router yourself.

L Do not place the router in a damp or humid place, e.g. a bathroom.
The router should be used in a sheltered area, within a temperature range of +5 to +40 Celsius.

Do not expose the router to direct sunlight or other heat sources. The housing and electronic components
may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock hazards.
(] Keep the package out of reach of children.
( When you want to dispose of the router, please follow local regulations on conservation of the environment.

Warranty

@ We warrant to the original end user (purchaser) that the router will be free from any defects in workmanship
or materials for a period of two (2) years from the date of purchase from the dealer. Please keep your
purchase receipt in a safe place as it serves as proof of date of purchase. During the warranty period, and upon
proof of purchase, should the product have indications of failure due to faulty workmanship and/or materials,
we will, at our discretion, repair or replace the defective products or components, without charge for either
parts or labor, to whatever extent we deem necessary tore-store the product to proper operating condition.
Any replacement will consist of a new or re-manufactured functionally equivalent product of equal value, and
will be offered solely at our discretion. This warranty will not apply if the product is modified, misused,
tampered with, damaged by an act of God, or subjected to abnormal working conditions. The warranty does
not cover the bundled or licensed software of other vendors. Defects which do not significantly affect the
usability of the product will not be covered by the warranty. We reserve the right to revise the manual and
online documentation and to make changes from time to time in the contents hereof without obligation to
notify any person of such revision or changes.

Be a Registered Owner
@ \Web registration is preferred. You can register your Vigor router via http://www.DrayTek.com.
Firmware & Tools Updates

® Due to the continuous evolution of DrayTek technology, all routers will be regularly upgraded. Please consult
the DrayTek web site for more information on newest firmware, tools and documents.

http://www.DrayTek.com
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Part | Installation

This part will introduce Vigor router and guide to
install the device in hardware and software.

Installation







I-1 Introduction

This is a generic International version of the user guide. Specification,
compatibility and features vary by region. For specific user guides
suitable for your region or product, please contact local distributor.

Vigor2926 series integrates IP layer QoS, NAT session/bandwidth management to help users
control works well with large bandwidth.

By adopting hardware-based VPN platform and hardware encryption of AES/DES/3DES, the
router increases the performance of VPN greatly, and offers several protocols (such as
IPSec/PPTP/L2TP) with VPN tunnels.

The object-based design used in SPI (Stateful Packet Inspection) firewall allows users to set
firewall policy with ease. CSM (Content Security Management) provides users control and
management in IM (Instant Messenger) and P2P (Peer to Peer) more efficiency than before. By
the way, DoS/DDoS prevention and URL/Web content filter strengthen the security outside
and control inside. Object-based firewall is flexible and allows your network be safe.

User Management implemented on your router firmware can allow you to prevent any
computer from accessing your Internet connection without a username or password. You can
also allocate time budgets to your employees within office network.

With the 6-port Gigabit switch on the LAN side provides extremely high speed connectivity for
the highest speed local data transfer of any server or local PCs. The tagged VLANs
(IEEE802.1Q) can mark data with a VLAN identifier. This identifier can be carried through an
onward Ethernet switch to specific ports. The specific VLAN clients can also pick up this
identifier as it is just passed to the LAN. You can set the priorities for LAN-side QoS. You can
assign each of VLANSs to each of the different IP subnets that the router may also be operating,
to provide even more isolation. The said functionality is tag-based Multi-subnet
(Multiple-Private LAN Subnets).

On the Wireless-equipped models (Vigor2926n/n-plus/Vn/Vn-plus/ac/Vac) each of the
wireless SSIDs can also be grouped within one of the VLANSs.

In addition, Vigor2926 series supports USB interface for connecting USB printer to share
printing function or 3G USB modem for network connection.

Vigor2926 series provides two-level management to simplify the configuration of network
connection. The user mode allows user accessing into WEB interface via simple configuration.
However, if users want to have advanced configurations, they can access into WEB interface
through admin mode.
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I-1-1 Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and
connectors first.

I-1-1-1 For Vigor2926 / Vigor2926L

SE—
[ ]
-
SEE—
[ ]
-
LED [ Status Explanation
ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.
WAN1~WAN2 On Internet connection is ready.
Off Internet connection is not ready.
Blinking The data is transmitting.
QoS On The QoS function is active.
LTE On SIM card is connected and running normally.
Off LTE device is not detected or encounters troubles
(e.g., No SIM, SIM PIN error, SIM deactivated)
Blinking Quickly: The data is transmitting.
Slowly: LTE device is in dialing up procedure.
USB1~USB2/ On USB device is connected and ready for use.
USB Blinking The data is transmitting.
WCF On The Web Content Filter is active. (It is enabled from
Firewall >> General Setup).
VPN On The VPN tunnel is active.
Off VPN service is disabled.
Blinking Traffic is passing through VPN tunnel.
DMZ On The DMZ function is enabled.
Off The DMZ function is disabled.
Blinking The data is transmitting.
LED on Connector
Left On The port is connected.
LAN1~LAN4 | LED | Off The port is disconnected.
Blinking The data is transmitting.
Right | On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps.
Left On The port is connected.
WAN1~ LED | Off The port is disconnected.
WAN2 Blinking The data is transmitting.
Right | On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
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Switch on Rear Side (Jack for LTE device)

Interface Description

Factory Reset Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

LAN1~LAN5S Connecters for local network devices.

WAN1~WAN2 Connecter for local network devices or modem for accessing Internet.

USB1~USB2 Connector for a USB device (for 3G/4G USB Modem or printer or
Environmental Thermometer).

PWR Connecter for a power adapter.

ON/OFF Power Switch.

SIM Card Slot Connector for a SIM card.
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I-1-1-2 For Vigor2926n / Vigor2926ac / Vigor2926Lac / Vigor2926Ln

10U U

LE \ Status Explanation
ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.
WAN1~WAN2 On Internet connection is ready.
Off Internet connection is not ready.
Blinking The data is transmitting.
QoS On The QoS function is active.
LTE On SIM card is connected and running normally.
Off LTE device is not detected or encounters troubles
(e.g., No SIM, SIM PIN error, SIM deactivated)
Blinking Quickly: The data is transmitting.
Slowly: LTE device is in dialing up procedure.
USB On USB device is connected and ready for use.
Blinking The data is transmitting.
WCF On The Web Content Filter is active. (It is enabled from

Firewall >> General Setup).
2.4G/5G: Wireless access point with bandwidth of

2.4G/5G/WLAN

on 2.4GHz/5GH?z is ready.
WLAN: Wireless access point is ready.

Blinking It will blink slowly while wireless traffic goes through.
ACT and WLAN LEDs blink quickly and simultaneously
when WPS is working, and will return to normal
condition after two minutes. (You need to setup WPS
within 2 minutes.)

DMZ On The DMZ function is enabled.
Off The DMZ function is disabled.
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| Blinking

The data is transmitting.

LED on Connector

Left On The port is connected.

LAN1~ | LED Off The port is disconnected.

LAN4 Blinking The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
Left On The port is connected.

WAN1 | LED Off The port is disconnected.

\~NAN2 Blinking The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
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Switch on Rear Side (Jack for LTE device)
Interface Description
Wireless LAN For Vigor2926n:
ON/OFF/WPS ® Press the button and release it within 2 seconds. When the

wireless function is ready, the green LED will be on.

® Press the button and release it within 2 seconds to turn off the
WLAN function. When the wireless function is not ready, the
LED will be off.

For Vigor2926ac/Vigor2926Lac / Vigor2926Ln:

Wireless band will be switched /changed according to the button

pressed and released. For example,

® 2.4G (On) and 5G (On) - in default.

® 2.4G (Off) and 5G (On) - pressed and released the button once.

® 2.4G (On) and 5G (Off) - pressed and released the button
twice.

® 2.4G (Off) and 5G (Off) - pressed and released the button three
times.

When WPS function is enabled by web user interface, press this
button for more than 2 seconds to wait for client’s device making
network connection through WPS.

Factory Reset

Restore the default settings. Usage: Turn on the router (ACT LED
is blinking). Press the hole and keep for more than 5 seconds.
When you see the ACT LED begins to blink rapidly than usual,
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release the button. Then the router will restart with the factory
default configuration.

LAN1~LAN4 Connecters for local network devices.

WAN1~WAN2 Connecter for local network devices or modem for accessing
Internet.

USB1~2 /7 USB Connecter for a USB device (for 3G/4G USB Modem or printer or
thermometer).

PWR Connecter for a power adapter.

ON/OFF Power Switch.

SIM Card Slot Connector for a SIM card.
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I-1-1-3 For Vigor2926Vac

LED \ Status Explanation
ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.
WAN1~ On Internet connection is ready.
WAN2 Off Internet connection is not ready.
Blinking The data is transmitting.
Line On A PSTN phone call comes (in and out). However, when
the phone call is disconnected, the LED will be off.
Off There is no PSTN phone call.
USB On USB device is connected and ready for use.
Blinking The data is transmitting.
Phonel/Phone2 | On The phone connected to this port is off-hook.
Off The phone connected to this port is on-hook.
Blinking A phone call comes.
2 4G/5G on YsVirrg;Zi/S access point with bandwidth of 2.4GHz/5GHz

It will blink slowly while wireless traffic goes through.
ACT and WLAN LEDs blink quickly and simultaneously
when WPS is working, and will return to normal
condition after two minutes. (You need to setup WPS
within 2 minutes.)

Blinking

LED on Connector

Left On The port is connected.

LAN1~ | LED Off The port is disconnected.

LAN4 Blinking The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
Left On The port is connected.

WAN1 | LED Off The port is disconnected.

\~NAN2 Blinking The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
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Interface Description
Wireless LAN Wireless band will be switched /changed according to the button
ON/OFF/WPS pressed and released. For example,

@ 2.4G (On) and 5G (On) - in default.
® 2.4G (Off) and 5G (On) - pressed and released the button

once.

® 2.4G (On) and 5G (Off) - pressed and released the button
twice.

@ 2.4G (Off) and 5G (Off) - pressed and released the button
three times.

When WPS function is enabled by web user interface, press this
button for more than 2 seconds to wait for client’s device making
network connection through WPS.

Factory Reset

Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When
you see the ACT LED begins to blink rapidly than usual, release the
button. Then the router will restart with the factory default
configuration.

USB1~USB2 Connecter for a USB device (for 3G/4G USB Modem or printer or
Environmental Thermometer).

LAN1~LAN4 Connecters for local network devices.

WAN1~WAN2 Connecter for local network devices or modem for accessing
Internet.

Phone 1/2 Connecter for analog phone(s).

Line Connector for PSTN life line.

PWR Connecter for a power adapter.

ON/OFF Power Switch.
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I-1-2 Notes for Antenna Installation (for “L” model)

Magnetic antenna must be installed on the extension base before connecting to Vigor router

1 1

t—1§ @
t—1§ @

/7 Extension Base

There are two mounting holes for installing antennas with extension base on Vigor router.

Please install them as shown below.

F &
i

Major Signal
Transmitted Hole

\— SIM Card

Slot

7

Note, if only one antenna shall be installed, please use the mounting hole (major signal
transmitted hole) near to the SIM card slot.

Extension Base
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While installing the SIM card into the card slot, note that back plate of the SIM card slot must
be removed first and the direction of card notch must be on the left side.

There are two types of antennas provided for Vigor2862Ln/Vigor2862Lac, which must be
installed in different locations carefully and correctly. Wrong installation might cause bad

signal of wireless connection. Therefore, pay attention to the installation of antennas by
referring to the following illustration.

SMA jack for LTE Antenna (with
extension base)

SMA jack for WLAN
Antenna

Vigor2926 Series User’s Guide 11



I-2 Hardware Installation

I-2-1 Installing Vigor Router

Before starting to configure the router, you have to connect your devices correctly. In this
section, Vigor2926n is taken as an example.

1. Connect the cable Modem/DSL Modem/Media Converter to any WAN port of router with
Ethernet cable (RJ-45).

2. Connect one end of an Ethernet cable (RJ-45) to one of the LAN ports of the router and
the other end of the cable (RJ-45) into the Ethernet port on your computer.

3. Connect one end of the power adapter to the router’s power port on the rear panel, and
the other side into a wall outlet.

4.  Power on the device by pressing down the power switch on the rear panel.

5. The system starts to initiate. After completing the system test, the ACT LED will light up
and start blinking.

Cable/DSL Modem
or Media Converter

o & ( Internet

P-wer Adapter Power Switch @

(5 P yrens Tol Vigor2926n

- _I - e e DunlWAN Security Router

Wiraless LAN (0 8 @
ONIOTFIAPS  acT waw1 Qes
. L ]

USBI WANZ WCF

Factory - . .
Resel USRI W_AN DNZ
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[-2-2 Wall-Mounted Installation

Vigor router has keyhole type mounting slots on the underside.

1. A template is provided on the Vigor router packaging box to enable you to space the
screws correctly on the wall.

2.  Place the template on the wall and drill the holes according to the recommended
instruction.

3.  Fit screws into the wall using the appropriate type of wall plug.

WALL

Note The recommended drill diameter shall be 6.5mm (1/4”).

4.  When you finished about procedure, the router has been mounted on the wall firmly.
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I-2-3 Installing USB Printer to Vigor Router

You can install a printer onto the router for sharing printing. All the PCs connected this router
can print documents via the router. The example provided here is made based on Windows 7.
For other Windows system, please visit www.DrayTek.com.

Printer Name:192.168.1.1
PortName:|IP_192.168.1.1

Router(192.168.1.1)

Before using it, please follow the steps below to configure settings for connected computers
(or wireless clients).

1. Connect the printer with the router through USB/parallel port.

2. Open All Programs>>Getting Started>>Devices and Printers.

] -
Srmart WPM Client
—d =l T3 11

Cornputer

J[ Getting Started r
] Contral Panel

% Privatefirewall 7.0
Dewices and Printers

! Connectto a Projector
] L Default Pragrams
a

it Calculator Help and Support

Windous Security

L ff | »
* Al Pragrarns L|

3. Click Add a printer.

Devices and Printers

e

';\ § LY jJ @ » Cantral Panel = Hardware and Sound = Dewvices and Printe

Sdd a device | Add a printer

a Devices (D
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4.  Adialog will appear. Click Add a local printer and click Next.

o Add Printer E

u\ ) oy Sdd Printer

What type of printer do you want to install?

= Add alocal printer

Use this option only if you don't hawve a USE printer, (0Windows autormatically installs USE printers
wibien you plug therm in.)

=» Add a network, wireless or Bluetooth printer

Make sure that your computer iz connected to the netwaork, or that your Bluetooth orwireless
printer is turned an,

| Cancel |

5. Inthis dialog, choose Create a new port. In the field of Type of port, use the drop down
list to select Standard TCP/IP Port. Then, click Next.

i Add Printer x|
@ = Add Printer
Choose a printer port

A printer portis a type of connection that allows your cormputer to exchange information with a printer,

™ Use an existing port: ]LPTl: (Printer Port) _]

v

=

Type of port:

Mext Cancel
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6.

7.

In the following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Hosthame or
IP Address and type 192.168.1.1 as the Port name. Then, click Next.

i Add Printer x|

@ = Add Printer

Type a printer hostname or IP address

Device type: ]TCP;’IP Device ‘_]
Hastname or IP address: 1192.168.1.1
Port name: |102.168.1.1

[~ Query the printer and automatically select the driver to use

Mext Cancel

Click Standard and choose Generic Network Card.

= Add Printer x|

@ = Add Printer

Additional port information required

The device is not found on the network, Be sure that:

. The device is turned on,

. The network is connected,

. The device is praperly configured,

. The address on the prewious page is correct,

o

If you think the address is not correct, click Back to return to the previous page, Then correct the
address and perform another search on the network, If you are sure the address is correct, select the
device type belows,

[ Dewvice Type —

& Standard

" Custom

Mext Cancel
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8.  Now, your system will ask you to choose right name of the printer that you installed onto
the router. Such step can make correct driver loaded onto your PC. When you finish the

selection, click Next.

= Add Printer El

@ e Add Printer

Install the printer driver

./ Choose your printer from the list. Click Windows Update to see more rodels.

To install the driver from an installation CD, click Hawve Disk,

P | = | Fpins \ -]
Frother Il:‘ E§lBrother DCP-116C |

Canon S lBrother DCP-110C

DrrayTek Sl Brother DCP-128C

Epson ol Brother DCP-129C

Fuii Xerox :_1 [ZlBrother DCP-130C j

5] This driver is digitally signed. Windows Update | Have Disk... |

Tell rre why driver signing is impaortant

9. Type a name for the chosen printer. Click Next.

2 Add Printer x|

6 = Add Printer

Type a printer name

Blintsnae! m

This printer will be installed with the Brother DCP-116C driver,

Mext Cancel
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10. Choose Do not share this printer and click Next.

=+ Add Printer

& ) sy Add Printer

Printer Sharing

If you wwant to share this printer, you must provide a share name, You can use the suggested narme or

fype a new one, The share name will be visible to other network users,

' Do not share this printer

™ Share this printer so that others on your network can find and use it

11. Then, in the following dialog, click Finish.

= Add Printer

() & AddPrinter

You've successfully added Brother DCP-116C

I Set as the default printer

Cancel

To check if your printer is warking properly, or to see troubleshooting information for the printer, print a

test page.

Print a test page

Finish |

ancel
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12. The new printer has been added and displayed under Printers and Faxes. Click the new
printer icon and click Printer server properties.

OO % ~ Control Panel + Hardware and Sound « Devices and Printers +
Add adevice  Add a printer  Seewhat's printing | Print server properties | Refinove device

« Devices (3 T PSP for this printl
[server. I

Generic Non-PnP  WMware Vitwal  WINTPRO-SVR

Monitor disk SCEI Disk
Device

« Printers and Faxes ()

GF_Printer Adm_Printer

Microsoft XPS
Docurment Writer

13. Edit the property of the new printer you have added by clicking Configure Port.

CEF Properties REMOvE device

Forms ~ Perts |Dli\-'ers| Securit_l,ll Advanced

a WMYIMTPRO- SR,

Ports on this server

Part Description Printer I;I
Ts002 Inactive TS Part

=il TI00L Inactive TS Part
TP ThinPrint Print Port fo..

172.16.2.2... Standard TCR/IP Port af

LPR_local., Standard TCP/IP Part Adm_Printer
GE Deiote:
Brother D

ICrOS0 OCUMER (LT

Add Port.., Delete Port Configure Port... | ]

ak I Cancel Apply
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14. Select "LPR" on Protocol, type p1l (number 1) as Queue Name. Then click OK. Next
please refer to the red rectangle for choosing the correct protocol and LPR name.

WEF BrOperties FEIMOWE LEWICE

| % Print Server Properties

Forms Ports | Dirivers | Security | Advanced |

Configure Standard TCP/IP Port Maonitor

Port Settings |

X|

Port Marme: |192.168.1.1

| Printer Mame or [P Address: |192.168.1.1

Protocol
™ Raw

Y Raww Settings

« LPR

|9100

LPR Settings

Queue Mame: |p1|

[ LPR Byte Counting Enabled

[~ SMMP Status Enabled

|pub|ic

|1

o |

Cancel

The printer can be used for printing now. Most of the printers with different manufacturers

are compatible with vigor router.

Info Some printers with the fax/scanning or other additional functions are not

supported.

Vigor router supports printing request from computers via LAN ports but not

WAN port.
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I-3 Accessing Web Page

1. Make sure your PC connects to the router correctly.

You may either simply set up your computer to get IP dynamically from the router or set
up the IP address of the computer to be the same subnet as the default IP address of
Vigor router 192.168.1.1. For the detailed information, please refer to the later

section - Trouble Shooting of the guide.

2. Open a web browser on your PC and type http://192.168.1.1. The following window
will be open to ask for username and password.

DrayTek

Username admin

Y lgOr2926 Series

Password (LT L

Login

Copyright © 2000-2017 DrayTek Corp, &ll Rights Reserved.

3. Please type “admin/admin” as the Username/Password and click Login.

Info If you fail to access to the web configuration, please go to “Trouble Shooting” for

detecting and solving your problem.
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4.

Now, the Main Screen will appear. Take Vigor2926ac as as example.

Info The home page will be different slightly in accordance with the type of the
router you have.

The web page can be logged out according to the chosen condition. The default setting
is Auto Logout, which means the web configuration system will logout after 5 minutes
without any operation. Change the setting for your necessity.

Auto Logout |+
Auto Logout
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I-4 Changing Password

Please change the password for the original security of the router.

1.

Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password.

Please type “admin/admin” as Username/Password for accessing into the web user
interface with admin mode.

Go to System Maintenance page and choose Administrator Password.

System Maintenance => Administrator Password Setup

Administrator Password
Old Passwaord
New Password
Confirm Password
Mote:Password can containonly 3-z2 A-20-9,;:"«<="+=-\|[?@=" ! ()

L)

Enter the login password (the default is “admin’) on the field of Old Password. Type
New Password and Confirm Password. Then click OK to continue.

Info The maximum length of the password you can set is 23 characters.

Now, the password has been changed. Next time, use the new password to access the
Web user interface for this router.

DraYTek 4 lgor2926 Series

Username admin

Password |esese

Login

Copyright @ 2000-2017 DrayTek Corp. &ll Rights Reserved.

Info

Even the password is changed, the Username for logging onto the web user interface
is still “admin”.

Vigor2926 Series User’s Guide 23



I-5 Dashboard

Dashboard shows the connection status including System Information, IPv4 Internet Access,
IPv6 Internet Access, Interface (physical connection), Security and Quick Access.

Click Dashboard from the main menu on the left side of the main page.

Auto Logout (»

Dashboard

wizaras

A web page with default selections will be displayed on the screen. Refer to the following
figure:

- -
ACT WAN1 QoS

I

USB WAN2 WCF

Factory
Reset

246G 56 DmzZ

System Information

Model Name

Vigor2926ac

Systermn Up Time

1148:45:21

System Status

Router Name

DrayTek

Current Time

Firmware Yersion

3.8.7

2017 Mov 8 \Wed 2:46: 54

Dynamic DNS

Build Date,/Time

Aug 24 2017 11:23:54

TR069

LaN MAC Address

00-1D-4AA-F7-CO-43

User Management

IM/P2P Block
IPv4 Internet Access

Syslog / Mail Alert

Line / Mode IP Address MAC Address Up Time

WAN1 | Ethernet / Static 1P 172.16.3.130 O0-10-AAF7-CO-49 113:32:22 LDAP

WANZ | Ethernet / DHCE Client | Disconnected 00-10-&A-F7-CO-44 00:00:00 RADIUS

WAN3 | USE [/ —— Disconnected 00-10-AA-F7-CO-4E 00:00:00 | Firewall Object Setting |

WAN4 | USBE / — Disconnected 00-10-&A-F7-CO0-40 00:00:00 Data Flow Monitor
Interface

WAN Connected: 1, @WANL OWANZ  WAN3  WAN4
o LAN Connected: 0, @Portl Port2  (@Port3 Port4
_d WLANZ. 4G Connected: O
] WLANSG Connected: 0

Connected: O, USe 1
Ysh 0, (JUSE 2

Security

1 WPM Connected: 0 Remote Dial-in User / LAN to LAN
_J MyVigor Activate : 1, APP Enforcement
_J Dos Attack Detected :
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I-5-1 Virtual Panel

On the top of the Dashboard, a virtual panel (simulating the physical panel of the router)

displays the physical interface connection. It will be refreshed every five seconds. When you

move and click the mouse cursor on LEDs (except ACT), USB ports, WAN2, or LAN1 - LAN4,

related web setting page will be open for you to configure if required.

ACT WAN1 QoS
Wirsless LAN
ON/IOFF/WPS

Y 4

USE WAN2 wcCF
L L

=y

Dy Tol Vlgor292 6c|c
Dua Ser ar

WAN1T

1 | —
Factory m m D I I
Praar 246 56 DMZ

WAN2

Port Color Description
LED (left Black It means the router or the function is not working.
side . -
) Green It means the router or the function is working.
usB Black It means no USB device is connected.
Green It means a USB device is connected.
Ethernet Black It means such port is disconnected.
Port - - - .
(WAN/LAN) Green It means such port is connected (with Giga transmission
rate, 1Gbps) physically.
Orange It means such port is connected (with 10/100 Mbps)
physically.

For detailed information about the LED display, refer to I-1-1 LED Indicators and

Connectors.

I-5-2 Name with a Link

A name with a link (e.g., Router Name, Current Time, WAN1~3 and etc.) below means you can

click it to open the configuration page for modification.

System Information
rlodal o Yigor2926ac Sepctentdle—Tim 1148:45:21

Router Name DrayTek

Current Time

2017 MNow 8 Wed 2:46:54

\LEirmware Varsion 3.8 7

Bild Date /Time

ALg 24 2017 11:23:54

LAN MAC Address IDD—lD—m—\—F?—CD-q-EI

IPv4 Internet Access

Line / Mode IP Address MAC Address Up Time
WARN1 Ethernet / Static IP 172.16.3.130 00-1D-A4-F7-C0-49 113:33: 22
WAN2Z Ethernet / DHCP Client | Disconnected 00-10-AA-F7-CO-44 00:00: 00
WAN3 USeE / --- Disconnected 00-1D-AA-F7-CO-4B 00:00:00
WAN4 use / --- Disconnected 00-10D-AA-F7-CO-4C 00:00: 00

Vigor2926 Series User’s Guide
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|-5-3 Status for LTE

It is a short table which displays current status for Vigor2926L/Vigor2926Ln including acess
mode used, access tech adopted, band usage, operator, strength of signal and notification of
new SMS received.

Status
LTE access mode[Mone]
Access Tech

Band

Operator

Signal
-—- dBm
Hew SMS

I-5-4 Quick Access for Common Used Menu

All the menu items can be accessed and arranged orderly on the left side of the main page for
your request. However, some important and common used menu items which can be
accessed in a quick way just for convenience.

Look at the right side of the Dashboard. You will find a group of common used functions
grouped under Quick Access.

System Status
Dynamic DN S
TR-069

User Management
IM/P2P Block
Schedule

SysLog / Mail Alert
LDAP

RADIUS

Firewall Object Setting
Data Flow Monitor

The function links of System Status, Dynamic DDNS, TR-069, User Management, IM/P2P Block,
Schedule, Syslog/Mail Alert, LDAP, RADIUS, Firewall Object Setting and Data Flow Monitor are
displayed here. Move your mouse cursor on any one of the links and click on it. The
corresponding setting page will be open immediately.

In addition, quick access for VPN security settings such as Remote Dial-in User and LAN to
LAN are located on the bottom of this page. Scroll down the page to find them and use them
if required.
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Y ] Connected: 0, WA 1 Wl A2 Wil A3 W AN
AN Connected: 0, Q@LAN1 LAaM2 LaM3 LA LAMNS
2N LANE 4G Connected: O
] WLANSE Connected: O
Connected: 0, LISE 1
USB 0. _USE 2

A WP Connected: O Remote Dial-in User / LANto AN
_J Myvigor| Activate | 2, Web Content Filker ,&4PP Enforcement License

S'y'stem Resource
cPu uUsage: [l 404,

Current Status - Memory | i
llsage: e

Note that there is a plus (_}) icon located on the left side of LAN/WLAN/VPN/MyVigor. Click
it to review the LAN/WLAN/VPN/MyVigor connection(s) used presently.

VPN Connected : 1 Remote Dial-in User / LAHN to LAN
Current Page: 1 Page MNo.
Name [ User Type | Security Host IP Up Time
V2920 IPsec/3DES 172.16.2.145 0:0:20

User Mode is OFF now.

o LAM Connected : 1, LAMN1 WLAMNE LAaM3 LA 4 LAMNS
Host ID IP Address MAC
CARRIE-OCTCRB251 192.1658.1.10 EQ-CB-4E-DA-45-79
“onnerted N [ == |

Host connected physically to the router via LAN port(s) will be displayed with green circles in
the field of Connected.

All of the hosts (including wireless clients) displayed with Host ID, IP Address and MAC address
indicates that the traffic would be transmitted through LAN port(s) and then the WAN port.
The purpose is to perform the traffic monitor of the host(s).

I-5-5 GUI Map

= 1 E &

All the functions the router supports are listed with table clearly in this page. Users can click
the function link to access into the setting page of the function for detailed configuration.
Click the icon on the top of the main screen to display all the functions.
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GUI Map

Dashboard
Wizards

Quick Start Wizard
Service Activation YWizard

WP Client Wyizard
WP Server Wizard

Certificate Management

Wireless LAN(2.4GHz)

Local Cerificate
Trusted CA Cedificate

Certificate Backup

General Setup

Wireless Wizard Security

Online Status Access Control
Physical Connection WES
Wirtual WAR WWDS

WAN Advanced Setting
General Setup Station Cantral
Internet Access Eandwidth Management
Multi-*/LAN AP Discovery
WAN Budget Airtire Fairness

LAN Band Steering
General Setup Station List
WLAN Wireless LAN(GGHz)
Bind P to MAC General Setup
LAN Port Mirror Security
Wired BO2. 1% Access Control
Weh Partal Setup WES

Routing WhE
Static Route Advanced Setting

Load-Balance/Route Policy

Station Control

I-5-6 Web Console

= N &

It is not necessary to use the telnet command via DOS prompt. The changes made by using
web console have the same effects as modified through web user interface. The
functions/settings modified under Web Console also can be reviewed on the web user
interface.

Click the Web Console icon on the top of the main screen to open the following screen.

19 1921681 1 aelennsole him ¥

Type ? for command help
= 7

% Valid cowmwands are:

bpa s ddns dos exit internet
ip ipk ipf log ldap tacacsplus
mngt mzubnet object port portmaptime ppa

prn oqos quit show suib srv

switech sys testmail fs upnp ush

vighrg wvlan vpn WS hsportal radius
local 8021x wol user appgos nand apm

sfi ethoam ha ST backupmode

=
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I-5-7 Config Backup

= M aE B

Config Backup

There is one way to store current used settings quickly by clicking the Config Backup icon. It
allows you to backup current settings as a file. Such configuration file can be restored by
using System Maintenance>>Configuration Backup.

Simply click the icon on the top of the main screen and a pop up dialog will appear.

Tk TIFRESE x

Cln w2026 20170214 DrayTek 385 RCA cfg

Ld 136 KB
#HFE TH -
THEiEREE EEed Hoig

Click Save to store the setting.

I-5-8 Logout

Click this icon to exit the web user interface.

Vigor2926 Series User’s Guide 29



[-5-9 Online Status

Connection
AN

I-5-9-1 Physical Connection

Such page displays the physical connection status such as LAN connection status, WAN
connection status, ADSL information, and so on.

Physical Connection for IPv4 Protocol

Online Status

Physical Connection System Uptime: Oday 2:12:14
1Pwd IPvh
LAN Status
IP Address TX Packets RX Packets Router Primary  Reuter Secondary
192.1658.1.1 22,291 15,419 3.8.8.8 3.8.4.4
WAN 1 Status == Renew
Enable Line Name Mode Up Time
Yes Ethernet DHCP Client 00:00:00
P GW IP TX Bytes TX Rate{bps) RX Bytes RX Rate{bps)
- - 0B} u] 0y ]
WAN 2 Status == Renew
Enahle Line Name Mode Up Time
Yes Ethernet DHCP Client 00:00:00
P GW IP TX Bytes TX Rate{bps) RX Bytes RX Rate{bps)
- - 0 (B} 0 0 (B 0
WAN 3 Status
Enahle Line Name Mode Up Time Signal
Yes Use --= 0o o0:00 -
P GW IP TX Bytes TX Rate{bps) RX Bytes RX Rate{bps)
- - 0B} 0 0(e) o
WAN 4 Status
Enahle Line Name Mode Up Time Signal
Yes Use --= 0o o0:00 -
P GW IP TX Bytes TX Rate{bps) RX Bytes RX Rate{bps)
- - u} u} u] u]
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Physical Connection for IPv6 Protocol

Online Status

Physical Connection

System Uptime: Oday 0:0:52

IPvd IPv6
LAN Status
IP Address
2001:388:E001:9501:21D: AAFF:FECA:7700/64 (Global)
FE80::21D:AAFF:FECA:7700/64 (Link)
TX Packets RX Packets TX Bytes RX Bytes
17 76 1,766 23,236
WAN1 IPvG Status
Enable Mode Up Time
Yes TSPC 0:00:29
1P Gateway IP
2001:388:F000::2EF3/128 (Global)
FEBO::COAB:30A/128 (Link)
TX Packets RX Packets TX Bytes RX Bytes
10 39 760 9,143
WANZ2 IPvE Status
Enable Mode Up Time
MNo Offline -
IP Gateway IP
WARHN3 IPv6 Status
Enable Mode Up Time
Mo Offline -—-
IP Gateway IP
WAN4 IPvE Status
Enable Mode Up Time
No Offline m_-
1P Gateway IP

Detailed explanation (for IPv4) is shown below:

Item

Description

LAN Status

Primary DNS-Displays the primary DNS server address for
WAN interface.

Secondary DNS -Displays the secondary DNS server address
for WAN interface.

IP Address-Displays the IP address of the LAN interface.

TX Packets-Displays the total transmitted packets at the
LAN interface.

RX Packets-Displays the total received packets at the LAN
interface.

WAN1/WAN2/WAN3
/WAN4 Status

Enable - Yes in red means such interface is available but
not enabled. Yes in green means such interface is enabled.

Line - Displays the physical connection (VDSL, ADSL,
Ethernet, or USB) of this interface.

Name - Display the name of the router.

Mode - Displays the type of WAN connection (e.g., PPPOE).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

GW IP - Displays the IP address of the default gateway.
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Item Description

TX Packets - Displays the total transmitted packets at the
WAN interface.

TX Rate - Displays the speed of transmitted octets at the
WAN interface.

RX Packets - Displays the total number of received packets
at the WAN interface.

RX Rate - Displays the speed of received octets at the WAN
interface.

Detailed explanation (for IPv6) is shown below:

Item Description

LAN Status IP Address- Displays the IPv6 address of the LAN interface..

TX Packets-Displays the total transmitted packets at the LAN
interface.

RX Packets-Displays the total received packets at the LAN
interface.

TX Bytes - Displays the speed of transmitted octets at the
LAN interface.

RX Bytes - Displays the speed of received octets at the LAN
interface.

WAN [Pv6 Status Enable - No in red means such interface is available but not
enabled. Yes in green means such interface is enabled. No in
red means such interface is not available.

Mode - Displays the type of WAN connection (e.g., TSPC).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

Gateway IP - Displays the IP address of the default gateway.

Info The words in green mean that the WAN connection of that interface is ready for
accessing Internet; the words in red mean that the WAN connection of that interface
is not ready for accessing Internet.

I-5-9-2 Virtual WAN

Such page displays the virtual WAN connection information.
Virtual WAN are used by TR-069 management, VolP service and so on.

The field of Application will list the purpose of such WAN connection.
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I-6 Quick Start Wizard

Quick Start Wizard can help you to deploy and use the router easily and quickly. Go to
Wizards>>Quick Start Wizard. The first screen of Quick Start Wizard is entering login
password. After typing the password, please click Next.

Quick Start Wizard

Enter login password

Please enter an alpha-numeric string as your Password (Max 23 characters).

Old Password senee
MNew Password seene
Confirm Password senee

On the next page as shown below, please select the WAN interface that you use. If Ethernet
interface is used, please choose WAN1/WAN2; if 3G/4G USB modem is used, please choose
WAN3/WAN4; if LTE SIM card is used, please choose LTE.. Then click Next for next step.

Cuick Start Wizard

WAN Interface
WAN Interface; WART v
Display Mame:
Physical Mode: Ethernet
Physical Type: Auto negotiation  »

[(=pack | [ Met= |

WAN1, WAN2, WAN3/LTE and WAN4 will bring up different configuration page. Refer to the
following for detailed information. In which, WAN3 will be treated as USB WAN or LTE WAN
according to the USB modem or SIM Card used for accessing Internet.
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I-6-1 For WAN1/WAN2 (Ethernet)

WAN1/WAN?2 is dedicated to physical mode in Ethernet. If you choose WAN1/WAN2, please
specify physical type. Then, click Next.

Quick Start Wizard

WAN Interface
WAN Interface: WA T
Display Mame:
Physical Mode: Ethernet
Physical Type: Auto negotiation  |w

[(=Back | [ Mext= |

On the next page as shown below, please select the appropriate Internet access type
according to the information from your ISP. For example, you should select PPPoE mode if the
ISP provides you PPPOE interface. Then click Next for next step.

PPPOE

1. Choose WAN1/WANZ2 as the WAN Interface and click the Next button. The following
page will be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

VWAN 2

Select one of the following Internet Access types provided by your ISP.
@ PPPoE
O pPTP
O LzTP
O static IP
O DHCP

< Back ] [ Mext =
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2. Click PPPoE as the Internet Access Type. Then click Next to continue.

Quick Start Wizard

PPPoE Client Mode

Passwaord

WAN 2

Enter the user name and password provided by your ISP,
Service Mame (Optional) CHT
Usermame 34005657 E2hinet. net

Confirm Password

[ = Back ] [ Mext =

Available settings are explained as follows:

Item

Description

Service Name
(Optional)

Enter the description of the specific network service.

Username

Assign a specific valid user name provided by the ISP.

Note: The maximum length of the user name you can set is
63 characters.

Password

Assign a valid password provided by the ISP.

Note: The maximum length of the password you can set is 62
characters.

Confirm Password

Retype the password.

Back

Click it to return to previous setting page.

Next

Click it to get into the next setting page.

Cancel

Click it to give up the quick start wizard.
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3.

5.

Please manually enter the Username/Password provided by your ISP. Click Next for
viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: PPPoE

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

[ Finish ] [ Cancel ]

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.
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PPTP/L2TP

1. Choose WAN1/WAN2 as the WAN Interface and click the Next button. The following
page will be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

VAN 1

Select one of the following Internet Access types provided by your ISP,

PPPOE
PPTP

= L2TP
Static [P
DHCP

= Back Mext = Finish Cancel

2.  Click PPTP/L2TP as the Internet Access Type. Then click Next to continue.

Quick Start Wizard

L2TP Client Mode

VAN 1

yaur ISP,
Username

Password
Confirm Password

IP Address

Subnet Mask

Gateway
L2TP Server

Enter the username, password, WAN IP configuration and L2TP server IP provided by

WAk IP Configuration
Obtain an IP address automatically
= Specify an IP address

ad77aec

192.168.3.100
255.255.255.0
192.168.3.1

= Back Mext = Finish Cancel

Available settings are explained as follows:

Iltem Description

Username Assign a specific valid user name provided by the ISP.
Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.

Note: The maximum length of the password you can set is 62
characters.

Confirm Password

Retype the password.

WAN IP Configuration

Obtain an IP address automatically - the router will get an
IP address automatically from DHCP server.
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Specify an IP address - you have to type relational settings
manually.

IP Address - Type the IP address.
Subnet Mask -Type the subnet mask.
Gateway - Type the IP address of the gateway.

PPTP Server / L2TP Type the IP address of the server.

Server

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. Please type in the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAk Interface: YIAR 1

Physical Maode: Ethernet
Physical Type: Auto negotiation
Internet Access: L2TP

Click Back to rodify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Yigor router,

= Back Mext = Finish Cancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

5.  Now, you can enjoy surfing on the Internet.
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Static IP

1. Choose WAN1/WAN2 as the WAN Interface and click the Next button. The following
page will be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 2

Select one of the following Internet Access types provided by your ISP,
O PPPGE
O PPTP
O LzTP
& Static 1P
O DHCP

[ < Back ] [ Mext = ]

2.  Click Static IP as the Internet Access type. Simply click Next to continue.

Quick Start Wizard

Static IP Client Mode

WAN 2

Enter the Static IP configuration provided by your ISP,
WAN IP 192.168.3.100
Subnet Mask 255.255.255.0
Gateway 192.168.31

Primary DNS

Secondary DNS (optional)
[ <Back | [ Next>
Available settings are explained as follows:
Item Description
WAN IP Type the IP address.
Subnet Mask Type the subnet mask.
Gateway Type the IP address of gateway.
Primary DNS Type in the primary IP address for the router.
Secondary DNS Type in secondary IP address for necessity in the future.
Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
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Cancel Click it to give up the quick start wizard.

3. Please type in the IP address information originally provided by your ISP. Then click Next
for next step.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: Static IP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

[ Finish ] [ Cancel ]

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OR!

5.  Now, you can enjoy surfing on the Internet.

DHCP

1. Choose WAN2 as the WAN Interface and choose Ethernet as the Physical Mode. Click
the Next button. The following page will be open for you to specify Internet Access

Type.
Quick Start Wizard

Connect to Internet

VWAN 2
Select one of the following Internet Access types provided by your ISP.

O PPPoE
O PPTP
O L2TP
O static IP
& DHCP

[ < Back ] [ MNext = ]

2. Click DHCP as the Internet Access type. Simply click Next to continue.
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Quick Start Wizard

DHCP Client Mode

VAN 2
If your ISP requires you to enter a specific host name or specific MAC address, please
enter it in.

Host Mame (optional)

MAC 00 | -[1D | -|AA | -|A8 | -|BT | -|6A foptional)

[ = Back ] [ Mext =

Available settings are explained as follows:

Item Description

Host Name Type the name of the host.

Note: The maximum length of the host name you can set is
39 characters.

MAC Some Cable service providers specify a specific MAC address
for access authentication. In such cases you need to enter
the MAC address.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3.  After finished the settings above, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: DHCP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

Finish ] [ Cancel
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4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.

I-6-2 For WAN3/WAN4 (USB)

WAN3/WAN4 is dedicated to physical mode in USB.
1. Choose WAN3/WAN4 as WAN Interface.

Quick Start Wizard
WAN Interface
WAN Interface: VWAM3 v

Display Name:
Physical Mode: USB

[ < Back ] [ Mext =

2. Then, click Next for getting the following page.

Quick Start Wizard

Connect to Internet

WAN 3
Internet Access : 3G/4G USE Modem(PPP mode) [~
3 5 USE Modem(PFP mode)
3G/46 USB Modem{PPP mode) 3G/4G USB Modem({DHCF mods)
SIM PIN code
Modem Initial String AT&FEQY131&D2&C1S0=0
(Default: ATE&FEOY 1X18D28C150=0)
APN Narme
(B ] e )
Available settings are explained as follows:
Item Description
Internet Access Choose one of the selections as the protocol of accessing the
internet.
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3G/4G USB Modem
(PPP mode)

SIM Pin code -Type PIN code of the SIM card that will be used
to access Internet. The maximum length of the pin code you
can set is 15 characters.

Modem Initial String - Such value is used to initialize USB
modem. Please use the default value. If you have any
question, please contact to your ISP. The maximum length of
the string you can set is 47 characters.

APN Name - APN means Access Point Name which is provided
and required by some ISPs. Type the name and click Apply.

3G/4G USB Modem
(DHCP mode)

SIM Pin code - Type PIN code of the SIM card that will be
used to access Internet.

Network Mode - Force Vigor router to connect Internet with
the mode specified here. If you choose 4G/3G/2G as network
mode, the router will choose a suitable one according to the
actual wireless signal automatically.

APN Name - APN means Access Point Name which is provided
and required by some ISPs.

3. Then, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface:
Physical Mode:

Internet Access:

WAN3
UsB
PPP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

[ Finish ] [ Cancel ]

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OR!

5.  Now, you can enjoy surfing on the Internet.
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I-6-3 For LTE WAN

1. Choose LTE as WAN Interface.

Quick Start Wizard

WAN Interface

WaMN Interface: LTE
Display Mame:
Physical Mode: USE

< Back Mext = Finish Cancel

2. Then, click Next for getting the following page.

Quick Start Wizard

Connect to Internet

LTE
Internet Access . 3G/AG USE Modem(DHCP mode) v
3 7 USE Moderm(DHCP mode)

3G/4G USB Modem(DHCP mode)
SIM PIM code
MNetwark Mode AGEGEG v (Default: 4G5/3G/26)

AP Mame internet

= Back Mext = Finish Cancel

Available settings are explained as follows:

I[tem Description

Internet Access Now, DHCP mode is the only choice for LTE WAN.

3G/4G USB Modem SIM Pin code - Type PIN code of the SIM card that will be
(DHCP mode) used to access Internet.

Network Mode - Force Vigor router to connect Internet with
the mode specified here. If you choose 4G/3G/2G as network
mode, the router will choose a suitable one according to the
actual wireless signal automatically.

APN Name - APN means Access Point Name which is provided
and required by some ISPs.
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3.  Please type in required information originally provided by your ISP. Then, click Next for
viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAk Interface: LTE
Physical Mode: Use
Internet Access: DHCP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
zettings and restart the Yigor router.,

< Back Mext = Finish

Cancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

5.  Now, you can enjoy surfing on the Internet.
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|-7 Service Activation Wizard

Service Activation Wizard can guide you to activate WCF service (Web Content Filter) with a
quick and easy way. For the Service Activation Wizard is only available for admin
operation, therefore, please type “admin/admin” on Username/Password while Logging
into the web user interface.

Service Activation Wizard is a tool which allows you to use trial version of WCF directly
without accessing into the server (MyVigor) located on http://myvigor.draytek.com. For
using Web Content Filter Profile, please refer to later section Web Content Filter Profile for
detailed information.

Now, follow the steps listed below to activate WCF feature for your router.

Info Such function is available only for Admin Mode.

1. Open Wizards>>Service Activation Wizard.

Dashhoard
Wizards
Cuick Start Wizard

2. In the following page, you can activate the Web content filter services and APP
Enforcement service at the same time or individually. When you finish the selection,
please click Next.

Service Activation Wizard

Select the service type that you want to activate

Activation Date : 2017-08-14
Weh Content Filter(ACF) Service :

BRjM License Agreement

This is a web content filker that is provided by the German government, It is a free service without any guarantee and will
expire one year after activation, You may re-activate the service after expiry.

Cyren 30-Days Free Trial License Agreement

This is a worldwide web content filter service, The free trail license can only be used once. At the end of the free trail period
you may purchase the offical one-year Cyren YWeb Content Filter from an authorized DrayTek reseller,

APP Enforcement(APPE) Service :

DT-4PPE License Agreement
Upgrade APPE Signature automatically.

[ I have read and accept the ahove Agreement. (Please check this box). ]
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Info BPjM is web content filter (WCF) for German Speaking users. It is ideal for your

family to provide more Internet security for youngsters.

Cryan 30-day trial is WCF which offers 30-day trial period. After trial, you can
purchase DrayTek's prepared Cryan GlobalView WCF package from retailing

outlets.

DT-APPE, developed by DrayTek, offers a mechanism to upgrade APPE
signature automatically.

3.  Setting confirmation page will be displayed as follows, please click Activate.

Service Activation Wizard

Please confirm your settings

Sevice Type .

Trial version

Sewice Activated : weh Content Filter { Cyren / Commtouch )

APP Enforcement { DT-APPE )

Please click Back to re-select service type you to activate,

< Back ] [Activate ] [ Cancel

Info The service will be activated and applied as the default rule configured in
Firewall>>General Setup.

4.  Now, the web page will display the service that you have activated according to your
selection(s). The valid time for the free trial of these services is one month.

DrayTek Service Activation

Service Mame Start Date Expire Date Status
Weh Content filter == == Mot Activated
APP Enforcement 2017-08-14 Z015-08-14 OT-APPE

DONS

Please check if the license fits with the service provider of vour signature. To ensure
normal operation for your router, update your signature again is recommended.
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I-8 Registering Vigor Router

You have finished the configuration of Quick Start Wizard and you can surf the Internet at any
time. Now it is the time to register your Vigor router to MyVigor website for getting more
service. Please follow the steps below to finish the router registration.

1 Please login the web configuration interface of Vigor router by typing “admin/admin’ as
User Name / Password.

Dr aYTek ' Vl'gbr2926 Series

Username admin |

Password

Login

Copyright @ 2000-2017 DrayTek Corp. &ll Rights Reserved.

2 Click Support Area>>Production Registration from the home page.

3 ALogin page will be shown on the screen. Please type the account and password that
you created previously. And click Login.

Please take a moment to register.
Membership Registration entitles you to upgrade firmware for your
purchased product and receive news about upcoming products and

services!

Once you receive the DrayTek membership, welcome your further login to advise us of your opinion about
DrayTek product. Your precious suggestions will be of further help for innovation and enhancement.

By joining Mywigor, your data will be handled carefully and not passed onto any Jrd party unrelated
organizations. Your data will only be used/accessed by DrayTek Corp and regional officesiagents within your
own country.

LOGIN

Language ;| English b

UsgerMame : |carriem |

Password © | -------- |
Auth Code ; - e—r g =L -
[~]
20280 . C-ulmur
° |
Faorgotten passward? Login
Don't have a Myvigor Account 7 Create an account now

Become the My\igor member, you can recelve the e-newsletier updaie.
Please join customer survey affer you are a member! Your opinion is very appreciated.

48 Vigor2926 Series User’s Guide



Info If you haven’t an accessing account, please refer to section Creating an
Account for MyVigor to create your own one. Please read the articles on the
Agreement regarding user rights carefully while creating a user account.

4  The following page will be displayed after you logging in MyVigor. When the following
page appears, please type in Nickname (for the router) and choose the right registration
date from the popup calendar (it appears when you click on the box of Registration
Date). Click Add.

DrayTek 3 Login User : carrieni { Logout) MyViQOF

My Information - My Products

D about Us
& My Information Registration Device : Last login time : 201609-12
> My Product + Nickname : 13:53:29
> My Password B Last login from : 111.251.222.175
» My Sattings Registration Date:  01-17-2017
* High Avalabiity Settings Serial humber:  2017011710270702 Add
> Account Disabled / Deleted
<= Vigor Series
* Product Registration
» Customer Survey Rows - Page
Serial Humber / Host ID Device Name Madel Hote
111800325027 2130 Wignr2130
2013030611172502 vigor2760 Wignr2760
2015022416571701 Wigor2132ac Wign2132

Copyrights @ DrayTek Corp

< ta

5  When the following page appears, your router information has been added to the
database.

Your device has heen successfully added to the database.

6  After clicking OK, you will see the following page. Your router has been registered to
myvigor website successfully.

DFGYTEk 5 Login User : carrieni {Logout) Mnygor

My Information - My Products
D about Us
@ My Infa ti
AR Last login time : 2016.09-12
> Wy Product 13:63:20
> My Passwordl Last login from : 111.251.222.175

= My Settings
= High Availability Settings

* ccount Disabled [ Deleted Rows Page

<= Vigor Series

. Serial Number / Host ID Device Name Model Hote
Cust S
@ Rustamer Survey 111800326027 2130 Wigor2130
2013030811 172502 vigor2760 Wigor2760
20150@15571701 \/\HUQHZ@C VWHE
I 2015030413341201 Vigor292Bac Wigor2926 I
)

Copyrights @ DrayTek Corp.

< ¥
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Part Il Connectivity
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Q)

WAN

®

LAN

NAT

o

Applications

Routing

It means wide area network. Public IP will be used in
WAN.

It means local area network. Private IP will be used in
LAN. Local Area Network (LAN) is a group of subnets
regulated and ruled by router. The design of network
structure is related to what type of public IP addresses
coming from your ISP.

When the data flow passing through, the Network
Address Translation (NAT) function of the router will




lI-1 WAN
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It allows users to access Internet.

Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANs), such as host PCs under the
management of a router since they do not need to be accessed by the public. Hence, the NIC
has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with
significant ease of use. Meanwhile it provides access control, billing, and type of service
according to user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask for
a connection. Then a session will be created. Your user ID and password is authenticated via
PAP or CHAP with RADIUS authentication system. And your IP address, DNS server, and other
related information will usually be assigned by your ISP.

Network Connection by 3G/4G USB Modem

For 3G/4G mobile communication through Access Point is popular more and more, Vigor2926
adds the function of 3G/4G network connection for such purpose. By connecting 3G USB
Modem to the USB port of Vigor2926, it can support HSDPA/UMTS/EDGE/GPRS/GSM and the
future 3G/4G standard (HSUPA, etc). Vigor2926n with 3G/4G USB Modem allows you to
receive 3G signals at any place such as your car or certain location holding outdoor activity
and share the bandwidth for using by more people. Users can use four LAN ports on the router
to access Internet. Also, they can access Internet via 802.11n wireless function of Vigor2926n,
and enjoy the powerful firewall, bandwidth management, VPN features of Vigor2926n series.
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After connecting into the router, 3G/4G USB Modem will be regarded as the third WAN port.
However, the original WAN1 and WAN?2 still can be used and Load-Balance can be done in the
router. Besides, 3G/4G USB Modem in WAN3 also can be used as backup device. Therefore,
when WAN1 and WAN2 are not available, the router will use 3.5G for supporting automatically.
The supported 3G/4G USB Modem will be listed on DrayTek web site. Please visit
www.draytek.com for more detailed information.

LTE Application
Service Network

Mobile Office
Applied Models:

Mobile Banking/Logistic/Manufacturing
IReal Estate/Healthcare

+ e-Order i

* Tracking of logistic status

* Project development status
* ERP

* Con-call

+ e-Healthercare
(e.g. medical record)
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o Surveillance

53



Web User Interface

54

II-1-1 General Setup

This section will introduce some general settings of Internet and explain the connection
modes for WAN1, WAN2, WAN3 (or LTE) and WAN4 in details.

This router supports multiple-WAN function. It allows users to access Internet and combine
the bandwidth of the multiple WANSs to speed up the transmission through the network. Each
WAN port can connect to different ISPs, Even if the ISPs use different technology to provide
telecommunication service (such as DSL, Cable modem, etc.). If any connection problem
occurred on one of the ISP connections, all the traffic will be guided and switched to the
normal communication port for proper operation. Please configure WAN1, WAN2, WAN3 (or
LTE) and WAN4 settings.

This webpage allows you to set general setup for WAN1, WAN2, WAN3 (or LTE) and WAN4
respectively.

For all of the routers except for Vigor2926L and Vigor2926Ln---

WAHN => General Setup

Load Balance Mode: | Auto Weight v IF Based w
Setup
Physical Line Speed{Kbps} .
Index Enable Mode fType DowenLink/UpLink Active Mode
WAN1 W Ethernetfauto negotiation 0f0 &lways On
WAN2Z W Ethernet/Auto negotiation o/0 &lways On
WAN3 b ISR,/ - 0/0 Always On
WANA v ISR/ - (| Always On
Hote:

The line speed setting of Wak interface is available only when According to Line Speed is selected
as the Load Balance Mode.

For Vigor2926L and Vigor2926Ln----
WAN == General Setup
Load Balance Mode: | Auto Weight v | |IP Bazed w
Setup
Physical Line Speed{Kbps) .
Index  Enable Mode/Type DownLink/UpLink Active Mode
VWARN1 W Ethernet/auto negotiation 0/0 Always On
WANZ N Ethernet/Auto negotiation o/s0 Always On
LTE Y USB/- 0/0 Always On
WAN4 N SR/~ o/0 Always On

MNote: The line speed setting of WaN interface is available only when According to Line Speed is
selected as the Load Balance Mode.

(0]4
Available settings are explained as follows:
Item Description
Load Balance Mode This option is available for multiple-WAN for getting enough
bandwidth for each WAN port. If you know the practical
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bandwidth for your WAN interface, please choose the setting
of According to Line Speed. Otherwise, please choose Auto
Weight to let the router reach the best load balance.

IP Based - The same source / destination IP pair will select
the same WAN interface as policy. It is the default setting.

Sesseion Based- All of the WAN interfaces will be used (as
out-going WAN) for passing through new sessions to get
better transmission speed. Though good speed test result for
throughput might be reached; however, some web site may
not open smoothly, especially the site need authentication,
e.g., FTP.

If you have no strong demand about speed test result, keep
default settings as IP based.

Index Click the WAN interface link under Index to access into the
WAN configuration page.
Enable V means such WAN interface is enabled and ready to be used.

Physical Mode / Type

Display the physical mode and physical type of such WAN
interface.

Line Speed(Kbps)
DownLink/UpLink

Display the downstream and upstream rate of such WAN
interface.

Active Mode Display whether such WAN interface is Active device or
backup device.
Info In default, each WAN port is enabled.

After finished the above settings, click OK to save the settings.

[I-1-1-1 WAN1/WAN2 with Ethernet
WAN1/WAN?2? is fixed with physical mode of Ethernet.
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WAN >> General Setup

WAN 1
Enable: Yes ¥
Display Mame:
Physical Mode: Ethernet

Physical Type:
Line Speed(Kbps:
DawnLink

UpLink

Active Mode:

Active When:

Auto negotiation v

0
0

Failover | Load Balance:

@ waN Failure

O Traffic Threshald

Upload Ok bps {Default unit: K)
Download [I[28 bps {Default unit: K)

@ any of the selected WaN disconnect
O all of the selected WAN disconnect
wan 1 wan 2 Cwan 3 COwan 4

WLAN Tag insertion Service Custamer
Disable » Disable
Tag value  Priority Tag value  Priority
0 0 1] 1]
(0~4005)  (0~7) (0~40058)  (0~7)

Note:

1. The line speed setting of Wal interface is available only when According to Line Speed is selected as the

Load Balance Mode.

2. Service and customer tag settings are depending on network environment.

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

Physical Mode

Display the physical mode of such WAN interface.

Physical Type

You can change the physical type for WAN2 or choose Auto
negotiation for determined by the system.

Auto negotiation  |w

AUt negotiation

10M half duplex

10 full duplex

100M half duplex

100M full duplex '
110008 full duplex

Line Speed

If your choose According to Line Speed as the Load
Balance Mode, please type the line speed for downloading
and uploading for such WAN interface. The unit is kbps.

Active Mode

Choose Always On to make the WAN connection be
activated always.

Load Balance: Check this box to enable auto load balance
function for such WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
automatically among all of the WAN interfaces in
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connection status.

Failover - Choose it to make the WAN connection as a
backup connection.

® WAN Failure - When the active WAN failed, such WAN
will be activated as the main network connection.

® Traffic Threshold - When the data traffic of active
WAN reaches the traffic threshold (specified here),
the failover WAN will be enabled automatically to
share the overloaded data traffic.

Active When

If you choose Failover as the Active Mode, Active When
will appear. Please specify which WAN will be the Backup
interface.

Active Mode: Failover v | Load Balance:

Active When: @ any of the selected WaN disconnect
O all of the selected WaN disconnect
Olwwan 10 wan 2 Owan 2 Cwan 4

Any of the selected WAN disconnect - Such backup WAN

will be activated when any master WAN interface

disconnects.

All of the selected WAN disconnect - Such backup WAN will

be activated only when all master WAN interfaces

disconnect.

VLAN Tag insertion

Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WAN interface.

Disable - Disable the function of VLAN with tag.

Tag value - Type the value as the VLAN ID number. The
range is from O to 4095.

Priority - Type the packet priority number for such VLAN.
The range is from 0 to 7.

After finished the above settings, click OK to save the settings.
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[1-1-1-2 WAN3/WAN4 (USB)

To use 3G/4G network connection through 3G/4G USB Modem, please configure WAN3 or

WAN4 interface.

WAN > General Setup

VWAN 3
Enable: NCERRY
Display Mame:
Physical Mode: UsSB
Line Speed{Kbps):
DownLink 0
UpLink 0
Active Mode: Faillover | »| Load Balance:
@ WaN Failure
(O Traffic Threshold
Upload 0k bps (Default unit: K)
Download 0k bps (Default unit: K)
Active When: @& any of the selected WaN disconnect
O all of the selected WaN disconnect
CIwiar 1 Cwan 20 wan 3] waN 4

Note:

The line speed setting of Wal interface is available only when According to Line Speed is selected as the

Load Balance Maode,

Or

WAN == General Setup

[ ok ] [ cancel |

WAN 3
Enable: Yes v
Display Mame:
Physical Mode: LISE

Line SpeedikKbps):
Do riLink
pLink

Acfive Mode:

Acfive When:

0
0
Failover % Load Balance: [

& WaN Failure
(O Traffic Threshald

Upload 0k bps (Default unit: K)
Download 0k bps (Default unit: K)

& any of the selected WaN disconnect
O all of the selected WaN disconnect
Cwan 1 Cwan 2| | LTE CIwanN 4

Note:

The line speed setting of WAN interface is available only when According to Line Speed is selected as the

Load Balance Mode.

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

Physical Mode

Display the physical mode of such WAN interface.

Line Speed

If your choose According to Line Speed as the Load Balance
Mode, please type the line speed for downloading and
uploading for such WAN interface. The unit is kbps.
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Active Mode

Choose Always On to make the WAN2 connection being
activated always.

Failover hd

Alwais Cn

Load Balance: Check this box to enable auto load balance
function for such WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
automatically among all of the WAN interfaces in connection
status.

Failover - Choose it to make the WAN connection as a backup
connection.

® WAN Failure - When the active WAN failed, such WAN
will be activated as the main network connection.

® Traffic Threshold - When the data traffic of active
WAN reaches the traffic threshold (specified here), the
failover WAN will be enabled automatically to share the
overloaded data traffic.

Active When

If you choose Failover as the Active Mode, Active When will
appear. Please specify which WAN will be the Backup
interface.

Active Mode: Failover #| Load Balance:
@ waN Failure
O Traffic Threshold
Upload Ok bps (Default unit: K}
Download Ok bps (Default unit: K}

active When: @ any of the selected WAN disconnect
O all of the selected WaN disconnect
Ohwwar 1 Owan 20 wean 3 0wen +

Any of the selected WAN disconnect - Such backup WAN will
be activated when any master WAN interface disconnects.
All of the selected WAN disconnect - Such backup WAN will

be activated only when all master WAN interfaces
disconnect.

After finished the above settings, click OK to save the settings.
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lI-1-2 Internet Access

For the router supports multi-WAN function, the users can set different WAN settings (for
WAN1/WAN2/WAN3 or LTE/WAN4) for Internet Access. Due to different Physical Mode for
WAN interface, the Access Mode for these connections also varies. Refer to the following
figures for examples.

Access Mode for Etherenet,

WAN >> Internet Access

Internet Access

Index Display Name Physical Mode Access Mode
WANL Ethernet Maone i |PvE
WWANZ Ethernet [=T=T=M
Static or Dynamic IP
AN use PPTR/LZTP
WA N4 Use MNone b |Pv5
Note: 1. Device on USBE port 1 applies WaN3 configuration.
Device on USE port 2 applies WaAN4 configuration.
vou can configure DHCP client aptions here.
Access Mode for USB,
WAN >> Internet Access
Internet Access
Index Display Name Physical Mode Access Mode
WAk Ethernet Mone v IPv5
WMz Ethernet Mone v
YWARS LISB Mane At IPvB
AN UsSB 33/4G USB Modem({PPP mode) IPv6
Note: 1. Device on USE port 1 applies WAN3 CL..B.[.%QAUE.B@LE?..MDdem[DHCP mode)
Device on USBE port 2 applies WaM4 configuration.
¥ou can configure DHCP client aptions here,
Access Mode for LTE (for L model only),
WAN >> Internet Access
Internet Access
Index Display Name Physical Mode Access Mode
WANL Ethernet Static or Dynamic IP ¥ | | Details Page || IPv6 |
WANZ Ethernet Mane v | | Details Page || IPv6 |
LTE USE Mone ¥ | | Details Page || IP6 |
Wah4 UsE 3G/4G LTE Moder(DHCP modg) || Page | P ]

Note: 1. Device on USB port 1 applies LTE configuration.
Device on USE port 2 applies WaN4 configuration.

Advanced [You can configure DHCP client options here.
]
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Available settings are explained as follows:

Item Description
Index Display the WAN interface.
Display Name It shows the name of the WAN1/WAN2/WAN3 or LTE/WAN4

that entered in general setup.

Physical Mode

It shows the physical connection for WAN1/WAN2
(Ethernet) /WAN3 or LTE /WAN4 (USB) according to the
real network connection.

Access Mode

Use the drop down list to choose a proper access mode. The
details page of that mode will be popped up. If not, click
Details Page for accessing the page to configure the
settings.

Details Page This button will open different web page (based on IPv4)
according to the access mode that you choose in WAN
interface.

IPv6 This button will open different web page (based on Physical
Mode) to setup IPv6 Internet Access Mode for WAN
interface.

If IPv6 service is active on this WAN interface, the color of
“IPv6” will become green.
Advanced This button allows you to configure DHCP client options.

DHCP packets can be processed by adding option number
and data information when such function is enabled and
configured.

WAN >> Internet Access
DHCP Client Options Status

Options List
Enable Interface Option Type Data

Enahble:
Interface: Al WANL WANZ WAND WANS WANS WANG WANT
O O O O O O O
Option Number:
DataType: @& aASCI Character (EX: Option: 18, Data:/path)
OHexadecimal Digit (EX: Option: 18, Data:2f70a17468)
O address List (Ex: Option:44, Data:172.16.2.10,172.16.2.20...)
Data:

Add Update Delete Reset
Note:

Option 61 has been given a default value,

You can configure option &1{Client Identifier) in "WAN >> Internet Access"” page.

If you choose to configure option 61 here, the settings in "WAN > Internet Accass, Details
Page" will be overwritten.

Option 12 is reserved, you cannot configure it here but you can configure it in "Router Name"
field of "WaN »> Internet Access”,

Enable/Disable - Enable/Disable the function of DHCP
Option. Each DHCP option is composed by an option number
with data. For example,

Option number:100

Data: abcd

When such function is enabled, the specified values for
DHCP option will be seen in DHCP reply packets.

Interface - Specify the WAN interface(s) that will be
overwritten by such function. WAN5 ~ WAN7 can be located
under WAN>>Multi-PVC/VLAN.

Option Number - Type a number for such function.

Vigor2926 Series User’s Guide

61



62

Note: If you choose to configure option 61 here, the
detailed settings in WAN>>Interface Access will be
overwritten.

DataType - Choose the type (ASCIl or Hex) for the data to
be stored.

Data - Type the content of the data to be processed by the
function of DHCP option.

[I-1-2-1 Details Page for PPPoE in WAN1/WAN2 (Physical Mode: Ethernet)

To use PPPOE as the accessing protocol of the internet, please click the PPPOE tab. The
following web page will be shown.

WAN == Internet Access

WAN 1
PPPoE Static or Dynamic IP PPTP/L2TP IPvG
O Enable & Disable PPP/MP Setup
PPP Authentication PAP or CHARP
ISP Access Setup
Idle Timeout -1 second(s)
Service Mame {Optional)
IP Address Assignment Method {IPCP)
Username VAN [P Alias
Password Fixed IP: O ves @ HNo (Dynamic IP)
Index{1-15) in Schedule Setup: Fized IP Address

== ' , '
@ Dpefault MAC Address
PPPoE Pass-thruughl O Specify a MAC Address

O Far wired LAN MAC address: 00 | 100 | J&8A IF7 | 20| 45

O For wirelass LaM

WAN Connection Detection

Mode ARP Detect v

MTU 1500 {Max:1500)
Path MTU Discovery

TTL

Change the TTL value Enable '+

Note:

1. (Optional) Required for some I1SPs. Leave blank if in doubt because the connection request might be
denied if "Service Mame" is incorrect.

2. We only support LANL for PPPoE Pass-through.

[ oK ] [ Cancel

Available settings are explained as follows:

Item Description

Enable/Disable Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

ISP Access Setup Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Service Name (Optional) - Enter the description of the
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specific network service.
Username - Type in the username provided by ISP in this
field.

The maximum length of the user name you can set is 63
characters.

Password - Type in the password provided by ISP in this field.

The maximum length of the password you can set is 62
characters.

Index (1-15) in Schedule Setup - You can type in four sets of
time schedule for your request. All the schedules can be set
previously in Application >> Schedule web page and you can
use the number that you have set in that web page.

PPPoE Pass-through

The router offers PPPoE dial-up connection. Besides, you
also can establish the PPPoE connection directly from local
clients to your ISP via the Vigor router. When PPPoA protocol
is selected, the PPPOE package transmitted by PC will be
transformed into PPPoA package and sent to WAN server.
Thus, the PC can access Internet through such direction.

For Wired LAN - If you check this box, PCs on the same
network can use another set of PPPOE session (different with
the Host PC) to access into Internet.

For Wireless LAN - It is available for n model. If you check
this box, PCs on the same wireless network can use another
set of PPPOE session (different with the Host PC) to access
into Internet.

Note: To have PPPoA Pass-through, please choose PPPoA
protocol and check the box(es) here. The router will behave
like a modem which only serves the PPPOE client on the LAN.
That’s, the router will offer PPPoA dial-up connection.

WAN Connection
Detection

Such function allows you to verify whether network

connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect for the system to

execute for WAN detection. If you choose Ping Detect as the

detection mode, you have to type required settings for the

following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging.
With the IP address(es) pinging, Vigor router can check if
the WAN connection is on or off.

@ TTL (Time to Live) - Set TTL value of PING operation.

@ Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Detect to open the following dialog.
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1721711 Vdocipathmtu.htm

Path MTU ta: | IPvd Host
MTU reduce size by 3
Detect
Note: You may reduce the Path MTU Size(rmax 1500% by 1 to 100,

Accept Cancel

® Path MTU to - Type the IP address as the specific
transmit path.

® MTU reduce size by - It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500”.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

) Detect - Click it to detect a suitable MTU value

®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

TTL

Change the TTL value - Enable or disable the TTL (Time to
Live) for a packet transmitted through Vigor router.

Enable - TTL value will be reduced (-1) when it passess
through Vigor router. It will cause the client, accessing
Internet through Vigor router, be blocked by certain ISP
when TTL value becomes “0”.

Disable - TTL value will not be reduced. Then, when a packet
passes through Vigor router, it will not be cancelled. That is,
the client who sends out the packet will not be blocked by
ISP.

PPP/MP Setup

PPP Authentication - Select PAP only or PAP or CHAP for
PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment
Method (IPCP)

Usually ISP dynamically assigns IP address to you each time
you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 32 public IP addresses other
than the current one you are using. Type the additional WAN
IP address and check the Enable box. Then click OK to exit
the dialog.

Fixed IP - Click Yes to use this function and type in a fixed IP
address in the box of Fixed IP Address.

Default MAC Address - You can use Default MAC Address or
specify another MAC address by typing on the boxes of MAC
Address for the router.

Specify a MAC Address - Type the MAC address for the router
manually.

After finishing all the settings here, please click OK to activate them.
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[I-1-2-2 Details Page for Static or Dynamic IP in WAN1/WAN2 (Physical Mode:

Ethernet)

For static IP mode, you usually receive a fixed public IP address or a public subnet, namely
multiple public IP addresses from your DSL or Cable ISP service providers. In most cases, a
Cable service provider will offer a fixed public IP, while a DSL service provider will offer a
public subnet. If you have a public subnet, you could assign an IP address or many IP address

to the WAN interface.

To use Static or Dynamic IP as the accessing protocol of the internet, please click the Static
or Dynamic IP tab. The following web page will be shown.

WAN == Internet Access

VAN 1

PPPoE Static or Dynamic IP

PPTP/LZTP IPvt

® Enable O Disable

Keep WAN Connection

PING to the IP

RIP Protocol
[ Enable RIF

Bridge Mode
[ Enable Bridge Mode

TTL
Change the TTL value

*: Reguired for some ISPs
Note:

[ Enable PING to keep alive

Path MTU Discovery

Bridge Subnet LARN 1

Enable +

WAN IP Network Settings | WAN P Alias

C Obtain an IP address automatically

Router Mame Wigor

Damain Marme

[ DHCP Client Identifier *

PING Interval 0 minute(s)
Username
WAN Connection Detection
Password
Mode ARP Detect v
® Specify an IP address
MTU 100 (Max: 1500) IP address 172.16.3.130

Subnet Mask Y55.205.2550

Gateway IP Address 172.16.3.1

® Dpefault MAC address
O specify a MAC Address
MAC Address: |00 | 1D | &8 GF7 | 20 | 49

DNS Server IP Address
Prirnary 1P Address 5888

Secondary IP Address 5.5.4.4

1.1f enable firewall in bridge mode, IPv6 connection type would be change to DHCPvE mode.
2. Bridge Subnet cannot be selected by Multi-walN Interface at the same time.
3.If both Bridge Mode and Firewall are enabled, the settings under User Management will be ignored.

Available settings are explained as follows:

Item

Description

Enable / Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

Keep WAN Connection

Normally, this function is designed for Dynamic IP
environments because some ISPs will drop connections if
there is no traffic within certain periods of time. Check
Enable PING to keep alive box to activate this function.

PING to the IP - If you enable the PING function, please
specify the IP address for the system to PING it for keeping
alive.
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PING Interval - Enter the interval for the system to execute
the PING operation.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect, Ping Detect or Always On for
the system to execute for WAN detection. If you choose Ping
Detect as the detection mode, you have to type required
settings for the following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging.
With the IP address(es) pinging, Vigor router can check if
the WAN connection is on or off.

@ TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Detect to open the following dialog.

1721711 Vdoc/pathmtuhtm

Path MTU to: | IPvd Host ¥
MTU reduce size by g

Detect
Note: You may reduce the Path MTU Size{max 1500) by 1 to 100,

Accept Cancel

® Path MTU to - Type the IP address as the specific
transmit path.

® MTU reduce size by - It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

[ Detect - Click it to detect a suitable MTU value

®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

RIP Protocol

Routing Information Protocol is abbreviated as RIP (RFC1058 )
specifying how routers exchange routing tables information.
Click Enable RIP for activating this function.

Bridge Mode

Enable Bridge Mode - If the function is enabled, the router
will work as a bridge modem.

Enable Firewall - It is available when Bridge Mode is
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enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - Make a bridge between the selected LAN
subnet and such WAN interface.

TTL

Change the TTL value - Enable or disable the TTL (Time to
Live) for a packet transmitted through Vigor router.

Enable - TTL value will be reduced (-1) when it passess
through Vigor router. It will cause the client, accessing
Internet through Vigor router, be blocked by certain ISP
when TTL value becomes “0”.

Disable - TTL value will not be reduced. Then, when a packet
passes through Vigor router, it will not be cancelled. That is,
the client who sends out the packet will not be blocked by
ISP.

WAN IP Network Settings

This group allows you to obtain an IP address automatically
and allows you type in IP address manually.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 32 public IP addresses other
than the current one you are using.

Obtain an IP address automatically - Click this button to
obtain the IP address automatically if you want to use
Dynamic IP mode.

® Router Name: Type in the router name provided
by ISP.

® Domain Name: Type in the domain name that you
have assigned.

DHCP Client Identifier for some ISP

® Enable: Check the box to specify username and
password as the DHCP client identifier for some
ISP.

® Username: Type a name as username. The
maximum length of the user name you can set is
63 characters.

® Password: Type a password. The maximum length
of the password you can set is 62 characters.
Specify an IP address - Click this radio button to specify
some data if you want to use Static IP mode.
® |P Address: Type the IP address.
@® Subnet Mask: Type the subnet mask.
® Gateway IP Address: Type the gateway IP
address.

Default MAC Address: Click this radio button to use default
MAC address for the router.

Specify a MAC Address: Some Cable service providers
specify a specific MAC address for access authentication. In
such cases you need to click the Specify a MAC Address and
enter the MAC address in the MAC Address field.

DNS Server IP Address

Type in the primary IP address for the router if you want to
use Static IP mode. If necessary, type in secondary IP address
for necessity in the future.
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After finishing all the settings here, please click OK to activate them.

[I-1-2-3 Details Page for PPTP/L2TP in WAN1/WAN2 (Physical Mode: Ethernet)

To use PPTP/L2TP as the accessing protocol of the internet, please click the PPTP/L2TP tab.
The following web page will be shown.

WAN => Internet Access

VWAN 1
PPPoE Static or Dynamic IP PPTPLZTP IPvG
Enable PPTP Enable L2TP ® Disable |PPP Setup
Server Address PPP Authentication PAP or CHAP =
Specify Gateway IP Address Idle Timeout 1 second(s)
IP Address Assignment Method {(IPCP)
Wit 1P Alias
ISP Access Setup Fixed IP: Yes ® Mo (Dynamic IP)
Username Fixed IP Address
Password WAN IP Network Settings
Index(1-15) in Schedule Setup: = (Obtain an IP address automatically
== s s s Specify an IP address
IP Address
MTU 1460 | (Max: 1450) Subnet Mask
Path MTU Discovery
Ok Cancel

Available settings are explained as follows:

Item

Description

PPTP/L2TP

Enable PPTP- Click this radio button to enable a PPTP client
to establish a tunnel to a DSL modem on the WAN interface.

Enable L2TP - Click this radio button to enable a L2TP client
to establish a tunnel to a DSL modem on the WAN interface.
Disable - Click this radio button to close the connection
through PPTP or L2TP.

Server Address - Specify the IP address of the PPTP/L2TP
server if you enable PPTP/L2TP client mode.

Specify Gateway IP Address - Specify the gateway IP address
for DHCP server.

ISP Access Setup

Username -Type in the username provided by ISP in this
field. The maximum length of the user name you can set is 63
characters.

Password -Type in the password provided by ISP in this field.
The maximum length of the password you can set is 62
characters.

Index (1-15) in Schedule Setup - You can type in four sets of
time schedule for your request. All the schedules can be set
previously in Application >> Schedule web page and you can
use the number that you have set in that web page.

MTU

It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Detect to open the following dialog.
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1721711 Vdocipathmtu.htm

Path MTU ta: | IPvd Host
MTU reduce size by 3
Detect
Note: You may reduce the Path MTU Size(rmax 1500% by 1 to 100,

Accept Cancel

® Path MTU to - Type the IP address as the specific
transmit path.

® MTU reduce size by- It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500”.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

) Detect - Click it to detect a suitable MTU value

®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

PPP Setup

PPP Authentication - Select PAP only or PAP or CHAP for
PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment
Method(IPCP)

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 32 public IP addresses other
than the current one you are using.

Fixed IP - Usually ISP dynamically assigns IP address to you
each time you connect to it and request. In some case, your
ISP provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function. Click Yes to use this function
and type in a fixed IP address in the box.

Fixed IP Address -Type a fixed IP address.

WAN IP Network Settings

Obtain an IP address automatically - Click this button to
obtain the IP address automatically.

Specify an IP address - Click this radio button to specify
some data.

® |P Address - Type the IP address.
® Subnet Mask - Type the subnet mask.

After finishing all the settings here, please click OK to activate them.
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[I-1-2-4 Details Page for 3G/4G USB Modem (PPP mode) in WAN3/WAN4

To use 3G/4G USB Modem (PPP mode) as the accessing protocol of the internet, please
choose Internet Access from WAN menu. Then, select 3G/4G USB Modem (PPP mode) for
WAN3. The following web page will be shown.

WAN >> Internet Access

WAN 3
3GA4G USE Modem({PPP mode)

3G/4G USB Modem(DHCP mode) 1Pvh
| Modem Support List |

3GA4G USE Modem{PPP mode}

SIM PIN code
Modem Initial String

APM Mame
Modem I[nitial String2

Modem Dial String

Service Mame
PPF Username
PPP Password

PPP Authentication
Index{1-15% in Schedule Setup

== ' )

WAN Connection Detection
Mode

O Enable @ Disable

ATEFEDTXT &D28.C150=0
(Default: ATRFEOY LX18:028:C150=0)

AT

ATOT 998

(Default: ATDT*99#, COMA:ATDT#777, TD-
SCOMA:ATDT*08%14)

{Optionaly
{Optionaly

{Optionaly

[

Ok ] [ Cancel ] [ Default ]

Available settings are explained as follows:

Item

Description

Modem Support List

It lists all of the modems supported by such router.

192.168.1.1doc/pppsuptlst him
3G/4G Modem Support List(PPP mode)
The following compatibility test lists 3.5G/LTE modems supported by Vigor router under certain

environment or countries. If the LTE maodem you have is on the list but cannot wark properly, please
write an e-mail to support@draytek.com or consult your dealer for further information.

Brand Model LTE Status
4G system ®SPlug P3 Y
Alcatel Alcatel L100W @ k
Alcatel Alcatel XDBOS Y
alfa ALFA Flyppp ¥
BandRich Bandluxe 270 A
BandRich Bandluze C321 Y
BandRich Bandluze C330 Y
BandRich Bandluxe C231 Y
BandRich Bandluxe C502 A
BigPond BigPond Next G Wireless Y
D-Link D_LINK DWMZ22 @ ¥

3G /4G USB Modem (PPP
mode)

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.
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SIM PIN code

Type PIN code of the SIM card that will be used to access
Internet.

The maximum length of the PIN code you can set is 15
characters.

Modem Initial String

Such value is used to initialize USB modem. Please use the
default value. If you have any question, please contact to
your ISP.

The maximum length of the string you can set is 47
characters.

APN Name

APN means Access Point Name which is provided and
required by some ISPs. Type the name and click Apply.

The maximum length of the name you can set is 43
characters.

Modem Initial String2

The initial string 1 is shared with APN.

In some cases, user may need another initial AT command to
restrict 3G band or do any special settings.

The maximum length of the string you can set is 47
characters.

Modem Dial String

Such value is used to dial through USB mode. Please use the
default value. If you have any question, please contact to
your ISP.

The maximum length of the string you can set is 31
characters.

Service Name

Enter the description of the specific network service.

PPP Username

Type the PPP username (optional). The maximum length of
the name you can set is 63 characters.

PPP Password

Type the PPP password (optional). The maximum length of
the password you can set is 62 characters.

PPP Authentication

Select PAP only or PAP or CHAP for PPP.

Index (1-15) in Schedule
Setup

You can type in four sets of time schedule for your request.
All the schedules can be set previously in Application >>
Schedule web page and you can use the number that you
have set in that web page

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect for the system to
execute for WAN detection. If you choose Ping Detect as the
detection mode, you have to type required settings for the
following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging.

With the IP address(es) pinging, Vigor router can check if
the WAN connection is on or off.

@ TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system is
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allowed to execute the PING operation before WAN
disconnection is judged.

After finishing all the settings here, please click OK to activate them.

[I-1-2-5 Details Page for 3G/4G USB Modem (DHCP mode) in WAN3/WAN4

To use 3G/4G USB Modem (DHCP mode) as the accessing protocol of the internet, please
choose Internet Access from WAN menu. Then, select 3G/4G USB Modem (DHCP mode) for
WAN3/WAN4. The following web page will be shown.

WAN >> Internet Access

WAN 3
3G/A4G USE Modem(PPP mode) 3G/4G USB Modem(DHCP mode) IPvi
| Modem Support List |
OEnable @ Disable Authentication
LIsernarme (Optionaly
SIM PIN code
Password {Optional)
MNetwork Mode (Default: 45/3G/2G6)
APM Mame

LTE hardware wersion ---

WAN Connection Detection
Mode

MTU 1500 (Default: 15007

Path MTU Discovery

Note:

Please note that in some case USE port connection will be terminated temporarily to activate the new
configuration.

[ oK ] [ Cancel ]

Available settings are explained as follows:

Item Description

Modem Support List It lists all of the modems supported by such router.

] 192.168.1 Lidoc/d hepsuptlst him 3
3G/4G Modem Support List{DHCP mode)
The following compatibility test lists 3.5G/LTE modems supported by Vigor router under certain

environment or countries. If the LTE modem you have is on the list but cannot work properly, please
write an e-mail to suppart@draytek.com or consult your dealer for further information,

Brand Model LTE Status
Alcatel Alcatel Leoo @ N
Alcatel Alcatel w100 ] N
alcatel alcatel Wa00 ] v
Alcatel Alcatel ¥&58 ] M
D-Link D_LINK DWM156 A
Huawei—huawei E303 v
Huawei |Huawei E3131 A
Huawei |Huawei E3272 ] N
Huawei |Huawei E3276s @ N

3G/4G USB Modem (DHCP | Click Enable for activating this function. If you click Disable,
mode) this function will be closed and all the settings that you
adjusted in this page will be invalid.

SIM PIN code Type PIN code of the SIM card that will be used to access
Internet.

The maximum length of the PIN code you can set is 19
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characters.

Network Mode

Force Vigor router to connect Internet with the mode
specified here. If you choose 4G/3G/2G as network mode,
the router will choose a suitable one according to the actual
wireless signal automatically.

APN Name

APN means Access Point Name which is provided and
required by some ISPs. Type the name and click Apply.

The maximum length of the name you can set is 47
characters.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect for the system to
execute for WAN detection. If you choose Ping Detect as the
detection mode, you have to type required settings for the
following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging.
With the IP address(es) pinging, Vigor router can check if
the WAN connection is on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

@ Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Choose IP to open the following dialog.

1721711 Vdoc/pathmtuhtm

Path MTU to: | IPvd Host ¥
MTU reduce size by g

Detect
Note: You may reduce the Path MTU Size{max 1500) by 1 to 100,

Accept Cancel

® Path MTU to - Type the IP address as the specific
transmit path.

® MTU reduce size by- It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

[ ) Detect - Click it to detect a suitable MTU value
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®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

Authentication

Select PAP only or PAP or CHAP for PPP authentication.
Username - Type the username for authentication
(optional).

Password - Type the password for authentication (optional).

After finishing all the settings here, please click OK to activate them.

II-1-2-6 Details Page for 3G/4G USB Modem (DHCP mode) in LTE WAN

It is available for “L”” model only. LTE WAN uses the embedded LTE module to access internet.

To use 3G/4G USB Modem (DHCP mode) as the accessing protocol of the internet, please
choose Internet Access from WAN menu. Then, select 3G/4G USB Modem (DHCP mode) for
LTE. The following web page will be shown.

WAHN >> Internet Access

LTE
3G/4G LTE Modem{DHCP mode] IPv6
3G/4G USB Modemi{DHCP mode) * Enahle Disable
SIM PIM code
MNetwark Mode AG/3GL2G v | (Default: 4G/3G/2G)
APM Mame internet
UserMame (Optional)
Password (Optional)
Authentication Mone v
MTU 1380 {Default: 1380)
Path MTU Discovery Choose IP
LTE hardware version 20002
WAN Connection Detection
Mode ARP Detect ¥

Note: Please note that in some case USE port connection will be terminated temporarily to activate the

new configuration.

Ok Cancel

Available settings are explained as follows:

Item Description

3G/4G USB Modem (DHCP | Click Enable for activating this function. If you click Disable,

mode) this function will be closed and all the settings that you
adjusted in this page will be invalid.

SIM PIN code Type PIN code of the SIM card that will be used to access

Internet.

The maximum length of the PIN code you can set is 19
characters.

Network Mode

Force Vigor router to connect Internet with the mode
specified here. If you choose 4G/3G/2G as network mode,
the router will choose a suitable one according to the actual
wireless signal automatically.

APN Name

APN means Access Point Name which is provided and
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required by some ISPs. Type the name and click Apply.

The maximum length of the name you can set is 47
characters.

UserName Type the username (optional). The maximum length of the
name you can set is 47 characters.
Password Type the password (optional). The maximum length of the

password you can set is 62 characters.

Authentication

Select None or PAP or CHAP.

MTU

It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Choose IP to open the following dialog.

17217111 Mdoc/pathmbu.hitm

Path MTU to: | IPvd Host ¥
MTU reduce size by 8
Detect
Note: You may reduce the Path MTU Size{max 1500) by 1 to 100,

Accept Cancel

® Path MTU to - Type the IP address as the specific
transmit path.

® MTU reduce size by - It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

® Detect - Click it to detect a suitable MTU value.

®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

LTE hardware version

The hardware version of the embedded LTE module.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect for the system to
execute for WAN detection. If you choose Ping Detect as the
detection mode, you have to type required settings for the
following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging.
With the IP address(es) pinging, Vigor router can check if
the WAN connection is on or off.

@ TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.
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@ Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

After finishing all the settings here, please click OK to activate them.

[I-1-2-7 Details Page for IPv6 — Offline in WAN1/WAN2/WAN3/WAN4

When Offline is selected, the IPv6 connection will be disabled.

WAN >> Internet Access d
WAN 1
PPPoE Static or Dynamic IP PPTP/L2TP IPvb
Internet Access Mode
Connection Type Offline ¥
0K Cancel

[I-1-2-8 Details Page for IPv6 — PPP in WAN1/WAN2

During the procedure of IPv4 PPPoE connection, we can get the IPv6 Link Local Address
between the gateway and Vigor router through IPv6CP. Later, use DHCPv6 or accept RA to
acquire the IPv6 prefix address (such as: 2001:B010:7300:200::/64) offered by the ISP. In
addition, PCs under LAN also can have the public IPv6 address for Internet access by means of

the generated prefix.
No need to type any other information for PPP mode.

WAHN => Internet Access J

WAN 1
PPPoE Static or Dynamic IP PPTPF/L2TP IPve

Internet Access Mode

Connection Type FFP A

WAHN Connection Detection
Maode Ping Detect »

Ping IP/Hostname
TTL(1-255,0: Auta) 0

RIPng Protocol
Clenable

Note:
IPv4 WAN setting should be PPPoE / PPPoA client.

[ Ol ] [ Cancel

Available settings are explained as follows:

Item Description

WAN Connection Such function allows you to verify whether network
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Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

RIPng Protocol RIPng (RIP next generation) offers the same functions and
benefits as IPv4 RIP v2.

Below shows an example for successful IPv6 connection based on PPP mode.

Info At present, the IPv6 prefix can be acquired via the PPPoE mode connection which is
available for the areas such as Taiwan (hinet), the Netherlands, Australia and UK.

[I-1-2-9 Details Page for IPv6 — TSPC in WAN1/WAN2/WAN3/WAN4

Tunnel setup protocol client (TSPC) is an application which could help you to connect to IPv6
network easily.

Please make sure your IPv4 WAN connection is OK and apply one free account from hexago
(http://gogonet.gogo6.com/page/freenet6-account ) before you try to use TSPC for network
connection. TSPC would connect to tunnel broker and requests a tunnel according to the
specifications inside the configuration file. It gets a public IPv6 IP address and an IPv6 prefix
from the tunnel broker and then monitors the state of the tunnel in background.

After getting the IPv6 prefix and starting router advertisement daemon (RADVD), the PC
behind this router can directly connect to IPv6 the Internet.
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WAHN == Internet Access t‘)

WAN 1
PPPoE Static or Dynamic IP PPTPA2TP 1Pt

Internet Access Mode
Connection Type TSPC w

TSPC Configuration
U=zername
Passwaord
Tunnel Broker

WAN Connection Detection
Mode Ping Detact s

Ping IP/Hostname
TTL{1-255,0:Aut0) 0

[ ok | [ cancel |

Available settings are explained as follows:

Item Description

Username Type the name obtained from the broker. It is suggested for
you to apply another username and password for
http://gogonet.gogo6.com/page/freenet6-account.

The maximum length of the name you can set is 63

characters.
Password Type the password assigned with the user name.
The maximum length of the name you can set is 19
characters.
Tunnel Broker Type the address for the tunnel broker IP, FQDN or an
optional port number.
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.
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[1-1-2-10 Details Page for IPv6 — AICCU in WAN1/WAN2/WAN3/WAN4

WAHN == Internet Access

WAN 1
PPPoE / PPPoA

MPoA / Static or Dynamic IP IPv6

Internet Access Mode

Connection Type

AICCU Configuration
O always on

Username
Paszward
Tunnel Broker
Tunnel ID

Subnet Prefix

WAN Connection Detection
Mode

AlCCU v

tic. sixxs. net

Always On %

MNote: If "always On" is not enabled, AICCU connection would only retry three times.

[ Q< ] [ Cancel

Available settings are explained as follows:

Item Description

Always On Check this box to keep the network connection always.

Username Type the name obtained from the broker. Please apply new
account at http://www.sixxs.net/. It is suggested for you to
apply another username and password.
The maximum length of the name you can set is 19
characters.

Password Type the password assigned with the user name.

The maximum length of the password you can set is 19
characters.

Tunnel Broker

It means a server of AICCU. The server can provide IPv6
tunnels to sites or end users over IPv4.

Type the address for the tunnel broker IP, FQDN or an
optional port number.

Tunnel ID

One user account may have several tunnels. And, each
tunnel shall have one specified tunnel ID (e.g., T115394).

Type the ID offered by Tunnel Broker.

Subnet Prefix

Type the subnet prefix address obtained from service
provider.

The maximum length of the prefix you can set is 128
characters.
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WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection.

@ Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.
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[I-1-2-11 Details Page for IPv6 — DHCPv6 Client in WAN1/WAN2

DHCPv6 client mode would use DHCPv6 protocol to obtain IPv6 address from server.

WAN == Internet Access J
WAN 1
PPPoE Static or Dynamic IP PPTPL2TP IPvG
Internet Access Mode
Connection Type CHCPyE Client -
DHCPwG Client Configuration
1410 (Identity Association 10) 44162083
DUID (DHCP Unigque 10 00030001001daaca4c4l
Authentication Protocaol More v
WAHN Connection Detection
Mode Always On v
RIPny Protocol
Enable
Bridge Mode
Enahle Bridge Mode
Bridge Subnet LaM 1
o34 Cancel

Available settings are explained as follows:

Item Description

IAID Type a number as IAID.

WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through NS Detect or Ping Detect.

Mode - Choose Always On, Ping Detect or NS Detect for
the system to execute for WAN detection. With NS Detect
mode, the system will check if network connection is
established or not, like IPv4 ARP Detect. Always On means
no detection will be executed. The network connection will
be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

RIPng Protocol RIPng (RIP next generation) offers the same functions and
benefits as IPv4 RIP v2.

Bridge Mode Enable Bridge Mode - If the function is enabled, the router
will work as a bridge modem.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - Make a bridge between the selected LAN
subnet and such WAN interface.

After finished the above settings, click OK to save the settings.
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[I-1-2-12 Details Page for IPv6 — Static IPv6 in WAN1/WAN2

This type allows you to setup static IPv6 address for WAN interface.

WAN 1
PPPoE

Static or Dynamic I[P PPTP/L2ZTP IPvE

Internet Access Mode

Connection Type

IPvE Address

IPv6 Gateway address

Mode

RIPny Protocol
ClEnable

Static 1P s

Static IPv6 Address Configuration

/ Prefis Length

/ [ add | [Update ] [ Delete

Current IPvb Address Table
Index IPve Address/Prefix Length Scope

Static IPv6 Gateway configuration

WAN Connection Detection

NS Detect

Bridge Mode

Bridge Subnet

[0 Enable Bridge Mode

LAN 1 v

[ 0K ] [ Cancel

Available settings are explained as follows:

Item

Description

Static IPv6 Address
configuration

IPv6 Address - Type the IPv6 Static IP Address.

Prefix Length - Type the fixed value for prefix length.
Add - Click it to add a new entry.

Update - Click it to modify an existed entry.

Delete - Click it to remove an existed entry.

Current IPv6 Address
Table

Display current interface IPv6 address.

Static IPv6 Gateway
Configuration

IPv6 Gateway Address - Type your IPv6 gateway address
here.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.
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@ Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

Bridge Mode

Enable Bridge Mode - If the function is enabled, the router
will work as a bridge modem.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - Make a bridge between the selected LAN
subnet and such WAN interface.

After finished the above settings, click OK to save the settings.
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[I-1-2-13 Details Page for IPv6 — 6in4 Static Tunnel in WAN1/WAN2

This type allows you to setup 6in4 Static Tunnel for WAN interface.

Such mode allows the router to access IPv6 network through IPv4 network.

However, 6in4 offers a prefix outside of 2002::0/16. So, you can use a fixed endpoint rather
than anycast endpoint. The mode has more reliability.

WAN >> Internet Access

WAN 1

PPPoE / PPPoA MPoA / Static or Dynamic IP

o

IPv6

Internet Access Mode

Connection Type Bind Static Tunnel *

Gind Static Tunnel
Remote Endpoint IPv4 Address

gingd IPvE Address /B4
LaM Routed Prefig /B4

Tunnel TTL 265 (default: 255)

WAN Connection Detection
Mode Ping Detect +

Ping IP/Hostname

TTL(1-255,0: Autn) 0

[ Ok ] [ Cancel ]

Available settings are explained as follows:

(default:64)

(default:64)

Item

Description

Remote Endpoint IPv4
Address

Type the static IPv4 address for the remote server.

6in4d

IPv6 Address Type the static IPv6 address for IPv4 tunnel with the value

for prefix length.

LAN Routed Prefix

for prefix length.

Type the static IPv6 address for LAN routing with the value

Tunnel TTL

Type the number for the data lifetime in tunnel.

WAN Connection
Detection

always.

for pinging.

Such function allows you to verify whether network
connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.
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Below shows an example for successful IPv6 connection based on 6in4 Static Tunnel mode.

Online Status

Physical Connection

System Uptime: Oday 0:4:16

IPv4 IPv6
LAN Status
IP Address
2001:4DDO0:FFO0:83E4:21D:AAFF:FES3:11B4/64 (Global)
FES80::21D:AAFF:FE83:11B4/64 (Link)
TX Packets RX Packets TX Bytes RX Bytes
14 80 1244 6815
WAN1 IPv6 Status
Enable Mode Up Time
Yes 6ind Static Tunnel 0:04:07
IP Gateway IP
2001:4DD0:FF10:83E4::2131/64 (Global) o=
FES0::CO0A8:651D/128 (Link)
TX Packets RX Packets TX Bytes RX Bytes
3 26 211 2302

[I-1-2-14 Details Page for IPv6 — 6rd in WAN1/WAN2

This type allows you to setup 6rd for WAN interface.

WAN ==> Internet Access

WAN 1
PPPoE / PPPoA

MPoA / Static or Dynamic IP IPvE

Internet Access Mode

Connection Type

6rd Settings
&rd Mode

Static 6rd Settings
IPv4 Border Relay:

IPv4 Mask Length:
&rd Prefix:

6rd Prefix Length:

WAN Connection Detection
Mode

Ping IP/Hostname

TTL{1-255,0: Auta)

Grd v

O auto 6rd @ Static 6rd

Ping Detect

[ Ok ] [ Cancel

Available settings are explained as follows:

Item

Description

6rd Mode

Auto 6rd - Retrieve 6rd prefix automatically from 6rd
service provider. The IPv4 WAN must be set as "DHCP".

Static 6rd - Set 6rd options manually.
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IPv4 Border Relay

Type the IPv4 addresses of the 6rd Border Relay for a given
6rd domain.

IPv4 Mask Length

Type a number of high-order bits that are identical across
all CE IPv4 addresses within a given 6rd domain.

It may be any value between 0 and 32.

6rd Prefix

Type the 6rd IPv6 address.

6rd Prefix Length

Type the IPv6 prefix length for the 6rd IPv6 prefix in
number of bits.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on
always.

@ Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.

Below shows an example for successful IPv6 connection based on 6rd mode.

Online Status

Physical Connection

System Uptime: Oday 0:9:15

IPv4 IPvé

LAN Status

IP Address

2001:E41:A865:1D00:21D:AAFF:FE83:11B4/64 (Global)

FE80::21D:AAFF:FE83:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

15 113 1354 18040
WAN1 IPvE Status

Enable Meode Up Time

Yes ord 0:09:06

IP Gateway IP

2001:E41:A865:1D01:21D:AAFF:FEB3:11B5/128 S
(Global)

FE80::C0A8:651D/128 (Link)

TX Packets RX Packets TX Bytes RX Bytes

i3 29 967 2620
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[I-1-3 Multi-VLAN

Multi-VLAN allows users to create profiles for specific WAN interface and bridge connections
for user applications that require very high network throughput. Simply go to WAN and select

Multi-VLAN.

General

This page shows the basic configurations used by every channel.

WAN >> Multi-VLAN

Multi-WVLAN

General
Channel Enable WAN Type VLAN Tag Port-hased Bridge
1 Yes Ethernet{WanN1) MNone
2 Ves Ethernet{WwaN2) Morne
5. WAMNS Mo Ethernet{WwaN1) Mone Enable p1 p2 pa P4
6. WAMNE Mo Ethernet{wAaN1) MNone Enable p1 p2 lpa P4
I WaNT Mo Ethernet{WanN1) MNone Enahle p1 p2 P2 P4
8. Mo Ethernet{WwaN1) Mone Enable Pl P2 P2 P4
9. Mo Ethernet{\waN1) MNone Enable p1llpzl P33 P4
10. Mo Ethernet{Wwamn1) MNone Enable P11 p2. Pz P4
Note:

Channel 3 and channel 4 are reserved for USB WaN,

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description
Channel Display the number of each channel.
Channels 1 and 2 are used by the Internet Access web user
interface and can not be configured here.
Channels 5 ~ 10 are configurable.
Enable Display whether the settings in this channel are enabled
(Yes) or not (No).
WAN Type Displays the physical medium that the channel will use.
VLAN Tag Displays the VLAN tag value that will be used for the packets

traveling on this channel.

Port-based Bridge

The network traffic flowing on each channel will be
identified by the system via their VLAN Tags. Channels using
the same WAN type may not configure the same VLAN tag
value.

Enable - Check this box to enable the port-based bridge
function on this channel.

P1 ~ P4 - Check the box(es) to build bridge connection on
LAN.
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Click any index (8, 9 and 10) to get the following web page:

WAHN >> Multi VLAN >> Channel §

Multi-¥LAN Channel 8: @ Enable ‘O Disable
WaN Type Ethernet(WWANT) +

General Settings
VLAN Header

YLAM Tag: 0 Service Tag Yalue: |Disable Moadify
Pricrity: 0~
Note:

Tag value must be set between 1~4095 and unique for each channel.
Only one channel can be untagged (equal to 0} at a time.

Bridge mode
[JEnahble
Physical Members
P1 pz p3 P4

Note:
P1is reserved for MAT use,and cannot be configured for bridge mode.

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description

Multi-VLAN Channel Enable - Click it to enable the configuration of this channel.
8/9/10 Disable -Click it to disable the configuration of this channel.
WAN Type The connections and interfaces created in every channel may

select a specific WAN type to be built upon. In the
Multi-VLAN application, only the Ethernet WAN type is
available. The user will be able to select the physical WAN
interface the channel shall use here.

General Settings VLAN Tag - Type the value as the VLAN ID number. Valid
settings are in the range from 1 to 4095. The network traffic
flowing on each channel will be identified by the system via
their VLAN Tags. Channels using the same WAN type may not
configure the same VLAN tag value.

Priority - Choose the number to determine the packet
priority for such VLAN. The range is from O to 7.

Bridge mode Enable - Click it to enable Bridge mode for such channel.

Physical Members - Group the physical ports by checking the
corresponding check box(es) for applying the bridge
connection.

After finished the above settings, click OK to save the settings.
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WAN links for Channel 5, 6 and 7 are provided for router-borne application such as TR-069.
The settings must be applied and obtained from your ISP. For your special request, please

contact with your ISP and then

WAHN => Multi-WVLAN => Channel 5

click WAN link of Channel 5, 6 or 7 to configure your router.

General Settings
YLAN Header

WLAN Tag: i}
Priority: 0w
Note:

Physical Members
P1 P2 P3 P4
Note:

Multi-¥LaN Channel 5: @ Enable O Disable
WAN Type EthermetWANT) v

Tag value must be set between 1~4095 and unigue for each channel,
Only one channel can be untagged (equal to 0) at a time.

CJopen Port-based Bridge Connection for this Channel

Pl is reserved for NAT use,and cannot be configured for bridge mode,

[10pen WAN Interface for this Channel

Service Tag Yalue: |Disable Modify

WAN Application: Management IPTY

Wal Setup:
ISP Access Setup WAN IP Network Settings
ISP Marne Obtain an IP address automatically

T *
Username Router Mame igor
1 *
Password Dornain Marne
o *: Required for some ISPs
PPP Authentication
Specify an IP address
4] ]
ways on IP Address
Idle Timeout -1 second(s)
Subnet Mask
IP Address From ISP Honet Mas
Fixed IP Yes Mo (Dynamic IP) Gateway IP Address
Fived IP Address DNS Server IP Address
Primary IP Address 5.5.8.8
Secondary IP Address 0.5.4.4
[ Ok ] [ Cancel ]

Available settings are explained as follows:

Item

Description

Multi-VLAN Channel 5/6/7

Enable - Click it to enable the configuration of this channel.
Disable -Click it to disable the configuration of this channel.

WAN Type

The connections and interfaces created in every channel may
select a specific WAN type to be built upon. In the
Multi-VLAN application, only the Ethernet WAN type is
available. The user will be able to select the physical WAN
interface the channel shall use here.
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WAN Type : |Ethernst{(VWWANZ) |+
Ethernet WANT)

General Settinos

General Settings

VLAN Tag - Type the value as the VLAN ID number. Valid
settings are in the range from 1 to 4095. The network traffic
flowing on each channel will be identified by the system via
their VLAN Tags. Channels using the same WAN type may not
configure the same VLAN tag value.

Priority - Choose the number to determine the packet
priority for such VLAN. The range is from O to 7.

Service Tag Value - Such value varies depending on the
setting configured in WAN>>General Setup. If required,
click Modify to open WAN>>General Setup. Then, enable
VLAN Tag insertion for service (outer tag) and specify the
value as the VLAN ID number. Or, disable it.

Open Port-based Bridge
Connection for this
Channel

The settings here will create a bridge between the LAN ports
selected and the WAN. The WAN interface of the bridge
connection will be built upon the WAN type selected using
the VLAN tag configured.

Physical Members - Group the physical ports by checking the
corresponding check box(es) for applying the port-based
bridge connection.

Open WAN Interface for
this Channel

Check the box to enable relating function.

WAN Application - Management can be specified for general
management (Web configuration/telnet/TR069). If you
choose Management, the configuration for this VLAN will be
effective for Web configuration/telnet/TR069.

IPTV - The IPTV configuration will allow the WAN interface to
send IGMP packets to IPTV servers.

WAN Setup - Choose PPPOE/PPPOA or Static or Dynamic IP
to determine what WAN settings must be configured.

PPPoE/PPPoA  |v

PPPoE/PPPoA

€ Static or Dynamic IP

ISP Access Setup, IP
Address From ISP, WAN IP
Network Settings, DNS
Server IP Address

For other settings, refer to Details Page for PPPOE in WAN1.

After finished the above settings, click OK to save the settings and return to previous page.
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[I-1-4 WAN Budget

This function is used to determine the data traffic volume for each WAN interface
respectively to prevent from overcharges for data transmission by the ISP. Please note that
the Quota Limit and Billing cycle day of month settings will need to be configured correctly
first in order for some period calculations to be performed correctly.

[I-1-4-1 General Setup

WAHN == WAHN Budget
General Setup Status
Index Enable Quota When quota exceeded Time cycle Duration
WWAN1 OME/OME 0,/00/00 00:00~0/00/00 00:00
WAN2 OMBSOME 0/00/00 00:00~0/00/00 00:00
WAN3 OMBSOME 0,/00/00 00:00~0/00/00 00:00
WiAN4 OrMB/OME 0/00/00 00:00~0/00/00 00:00
Hote:

1.The budget traffic information provided here is for reference only, please consult your ISP for the actual
traffic usage and charges.

2. When hardware acceleration function is used, the monitored WaN traffic of Ethernet WAN interfaces may
he slightly inaccurate.

Ok Cancel
Or,
WAN => WAN Budget
General Setup Monitor Page

Index Enable Quota When quota exceeded  Time cycle Duration

WAN1 % OMB/OMB 0/00,/00 00: 00~0/00/00 00: 00
WAN?Z % OMB/OMB 0/00,/00 00: 00~0/00/00 00:00

LTE % B662MB/OMB 0/00/00 00:00~0/00/00 00:00
VWAN4 ® orMB/OMBE 0/00/00 00:00~0/00/00 00:00

Note: 1. The budget traffic information provided here is for reference only, please consult your ISP for the
actual traffic usage and charges.
2. When hardware acceleration function is used, the monitored WaM traffic of Ethernet WaAN interfaces
may be slightly inaccurate.

Click WAN1/WAN2/WAN3 or LTE/WAN4 link to open the following web page.
WAN >> WAN Budget

VAN 1

7 Enable
Criterion and Action

Quota Limit: ] ME

When quota exceeded ¢ Shutdown Wan interface
UUsing Motification Object | 1-\wak_kotify »
Set Mail Alert or SMS message .

Monthhy Custom

Select the day of a month when your (cellular) data resets,
Data quota resets on day |1« |at|00:00 -

Hote:
1.Please make sure the Time and Date of the router is configured.
2.5MS message and mail will be sent when the usage reaches 95% and 100% of quota.

Ok Cancel

Available settings are explained as follows:
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Item Description
Enable Check the box to enable such function.
Quota Limit Type the data traffic quota allowed for such WAN interface.

There are two unit (MB and GB) offered for you to specify.

When quota exceeded

Check the box(es) as the condition(s) for the system to
perform when the traffic has exceeded the budget limit.

Shutdown WAN interface - All the outgoing traffic through
such WAN interface will be terminated.

® Using Notification Object - The system will send out a
notification based on the content of the notification
object.

® Set Mail Alert - The system will send out a warning
message to the administrator when the quota is running
out. However, the connection charges will be
calculated continuously.

® Set SMS message - The system will send out SMS
message to the administrator when the quota is running

out.

Monthly Some ISP might apply for the network limitation based on the
traffic limit per month. This setting is to offer a mechanism
of resetting the traffic record every month.

Monthhy Custom
Select the day of a month when your (cellular) data resets,
Data quota resets on day |1 » | at | 00:00 »
Data quota resets on day ... - You can determine the starting
day in one month.

Custom This setting allows the user to define the billing cycle

according to his request.

The WAN budget will be reset with an interval of billing
cycle.

Custom - Monthly is default setting. If long period or a short
period is required, use Custom. The period of cycle duration
is between 1 day and 60 days. You can determine the cycle
duration by specifying the days and the hours. In addition,
you can specify which day of today is in a cycle.

Monthhy Custom

Usage counter resets at the beginning of each cycle.
Cycle duration @ |1 | days and |0 % hours

Today is day |1 # | in the oycle.

@ Cycle duration: Specify the days to reset the traffic
record. For example, 7 means the whole cycle is 7 days;
20 means the whole cycle is 20 days. When the time is up,
the router will reset the traffic record automatically.

@ Today is day - Specify the day in the cycle as the starting
point which Vigor router will reset the traffic record. For
example, “3” means the third day of the cycle duration.

After finished the above settings, click OK to save the settings.
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1I-1-4-2 Status

The status page displays the status WAN budget, including the duration and the usage.

WAN >>WAN Budget

General Setup

Status

Interface: WaN2

Refresh Min(s) ;|1 »

Duration: [2014/07i18 11:00~2014/03/07 11:00 |

1000MBE

| Refresh |

If the WAN budget is exhausted, a lock will be displayed on the page if Shutdown WAN

interface is selected. Which means no data transmission will be carried out. Moreover, the

system will send out a warning message to the administrator if Mail Alert is selected. Or, the
system will send out SMS message to the administrator if SMS message is selected.

VAN >> WAN Budget

General Setup

Status

Interface: WaN2

Refresh Minis) |1 |«

Duration: [2014/07i18 11:00~2014/03/07 11:00 |

2500MB
SMBE
250%
o~
0
1000MB

| Refresh |
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Application Notes

A-1 How to configure settings for IPv6 Service in Vigor2926

Due to the shortage of IPv4 address, more and more countries use IPv6 to solve the problem.
However, to continually use the original rich resources of IPv4, both IPv6 and IPv4 networks
shall communicate for each other via intercommunication mechanism to complete the
shifting job from IPv4 to IPv6 gradually. At present, there are three common types of
intercommunication mechanisms:

® Dual Stack

The user can use both IPv4 and IPv6 techniques at the same time. That means adding an
IPv6 stack on the origin network layer to let the host own the communication capability
of IPv4 and IPv6.

® Tunnel

Both IPv6 hosts can communication for each other via existing IPv4 network
environment. The IPv6 packets will be encapsulated with the header of IPv4 first. Later,
the packets will be transformed and judged by IPv4 router. Once the packets arrive the
border between IPv4 and IPv6, the header of IPv4 on the packets will be removed. Then,
the packets with IPv6 address will be forwarded to the destination of IPv6 network.

® Translation

Such feature is active only for the user who uses IPv4 to communicate with other user
using IPv4 service.

Before configuring the settings on Vigor2926, you need to know which connection type that
your IPv6 service used.

1)

Info For the IPv6 service, you have to configure WAN/LAN settings before using
the service.

|. Configuring the WAN Settings

For the IPv6 WAN settings for Vigor2926, there are five connection types to be chosen: PPP,
TSPC, AICCU, DHCPv6 Client and Static IPv6.

1. Access into the web user interface of Vigor2926. Open WAN>> Internet Access. Choose
one of the WAN interfaces as the one supporting IPv6 service. Then, click the IPv6
button of the selected WAN.

WAN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WaN Ethernet Mone A m

WaAN2 Ethernet PPPoE - Details Page

WANS UsE Mone v

Wakg LISB MNone N L Py )
Info Only one WAN interface support IPv6 service at one time. In this

example, WAN2 is chosen as the one supporting IPv6 service.
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2. In the following figure, use the drop down list to choose a proper connection type.

PPPoE | PPPoA MPoA / Static or Dynamic IP IPvG
Internet Access Mode
Connection Type

Cfline
PFF
TSPC

Al

CHCPwE Client
Static IPvE

Gind Static Tunnel
Grd

Different connection types will bring out different configuration page. Refer to the
following:

® PPP - Dual Stack application, IPv4 and IPv6 services can be utilized at the same time
Choose PPP and type the information for PPPoE of IPv4.

VAN => Internet Access

VVAN 2
PPPoE Static or Dynamic IP PPTRIL2TP IPvG
Enable ] Disable PPPIMP Setup
PPP Authentication PAP or CHAP w
ISP Access Setup Idle Timeout I:I second(s)
SESTSEE 73758635@ninetnet | IP Address Assignment Method {IPCP)
Password snane WAN IP Alias
Index(1-15) in Schedule Setup: Fixed IP: O Yes @ No (Dynamic IP)

== | | | | | | | | Fixed IP Address |:|
WAN Connection Detection @ Default MAC Address

I‘-l.ode C Specify a MAC Address
Ping 1P ] MAC Address: [00 ] [iD ] o Wpe | 7] o~ |

TIL:
MTU {Max:14932)
I[ OK ]I[ Cancel ]

Access into the setting page for IPv6 service, it is not necessary for you to configure
anything.

WAN >> Internet Access

VAN 2
PPPoE Static or Dynamic IP PPTPILZTP IPv6
Internet Access lMode
Connection Type

Mote : IPv4 WAN setting should be PPPoE client.

[ ok )| cancel |

Click OK and open Online Status. If the connection is successful, you will get the IP
address for IPv4 and IPv6 at the same time.
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® TSPC - Tunnel application, both IPv6 hosts communicate through IPv4 network

Choose TSPC and type the information for TSPC service.

Info While using such mode, you have to make sure the IPv4 network
connection is normal.

(In the following figure, the TSPC information is obtained from http://gogo6.com/ after
applied for the service.)

VAN == Internet Access

VAN 2
PPPoE Static or Dynamic IP PPTPIL2TP IPvG

Internet Access Mode

Connection Type

TSPC Configuration
Username |cacahsu |
Password [eeesece |
Confirm Password [eeesece |
Tunnel Broker |broker freensts.net |

[ OK ]l[ Cancel ]

Click OK and open Online Status. If the connection is successful, the physical connection
will be shown as follows:
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® AICCU - Tunnel application
Choose AICCU and type the information for AICCU of IPv6.

Info While using such mode, you have to make sure the IPv4 network
connection is normal.

(In the following figure, the AICCU information is obtained from
https://www.sixxs.net/main/ after applied for the service.)

WaAHN => Internet Access

VAN 2
PPPoE Static or Dynamic IP PPTRIL2TP | IPvG |

Internet Access Mode

Connection Type

AICCU Configuration

O always Cn
Username lJCR3-5H0S |
Password [oense |
Confirm Passward [oense |

Tunnel Broker ltic.sixes.net |
Subnet Prefix |2001:4DD0FF00:8805 -2 | 7l64 |

Mote : If "Always On" is not enabled, AICCU connection would only retry three times.

Il ok ][ cancel ]

Click OK and open Online Status. If the connection is successful, the physical connection
will be shows as follows:

Vigor2926 Series User’s Guide



® DHCPv6 Client
Choose DHCPv6 Client. Click one of the identity associations and type the IAID number.

VAN == Internet Access

VVAN 2
PPPoE Static or Dynamic IP PPTPIL2TP IPvE

Internet Access Mode

Connection Type DHCPvE Client %

DHCPvE Client Configuration

Identity Association O Prefix Delegation G) MNon-temporary Address
IAID (Identity Association ID)I |a72572880 |!
[ 0K [ Cancel ]

Click OK and open Online Status. If the connection is successful, the physical connection
will be shows as follows:
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®  Static IPv6
Choose Static IPv6. Type IPv6 address, Prefix Length and Gateway Address.

[ 1
LI |

Click OK and open Online Status. If the connection is successful, the physical connection
will be shows as follows:
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® 6in4 Static Tunnel

Choose 6in4 Static Tunnel. Type remote endpoint IPv4 address, 6in4 IPv6 Address, LAN

Routed Prefix and Tunnel TTL.

WAN == Internet Access

VAN 1
PPFoE Static or Dynamic IP
Internet Access Mode

Connection Type

PPTP/L2TP

| Gind Static Tunnel 1:

o

Remote Endpoint IPv4 Address |

6in4 IPva Address |

(default:64)

LAMN Routed Prefix |

(default:64)

Tunnel TTL

255 (default:255)

[ oK

] [ Cancel ]

Click OK and open Online Status. If the connection is successful, the physical connection

will be shows as follows:

Online Status

Physical Connection
IPv4

System Uptime: Oday 0:4:16

LAN Status
IP Address

T

FES0::21D:AAFF:FE83:11B4/64 (Link)

1B4/64 (Global)

TA Packets RX Packets TX Bytes RX Bytes

14 80 1244 6815
WAN1 IPv6 Status

Enable Mode Up Time

Yes |6in4 Static Tunnel |0:04:07

IP Gateway IP

2001:4DDO0:FF10:83E4::2131/64 (Global) ==

E80::COA8:651D/128 (Link)
TX Packets RX Packets TX Bytes RX Bytes
3 26 211 2302
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érd
Choose 6rd. Type IPv4 Border Relay, IPv4 Mask Length, 6rd Prefix and 6rd Prefix Length.

WAN 1
PPPoE Static or Dynamic IP PPTPIL2TP IPvé
Internet Access Mode
Connection Type |6rd E[
Brd Settings
6rd Mode @ Auto 6rd @ Static 6rd

IPv4 Border Relay: 1192.168.101.111
IPv4 Mask Length: 0
6rd Prefix: 2001:E41:
6rd Prefix Length: [32
[ OK ] [ Cancel ]

Click OK and open Online Status. If the connection is successful, the physical connection
will be shows as follows:

Online Status

Physical Connection System Uptime: Oday 0:9:15
IPv4 IPvé
LAN Status
IP Address
FESO::21D:AAFF:FE83:11B4/64 (Link)
TX Packets RX Packets TX Bytes RX Bytes
15 #1135 1354 18040
WAN1 IPvE Status
Enable Mode Up Time
Yes 6rd 0:09:06
1P Gateway IP
l 2001:E41:A865:1D01:21D:AAFF:FE83:11B5/128 ---
Global)
FE80::C0A8:651D/128 (Link)
TX Packets RX Packets TX Bytes RX Bytes
13 29 967 2620
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II. Configuring the LAN Settings

After finished the WAN settings for IPv6, please configure the LAN settings to make the
router’s client get the IPv6 address.

1. Access into the web user interface of Viogr2860. Open LAN>> General Setup. Click the
IPv6 button.

Info Only the subnet of LAN1 supports IPv6 feature.

2. In the field of RADVD Configuration, the default setting is Enable. The client’s PC will
ask RADVD service for the Prefix of IPv6 address automatically, and generate an
Interface ID by itself to compose a full and unique IPv6 address.

3. In the field of DHCPv6 Server Configuration, when DHCPv6 service is enabled, you can
assign available IPv6 address for the client manually.

Info When both mechanisms are enabled, the client can determine which
mechanism to be used (e.g., the default mechanism for Windows7 is
RADVD).
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lll. Confirming IPv6 Service Run Successfully

1. Make sure you have obtained the correct IPv6 IP address. Get into MS-DOS interface and
type the command of “ipconfig”. Refer to the following figure.

From the above figure we can see IPv6 IP address has been captured by the system.

2. Use the Ping command to ping any IPv6 address indicating an IPv6 website. For example,
www.kame.net is a website supporting IPv4 IP and IPv6 IP services. Its IPv6 address is
seen with a format of 2001:200:dff:fff1:216:3eff:febl:44d7.

After getting the above message, it means the IPv6 service has been activated
successfully.
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3. Connect to the website for IPv6. Open a web browser and type an URL of IPv6, e.g.,
www.kame.net. If your computer accesses into the website by using IPv6 address, you
may see a turtle dancing on the screen. If not, only a steady turtle will be seen.

If you can see a turtle dancing on the screen, that means IPv6 service is ready for you to
access and utilize.

Vigor2926 Series User’s Guide 105



lI-2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design of
network structure is related to what type of public IP addresses coming from your ISP.

The most generic function of Vigor router is NAT. It creates a private subnet of your own. As
mentioned previously, the router will talk to other public hosts on the Internet by using public
IP address and talking to local hosts by using its private IP address. What NAT does is to
translate the packets from public IP address to private IP address to forward the right packets
to the right host and vice versa. Besides, Vigor router has a built-in DHCP server that assigns
private IP address to each local host. See the following diagram for a briefly understanding.

In some special case, you may have a public IP subnet from your ISP such as 220.135.240.0/24.
This means that you can set up a public subnet or call second subnet that each host is
equipped with a public IP address. As a part of the public subnet, the Vigor router will serve
for IP routing to help hosts in the public subnet to communicate with other public hosts or
servers outside. Therefore, the router should be set as the gateway for public hosts.
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What is Routing Information Protocol (RIP)

Vigor router will exchange routing information with neighboring routers using the RIP to
accomplish IP routing. This allows users to change the information of the router such as IP
address and the routers will automatically inform for each other.

What is Static Route

When you have several subnets in your LAN, sometimes a more effective and quicker way for
connection is the Static routes function rather than other method. You may simply set rules

to forward data from one specified subnet to another specified subnet without the presence
of RIP.

What are Virtual LANs and Rate Control
You can group local hosts by physical ports and create up to 8 virtual LANs. To manage the

communication between different groups, please set up rules in Virtual LAN (VLAN) function
and the rate of each.
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Web User Interface

II-2-1 General Setup

This page provides you the general settings for LAN. Click LAN to open the LAN settings page
and choose General Setup.

There are four subnets provided by the router which allow users to divide groups into
different subnets (LAN1 - LAN5). In addition, different subnets can link for each other by
configuring Inter-LAN Routing. At present, LAN1 setting is fixed with NAT mode only. LAN2 -
LANS can be operated under NAT or Route mode. IP Routed Subnet can be operated under
Route mode.

LAN »> General Setup

General Setup

Index Status DHCP IP Address
LAN 1 v v 192.168.1.1
LAN 2 192.168.2.1 PG
LAN 3 192.168.3.1 P&
LAN 4 192.168.4.1 PG
LAN 5 192.168.5.1 P&
LAN 6 192.168.6.1 PG
DMZ Part O 192.168.17.1
1P Routed Subnet O 192.168.0.1

You can configure DHCP server options here,

CForce router to use "DNS server IP address" settings specified in
Inter-LAN Routing
Subnet LAMN 1 LAMN 2 LAMN 3 LAMN 4 LAMN O LAMN B DMZ Port
LaM 1
LaM 2
LaM 3
LaM 4
LaM &
LaM &
DMZ Port il

Note:
LaN2/3/4/5/6 are available when WLAMN 15 enabled.

Available settings are explained as follows:
Item Description
General Setup Allow to configure settings for each subnet respectively.

Index - Display all of the LAN items.
Status- Basically, LAN1 status is enabled in default.
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LAN2 -LAN5 and IP Routed Subnet can be observed by
checking the box of Status.

DHCP- LAN1 is configured with DHCP in default. If required,
please check the DHCP box for each LAN.

IP Address - Display the IP address for each LAN item. Such
information is set in default and you can not modify it.

Details Page - Click it to access into the setting page. Each
LAN will have different LAN configuration page. Each LAN
must be configured in different subnet.

IPv6 - Click it to access into the settings page of IPv6.

Advanced

DHCP packets can be processed by adding option number and
data information when such function is enabled.
LAN == General Setup

DHCP Server Customized Status

Customized List
Enable Interface Option Type Data

Enable:
Al LAN1 LAM2 L&N3 LAN4 LANS LaN6 DMZ  IP Routed Subnet
O o o o o o o O

Next Server IP Address/Sladdr @

Interface:

Option Number:

DataType: @ asSCIl Character (EX :Option: 18, Data:/path)
O Hexadecimal Digit (EX: Option: 18, Data: 2f70617468)
O address List (EX :Option: 44, Data:172,16.2,10,172,16.2,20...)

Data:

Note:

1. Configuring options 44, 46 or 66 here will overwrite the settings by telnet command "msubnet".

2. Configuring option 3 here will overwrite the setting in "LAN >> General Setup" Details Page's "Gateway IP
Address" field,

3. Configuring option 18 here will overwrite the setting in "WAN => Internet Access »» Static or Dynaric IP"

Detail Page's "Domain Name" field.

Enable/Disable - Enable/Disable the function of DHCP
Option. Each DHCP option is composed by an option number
with data. For example,

Option number:100
Data: abcd

When such function is enabled, the specified values for DHCP
option will be seen in DHCP reply packets.

Interface -Specify the WAN/LAN interface(s) that will be
overwritten by such function.

Next Server IP Address/SIAddr - Type the IP address of PXE
server which is helpful for downloading boot loader via
network.

Option Number - Type a number for such function.
DataType - Choose the type (ASCII or Hex or IP) for the data
to be stored.

Data - Type the content of the data to be processed by the
function of DHCP option.

Force router to use DNS
server IP address .....

Force Vigor router to use DNS servers configured in
LAN1/LAN2/LAN3/LAN4/LANS/LANG instead of DNS servers
given by the Internet Access server (PPPoE, PPTP, L2TP or
DHCP server).

Inter-LAN Routing

Check the box to link two or more different subnets (LAN and
LAN).

When you finish the configuration, please click OK to save and exit this page.
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[I-2-1-1 Details Page for LAN1 — Ethernet TCP/IP and DHCP Setup

There are two configuration pages for LAN1, Ethernet TCP/IP and DHCP Setup (based on IPv4)
and IPv6 Setup. Click the tab for each type and refer to the following explanations for

detailed information.

LAN »> General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup LAN 1 IPv6 Setup

Network Configuration
For MAT Usage

I Address 192.1B8.1.1 Start IP Address 192.168.1.10
Subnet Mask 255.255.255.0 IP Pool Counts 200 fmax. 1021}
Gateway IP Address 192.168.1.1
RIP Protocal Control Dizable +
Lease Time 56400 (s

DHCP Server Configuration
Opisable ® Enable server O Enahle Relay agent

Clear DHCP lease for inactive clients
periodically

DNS Server IP Address
Primary IP Address

Secondary IP Address

Note: Change IP Address or Subnet Mask in Network Configuration will also change HA LAM1 Yirtual IP to

the =same domain IP.

Available settings are explained as follows:

Item

Description

Network Configuration

For NAT Usage,

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

RIP Protocol Control,

Disable - deactivate the RIP protocol. It will lead to a
stoppage of the exchange of routing information between
routers. (Default)

Enable - activate the RIP protocol.

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network
so it automatically dispatches related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

If you want to use another DHCP server in the network other
than the Vigor Router’s, you can let Relay Agent help you to
redirect the DHCP request to the specified location.

Enable Server - Let the router assign IP address to every host
in the LAN.

Disable Server - Let you manually assign IP address to every
host in the LAN.

Enable Relay Agent -Specify which subnet that DHCP server
is located the relay agent should redirect the DHCP request
to.

® DHCP Server IP Address - It is available when Enable
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Relay Agent is checked. Set the IP address of the DHCP
server you are going to use so the Relay Agent can help
to forward the DHCP request to the DHCP server.

Start IP Address - Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the
1st IP address of your router is 192.168.1.1, the starting IP
address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that you
want the DHCP server to assign IP addresses to. The default is
50 and the maximum is 253.

Gateway IP Address - Enter a value of the gateway IP
address for the DHCP server. The value is usually as same as
the 1st IP address of the router, which means the router is
the default gateway.

Lease Time - Enter the time to determine how long the IP
address assigned by DHCP server can be used.

Clear DHCP lease for inactive clients periodically -
Whenever a DHCP client requests an IP address from the LAN
DHCP server, the server will give out an IP to this client for a
certain amount of time (e.g., 1 day). However, even if this
client only uses the IP for say 5 minutes, the server still
"reserves" 1 day for that client. Because a DHCP server only
has a limited number of IPs to lease to its DHCP clients, soon
enough all the IPs will be used out and then no one will be
able to get any IPs from this server anymore. Therefore, this
feature is used to get the IP back from inactive clients (i.e.
doesn't use the IP but the server still reserves the IP for him).

DNS Server IP Address

DNS stands for Domain Name System. Every Internet host
must have a unique IP address, also they may have a
human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the user-friendly
name into its equivalent IP address.

Primary IP Address -You must specify a DNS server IP address
here because your ISP should provide you with usually more
than one DNS Server. If your ISP does not provide it, the
router will automatically apply default DNS Server IP
address: 194.109.6.66 to this field.

Secondary IP Address - You can specify secondary DNS server
IP address here because your ISP often provides you more
than one DNS Server. If your ISP does not provide it, the
router will automatically apply default secondary DNS Server
IP address: 194.98.0.1 to this field.

The default DNS Server IP address can be found via Online
Status:

Online Status

Physical Connection System Uptime: 22:22:45
IPv4 IPvé
LAN Status Primary DNS: 8.8.8.8 Secondary DNS: 8.8.4.4
IP Address TX Packets RX Packets
192.168.1.1 a 41533

If both the Primary IP and Secondary IP Address fields are left
empty, the router will assign its own IP address to local users
as a DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name immediately.
Otherwise, the router forwards the DNS query packet to the
external DNS server by establishing a WAN (e.g. DSL/Cable)
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| connection.

When you finish the configuration, please click OK to save and exit this page.

[I-2-1-2 Details Page for LAN2 ~ LAN5 and DMZ

LAN => General Setup

LAN 2 Ethernet TCP 1P and DHCP Setup LAHN 2 IPvG Setup
Network Configuration DHCP Server Configuration
®Enable ODisahle (¥)Enable Server (ODisahle Server
(®For MAT Usage {J)For Routing Usage [lEnable Relay sgent
IP Address 192.168.2.1 Start IP Address 192.168.2.10
Subnet Mask 265.255.245.0 IP Pool Counts 100
Gateway IP Address 192.168.2.1
Lease Time 258200 is)
Clear DHCP lease for inactive clients
periodically.
DNS Server IP Address
Primary IP &ddress
Secondary IP Address

Hote: Change IP Address or Subnet Mask in Metwork Configuration will also change HA LAMZ Wirtual
IP to the same domain IP.

Available settings are explained as follows:
Item Description
Network Configuration Enable/Disable - Click Enable to enable such configuration;

click Disable to disable such configuration.

For NAT Usage - Click this radio button to invoke NAT
function.

For Routing Usage - Click this radio button to invoke this
function.

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

DHCP Server DHCP stands for Dynamic Host Configuration Protocol. The
Configuration router by factory default acts a DHCP server for your network
so it automatically dispatch related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

Enable Server - Let the router assign IP address to every host
in the LAN.

Disable Server - Let you manually assign IP address to every
host in the LAN.

Enable Relay Agent - If you want to use another DHCP server
in the network other than the Vigor Router’s, you can let
Relay Agent help you to redirect the DHCP request to the
specified location.

DHCP Server IP Address - It is available when Enable Relay
Agent is checked. Set the IP address of the DHCP server you
are going to use so the Relay Agent can help to forward the
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DHCP request to the DHCP server.

Start IP Address - Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the
1st IP address of your router is 192.168.1.1, the starting IP
address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that you
want the DHCP server to assign IP addresses to. The default is
50 and the maximum is 253.

Gateway IP Address - Enter a value of the gateway IP
address for the DHCP server. The value is usually as same as
the 1st IP address of the router, which means the router is
the default gateway.

Lease Time - Enter the time to determine how long the IP
address assigned by DHCP server can be used.

Clear DHCP lease for inactive clients periodically -
Whenever a DHCP client requests an IP address from the LAN
DHCP server, the server will give out an IP to this client for a
certain amount of time (e.g., 1 day). However, even if this
client only uses the IP for say 5 minutes, the server still
"reserves" 1 day for that client. Because a DHCP server only
has a limited number of IPs to lease to its DHCP clients, soon
enough all the IPs will be used out and then no one will be
able to get any IPs from this server anymore. Therefore, this
feature is used to get the IP back from inactive clients (i.e.
doesn't use the IP but the server still reserves the IP for him.

DNS Server IP Address

DNS stands for Domain Name System. Every Internet host
must have a unique IP address, also they may have a
human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the user-friendly
name into its equivalent IP address.

Primary IP Address -You must specify a DNS server IP address
here because your ISP should provide you with usually more
than one DNS Server. If your ISP does not provide it, the
router will automatically apply default DNS Server IP
address: 194.109.6.66 to this field.

Secondary IP Address - You can specify secondary DNS server
IP address here because your ISP often provides you more
than one DNS Server. If your ISP does not provide it, the
router will automatically apply default secondary DNS Server
IP address: 194.98.0.1 to this field.

The default DNS Server IP address can be found via Online
Status:

Online Status

Physical Connection System Uptime: 22:22:45
IPv4 IPvE
LAN Status Primary DNS: §.8.8.8 Secondary DNS: 8.5.4.4
IP Address TX Packets RX Packets
192.168.1.1 o 41533

If both the Primary IP and Secondary IP Address fields are left
empty, the router will assign its own IP address to local users
as a DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name immediately.
Otherwise, the router forwards the DNS query packet to the
external DNS server by establishing a WAN (e.g. DSL/Cable)
connection.
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When you finish the configuration, please click OK to save and exit this page.

[I-2-1-3 Details Page for IP Routed Subnet

LAN => General Setup

TCPAP and DHCP Setup for IP Routed Subnet

Hetwork Configuration

) Enable @ Disable
For Routing Usage

IP Address
Subnet Mask

RIP Protocaol Control

192.168.0.1
2595.255.255.0

Dizable

DHCP Server Configuration

Start IP Address

IP Pool Counts 0 (max. 32)
Lease Time 269200 =]

[ use LAM Port P1 pz

Use MAC Address

Index Matched MAC Address given IP Address

MaAC Address :

[Add ] [Delete] [Edit] [Cancel]

Available settings are explained as follows:

Item

Description

Network Configuration

Enable/Disable - Click Enable to enable such configuration;
click Disable to disable such configuration.

For Routing Usage,

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

RIP Protocol Control,

Disable - deactivate the RIP protocol. It will lead to a
stoppage of the exchange of routing information between
routers. (Default)

Enable - activate the RIP protocol.

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network
so it automatically dispatch related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

If you want to use another DHCP server in the network other
than the Vigor Router’s, you can let Relay Agent help you to
redirect the DHCP request to the specified location.

Start IP Address - Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the
1st IP address of your router is 192.168.1.1, the starting IP
address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.
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IP Pool Counts - Enter the maximum number of PCs that you
want the DHCP server to assign IP addresses to. The default is
50 and the maximum is 253.

Lease Time - Enter the time to determine how long the IP
address assigned by DHCP server can be used.

Use LAN Port - Specify an IP for IP Route Subnet. If it is

enabled, DHCP server will assign IP address automatically for

the clients coming from P1 and/or P2. Please check the box

of P1 and P2.

Use MAC Address - Check such box to specify MAC address.

® MAC Address: Enter the MAC Address of the host one by
one and click Add to create a list of hosts which can be
assigned, deleted or edited from above pool. Set a list
of MAC Address for 2" DHCP server will help router to
assign the correct IP address of the correct subnet to
the correct host. So those hosts in 2™ subnet won’t get
an IP address belonging to 1% subnet.

Add - Type the MAC address in the boxes and click this button
to add.

Delete - Click it to delete the selected MAC address.
Edit - Click it to edit the selected MAC address.

Cancel - Click it to cancel the job of adding, deleting and
editing.

When you finish the configuration, please click OK to save and exit this page.

[I-2-1-4 Details Page for LAN IPv6 Setup

There are two configuration pages for LAN1/LAN2/LAN3/LAN4/LAN5/LAN6/DMZ Port,
Ethernet TCP/IP and DHCP Setup (based on IPv4) and IPv6 Setup. Click the tab for each type
and refer to the following explanations for detailed information. Below shows the settings

page for IPv6.
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LAN »> General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup LAN 1 IPv6 Setup

¥/ Enable IPv6
WAN Primary Interface | WANT ¥

Static IPv Address

IPv6 Address J/ Prefix Length

/ Add Delete

Unique Local Address{ULA) configuration

Off AR /a4

Current IPv6 Address Table

Index IPve Address/Prefix Length Scope

1 FES0::21D: AAFF:FEF7:CO45/ 64 Link
DHS Server IPvE Address Deploy when WAN is up ¥

Primary DMS Server 2001 4860: 4560: 8555

Secondary DNS Server 2001:4560:4360::5344

Management SLAAC(stateless) ¥

Other Option{C-hit)

DHCPv6 Server

® Enable Server Disable Server
¥/ Auto IPv6 range

Start IPvE Address

End IPvG Address

Adwvance setting Edit

Advance setting Edit

[8]24

It provides 2 daemons for LAN side IPv6 address configuration. One is SLAAC(stateless) and
the other is DHCPv6 (Stateful) server.

Available settings are explained as follows:

Item Description

Enable IPv6 Check the box to enable the configuration of LAN 1 IPv6
Setup.

WAN Primary Interface Use the drop down list to specify a WAN interface for IPv6.

Static IPv6 Address IPv6 Address -Type static IPv6 address for LAN.

configuration Prefix Length - Type the fixed value for prefix length.

Add - Click it to add a new entry.
Delete - Click it to remove an existed entry.

Unique Local Address Such feature is used for the host without assigned 1Pv6
(ULA) configuration address to obtain IPv6 address automatically or have an IPv6
address specified manually via ULA configuration. It is
convenient for communication among different subnets.

116 Vigor2926 Series User’s Guide



Auto ULA Prefix
Manually UILA Prefix

Auto ULA Prefix - The system will generate the required IPv6
address.

Manually ULA Prefix - A user can type the ULA IPv6 address
manually.

Current IPv6 Address
Table

Display current used IPv6 addresses.

DNS Server IPv6 Address

Deploy when WAN is up - When it is enabled, DNS query will
not be delivered until the selected IPv6 WAN interface is up.
It can avoid IPv6 DNS query made by client without IPv6 WAN
connection.

Primary DNS Sever - Type the IPv6 address for Primary DNS
server.

Secondary DNS Server -Type another IPv6 address for DNS
server if required.

Management

Host under LAN can be assigned IP address from Vigor router
via the following method.

SLAAC(stateless) (v

DHCPvB{stateful)
1O

® SLAAC(stateless) - The IP address (with Prefix) of the
host shall be formed according to RA transmitted by Vigor
router.

® DHCPv6(stateful) - The IP address of the host shall be
assigned after communicating with DHCPv6 server for
answering the request of client.

® Off - No IP address is assigned.

Other Option (O-bit) - Check this box to enable the O-bit for
obtaining additional information (e.g., DNS) from DHCPv6.

DHCPv6 Server

Enable Server -Click it to enable DHCPv6 server. DHCPv6
Server could assign IPv6 address to PC according to the
Start/End IPv6 address configuration.

Disable Server -Click it to disable DHCPv6 server.

Auto IPv6 range - After check the box, Vigor router will
assign the IPv6 range automatically.

Start IPv6 Address / End IPv6 Address -Type the start and
end address for IPv6 server.

Advance setting - Click the Edit button to configure
advanced IPv6 settings for DHCPv6 server.
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LAN >> General Setup

DHCPvi Server
Authentication Protocol Mone v
Prefiz Delegation Enable @ Disahle
Prefix /

DHCPv6 Prefix Delegation

Mew Prefix B H H B4
Suffiz : : :

Mew Prefix Length (0~64)

Client Link Local Address

Client DUID{option}

Add
Prefix Prefix Length Link Local DuUID

ok Cancel

Advance setting

More options are offered under the Advance setting. Click
Edit to open the pop-up window.

Router Advertisement Configuration

= Enable Disable

Hop Limit 64

Min Interval Time{sec) 200

Max Interval Timelsec) 600

Default Lifetime(sec) 1800 (High Availability secondary is 0)
Default Preference Mediurm *

MTU < Auto

RIPng Protocol
¢ Enable
Extension WAN

Bvailable WAN Selected WAN

0K Close

Router Advertisement Configuration - Click Enable to
enable router advertisement server. The router
advertisement daemon sends Router Advertisement
messages, specified by RFC 2461, to a local Ethernet LAN
periodically and when requested by a node sending a Router
Solicitation message. These messages are required for IPv6
stateless auto-configuration.

Disable - Click it to disable router advertisement server.

Hop Limt - The value is required for the device behind the
router when IPv6 is in use.

Min/Max Interval Time (sec) - It defines the interval
(between minimum time and maximum time) for sending RA
(Router Advertisement) packets.

Default Lifetime (sec) -Within such period of time,
Vigor2926 can be treated as the default gateway.

Default Preference - It determines the priority of the host
behind the router when RA (Router Advertisement) packets
are transmitted.

MTU - It means Max Transmit Unit for packet. If Auto is
selected, the router will determine the MTU value for LAN.

RIPng Protocol -RIPng (RIP next generation) offers the same
functions and benefits as IPv4 RIP v2.

Extension WAN - Not only the IP address can be obtained
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from the primary WAN, but also the prefix for IPv6 LAN IP
address can be assigned by extension WAN specified here.

When you finish the configuration, please click OK to save and exit this page.
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Application Notes

A-1 Multi-subnet Application - How to utilize Vigor router with non-NAT?

1. Open LAN>>General Setup. Click the Details Page button of LANL.

LAN »>> General Setup

General Setup

Index Status DHCP IP Address
LAM 1 Y W 192,168.1.1 Details Page P
Lak 2 192.168.2.1 Details Page |Pv5
LAN 3 192,168.3.1 Details Page P
Lak 4 192.168.4.1 Details Page |Pv5
LaM & 192.168.5.1 Details Page IPvE
LAN & 192,168.6.1 Details Page IPvi
DMZ Port 192.168.17.1 Details Page IPvE
IP Routed Subnet 192,168.0.1 Details Page

2. In the setting page, type the settings as follows and click OK to save the settings. Note
that LANL1 is always for NAT usage.
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LAN »> General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup LAN 1 IPvE Setup

Metwork Configuration DHCP Server Configuration

For NAT Usage Disable ® Enable Server ' Enable Relay Agent
IP Address 192.168.1.1 Start IP Address 192.168.1.10
Subnet Mask 2552552550 IP Pool Counts 200 {max. 1021}

Gateway IP Address 192.168.1.1
Lease Time 86400 (s)

RIP Protocol Control Disable v

¥ Clear DHCP lease for inactive clients
periodically

DNS Server IP Address
Prirary IP Address

Secondary IP Address

Note: Change IP address or Subnet Mask in Network Configuration will also change HA LAN1 virtual IP to
the same domain IP,

Ok

3. In the setting page, type the settings as follows and click OK to save the settings. Note
that LANL1 is always for NAT usage.

LAN == VLAN Configuration
VLAN Configuration
[¥|Enable
LAN Wireless LAN VLAN Tag

P1 P2 P3 P4 P5 SSID1 SSID? SSID3 SSID4 Subnet Enable VID Priority
i OO M EE B B B B [wuis O p ] [0
v B OO0 O O O O [wey O @5 | [0y
wvipanz2 1 11 1M =] =] =] 1 | AR =] n n

4. Return to LAN>>General Setup. Now, LANZ is available for configuration. Click the
Details Page button of LAN2. Choose For Routing Usage. Type the settings as follows and
click OK to save the settings.

LAN => General Setup

LAN 2 Ethernet TCP / IP and DHCP Setup LAN 2 IPv Setup
Network Configuration DHCP Server Configuration
(O For MAT Usage (®For Routing Usage | ®Enable Server (ODisable Server
IF Address 162.168.10.5] [JEnable Relay Agent
Subnet Mask 192168105 Start IP Address 192.168.2.10
IP Pool Counts 100
Gateway IP Address 192.168.2.1
Lease Time 254200 {s)

Retrieve IPs from inactive clients periodically

DHS Server IP Address
Primary IP address

Secondary IP Address

5. Open WAN>>Internet Access. Choose Static or Dynamic IP as Access Mode. Then click
Details Page.

6. In the configuration web page, type the settings as follows and click OK to save the
settings.
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7.

WAN >> Internet Access

WAN 2
PPPoE Static or Dynamic IP

PPTPL2TP IPvG

® Enable O Disable

Keep WAN Connection
[1 Enable PING to keep alive
FIMG to the IP

PING Interval 0 minute(s)

WAN Connection Detection

Mode ARF Detect
Ping IP

TTL:

MTU 1500 | (Max:1500)

RIP Protocol
[] Enahble RIP

VAN IP Network Settings | WAk IP Alias
) Obtain an IP address automatically
Router Mame *

Domain Mame *

] DHCP Client ldentifier *
Username

Password

® Specify an IP address
IP Address

Subnet Mask

192 168.100.16]
255.255.255.0
Gateway IP Address  [10.0.0.2

& Default MaC address
) Specify a MAC address
MAC Address: 00 |-1D | as B8O | BB | A2

DNS Server IP Address
Prirary 1P Address 53.8.88

Secondary IP Address  |3.8.4.4

Now, a network connection via MPLS (Multiprotocol Label Switching) between LAN2 user
and the Branch user is established successfully. Internet is not required for them.
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[I-2-2 VLAN

With the 6-port Gigabit switch on the LAN side, Vigor router provides extremely high speed
connectivity for the highest speed local data transfer of any server or local PCs. On the
Wireless-equipped models (e.g., Vigor2926n), each of the wireless SSIDs can also be grouped
within one of the VLANSs.

Tagged VLAN

The tagged VLANs (802.1qg) can mark data with a VLAN identifier. This identifier can be
carried through an onward Ethernet switch to specific ports. The specific VLAN clients can
also pick up this identifier as it is just passed to the LAN. You can set the priorities for
LAN-side QoS. You can assign each of VLANSs to each of the different IP subnets that the router
may also be operating, to provide even more isolation. The said functionality is tag-based
multi-subnet.

Port-Based VLAN

Relative to tag-based VLAN which groups clients with an identifier, port-based VLAN uses
physical ports (P1 ~ P5) to separate the clients into different VLAN group.

Virtual LAN function provides you a very convenient way to manage hosts by grouping them
based on the physical port. The multi-subnet can let a small businesses have much better
isolation for multi-occupancy applications. Go to LAN page and select VLAN. The following
page will appear. Click Enable to invoke VLAN function.
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For Vigor router with 2.4GHz and 5GHz features, the web page will be shown as follow:

LAN == VLAN Configuration

VLAN Configuration

¢/ Enahle
LAN Wireless LAN(2.4GHz) Wireless LAN{(3GHz) VLAN Tag
P1 P2 P3 P4 S5ID1 551D2 S51D3 S5ID4 S51D1 55102 S5ID3 55104 Subnet Enable  VID  Priority

VLAND & & ¥ ¥ & v v v v v v ¢ AN Y 0 iR
VLAN1 LAM T ¥ 0 ar
VLANZ LAM T ¥ 0 ar
VLANI LAMT ¥ ] ar
VLAN4 LAM T ¥ 0 ar
VLANS LAM T ¥ 0 ar
VLANG LAMT ¥ ] ar
VLANT LAM T ¥ 0 ar
VLANE LAM T ¥ 0 ar
VLAN9 LAM T ¥ a ar
VLAN10 LAM T ¥ 0 ar
VLANT1 LAM T ¥ 0 ar
VLAN1TZ LAM T ¥ a ar
VLAN13 LAM T ¥ 0 ar
VLAN14 LAM T ¥ ] ar
VLAN1S LAM T ¥ 0 ar

¥/ Permit untagged device in P1 to access router

Note:

1.For each YLAM row, selecting Enable YLAN Tag will apply the associated VID to the selected wired LAN port,
2. Wireless LAN traffic is always untagged, but the SSID is still 2 member of the selected VLAN (group).

3.Each ¥YID must be unigue.

8174 Clear Cancel

Info Settings in this page only applied to LAN port but not WAN port.

Available settings are explained as follows:

Item Description
Enable Click it to enable VLAN configuration.
LAN P1 - P4- Check the LAN port(s) to group them under the

selected VLAN.

Note: P5 is supported only for Non-Fiber series.

Wireless LAN (2.4GHz)

SSID1 - SSID4 - Check the SSID boxes to group them under the
selected VLAN.

Wireless LAN (5GHz)

SSID1 - SSID4 - Check the SSID boxes to group them under the
selected VLAN.

This option is only available for Vigor2926ac / Vigor2926Vac /
Vigor2926Lac.

Subnet

Choose one of them to make the selected VLAN mapping to
the specified subnet only. For example, LANL1 is specified for
VLANO. It means that PCs grouped under VLANO can get the
IP address(es) that specified by the subnet.

Vigor2926 Series User’s Guide



VLAN Tag Enable - Check the box to enable the function of VLAN with
tag.

The router will add specific VLAN number to all packets on
the LAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by LAN.

VID - Type the value as the VLAN ID number. The range is
form 0 to 4095.

Priority - Type the packet priority number for such VLAN.
The range is from 0 to 7.

Permit untagged device in | It can help users to communicate with the router still even
P1 to access router though configuring wrong VLAN tag setting. It is
recommended to enable the management port (LAN 1) to
ensure the data transmission is unimpeded.

1)

Info Leave one VLAN untagged at least to prevent from not connecting to Vigor
router due to unexpected error.

Vigor2926 series features a hugely flexible VLAN system. In its simplest form, each of the
Gigabit LAN ports can be isolated from each other, for example to feed different companies
or departments but keeping their local traffic completely separated.

Configuring port-based VLAN for wireless and non-wireless clients

1.  All the wire network clients are categorized to group VLANO in subnet 192.168.1.0/24
(LAN1).

2. All the wireless network clients are categorized to group VLANL in subnet
192.168.2.0/24 (LAN2).

3. Open LAN>>VLAN Configuration. Check the boxes according to the statement in step 1
and Step 2.

LAN == VLAN Configuration

VLAN Configuration

¢/ Enable
LAN Wireless LAN{2.4GHz) Wireless LAN{GGHz) VLAN Tag
P1 P2 P3 P4 SSID1 SSID2 SSID3 S5ID4 $51D1 5S1D2 SSID3 SSID4  Subnet Enable  VID  Priority
VLAND ¥ @ ¥ @ & m m m m v m 7 LaM 0 or
VLANY ¥ ¥ ¥ ¥ @ v v |[LANT v | 0 o
VLAN2 LAN T 0 o
VLAN3 0 o
VLAN4 0 or
VLANS _ | 0 o
VLANG LAN T ¥ 0 o
VLAN? LAMT ¥ 0 or
VLANS LAMT ¥ 0 or
4.  Click OK.

5. Open LAN>>General Setup. If you want to let the clients in both groups communicate
with each other, simply activate Inter-LAN Routing by checking the box between LAN1
and LAN2.
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LAN == General Setup

General Setup

Index Status DHCP IP Address
LAM 1 W 192.168.1.1
LAk 2 192.168.2.1
LAMN 3 192.168.3.1 IPvE
LAN 4 192.168.4.1 IPvE
LAM S 192.168.5.1 IPvE
DMZ Port 192.168.6.1
IP Routed Subnet 192.168.0.1
[Advanced] You can configure DHCP server aptions here,
[JForee router to use "DNS server IP address" settings specified in
Inter-LAN Routing
Subnet LAN 1 LAN 2 LAN 3 LAN 4 LAN 5
LaM 1
LAN 2
LaM 3 O O
LAN 4 O O a
LAN 5 O O O O

Mote: LAMN 2/3/445 are available when WLAN is enabled.
DMZ subnet is default bound to P11, and will overwrite the settings of P1 at LAN=LAN page.

Vigor router supports up to six private IP subnets on LAN. Each can be independent
(isolated) or common (able to communicate with each other). This is ideal for
departmental or multi-occupancy applications.

Info As for the VLAN applications, refer to “Appendix I: VLAN Application on
Vigor Router” for more detailed information.
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[I-2-3 Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthening control in
network. When this function is enabled, all the assigned IP and MAC address binding together
cannot be changed. If you modified the binding IP or MAC address, it might cause you not

access into the Internet.

Click LAN and click Bind IP to MAC to open the setup page.

LAN == Bind IP to MAC

Bind IP to MAC

® Enable
¥/ Strict Bind
Apply Strict Bind to Subnet

Disable

ARP Table

IF iddress
19z.1658.1.10

Hac Address

IP Bind List ( Limit: 1024 entries )

Index IP iddress

00-05-5D-E4-D&-EE

Mac Address

Edit

| Select All | Sort | Befresh | Add/Update to IP Bind List

HOST ID IP address
A1000351
Mac Address
Comment
Add Update Delete
| Select All | Sort |
Host ID Comment

Backup IP Bind List : | Backup

Restore

Upload From File: | #4#8Es | R4S RExR

MNote:

1. IP-MALC binding presets DHCP Allocations.,
2, If Strict Bind is enabled, unspecified LAN clients in the selected subnets cannot access the Internet,

Ok
Available settings are explained as follows:
Item Description
Enable Click this radio button to invoke this function. However,
IP/MAC which is not listed in IP Bind List also can connect to
Internet.
Disable Click this radio button to disable this function. All the

settings on this page will be invalid.
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Strict Bind

Check it to block the connection of the IP/MAC which is not
listed in IP Bind List.

Apply Strict Bind to Subnet - Click Edit to shoose the
subnet(s) for applying the rules of Bind IP to MAC.

ARP Table This table is the LAN ARP table of this router. The
information for IP and MAC will be displayed in this field.
Each pair of IP and MAC address listed in ARP table can be
selected and added to IP Bind List by clicking Add below.

Select All Click this link to select all the items in the ARP table.

Sort Reorder the table based on the IP address.

Refresh Refresh the ARP table listed below to obtain the newest ARP

table information.

Add or Update

IP Address - Type the IP address that will be used for the
specified MAC address.

Mac Address - Type the MAC address that is used to bind
with the assigned IP address.

Comment - Type a brief description for the entry.

Show Comment - Check this box to display the comment on
IP Bind List box.

IP Bind List It displays a list for the IP bind to MAC information.

Add It allows you to add the one you choose from the ARP table or
the IP/MAC address typed in Add and Edit to the table of IP
Bind List.

Update It allows you to edit and modify the selected IP address and
MAC address that you create before.

Delete You can remove any item listed in IP Bind List. Simply click
and select the one, and click Delete. The selected item will
be removed from the IP Bind List.

Backup Store the configuration for Bind IP to MAC as a file.

Restore Restore the previously stored configuration file and apply to
such page.

Info Before you select Strict Bind, you have to bind one set of IP/MAC address for

one PC. If not, no one of the PCs can access into Internet. And the web user
interface of the router might not be accessed.

When you finish the configuration, click OK to save the settings.
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lI-2-4 LAN Port Mirror

LAN port mirror can be applied for the users in LAN. Generally speaking, this function copies
traffic from one or more specific ports to a target port. This mechanism helps manager track
the network errors or abnormal packets transmission without interrupting the flow of data
access the network. By the way, user can apply this function to monitor all traffics which user
needs to check.

There are some advantages supported in this feature. First, it is more economical without
other detecting equipments to be set up. Second, it may be able to view traffic on one or
more ports within a VLAN at the same time. Third, it can transfer all data traffics to be
mirrored to one analyzer connecting to the mirroring port. Last, it is more convenient and
easy to configure in user’s interface.

LAN == LAN Port Mirror

LAN Port Mirror

Port Mirror:
Enable ® Disable

Portl Port2 Port3 Port4 WANL WaAN2
Mirror Port
Mirrored Tx Port

Mirrored Rx Port

Note:
Mirroring WANL or WANZ is done by software mirrar, so it will lead to a substantial decline in
performance.

Ok

Available settings are explained as follows:

Item Description

Port Mirror Check Enable to activate this function. Or, check Disable to
close this function.

Mirror Port Select a port to view traffic sent from mirrored ports.

Mirrored Tx Port Select which ports are necessary to be mirrored for

transmitting the packets.

Mirrored Rx Port Select which ports are necessary to be mirrored for receiving
the packets.

After finishing all the settings here, please click OK to save the configuration.
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[1-2-5 Wired 802.1x

IEEE 802.1x is an IEEE Standard for port-based Network Access Control (PNAC). It is part of the
IEEE 802.1 group of networking protocols. It provides an authentication mechanism for the
device that is attached to a LAN or WLAN.

Wired 802.1x provides authentication for one network device on each LAN port. The RADIUS
Server settings must be configured before enabling 802.1x because the EAP (Extensible
Authentication Protocol) Authenticator relies on the RADIUS Server in its authentication
process. Each LAN port with Wired 802.1x configured will only forward 802.1x packets and
block all other packets until the authentication has successfully completed.

LAN >> Wired 802.1X

Wired 802.1X
LAM B02, 1K
¥/ Enable
Authentication Type: | External RADIUS ¥
802, 1% ports:
F1 P2 P3 P4

Note:

1. 802.1% enabled LAMN ports only support a single attached device using EAPOL authentication. To
authenticate multiple dewvices through a LAN port you need an 802, 1x-capable switch. Then configure
802.1% on the attached switch instead.

2, Please configure External RADIUS or Local 802.1X for authentication,

3. Authentication by External RADIUS supports PEAP and EAP-TLS.

Ok
Available settings are explained as follows:
Item Description
Enable Check the box to enable LAN 802.1x function.
Authentication Type Use the drop down list to choose which server (External
RADIUS or Local 802.1x) will be used for authenticating LAN
user.
802.1x ports After enabling the function, simply specify the LAN port(s) to
apply such function.

After finishing all the settings here, please click OK to save the configuration.
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I1-3 Hardware Acceleration

Hardware Acceleration is also called PPA in DrayTek for it is based on Protocol Processing
Engine (PPE) of Infineon. It can only support 128 sessions for network traffic (IN & OUT) with
implementing three kinds of modes - Disable, Auto and Manual.

lI-3-1 Setup

When the data traffic is heavy and data transmission is getting slowly and slowly, you can
configure this page to accelerate the data streaming by hardware itself. Open Hardware
Acceleration to access into the following page:

Hardware Acceleration >> Setup

Mode: Manual ¥

Protocal: @

Option: .

TCP Uop

Accelerate heaviest traffic sessions

Apply the Class Rule in Quality of Service

Specific Hosts:

WAN Information:

Index  Enable Dessttal:'-tnrt Desl.ztnPdurt Private IP
1. 0 0 Chooge PC
2, 0 0 Choose PC
3. 0 0 Choose PC
4, 0 0 Choose PC
5. 0 0 Choose PC
Status TH %
WAN1-Ethernet Enable Y Y
WANZ-Ethernet Enable
Status TH R
WaN1-Ethernet Disable -- --
WANZ-Ethernet Enable Y Y

Note:

If Hardware Acceleration is enabled, then individual sessions processed by the accelerator will by-pass
the following features: Data Flow Monitor, Traffic Graph, YWaM Budget,

Ol Clear

Available settings are explained as follows:

Item

Description

Mode

Disable - The default setting.

Auto - When the hardware acceleration is configured with
the Auto mode, the sessions with the heaviest loading and
the lower latency traffic will be added into PPA. However,
the Auto mode does not support UDP protocol by designed.

Manual - The Manual mode implements three sub-items--
Accelerate most heavy traffic sessions, Apply the Class Rule
in Quality of Service, and Specific Hosts. Each of these
sub-items can support TCP and UDP protocol.

Vigor2926 Series User’s Guide

131



Auto w

Disahled
Auto
3
Protocol There are two types supported by this function, TCP and
UDP.
Option Accelerate heaviest traffic sessions - Such option is

available in Auto Mode, too. But the UDP protocol is only
supported in this sub-item.

Apply the Class Rule in Quality of Service - Users can apply
the information provided by QoS in this sub-item.

Please visit our website for referring the detailed
configuration of QoS.

Bandwidth Management => Quality of Service

Rule Edit
ACT Hardware Acceleration
Ethernet Type @ 1Pva O 1PvE

Local Address

Specific Hosts - This sub-item provides 5 hosts for adding
NAT sessions into the PPA. For the PPA only supports 128
sessions, these hosts will share these sessions. Therefore,
the performance will be lower than only one host.

Choose this option to specify certain PCs on LAN to apply the
hardware acceleration.
® Enable - Check the box to make PC(s) specified in
the selected index entry to be applied.
® Dest Port Start - Type the starting port for the
PC(s) in LAN.
® Dest Port End - Type the ending port for the PC(s)
in LAN.
®  Private IP/Choose PC - Type the IP address as the
selected host. Or click the Choose PC button to
specify one IP address from the pop-up window.

Checking the PPA status
For checking whether the rule of PPA is working or not, a user can login to Vigor2926 series by

using telnet. User can view how many sessions are transferring in each direction of PPA table
after entering “ppa —v”.
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Auto

Manwal <{traffic?
1A

255

=8

Momomon

i

Dest_ip:Dest_port —— HNat_ip:Nat_port

AN Acceleration session

Bession — Src_ip:Src_port Dest_ip:Dest_port —— HNat_ip:Mat_port
3030 oo 3eE e eI Jef e e Je e oo 3e eI 3e e oo 3e 3o o3 3ek e e Je e oo 3e eI 3e e e e 3e I eI 3e e e e 3eE - e oo e 3o - e o3I eI e e
B - 192 168. 1. 18: 2938 - 1419.236.454.122: 5598 — 192.168. 3. 1A:52524
Src_mac:@0P:22:15:8f:85:59 ——— Dest_mac:-@A:58:7f:37:cB:4c
1 - 192 168. 1. 1@: 2952 — 493. 88. 6. 13:336033 - 192_.168. 3. 1A:52538
Src_mac:@AA:22:15:8f:85:59 ——— Dest_mac:-@A:58:7f:37:cB:4c
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[1-4 NAT

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a
mechanism that one or more private IP addresses can be mapped into a single public one.
Public IP address is usually assigned by your ISP, for which you may get charged. Private IP
addresses are recognized only among internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT
router, the router will change its source address into the public IP address of the router,
select the available public port, and then forward it. At the same time, the router shall list an
entry in a table to memorize this address/port-mapping relationship. When the public server
response, the incoming traffic, of course, is destined to the router’s public IP address and the
router will do the inversion based on its table. Therefore, the internal host can communicate
with external host smoothly.

The benefit of the NAT includes:

®  Save cost on applying public IP address and apply efficient usage of IP address. NAT
allows the internal IP addresses of local hosts to be translated into one public IP address,
thus you can have only one IP address on behalf of the entire internal hosts.

® Enhance security of the internal network by obscuring the IP address. There are
many attacks aiming victims based on the IP address. Since the attacker cannot be
aware of any private IP addresses, the NAT function can protect the internal network.

Info On NAT page, you will see the private IP address defined in RFC-1918.
Usually we use the 192.168.1.0/24 subnet for the router. As stated before,
the NAT facility can map one or more IP addresses and/or service ports into
different specified services. In other words, the NAT function can be
achieved by using port mapping methods.
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Web User Interface

11-4-1 Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN),
such as web servers, FTP servers, E-mail servers etc. Most of the case, you need a public IP
address for each server and this public IP address/domain name are recognized by all users.
Since the server is actually located inside the LAN, the network well protected by NAT of the
router, and identified by its private IP address/port, the goal of Port Redirection function is
to forward all access request with public IP address from external users to the mapping
private IP address/port of the server.

The port redirection can only apply to incoming traffic.

To use this function, please go to NAT page and choose Port Redirection web page. The Port
Redirection Table provides 40 port-mapping entries for the internal hosts.
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HAT => Port Redirection

Port Redirection

| Set to Factory Default |

WAN
Interface

All
Al
all
all
ol
all
all
ol
All
all

Index Service Name Protocol Public Port Private IP

s
||_= [ o N il e

Status

< 1-10 | 11-20 | 21-30 | 3140 ==

MNote: The port number values set in this page might be invalid due o the same values configured

for Management Port Setup in System Maintenance>>Management and SSL VPN,

Each item is explained as follows:

ﬁxxxxxxxxxx

=
]
W
i

Item

Description

Index

Display the number of the profile.

Service Name

Display the description of the specific network service.

WAN Interface

Display the WAN IP address used by the profile.

Protocol Display the transport layer protocol (TCP or UDP).

Public Port Display the port number which will be redirected to the
specified Private IP and Port of the internal host.

Private IP Display the IP address of the internal host providing the
service.

Status Display if the profile is enabled (v) or not (x).

Press any number under Index to access into next page for configuring port redirection.

NAT == Port Redirection

Index Ho. 1

Enahle
Mode

Protocol

Public Port
Source IP
Private IP
Private Port

Service Name

Wak Interface

Ay | IP Object

Hote:

In "Range" Mode the End IP will be calculated automatically once the Public Port and Start IP have

been entered.

[0]34 Clear Cancel

Available settings are explained as follows:

Item

Description
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Enable

Check this box to enable such port redirection setting.

Mode

Two options (Single and Range) are provided here for you to
choose. To set a range for the specific service, select Range.
In Range mode, if the public port (start port and end port)
and the starting IP of private IP had been entered, the
system will calculate and display the ending IP of private IP
automatically.

Service Name

Enter the description of the specific network service.

Protocol

Select the transport layer protocol (TCP or UDP).

WAN Interface

Select the WAN IP used for port redirection. There are eight
WAN IP alias that can be selected and used for port
redirection.

The default setting is All which means all the incoming data
from any port will be redirected to all intefaces.

Public Port

Specify which port can be redirected to the specified Private
IP and Port of the internal host. If you choose Range as the
port redirection mode, you will see two boxes on this field.
Type the required number on the first box (as the starting
port) and the second box (as the ending port).

Source IP

Use the drop down list to specify an IP object. Or click IP
Object link to create a new one for applying.

Private IP

Specify the private IP address of the internal host providing
the service. If you choose Range as the port redirection
mode, you will see two boxes on this field. Type a complete
IP address in the first box (as the starting point). The second
one will be assigned automatically later.

Private Port

Specify the private port number of the service offered by the
internal host.

After finishing all the settings here, please click OK to save the configuration.

Note that the router has its own built-in services (servers) such as Telnet, HTTP and FTP etc.
Since the common port numbers of these services (servers) are all the same, you may need to
reset the router in order to avoid confliction.

For example, the built-in web user interface in the router is with default port 80, which may
conflict with the web server in the local network, http://192.168.1.13:80. Therefore, you
need to change the router’s http port to any one other than the default port 80 to avoid
conflict, such as 8080. This can be set in the System Maintenance >>Management Setup. You
then will access the admin screen of by suffixing the IP address with 8080, e.g.,
http://192.168.1.1:8080 instead of port 80.
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System Maintenance >> Management

IPv4 Management Setup IPv6i Management Setup
Router Mame DrayTek
Default:Disable Auto-Logout Management Port Setup
Enable Validation Code in Internet/LaN | ® User Define Ports Default Ports
ACcess Telnet Port 23 (Default: 23)
Not: 8 o0 below version dee= 0Tt port 0 (osfault o0
HTTPS Port 4473 (Default: 443)
Internet Access Control FTF Port 21 (Default: 21)
¢ Allow management from the Internet TROG2 Port 2063 (Default: 2069)
Domain name allowed SSH Part 27 (Default; 22)
FTR Server TLS/SSL Encryption Setup
¢ HTTP Server Enahle SSL 3.0
¢ HTTPS Server
¢ Telnet Server CVM Access Control
¢ TROG9 Server W Part 2000 (Default: 8000)
SS5H Server WM SSL Port 0443 (Default: 8443)

Disable PING from the Internet

LAN Access Control

¢ allow management from LaN
¢ FTF Server
¢ HTTP Server

LITTES oo e

¥ Device Management
Respond to external device
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[I-4-2 DMZ Host

As mentioned above, Port Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP address/port of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and 51 (AH), do not travel on a fixed port. Vigor
router provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a single
host in the LAN. Regular web surfing and other such Internet activities from other clients will
continue to work without inappropriate interruption. DMZ Host allows a defined internal user
to be totally exposed to the Internet, which usually helps some special applications such as
Netmeeting or Internet Games etc.

The security properties of NAT are somewhat bypassed if you set up DMZ host. We suggest
you to add additional filter rules or a secondary firewall.

Click DMZ Host to open the following page. You can set different DMZ host for each WAN
interface. Click the WAN tab to switch into the configuration page for that WAN.

NAT >> DMZ Host Setup

DMZ Host Setup

WAN1 WAN2 WAN3 WAN4
WAN 1
MNone b
Private IP
MAC Address of the True IP DMZ Host 0o |- 00 |- |00 00 |00 | |00
Note: ‘When a True-IP DMZ host is turned on, it will force the router's Wak connection to be
always on.
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Available settings are explained as follows:

Item Description
WAN1 Choose Private IP or None first.
Private IP Enter the private IP address of the DMZ host, or click Choose

PC to select one.

Choose IP Click this button and then a window will automatically pop
up, as depicted below. The window consists of a list of private
IP addresses of all hosts in your LAN network. Select one
private IP address in the list to be the DMZ host.

o5 EIDE

142.168.1.10
192,168,118

When you have selected one private IP from the above dialog,
the IP address will be shown on the following screen. Click OK
to save the setting.

NAT == DMZ Host Setup

DMZ Host Setup
WAN1 WAN2 WAN3

WAN 1
Frivate IP -
Private IP 192.166.1.49
MAC Address of the True IP DMZ Host

Note: When a True-IP DMZ host is turned on, it will force the router's WAN connection to be
always on.

DMZ Host for WAN2, WAN3, LTE or WAN4 is slightly different with WAN1. Active True IP
selection is available for WAN1 only.

See the following figure.

NAT == DMZ Host Setup

DMZ Host Setup

WAN1 WAN2 WAN3 VWAN4
WAN 2
Enable Private IP
0.0.0.0 Choose IP

If you previously have set up WAN Alias for PPPoE or Static or Dynamic IP mode in WAN2
interface, you will find them in Aux. WAN IP for your selection.
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NAT => DMZ Host Setup

DMZ Host Setup

WAN1 WAN2 WAN3 WAN4
WAN 2
Index Enable Aux. WAN IP Private IP
1. ¥ 10.39.0,10 0.0.0.0
2. O 10,39.0,150 0.0.0.0
[ ok ] [ Clear

Available settings are explained as follows:

Item Description
Enable Check to enable the DMZ Host function.
Private IP Enter the private IP address of the DMZ host, or click Choose

IP to select one.

Choose IP Click this button and then a window will automatically pop
up, as depicted below. The window consists of a list of
private IP addresses of all hosts in your LAN network. Select
one private IP address in the list to be the DMZ host.

Buess EIDE

142.168.1.10
192.168.1.18

When you have selected one private IP from the above
dialog, the IP address will be shown on the screen. Click OK
to save the setting.

After finishing all the settings here, please click OK to save the configuration.
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II-4-3 Open Ports

Open Ports allows you to open a range of ports for the traffic of special applications.

Common application of Open Ports includes P2P application (e.g., BT, KaZaA, Gnutella,
WinMX, eMule and others), Internet Camera etc. Ensure that you keep the application
involved up-to-date to avoid falling victim to any security exploits.

Click Open Ports to open the following page:

HAT == Open Ports
Open Ports Setup | Set to Factory Default |
Index Comment WAN Interface Source IP Local IP Address Status
1 b3
2. b3
3 b3
1. b3
LN b3
6. b3
i b3
8. b3
a9, b3
10. b3
<< 1-10 | 11-20 | 21-30 | 3140 == Next =

Hote:
The port number values set in this page might be invalid due to the same values configured for

Management Port Setup in System Maintenance>>Management andSSL VPN,

Available settings are explained as follows:

Item Description

Index Indicate the relative number for the particular entry that you
want to offer service in a local host. You should click the
appropriate index humber to edit or clear the corresponding

entry.

Comment Specify the name for the defined network service.

WAN Interface Display the WAN interface used by such index.

Aux. WAN IP Display the IP alias setting used by such index. If no IP alias
setting exists, such field will not appear.

Local IP Address Display the private IP address of the local host offering the
service.

Status Display the state for the corresponding entry. X or V is to

represent the Inactive or Active state.

To add or edit port settings, click one index number on the page. The index entry setup page
will pop up. In each index entry, you can specify 10 port ranges for diverse services.
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NAT => Open Ports >> Edit Open Ports

Index No. 10
¢ Enahle Open Ports
Comment
wak Interface WWART ¥
Source IP Arny v | IP_Object
Private IP Choose [P
Protocal Start Port End Port Protocaol Start Port End Port
1. |- T i 0 2. | T 0 0
3. | T i 0 4, | T 0 0
5. |- T ] 0 6. |- T 0 0
N ¥ ] 0 8. | ’ 0 0
= v ] 0 | v 0 0
Ok Clear Cancel
Available settings are explained as follows:
Item Description
Enable Open Ports Check to enable this entry.
Comment Make a name for the defined network application/service.
WAN Interface Specify the WAN interface that will be used for this entry.
Source IP Use the drop down list to specify an IP object. Or click IP
Object link to create a new one for applying.
WAN IP Specify the WAN IP address that will be used for this entry.

This setting is available when WAN IP Alias is configured.

Private IP Enter the private IP address of the local host or click Choose
IP to select one.

Choose IP - Click this button and, subsequently, a window
having a list of private IP addresses of local hosts will
automatically pop up. Select the appropriate IP address of
the local host in the list.

Protocol Specify the transport layer protocol. It could be TCP, UDP,
or ----- (none) for selection.

Start Port Specify the starting port number of the service offered by
the local host.

End Port Specify the ending port number of the service offered by the
local host.
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After finishing all the settings here, please click OK to save the configuration.
NAT => Open Ports

Open Ports Setup | Setto Factory Default |
Index Comment WAN Interface Local IP Address Status
1. p22a1 WAN1 192.168.1.49 v
2. X
3. X
4, X
5. X
B. X
i X

II-4-4 Port Triggering

Port Triggering is a variation of open ports function.
The key difference between "open port" and "port triggering" is:

®  Once the OK button is clicked and the configuration has taken effect, "open port" keeps
the ports opened forever.

®  Once the OK button is clicked and the configuration has taken effect, "port triggering"
will only attempt to open the ports once the triggering conditions are met.

® The duration that these ports are opened depends on the type of protocol used. The
"default” durations are shown below and these duration values can be modified via
telnet commands.

TCP: 86400 sec.
UDP: 180 sec.
IGMP: 10 sec.

TCP WWW: 60 sec.
TCP SYN: 60 sec.

MAT == Port Triggering
Port Triggering | Setto Factory Default |
Triggering Source Triggering Incoming Incoming
Index Comment Protocol IP Port Protocol Port Status
1. "
2. H
3. b
4. "
LR "
6. H
i ®
8. H
0. ®
0. ®
<2 110 | 11-20 == Hext ==
Available settings are explained as follows:
Item Description
Comment Display the text which memorizes the application of this
rule.
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Triggering Protocol

Display the protocol of the triggering packets.

Triggering Port

Display the port of the triggering packets.

Source IP

Display the name of the IP object.

Incoming Protocol

Display the protocol for the incoming data of such triggering
profile.

Incoming Port

Display the port for the incoming data of such triggering
profile.

Status

Display if the rule is active or de-active.

Click the index number link to open the configuration page.

MAT >> Port Triggering
Ho. 1
Enahble
Service User Defined =
Comment
Source IP

Triggering Port

Incoming Port
Hote:

Triggering Protocol

Incoming Protocol

The Triggering Port and Incoming Port should be input like this :
123-456,777-739 (legal), 123-456,789 (legal), but 123-456-723 (illegal).

Any | IP Object

T

(0]54 Clear Cancel

Available settings are explained as follows:

Item

Description

Enable

Check to enable this entry.

Service

Choose the predefined service to apply for such trigger
profile.

User Defined

Real Player
CluickTime
WP

IR

Al Talk
[

PalTalk
BitTorrent

Comment

Type the text to memorize the application of this rule.

Source IP

Use the drop down list to specify an IP object. Or click IP
Object link to create a new one for applying.

Triggering Protocol

Select the protocol (TCP, UDP or TCP/UDP) for such
triggering profile.

Triggering Port

Type the port or port range for such triggering profile.

Incoming Protocol

When the triggering packets received, it is expected the
incoming packets will use the selected protocol. Select the
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protocol (TCP, UDP or TCP/UDP) for the incoming data of
such triggering profile.

Incoming Port

Type the port or port range for the incoming packets.

After finishing all the settings here, please click OK to save the configuration.

II-4-5 ALG

ALG means Application Layer Gateway. There are two methods provided by Vigor router,
RTSP (Real Time Streaming Protocol) ALG and SIP (Session Initiation Protocol) ALG, for
processing the packets of voice and video.

RTSP ALG makes RTSP message, RTCP message, and RTP packets of voice and video be
transmitted and received correctly via NAT by Vigor router.

However, SIP ALG makes SIP message and RTP packets of voice be transmitted and received
correctly via NAT by Vigor router.

NAT == ALG

ALG (Application Layer Gateway)

| Setto Factory Default |

Enable 4LG
[] Enable Protocal Listen Port TCP upp
i SIP 060 {1~B5535)
O RTSP 554 {1~A5535)

Available settings are explained as follows:

Item Description

Enable ALG Check to enable such function.

Listen Port Type a port number for SIP or RTSP protocol.

TCP Check the box to make correspond protocol message packet
from TCP transmit and receive via NAT.

UDP Check the box to make correspond protocol message packet

from UDP transmit and receive via NAT.
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lI-5 Applications

Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via
your ISP. It means that the public IP address assigned to your router changes each time you
access the Internet. The Dynamic DNS feature lets you assign a domain name to a dynamic
WAN IP address. It allows the router to update its online WAN IP address mappings on the
specified Dynamic DNS server. Once the router is online, you will be able to use the registered
domain name to access the router or internal virtual servers from the Internet. It is
particularly helpful if you host a web server, FTP server, or other server behind the router.

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the DDNS
service providers. The router provides up to three accounts from three different DDNS service
providers. Basically, Vigor routers are compatible with the DDNS services supplied by most
popular DDNS service providers such as www.dyndns.org, www.no-ip.com, www.dtdns.com,
www.changeip.com, www.dynamic- nameserver.com. You should visit their websites to
register your own domain name for the router.

LAN DNS / DNS Forwarding

The LAN DNS lets the network administrators host servers with privacy and security. When the
network administrators of your office set up FTP, Mail or Web server inside LAN, you can
specify specific private IP address (es) to correspondent servers. Thus, even the remote PC is
adopting public DNS as the DNS server, the LAN DNS resolution on Vigor2926 series will
respond the specified private IP address.

Schedule

The Vigor router has a built-in clock which can update itself manually or automatically by
means of Network Time Protocols (NTP). As a result, you can not only schedule the router to
dialup to the Internet at a specified time, but also restrict Internet access to certain hours so
that users can connect to the Internet only during certain hours, say, business hours. The
schedule is also applicable to other functions.

RADIUS/TACACS+

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

LDAP /Active Directory Setup

Lightweight Directory Access Protocol (LDAP) is a communication protocol for using in TCP/IP
network. It defines the methods to access distributing directory server by clients, work on
directory and share the information in the directory by clients. The LDAP standard is
established by the work team of Internet Engineering Task Force (IETF).

As the name described, LDAP is designed as an effect way to access directory service without
the complexity of other directory service protocols. For LDAP is defined to perform, inquire
and modify the information within the directory, and acquire the data in the directory
securely, therefore users can apply LDAP to search or list the directory object, inquire or
manage the active directory.
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UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT routers,
the major feature of UPnP on the router is “NAT Traversal”. This enables applications inside
the firewall to automatically open the ports that they need to pass through a router.

Wake on LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake up
a specified PC through the router, he/she must type correct MAC address of the specified PC
on this web page of Wake on LAN (WOL) of this router.

In addition, such PC must have installed a network card supporting WOL function. By the way,
WOL function must be set as “Enable” on the BIOS setting.
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Web User Interface

[I-5-1 Dynamic DNS

Enable the Function and Add a Dynamic DNS Account

1. Assume you have a registered domain name from the DDNS provider, say
hostname.dyndns.org, and an account with username: test and password: test.

2. Open Applications>>Dynamic DNS.

3. In the DDNS setup menu, check Enable Dynamic DNS Setup.

Applications >> Dynamic DNS Setup

Dynamic DNS Setup | Setto Factory Default |
Enable Dynamic DNS Setup [ Wiew Log | [Force Update |
Auto-Update interval 14400 | Min(s) (1~14400)

Accounts:

Index WAN Interface Domain Name Active
1. WAM1 First ¥igor2925 . ubddns.org Y
2. VAN First ¥
3. WAND First ¥
4. WANTL First ®
5. WANTL First ®
6. WAM1 First ®

[ ok | [ clearan |

Available settings are explained as follows:

Item

Description

Enable Dynamic DNS

Check this box to enable DDNS function.

Setup

Set to Factory Clear all profiles and recover to factory settings.
Default

View Log Display DDNS log status.

Force Update

Force the router updates its information to DDNS server.

Auto-Update
interval

Set the time for the router to perform auto update for DDNS
service.

Index

Click the number below Index to access into the setting page
of DDNS setup to set account(s).

WAN Interface

Display the WAN interface used.

Domain Name

Display the domain name that you set on the setting page of
DDNS setup.

Active

Display if this account is active or inactive.

Vigor2926 Series User’s Guide

149



150

Select Index number 1 to add an account for the router. Check Enable Dynamic DNS
Account, and choose correct Service Provider: dyndns.org, type the registered
hostname: hostname and domain name suffix: dyndns.org in the Domain Name block.
The following two blocks should be typed your account Login Name: test and Password:

test.

Applications »> Dynamic DNS Setup >> Dynamic DNS Account Setup

Index : 1
Enable Dynamic DNS Account
WaM Interface WYANT First
Service Provider dyn.com (www. dyn.com) A
Service Type Dynarnic |+
Domain Mame chronic5553 .|dyndns. org dyndns.org v
Lagin Mame chronicaga3 {max. 64 characters)
Passwaord {max. 64 characters)
O wildcards
O Backup Mx
Mail Extender
Determine WaN IP Internet IP v
[ oK ] [ Clear ] [ Cancel ]

If User-Defined is specified as the service provider, the web page will be changed
slightly as follows:

Applications »>> Dynamic DNS Setup »> Dynamic DNS Account Setup

Index : 1

¥/ Enable Dynamic DNS Account

wial Interface
Service Provider
Provider Host

Service API

Auth Type
Connection Type
Server Response
Login Mame
Password
Wildcards
Backup M
Mail Extender

Determine Real
Wah IP

WANT First v

User-Defined b
changeip.arg

/dynamic/dns/update.asp?

u=3o M cp= o Ml < hostnawe = | SIML . changeip . orgsip=HHHIPHHHc
md=updateioffline=0

basic

Hitp

chronicBB53 {max. 64 characters)
{max. 23 characters)
Internet IP ¥

ik Clear Cancel

Available settings are explained as follows:

Item

Description

Enable Dynamic DNS | Check this box to enable the current account. If you did
Account

check the box, you will see a check mark appeared on the
Active column of the previous web page in step 2).

WAN Interface

WAN1/WAN2/WAN3 or LTE/WAN4 First - While connecting,
the router will use WAN1/WAN2/WAN3 or LTE /WAN4 as the
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first channel for such account. If WAN1/WAN2/WAN3 or LTE
/WAN4 fails, the router will use another WAN interface
instead.

WAN1/WAN2/WAN3 or LTE /WAN4 Only - While connecting,
the router will use WAN1/WAN2/WAN3 or LTE /WAN4 as the
only channel for such account.

Service Provider

Select the service provider for the DDNS account.

Service Type

Select a service type (Dynamic, Custom or Static). If you
choose Custom, you can modify the domain that is chosen in
the Domain Name field.

Note that such option is not available when Customized is
selected as Service Provider.

Domain Name

Type in one domain name that you applied previously. Use
the drop down list to choose the desired domain.

Note that such option is not available when Customized is
selected as Service Provider.

Provider Host

Type the IP address or the domain name of the host which
provides related service.

Note that such option is available when Customized is
selected as Service Provider.

Service API

Type the API information obtained from DDNS server.

Note that such option is available when Customized is
selected as Service Provider.

(e.q:
/dynamic/dns/update.asp?u=jo***&p=jo********& hostname=j*
***_changeip.org&ip=###IP### &cmd=update&offline=0)

Auth Type

Two types can be used for authentication.

Basic - Username and password defined later can be shown
from the packets captured.

URL - Username and password defined later can be shown in
URL.

(e.g., http://nsl.vigorddns.com/ddns.php?username=xxxx&
password=xxxx&domain=xxxx.vigorddns.com)

Note that such option is available when Customized is
selected as Service Provider.

Connection Type

There are two connection types (HTTP and HTTPs) to be
specified. Note that such option is available when
Customized is selected as Service Provider.

Server Response

Type any text that you want to receive from the DDNS
server.

Note that such option is available when Customized is
selected as Service Provider.

Login Name

Type in the login name that you set for applying domain.

Password

Type in the password that you set for applying domain.

Wildcard and
Backup MX

The Wildcard and Backup MX (Mail Exchange) features are
not supported for all Dynamic DNS providers. You could get
more detailed information from their websites.

Mail Extender

If the mail server is defined with another name, please type
the name in this area. Such mail server will be used as
backup mail exchange.

Vigor2926 Series User’s Guide

151



152

Determine Real If a Vigor router is installed behind any NAT router, you can

WAN [P

enable such function to locate the real WAN IP.

When the WAN IP used by Vigor router is private IP, this
function can detect the public IP used by the NAT router and
use the detected IP address for DDNS update.

There are two methods offered for you to choose:

® WAN IP - If it is selected and the WAN IP of Vigor router
is private, DDNS update will take place right away.

® Internet IP - If it is selected and the WAN IP of Vigor
router is private, it will be converted to public IP
before DDNS update takes place.

5. Click OK button to activate the settings. You will see your setting has been saved.

DrayDDNS Settings

DrayDDNS, a new DDNS service developed by DrayTek, can record multiple WAN IP (IPv4) on
single domain name. It is convenient for users to use and easily to set up. Each Vigor Router is
available to register one domain name.

Choose DrayTek Global as the service provider, the web page will be displayed as follows:

Applications »> Dynamic DNS Setup >> Dynamic DNS Account Setup

Index : 1

¥ Enable Dynamic DNS
Service Provider
Status

Domain Marne

sccount
DrayTek Global (v drayddns. com) v Wizard
Inactivated

Ldrayddns. com

Determing Wal IP | ntermet P ¥ IPvd IPwb
WA
WA 2
WaN Interfaces VAN 3
WA 4
Ok Clear Cancel

Available settings are explained as follows:

Item

Description

Enable Dynamic DNS
Account

Check this box to enable the current account. If you did check the
box, you will see a check mark appeared on the Active column of
the previous web page in step 2).

Service Provider

Choose DrayTek Global as the service provider.

Wizard - This button is available when DrayTek Global is selected as
Service Provider. To activate the DrayTek’s DDNS service, click it to
enable license issued by DrayTek through Wizards>>Service
Activation Wizard.

Refer to secion A-1 How to use DrayDDNS? for detailed
information.

Status

Display if the license is actvtaed or not.

Determine WAN IP

If a Vigor router is installed behind any NAT router, you can enable
such function to locate the real WAN IP.

When the WAN IP used by Vigor router is private IP, this function
can detect the public IP used by the NAT router and use the
detected IP address for DDNS update.
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There are two methods offered for you to choose:

® WAN IP - If it is selected and the WAN IP of Vigor router is
private, DDNS update will take place right away.

® Internet IP - If it is selected and the WAN IP of Vigor router is
private, it will be converted to public IP before DDNS update
takes place.

WAN Interfaces WAN1/WAN2/WAN3 or LTE/WAN4 First - While connecting, the
router will use WAN1/WAN2/WAN3 or LTE /WAN4 as the first
channel for such account. If WAN1/WAN2/WAN3 or LTE /WAN4
fails, the router will use another WAN interface instead.

WAN1/WAN2/WAN3 or LTE /WAN4 Only - While connecting, the

router will use WAN1/WAN2/WAN3 or LTE /WAN4 as the only
channel for such account.

Disable the Function and Clear all Dynamic DNS Accounts

Uncheck Enable Dynamic DNS Setup, and click Clear All button to disable the function and
clear all accounts from the router.

Delete a Dynamic DNS Account

Click the Index number you want to delete and then click Clear All button to delete the
account.
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[I-5-2 LAN DNS / DNS Forwarding

The LAN DNS lets the network administrators host servers with privacy and security. When the
network administrators of your office set up FTP, Mail or Web server inside LAN, you can
specify specific private IP address (es) to correspondent servers. Thus, even the remote PC is
adopting public DNS as the DNS server, the LAN DNS resolution on Vigor2926 series will
respond the specified private IP address.

Simply click Application>>LAN DNS to open the following page.

Applications >> LAN DNS / DNS Forwarding

LAN DNS Resolution / Conditional DNS Forwarding | Setto Factory Default |
Enable Index Profile Domain Name Forwarding DNS Server
1. -
2. -
3 -
4. -
a. -
6. -
i -
i -
9. -
m -

Ok

Each item is explained as follows:

Item

Description

Set to Factory Default

Clear all profiles and recover to factory settings.

Enable

Check the box to enable the selected profile.

Index

Click the number below Index to access into the setting
page.
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Profile Display the name of the LAN DNS profile.

Domain Name Display the domain name of the LAN DNS profile.

Forwarding Display that such profile is conditional DNS forwarding or
not.

DNS Server Display the IP addres of the DNS Server.

You can set up to 20 LAN DNS profiles.

To create a LAN DNS profile:

1. Click any index, say Index No. 1.

2. The detailed settings with index 1 are shown below.

Applications => LAN DNS | DNS Forwarding

LAN DNS Conditional DNS Forwarding
Profile Index : 1
Enahle
Profile:
Domain Mame:
Hote:

1.Support wildcard subdorain, ex: * .example.com or www.example.®
2.0ne domain Mame has only one IPy4 address and IPv6 address in the same subnet,

CHAME(Alas Domain Mame): | Add

IP Address List
Index TP Address Same 3ubnet Reply
Add Delete

8154 Clear

Available settings are explained as follows:

Item Description
Enable Check this box to enable such profile.
Profile Type a name for such profile.

Note: If you type a name here for LAN DNS and click OK to
save the configuration, the name also will be applied to
conditional DNS forwarding automatically.

Domain Name Type the domain name for such profile.

IP Address List The IP address listed here will be used for mapping with the
domain name specified above. In general, one domain name
maps with one IP address. If required, you can configure two
IP addresses mapping with the same domain name.

Add - Click it to open a dialog to type the host’s IP address.
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[ 192.168.1.LidocAandnshost.htm L

Host's IP Address

Cnly use this record for responding to DMS gueries if the sender's IP
Address {client making the request) is in the same subnet as the host's 1P
Address,

OK Close

®  Only use this record.... - Different LAN PCs can share
the same domain name. However, you have to check
this box to make the router identify & respond the IP
address for the DNS query coming from different LAN
PC.

Delete - Click it to remove an existed IP address on the list.

Click OK button to save the settings.

4. If you need to configure LAN DNS settings, click index 1 to edit the LAN DNS profile just
created. Or, you can click index 2 to use this profile as conditional DNS forwarding.

Applications == LAN DNS / DNS Forwarding

LAN DNS Conditional DNS Forwarding
Profile Index : 1
Enable
Profile: |Lar_D1

Domain Mame:
Note: Support wildcard subdormain, ex: ™ .example.com
DHS Server IP Address:

[ ok [ clear |

Available settings are explained as follows:

Item Description
Enable Check this box to enable such profile.
Profile Type a name for such profile.

Note: If you type a name here for conditional DNS forwarding
and click OK to save the configuration, the name also will be
applied to LAN DNS automatically.

Domain Name Type the domain name for such profile.

DNS Server IP Address | Type the IP address of the DNS server you want to use for DNS
forwarding.

5. Click OK button to save the settings.
6. A new LAN DNS profile has been created.
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[I-5-3 DNS Security

DNS security is able to ensure that the incoming data is not falsified and the source of the
data is secure and correct to prevent from DNS attack by someone.

[I-5-3-1 General Setup

All of WAN interfaces of Vigor router can be configured with DNS Security enabled

respectively.
Application >> DNS Security

DMS Security

General Setup Domain Diaghose Refresh
Enable Interface Primary DNS Secondary DNS Bogus DNS Reply
WAN1 Pass ¥
WLAN 2 -—- - Pass »
WLAN T -—- - Pass »
WA 4 -—- - Pass »

Note:
) The DMS server supports DNSSEC

% The DNS server does not support DNSSEC, function may not work as expected even if it is enabled

0K

Available settings are explained as follows:

Item Description

Enable Check the box to enable the DNS security management.

Interface There are four WAN interfaces allowed to be set with DNS
security enabled.

Primary DNS Display the IP address of primary DNS obtained from DHCP

server or specified by Static WAN.

Secondary DNS

Display the IP address of secondary DNS obtained from DHCP
server or specified by Static WAN.

Bogus DNS Reply

Sometime, Vigor router might encounter packets from bogus
DNS inquiry. There are two ways to reply such DNS inquiry.

Drop - Discard the packets.

Pass - Accept the packets and let them pass through Vigor
router.
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II-5-3-2 Domain Diagnose
This page is used to configure settings for manually detecting if the domain is secure not.
Application >> DNS Security d

DMS Security

General Setup Domain Diagnose DMS Cache
Domain: = IPv4 O IPwG
Interface: WWANT ¥
DMS Server:
Diaghose
Note:
If the domain has not been queried before, it will take a few seconds to process,

Result | Clear |

Domain Name IF Address Interface Verifvy Result

Available settings are explained as follows:

Item Description

Domain Type the domain name or IP address (IPv4/IPv6) that you
want to query.

Interface Specify the interface required for executing diagnose.

DNS Server Type the IP address of the DNS Server which will diagnose the
domain specified above.

Diagnose Click it to perform the diagnosis for the domain.

Result The diagnosed information will be displayed on such field.
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[1-5-4 Schedule

The Vigor router has a built-in clock which can update itself manually or automatically by
means of Network Time Protocols (NTP). As a result, you can not only schedule the router to
dialup to the Internet at a specified time, but also restrict Internet access to certain hours so

that users can connect to the Internet only during certain hours, say, business hours. The

schedule is also applicable to other functions.

You have to set your time before set schedule. In System Maintenance>> Time and Date
menu, press Inquire Time button to set the Vigor router’s clock to current time of your PC.
The clock will reset once if you power down or reset the router. There is another way to set

up time. You can inquiry an NTP server (a time server) on the Internet to synchronize the

router’s clock. This method can only be applied when the WAN connection has been built up.

Applications >> Schedule

Schedule : Current Systern Time 2000 Jan 2 Sun 014 ;21

| Systemtime set | Setto Factory Default |

1

2

|2

|ofem

&n

(=

I~

==

1=

Enable Index Comment

Time Days in a week

w w w w w w w w w oW w w w w w
[y [y c c [y [y [y [y [y [y [y [y [y [y [y
Sipus (s s (s (s e e e we wc wc mc e

E

mm Force on Force down

oK

Available settings are explained as follows:

Item

Description

Current System Time

Display the time Vigor router used.

System time set

Click it to acess into the time setup page (System
Maintenance>>Time and Date).

Set to Factory Default

Clear all profiles and recover to factory settings.

Enable

Click the box to enable such schedule profile.
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Index Click the index number link to access into the setting page of

schedule.
Comment Display the name of the time schedule.
Time Display the valid time period by time bar.
Days in a week Display which day(s) will be always on and which day(s) will

be always off of the schedule profile by color boxes.
- If it lights in green, it means such schedule is active.

You can set up to 15 schedules. Then you can apply them to your Internet Access or VPN and
Remote Access >> LAN-to-LAN settings.

To add a schedule:
1. Click any index, say Index No. 1.
2. The detailed settings of the schedule with index 1 will be shown below.

Applications => Schedule

Index No. 1 Current System Time 2017 Aug 15Tue 339 34 | System time set |

¥l Enable Schedule Setup

Comment

Start Date (yyyy-mm-dd) 0001 v 1 v

Start Time (hh:mm) o v:0 v
Duration Time {hhimm) O v:0 v
End Time {hh:mm) i} ;|00
Action Force On v
How Often

Once
* waekdays

Sun ¥ Mon W Tue ¥ wWwead ¥ Thu ¥ Fri Sat

Monthly, on date |1 ¥
Cycle duration: |1 ¥ | days (Cycle will start on the Start Date.)

Note:
Comment can only contain A-Z2 a-z 0-9, . { y-_(3~ &1~ " |

024 Clear Cancel

Available settings are explained as follows:

Item Description

Enable Schedule Check to enable the schedule.

Setup

Comment Type a short description for such schedule.
Start Date Specify the starting date of the schedule.
(yyyy-mm-dd)

Start Time (hh:mm)

Specify the starting time of the schedule.

Duration Time
(hh:mm)

Specify the duration (or period) for the schedule.

End Time (hh:mm)

It will be calculated automatically when Start Time and
Duration Time are configured well.
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Action Specify which action should be applied during the period of
the schedule.

Force On -Force the connection to be always on.
Force Down -Force the connection to be always down.

How Often Specify how often the schedule will be applied.
® Once -The schedule will be applied just once

® Weekdays -Specify which days in one week should
perform the schedule.

Cycle duration Specify the days to reset the traffic record. For example, 7
means the whole cycle is 7 days; 20 means the whole cycle is
20 days. When the time is up, the router will reset the traffic
record automatically.

3.  Click OK button to save the settings.

Example

Suppose you want to control the PPPoE Internet access connection to be always on (Force On)
from 9:00 to 18:00 for whole week. Other time the Internet access connection should be
disconnected (Force Down).

Office ; '

11 1 11 1
Hour: l"__T : ju ‘[ 2
-9 ¥ -9 ¥

(Force On) - 5._‘ R 5“4

Mon - Sun 9:00 am to 6:00 pm
1. Make sure the PPPoE connection and Time Setup is working properly.
2. Configure the PPPoE always on from 9:00 to 18:00 for whole week.
3. Configure the Force Down from 18:00 to next day 9:00 for whole week.
4.  Assign these two profiles to the PPPoE Internet access profile. Now, the PPPoE Internet

connection will follow the schedule order to perform Force On or Force Down action

according to the time plan that has been pre-defined in the schedule profiles.

[1-5-5 RADIUS/TACACS+

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

11-5-5-1 External RADIUS

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

Vigor router can be operated as a RADIUS client. Therefore, this page is used to configure
settings for external RADIUS server. Then LAN user of Vigor router will be authenticated by
such server for network application.
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Applications >> RADIUS/TACACS+

External RADIUS Internal RADIUS External TACACS+
[CEnable

Server IP Address

Destination Part 1812

Shared Secret

Confirm Shared Secret

Note: [f your radius server does not suppart MS-CHAP / MS-CHAPvZ2, please go to VPN and Remote
Access => PPP General Setup, and select 'PAP Only' for 'Dial-In PPP Authentication'.

[ Ok ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Enable Check to enable RADIUS client feature.

Server |IP Address Enter the IP address of RADIUS server

Destination Port The UDP port number that the RADIUS server is using. The

default value is 1812, based on RFC 2138.

Shared Secret The RADIUS server and client share a secret that is used to
authenticate the messages sent between them. Both sides
must be configured to use the same shared secret. The
maximum length of the shared secret you can set is 36
characters.

Confirm Shared Secret Re-type the Shared Secret for confirmation.

After finished the above settings, click OK button to save the settings.

11-5-5-2 Internal RADIUS

Except for being a built-in RADIUS client, Vigor router also can be operated as a RADIUS server
which performs security authentication by itself. This page is used to configure settings for
internal RADIUS server. Then LAN user of Vigor router will be authenticated by Vigor router
directly.
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Applications »> RADIUS/TACACS +

External RADIUS Internal RADIUS External TACACS+
Enable

Authentication Port 1812
RADIUS Client Access List

Index Enable Shared Secret IP Address IP Mask IPv6 Address IPv6 Length
1 0.0.0.0 0.0.0.0 i}
2 0.0.0.0 0.0.0.0 i}
3 0.0.0.0 0.0.0.0 i}
4 0.0.0.0 0.0.0.0 0
g 0.0.0.0 0.0.0.0 i}
] 0.0.0.0 0.0.0.0 i}
7 0.0.0.0 0.0.0.0 i}
g 0.0.0.0 0.0.0.0 0
g 0.0.0.0 0.0.0.0 0
10 0.0.0.0 0.0.0.0 i}

Authentication
Method

PAF Only v
802.1X Method
Support 802,1% Method

Phase 1: PEAP
Phase 2: MS-CHAPw2

User Profile

Select All Clear All
Available List Authentication List

Synchronize Internal RADIUS user list to Local 802.1% user list,

Note:
1.0nly the user profiles which is enabled in User Management > User Profile will be listed here, and it shows in the

System Maintenance >> Internal Service User List.
2.RADIUS Client Access List is first match,

QK Clear Cancel

Available settings are explained as follows:

Item Description
Enable Check to enable internal RADIUS client feature.
Authentication Port Set a port number for internal RADIUS server.

RADIUS Client Access List | Allow to configure that clients under specified domain (IPv4
and IPv6) must be authenticated with the specified shared
secret.

Enable - Check to enable RADIUS client feature.

Shared Secret - The RADIUS server and client share a secret
that is used to authenticate the messages sent between
them. Both sides must be configured to use the same shared
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secret. The maximum length of the shared secret you can set
is 36 characters.

IP Address - Type the IP addres of the wired/wireless
client.

IP Mask - Type the subnet mask required for the IP address.

IPv6 Address - Type the IPv6 address of the wired/wireless
client.

IPv6 Length - Type the prefix length required for the IPv6
address.

Authentication

Specify the way to authenticate the wireless client.

PAP Only / PAP/CHAP/MS-CHAP/MS-CHAPV2 - Choose PAP
Only. Or choose the one which supports PAP, CHAP, MS-CHAP
and MS-CHAPv2.

Support 802.1X Method - The built in RADIUS server offered
by Vigor router can act as the AAA server. Check the box to
enable the function of authentication mechanism.

User Profile

During the process of security authentication, user account
and user password will be required for identity
authentication. Before configuring such page, create at least
one user profile in User Management>>User Profile first.

Select All - Click it to select all of the user profiles in
Available List.

Clear All- Click to remove all of the user profiles in Available
List.

Available List - The user profiles without RADIUS server
enabled in User Management >> User Profile will be listed
in this field.

Authentication List -The user profiles with RADIUS server
enabled in User Management >> User Profile will be listed
in this field.

Synchronize Internal
RADIUS user list to Local
802.1X user list

Users can be authenticated by RADIUS server and local
802.1X to get certain network service. It is not necessary to
create new user profiles (containing user accounts and user
passwords) for RADIUS and local 802.1X respectively.

Simply check this box; all of the user profiles (prepared for
RADIUS server authentication) listed in Authentication List
will be synchronized for local 802.1X user authentication.

After finished the above settings, click OK button to save the settings.

11-5-5-3 External TACACS+

It means Terminal Access Controller Access-Control System Plus. It works like RADIUS does.
Click the TACACS+ Setup to open the following page:
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Applications »> RADIUS/ TACACS+

External RADIUS Internal RADIUS External TACACS+
CEnatble
Server IP Address

Destination Port 49
Type
Shared Secret

Confirm Shared Secret

[ oK ] [ Clear ] [ Cancel ]

Available settings are explained as follows:

Item Description

Enable Check to enable TACACS+ feature.

Server |IP Address Enter the IP address of TACACS+ server.

Destination Port The UDP port number that the TACACS+ server is using.
Shared Secret The TACACS+ server and client share a secret that is used to

authenticate the messages sent between them. Both sides
must be configured to use the same shared secret.

Confirm Shared Secret Re-type the Shared Secret for confirmation.

After finished the above settings, click OK button to save the settings.
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[I-5-6 Active Directory/LDAP

Lightweight Directory Access Protocol (LDAP) is a communication protocol for using in TCP/IP
network. It defines the methods to access distributing directory server by clients, work on
directory and share the information in the directory by clients. The LDAP standard is
established by the work team of Internet Engineering Task Force (IETF).

As the name described, LDAP is designed as an effect way to access directory service without
the complexity of other directory service protocols. For LDAP is defined to perform, inquire
and modify the information within the directory, and acquire the data in the directory
securely, therefore users can apply LDAP to search or list the directory object, inquire or
manage the active directory.

lI-5-6-1 General Setup

This page allows you to enable the function and specify general settings for LDAP server.

Applications >> Active Directory LDAP

Active Directory LDAP | Setto Factory Default |

Active Directory /

General Setup LDAP Profiles

[JEnahle
Bind Type
Server Address
Destination Port 3849
Use 551

Fegular DM
Feqgular Password

[ ok ] [ cancel |

Note: &fter finishing the configuration of the LDAP profiles, they will be listed in the page
of VPN and Remote Access >> PPP General Setup. If vou want to use the profiles for WPM
authentication, check the boxes under PPTP LDAF Profiles in VPN and Remote Access >>
PPP General Setup first,

Available settings are explained as follows:

Item Description
Enable Check to enable such function.
Bind Type There are three types of bind type supported.

® Simple Mode - Just simply do the bind authentication
without any search action.

®  Anonymous - Perform a search action first with
Anonymous account then do the bind authentication.

®  Regular Mode- Mostly it is the same with anonymous
mode. The different is that, the server will firstly check
if you have the search authority.

For the regular mode, you’ll need to type in the Regular DN
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and Regular Password.
Server Address Enter the IP address of LDAP server.
Destination Port Type a port number as the destination port for LDAP server.
Use SSL Check the box to use the port number specified for SSL.
Regular DN Type this setting if Regular Mode is selected as Bind Type.
Regular Password Specify a password if Regular Mode is selected as Bind Type.

After finished the above settings, click OK button to save the settings.

11-5-6-2 Profiles

You can configure eight AD/LDAP profiles. These profiles would be used with User
Management for different purposes in management.

Applications >> Active Directory LDAP

Active Directory LDAP | Set to Factory Default |
Active Directory /
General Setup LDAP Profiles
Index Name Distinguished Name

[l e e el

Note: After finishing the configuration of the LDAP profiles, they will be listed in the page
of VPN and Remote Access >> PPP General Setup, If you want to use the profiles for VPN
authentication, check the boxes under PPTP LDA&P Profiles in VPN and Remote Access >>
PPP General Setup first.

Click any index number link to open the following page.

Applications »> Active Directory /LDAP>>Server Profiles

Index No. 1
Mame RD1
Common Mame Identifier UID
Base Distinguizhed Name =)

Additional Filter

Mote:

Please type in your additional filker for BaseDN search request.
Far example,

1. For OpenLDAP: {gidMurmber=500)
2, For ab: {rmsMPallowDialin=TRLUE)

Group Distinguished Mame =]
0K Cancel
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Available settings are explained as follows:

Item

Description

Name

Type a name for such profile. The length of the user name is
limited to 19 characters.

Common Name ldentifier

Type or edit the common name identifier for the LDAP server.
The common name identifier for most LDAP server is “cn”.

Additional Filter

Type the condition for additional filter.

Base Distinguished Name
/ Group Distinguished
Name

Type or edit the distinguished name used to look up entries on
the LDAP server.

Sometimes, you may forget the Distinguished Name since it’s

too long. Then you may click the L@« button to list all the
account information on the AD/LDAP Server to assist you finish
the setup.

After finished the above settings, click OK to save and exit this page. A new profile has been

created.
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[I-5-7 UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT routers,
the major feature of UPnP on the router is “NAT Traversal”. This enables applications inside
the firewall to automatically open the ports that they need to pass through a router.

Info UPNP is required for some applications such as PPS, Skype, eMule...and etc.
If you are not familiar with UPnP, it is suggested to turn off this function for
security.

Applications >= UPnP

UPnP
[ Enable UPAP Service Default WARN [+
Enable Connection Control Service '” AN
Enable Connection Status Service  [ywans
_ WA .
Note: To allow MAT pass-through to a UPnP-enabled client on 1 war4 ' LIPRP service above
and ensure that the used connection service is also ticked.
[ ok | [ clear | [ cancel |
Available settings are explained as follows:
Item Description
Enable UPNP Service Accordingly, you can enable either the Connection Control
Service or Connection Status Service.
Default WAN It is used to specify the WAN interface for applying such
function.

The reminder as regards concern about Firewall and UPnP:
Can't work with Firewall Software

Enabling firewall applications on your PC may cause the UPnP function not working properly.
This is because these applications will block the accessing ability of some network ports.

Security Considerations

Activating the UPnP function on your network may incur some security threats. You should
consider carefully these risks before activating the UPnP function.

® Some Microsoft operating systems have found out the UPnP weaknesses and hence you
need to ensure that you have applied the latest service packs and patches.

® Non-privileged users can control some router functions, including removing and adding
port mappings.

The UPnP function dynamically adds port mappings on behalf of some UPnP-aware
applications. When the applications terminate abnormally, these mappings may not be
removed.
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1I-5-8 IGMP

IGMP is the abbreviation of Internet Group Management Protocol. It is a communication
protocol which is mainly used for managing the membership of Internet Protocol multicast

groups.

[I-5-8-1 General Setting

Applications => IGMP

General setting Working groups

</ IGMP Proxy
IEMP Prowy acts as a multicast prowy for hosts on the LAMN side. Enable IGMP prosy to access any multicast
group. This function takes no effect when Bridge Mode is enabled.

Interface AN v
IGMP wersion Auto ¥
General Query Interval 125 {seconds)

Add PPP header
{Encapsulate IGMP in PFPoE)

¥/ IGMP Snooping
Enable: Forwards multicast traffic only to ports that are members of that group.
Disable: Treats multicast traffic the same as broadcast traffic,

IGMP Fast Leave
The router stops forwarding multicast traffic to a LAN port as soon as it receives a leave message from that
port. Each LaM port should have no more than one IGMP host connected.

Ok Cancel

Available settings are explained as follows:

Item

Description

IGMP Proxy

Check this box to enable this function. The application of
multicast will be executed through WAN /PVC/VLAN port.
In addition, such function is available in NAT mode.

Interface - Specify an interface for packets passing
through.

IGMP version - At present, two versions (v2 and v3) are
supported by Vigor router. Choose the correct version
based on the IPTV service you subscribe.

General Query Interval - Vigor router will periodically
check which IP obtaining IPTV service by sending query. It
might cause inconvenience for client. Therefore, set a
suitable time (unit: second) as the query interval to limit
the frequency of query sent by Vigor router.

Add PPP header - Check this box if the interface type for
IGMP is PPPOE. It depends on the specifications regulated
by each ISP. If you have no idea to enable or disable, simply
contact your ISP providers.

IGMP Snooping

Check this box to enable this function. Multicast traffic will
be forwarded to ports that have members of that group.
Disabling IGMP snooping will make multicast traffic treated
in the same manner as broadcast traffic.
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IGMP Fast Leave Check this box to make the router stop forwarding
multicast traffic to a LAN port as soon as it receives a leave
message from that port. Each LAN port should have one
IGMP host connected.

After finishing all the settings here, please click OK to save the configuration.
[I-5-8-2 Working Groups

Applications »> IGMP

General setting Working groups
| Refresh |
working Multicast Groups
Index | Group ID | P1 P2 P3 | P4
Available settings are explained as follows:
Item Description
Refresh Click this link to renew the working multicast group status.
Group ID This field displays the ID port for the multicast group. The
available range for IGMP starts from 224.0.0.0 to
239.255.255.254.
P1 to P4 It indicates the LAN port used for the multicast group.
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11-5-9 Wake on LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake up
a specified PC through the router, he/she must type correct MAC address of the specified PC
on this web page of Wake on LAN (WOL) of this router.

In addition, such PC must have installed a network card supporting WOL function. By the way,
WOL function must be set as “Enable” on the BIOS setting.

Applications >> Wake on LAN

Wake on LAN
Wake by MAC Address
IP Address:
MAC Address: b b " 1 F Wake Lipl
Result
P
Hote:

Wake on LAN integrates with Bind IP to MAC function, only binded PCs can wake up through IP.

Available settings are explained as follows:

Item Description

Wake by Two types provide for you to wake up the binded IP.

® [f you choose Wake by MAC Address, you have to type
the correct MAC address of the host in MAC Address
boxes.

® [f you choose Wake by IP Address, you have to choose
the correct IP address.

IP Address The IP addresses that have been configured in
Firewall>>Bind IP to MAC will be shown in this drop down
list. Choose the IP address from the drop down list that you
want to wake up.

MAC Address Type any one of the MAC address of the bound PCs.

Wake Up Click this button to wake up the selected IP. See the
following figure. The result will be shown on the box.
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[1-5-10 SMS / Mail Alert Service

The function of SMS (Short Message Service)/Mail Alert is that Vigor router sends a message to
user’s mobile or e-mail box through specified service provider to assist the user knowing the

real-time abnormal situations.

Vigor router allows you to set up to 10 SMS profiles which will be sent out according to
different conditions.

[1-5-10-1 SMS Alert

This page allows you to specify SMS provider, who will get the SMS, what the content is and

when the SMS will be sent.

Applications >> SMS / Mail Alert Service

SMS Alert

Mail Alert

| Setto Factory Default |

Index

1

L= = - e DU s = B R T ¥

-
=

SMS Provider

1-

e

Recipient Number Notify Profile Schedule(1-15)
1-797

1-297 v
1-297 v
1-7797 7
1-797 7
1-7797 7
1-797 7
1-7797 7
1-797 7

1-7797 7

Note:

all the SMS aAlert profiles share the same "Sending Interval" setting if they use the same SMS Provider.

Ok Cancel

Available settings are explained as follows:

Item

Description

Index

Check the box to enable such profile.

SMS Provider

Use the drop down list to choose SMS service provider.
You can click SMS Provider link to define the SMS server.

Recipient Number

Type the phone number of the one who will receive the
SMS.

Notify Profile

Use the drop down list to choose a message profile. The

recipient will get the content stated in the message profile.

You can click the Notify Profile link to define the content
of the SMS.

Schedule (1-15)

Type the schedule number that the SMS will be sent out.

You can click the Schedule(1-15) link to define the
schedule.

After finishing all the settings here, please click OK to save the configuration.
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11-5-10-2 Mail Alert

This page allows you to specify Mail Server profile, who will get the notification e-mail, what
the content is and when the message will be sent.

Application >> SMS / Mail Alert Service

SMS Alert Mail Alert | Setto Factory Default |
Index Mail Service Mail Address Hotify Profile Schedule{1-15)
1 & 1-7297 v 1-707 v

2 1-9¢°7 7 1777 v

3 1-9¢7 v 1-97¢97 v

4 1-99% « 1-997 v

5 1-977 « 1-997 v

6 1-7¢77 « 1-707 v

7 1-7¢97 7 1-707 7

8 1-9¢°7 7 1777 v

9 1-9¢7 v 1-97¢97 v

10 1-7%7 - 1-997

Note:
all the Mail alert profiles share the same "Sending Interval" setting if they use the same Mail Server.

(]2 Cancel

Available settings are explained as follows:

Item Description
Index Check the box to enable such profile.
Mail Service Use the drop down list to choose mail service object. All of

the available objects are created in Object
Settings>>SMS/Mail Service Object. If there is no object
listed, click Mail Service link to define a new one with
specified service provider.

Mail Address Type the e-mail address of the one who will receive the
notification message.

Notify Profile Use the drop down list to choose a message profile. The
recipient will get the content stated in the message profile.

You can click the Notify Profile link to define the content
of the mail message.

Schedule (1-15) Type the schedule number that the notification will be sent
out.

You can click the Schedule(1-15) link to define the
schedule.

After finishing all the settings here, please click OK to save the configuration.
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[I-5-11 Bonjour

Bonjour is a service discovery protocol which is a built-in service in Mac OS X; for Windows or
Linux platform, there is correspondent software to enable this function for free.

Usually, users have to configure the router or personal computers to use above services.
Sometimes, the configuration (e.g., IP settings, port number) is complicated and not easy to
complete. The purpose of Bonjour is to decrease the settings configuration (e.g., IP setting).
If the host and user’s computer have the plug-in bonjour driver install, they can utilize the
service offered by the router by clicking the router name icon. In short, what the
Clients/users need to know is the name of the router only.

To enable the Bonjour service, click Application>>Bonjour to open the following page. Check
the box(es) of the server service(s) that you want to share to the LAN clients.

Applications »> Bonjour

Bonjour Setup

Enable Bonjour Service
HTTP Server
Telnet Server

FTP Server

S5H Server

LPR Printer Server

ooOooo

[ oK ] [ Cancel ]

Below shows an example for applying the bonjour feature that Vigor router can be used as the
FTP server.

1. Here, we use Firefox and DNSSD to discover the service in such case. Therefore, just
ensure the Bonjour client program and DNSSD for Firefox have been installed on the
computer.

2) Browser - Mozilla Firefox
File Edit View History Bookmarks Tools Help
|@Mozilla Frefox Start Page = | i Browser * | i Browser * | Browser

€ B3 | @ chromesfdnssdicontent/browser htm]
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2. Open the web browse, Firefox. If Bonjour and DNSSD have been installed, you can open
the web page (DNSSD) and see the following results.

chrome:#dnssd/content/browser html ¢ 8- Googleﬁ

DNSSD for Firefox

Browser Caonfiguration Options Diagnostic Information

Interface Name Type Domain Service Info

2 DS1010F lus _http._tep local Select a service on the [eft to view
further details

2 DE1010Pus(WebDAY) _http_tcp local

2 HP Laserlet 1300 _ipp._tcp. local

2 tetseng-vitual-machine {b _udisks-ssh._tcp. local

2 tetseng-virtual-machine [00:0c:29:78:bc:24] _workstation_tcp local

2 tomkac-desktop [00:0c:29:26:02:5d] _winrkstation._tcp local

3. Open System Maintenance>>Management. Type a name as the Router Name and click
OK.

System Maintenance >> Management d
IPv4 Management Setup IPv6 Management Setup
Router Name DrayTek
Default: Disahle Auto-Logout Management Port Setup
Enable walidation Code in Internet/LAN ® User Define Parts Default Parts
Access Telnet Port 23 (Default; 233
Note: IES and below version does NOT )
support Dray0S CAPTCHA auth code. HTTP Port 80 (Default: 8O}
HTTPS Port 443 (Default: 443}
Internet Access Control FTP Port 21 (Default; 213
Allow management from the Internet
) TROEY Port 8069 (Default: 8069)
Domain name allowed
S5H Port 22 (Default: 22)

FTP Server
HTTP Serwver
HTTRS Server

TLS/SSL Encryption Setup
Enable S5L 3.0

Telhet Server CYM Access Control
TROAD Server A s Praaia] N PR

4. Next, open Applications>>Bonjour. Check the service that you want to use via Bonjour.
Applications == Bonjour

Bonjour Setup

Enable Bonjour Service
HTTP Server
Telnet Server

FTP Server

S5H Server

LPR. Printer Server

FEEEE

[ ok ] [ cancal |

5. Open the DNSSD page again. The available items will be changed as the follows. It means
the Vigor router (based on Bonjour protocol) is ready to be used as a printer server, FTP
server, SSH Server, Telnet Server, and HTTP Server.
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| @ chrome /dnssd/content/browser. html

¢ | 8- Google

DNSSD for Firefox

Birowser Configuration Options

Diagnostic Infarmation

Interface Name Type Domain Service Info
2 DS1010P lus _http._tep local. Select a service on the left to view
further details
2 DE1010P lus(WWebDAY) _http_tep local
2 HP Laserlet 1300 _ipp._tcp. local
2 igor Router _ftp_tep local
2 igor Router _http._tep local.
2 igor Router _printer._top. local.
2 igor Router _ssh._tcp. local.
2 igor Router _telnet._tcp local
0
2 tetseng-virtual-machine hW) _udisks-zsh._tcp local
2 tetsengvirtualmaching [00:0c:29:78: be:24] _wiorkstation._top. local.
2 tormkac-desktop [00:0c:29:26:09:54d] _workstation._top. local.

6. Now, any page or document can be printed out through Vigor router (installed with a

printer).

Prinker
Mame Microsoft KPS Document YWriker Properties...
Stakus Auka HP Laserlet 1200 Series PCL on RD-KC
Auko Microsoft KPS Document Writer on RD-KC
Type Auka Microsaft %P5 Document ‘Writer an TIM-PiC
Lacation Wigar Router
Carnrnert
[ ] Prink ko file
Print range Copies
(&) &ll pages Mumber of copies -
(O Pages 1 =, =,
) | | [ 2 3 [ 2 3 Collate
Selection 1 1
Qpkions, ., [ (0] 4 l [ Zancel ] [ Help
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[I-5-12 High Availability

The High Availability (HA) feature refers to the awareness of component failure and the
availability of backup resources. The complexity of HA is determined by the availability needs
and the tolerance of system interruptions. Systems, provide nearly full-time availability,
typically have redundant hardware and software that make the system available despite
failures.

The high availability of the Vigor2926 Series is designed to avoid single points-of-failure.
When failures occur, the failover process moves processing performed by the failed
component (the “primary”) to the backup component (the “secondary”). This process
remains system-wide resources, recovers partial of failed transactions, and restores the
system to normal within a few seconds.

To configure High Availability on, at least two DrayTek routers:
®  Enable High Availability on the Primary and Secondary routers.

® Set a high Priority ID number on the Primary router and lower numbers for the Secondary
router(s).

®  Set the same Redundancy Method/Group ID/Authentication Key on the Primary and
Secondary rotuers.

®  Set the Management Interface to the same subnet for the Primary and Secondary
routers.

®  Enable Virtual IP on the Primary and Secondary routers for each subnet in use and set
the same virtual IP on each rouer.

[I-5-12-1 General Setup

Open Applications>>High Availability to get the following page.
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Applications > High Availability

Enable High Availability

Redundancy Method | Active-Standby ¥

General Setup Config Sync | Status | Setto Factory Default |
Group ID 1 {1-2E55)
Priarity ID 10 {1-30, 30 is highest priority)
Authentication Key draytek {Max, 31 characters allowed)
Protocol |Pud ¥
Management Interface LANT ¥
Update DDHS Enable
Syslog Enable
IPvd IPv6

Index Enable Yirtual IP

LAN1 192.168.1.2

LAaNZ 192.165.2.2 !

LAM3 192.165.3.2 !

L4 192.168.4.2 !

LAME 192.168.5.2 !

LAMNG 192.168.6.2 !

DMz 192165172 !

Note:

To configure High Awvailability on at least two DrayTek routers:
- Enable High aAwvailability on the Primary and Secondary routers.
- Set a high Priority ID number on the Primary router and lower numbers for the Secondary

router{s).

- Set the same Redundancy Method / Group ID / Authentication Key on the Primary and

Secondary routers.

- Set the Management Interface to the same subnet for the Primary and Secondary routers.
- Enable ¥irtual IP on the Primary and Secondary routers for each subnet in use and set the same

Wirtual IP on each router,

Ok Cancel

Available settings are explained as follows:

Item

Description

Enable High Abailablity

Check this box to enable HA function.

Redundancy Method

Choose Hot-Standby or Active-Standby as the method for HA.
Hot-Standby w

Hot-Standby

Active-Standby
Hot-Standby -

Such method is suitable for a user which has one ISP account.
With such method;

®  All WANs of secondary routers will be shut down by HA
function.

®  WAN settings of primary and secondary routers can be
the same.

Note: When Hot-Standby is used, wireless LAN will be
“enabled” automatically for clients connecting to the
primary router; however, wireless LAN on secondary
router will be “disabled” directlly. Thus clients can
not connect to the secondary router any more.

Active-Standby -
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Such method is suitable for a user which has multiple ISP
accounts. With such method;

®  All WANs of secondary routers can be up. Therefore,
the user can route it's traffic to secondary.

®  WAN settings of primary and secondary routers must
not be the same.

® The Config Sync must be disabled, or you cannot change
redundancy method to active-standby.

Group ID Type a value (1~255).
In LAN environment, multiple routers can be devided into
several groups. Each router must be specified with one group
ID. Different routers with the same ID value will be
categoried into the same group.
Only one of the routers in the same group will be selected as
the primary router.

Priority ID Type a value (1~30).

Different routers must be configured with different IDs.

The router with the highest priority will be treated as
primary router. If multiple routers have the same priority,
the router with lower “IP” will be treated as primary. “IP” is
the IP address configured on LAN >> General Setup page, in
which LAN is determined by management interface.

Authentication Key

Type a string as the authentication key (maximum 31
characters allowed).

It is used for encrypting the DARP to prevent malicious
attack.

Protocol

Choose IPv4 or IPv6.

Management Interface

Such interface is used for DARP (DrayTek Address
Redundancy Protocol) negotiation between routers. Only the
interface which is enabled in LAN>>General Setup is
available for selection.

However, LAN1 is always enabled.

Update DDNS

Enable - Check the box to update the DDNS server for the
secondary device if required.

If the primary device fails, and the secondary device must
take over the job of data transmitting and receiving. Then
the system will update the DDNS server to make the user
connect to the specified domain name.

Syslog

Enable - Check the box to record required information on
Syslog.

LAN1 ~ LANG6, DMZ

Enable - Check the box to enable the interface.

Virtual IP - Type the IP address of the router plays the role of
Primary device.

[I-5-12-2 Config Sync

This page is used to specify the synchronization time for such Vigor router and only available
when Hot-Standby method is specified and High Availability is enabled.
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General Setup Config Sync | Status | Setto Factory Default |

[0 Enable Config Sync { Max, Sync to 10 routers )

Config Sync Interval:

Day o
Hour 0
Minute 15

Exclude the following settings from config sync:
Mlwwan Settings

Note:

This feature requires that both routers are the same series, and the High Awvailability must be
enabled for Config Sync to operate.

[ O ][ Cancel ]

Available settings are explained as follows:

Item Description

Enable Config Sync (Max. Check this box to enable configuration synchronization.

Sync to 10 routers) To sync configuration from primary to secondary router,
both primary and seconday routers need to enable “config
sync”. Note that config sync can be enabled by Hot-Standby
redundancy method only.

Config Sync Interval Day / Hour / Minute - Primary router will sync its
configuration to secondary router based on the time interval
set here.

Exclude the following Settings selected in this field will be excluded when

settings from config sync | executing configuration synchronization. For example, under
active-standby mode, WAN settings will not be synchronized.

When you finish the configuration, please click OK to save and exit this page.

Example:

Take the following picture as an example. The upper Vigor2926 is regarded as primary device,
the lower Vigor2926 is regarded as secondary device. When primary Vigor2926 Series is
broken down, the secondary device could replace the primary role to take over all jobs as
soon as possible. However, once the primary device is working again, the secondary device
would be changed to original role to stand by.

Vigor2926 Series User’s Guide 181



182

II-5-13 Local 802.1X General Setup

Such page allows you to configure general settings for Local 802.1X server built in Vigor
router.

Applications => Local 802.1¥ General Setup

Local 802.1X General Setup
Enable

Phase 1 Method: PEAP
Phase & Method: MS-CHAPy2

User Profile

Select All Clear All
Available List

Authentication List

»r

i

Syhc User Profile Setting to Internal Radius

Hote:
1. Only the user profiles which is enabled in User Management > User Profile will be listed here,
2, Wireless LAN(Z.4G) Wireless LAN(SG) and Wired 802.1¥ used the same User Profile a5 its identify and

password,

QK Clear Cancel

Available settings are explained as follows:

Item Description

Enable Click it to enable local 802.1X server.
At present, such feature can be used for wireless and wired
802.1x authentication.
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User Profile

Select All - Click it to select all of the profiles under
Available List.

Clear All - Click it to remove all of the profiles under
Authentication List.

Sync User Profile ....

Make the enabling/disabling setting for both Internal RADIUS
and Local 802.1X synchronize for all of the user profiles
(User Management>>User Profile).

For example, if Local 802.1x is configured as Enabled
(checked), the Internal RADIUS will be configured as Enabled
too.

3. Internal Services
| ¥ Internal RADIUS ¥ Local 802.1%

Hote:
Internal Services means the account and password of this user profile can be used by other
application.

0K Refresh Clear Cancel

If Local 802.1X is configured as Disabled (unchecked), the
Internal RADIUS will be changed as Disabled too, even if it is
enabled previously.

3. Internal Services
| Internal RADIUS Local B02.1%

Hote:
Internal Services means the account and password of this user profile can be used by other
application.

QK Refresh Clear Cancel

OK Click it to save the settings.
Clear Click it to remove previous setting configuration.
Cancel Click it to give up all settings configuration.

When you finish the configuration, please click OK to save and exit this page.
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A-1 How to use DrayDDNS?

Vigor router supports various DDNS service providers, user can set up user-defined profile to
update the DDNS even the service provider is not on the list. Now, DrayTek starts to support
our own DDNS service - DrayDDNS. We will provide a domain name for each Vigor Router, this
single domain name can record IP addresses of all WAN.

Activate DrayDDNS License

Go to Wizards >> Service Activation Wizard, wait for the router to connect to MyVigor
server, then tick DT-DDNS and | have read and accept the above Agreement, click
Next.

Service Activation Wizard

Select the service type that you want to activate

Activation Date : 2017-02-23

Web Content Filter(WCF) Service :

BPjM License Agreement

This is a web content filter that is provided by the German government. It is a free service without any guarantee and will expire cne
year after activation. You may re-activate the service after expiry.

Cyren 30-Days Free Trial License Agreement

This is a worldwide web content filter service. The free trail license can only be used once. At the end of the free trail period you may
purchase the offical one-year Cyren Web Content Filter from an authorized DrayTek reseller.

APP Enforcement{APPE) Service :

DT-APPE License Agreement
Upgrade APPE Signature automatically.

Dynamic DNS(DDNS) Service :

DT—DDNS License Agreement

This is a Dynamic Demain Name Service that is provided by DrayTek company. It is a free service will expire 1 year after activation.
You may re-active the service after expiry.

Domain Name : bl o e B .drayddns.com

¥ Please note that the DrayDDNS serivce is currently for internal use only.

[ have read and accept the above Agreement. (Please check this box).

Confirm the information, then click Activate.

Service Activation Wizard

Please confirm your settings

Sevice Type : Trial version

Sevice Activated : Dynamic DNS ( Lg=iidas Ll 1.drayddns.com )

Please click Back to re-select service type you to activate.

< Back | | Activate | | Cancel
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3. MyVigor server will reply with the service activation information.

DrayTek Service Activation

Service Name Start Date Expire Date Status

Web Content filter --- --- Mot Activated
APP Enforcement --- --- Mot Activated
DDMNS 2017-02-23 2018-02-23 DT-DDMS

Please check if the license fits with the service provider of your signature. To ensure
normal operation for your router, update your signature again is recommended.

Configure DDNS Profile

1. Go to Applications >> Dynamic DNS Setup,
a. Tick Enable Dynamic DNS Setup
b. Click an available profile index
c. Tick Enable Dynamic DNS Account
d. Select DrayTek Global (www.drayddns.com) as Service Provider
e. Select the WAN you would like to upload the IP to DDNS server
f. Click Get domain

g. Click OK on the pop up notification window

Applications >> Dynamic DNS Setup

Dynamic DNS Setup Set to Factory Default
¥ Enable Dynamic DNS Setup I View Log Force Update
Auto-Update interval 1440 Min(s) (180~ 14400)
Accounts:
Index WAN Interface Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup
1 WAN1 Only
2. WAN1 First Index : 2
3. WAN1 First ;IEnable Dynamic DNS Account
4. WAN1 First Service Provider \ DrayTek Global (www.drayddns.com) v \l
5 WAN1 First Status Activated [Start Date:2017-02-23 Expire Date:2018-02-23]
6. WAN1 First Domain Name .drayddns.com Get domain
Determine Real WAM IP WANIP v
0K WAN 1
. WAN 2
Determine WAN IP WAN 3
WAN 4
| OK | | Clear | | Cancel |

192.168.193.10 says:

Mote: Router will automatically get the domain name from MyVigor server.
Please kindly wait fer a while, then check the config again.

Prevent this page from creating additional dialogs.
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Wait few seconds for router to get the domain name, then, we can click the profile to
check the information of license and domain name.

Applications >> Dynamic DNS Setup

Dynamic DNS Setup Set to Factory Default
#| Enable Dynamic DNS Setup | View Log | | Force Update |
Auto-Update interval [1440 Min(s) (180~ 14400)
Accounts:
Index WAN Interface Domain Name Active
1. WAN1 Only Customized v
| 2 WAN 1/2/3/4 *_bmiiHiIn” drayddns.com | v
3 WAN1 First b
4 WANL First Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup
3. WAN1 First
8. WAN1 First
Index : 2
#| Enable Dynamic DMNS Account
Service Provider DrayTek Global (www.drayddns.com) v
Status Activated [Start Date:2017-02-23 Expire Date:2018-02-23]
Domain Name LEEL s Bl Jdrayddns._com |  Edit domain |
Determine Real WAN IP WANIP v
WAN 1
Determine WAM IP RIE
WAN 3
WAN 4
| OK | | Clear | | Cancel |

Modify Domain Name

Currently, only the domain name is allowed to be modified MyVigor website. We will need to
register the router to MyVigor server, and log in to MyVigor website to modify it.

1.

Please visit https://myvigor.draytek.com/ or go to Applications >> Dynamic DNS Setup
>> DrayDDNS profile and click Edit domain.

Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup

Index : 2
¥/ Enable Dynamic DNS Account
Service Provider DrayTek Global (www.drayddns.com) v
Status Activated [Start Date:2017-02-23 Expire Date:2018-02-23
Domain Name TiaWi5=15 .drayddns.com Edit domain
Determine Real WAN IP WANIP v
WAN 1
) WAN 2
Determine WAN IP WAN 3
WAN 4
| 0K | | Clear | | Cancel |

Log in to MyVigor Website, choose the profile, then click Edit DDNS settings.
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3. Input the desired Domain name (e.g., XXXX25) and click Update.

Edit DDNS Settings

Please note that the DrayDDNS serivce is currently for internal use only.

pomain Name rayddns com

Current IP 192.168.39.44 Get PC's Internet IP
P

Last Update 2017/2/24 14:27:20

Status Update success

4.  Vigor router will get the modified domain name when the it performs next DDNS
updating. We can click Sync domain to accelerate this process.

Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup

Index : 2
¥ Enable Dynamic DNS Account
Service Provider DrayTek Global (www.drayddns.com) v
Status Activated [Start Date:2017-02-23 Expire Date:2018.02-23
Domain Name IIESTEHE 1124 .drayddns.com Sync domain
WAN Interfaces WANIP r
WAN 1
) WAN 2
Determine WAN IP WAN 3
WAN 4
| OK | | Clear | | Cancel |

After few seconds, the router will get the new domain name and print it on the profiles
list.
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Applications >> Dynamic DNS Setup

Dynamic DNS Setup Set to Factory Default
¥ Enable Dynamic DNS Setup View Log | | Force Update
Auto-Update interval 1440 Min(s) (180~14400)

Accounts:

Index WAN Interface Domain Name Active
1 WAN1 Only Customized v
2. WAN 1/2/3/4 1iEZd 24 T ma drayddns.com W
3 WAN1 First x
4. WAN1 First X
5. WAN1 First X
6. WAN1 First X

Applications >> Dynamic DNS Setup

Dynamic DNS Setup Set to Factory Default
¥ Enable Dynamic DNS Setup View Log ‘ | Force Update
Auto-Update interval 1440 Min{s) (180~14400)

Accounts: v

Index WAN Interface Domain Name Active
1 WAN1 Only Customized v
2. WAN 1/2/3/4 | 1% 7525.drayddns. com | v
3. WAN1 First X
4. WAN1 First x
i WAN1 First X
6. WAN1 First X
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A-2 How to Configure Customized DDNS?

This article describes how to configure customized DDNS on Vigor routers to update your IP to
the DDNS server. We will take “Changeip.org” and “3322.net” as example. Before setting,
please make sure that the WAN connection is up.

Part A : Changeip.org

Online Status

Physical Connection System Uptime: 0day 2:25:59
IPvd IPv6

LAN Status Primary DNS: 158.95.192.1 Secondary DNS: 158.95.1.1
IP Address TX Packets RX Packets
10.1.7.1 2069 1036

WAN 1 Status == Drop PPPoE
Enable Line Name Mode Up Time
Yes Ethernet iz PPPoOE 25PLI63
IP GW IP TX Packets  TX Rate(Bps) RX Packets RX Rate(Bps)
1,169,185,242 1658,95,98.254 14851 Q506 11281 912

Note that,

Username: jo***

Password: jo*trrikix

Host name: j***** changeip.org
WAN IP address: 1.169.185.242

Following is the screenshot of editing the HTML script on the browser to update your IP to the
DDNS server.

€« iy werw.changeip.com/vna mcdnsiupdate. asp tomy Ml ol RIS b ot
£ 3 Hotmazl [ ] MIMESSRS Home Page ANERER O EERN § oo

200 Successful Update |(Address U=ed: 1.169.185.242)

Updated carger: . changeip.oryg
Updared 1 host records

Updared 0 zons sarjisal pushers
Beviswsd 1 pos=ible recopds

Total updaceEa; 75

Lockour councer: 1 out of &0
Lockour peasc: &0 Emina

Elapaed cime: 0.01 asconda

NIC version: Z.6B

For XML output add fxmi=1
Uise 550 for betbter security.
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Now we have to configure the router so it can do the same job for us automatically.

3. Please go to Applications >> Dynamic DNS to create a profile for Customized DDNS
client.
Applications >> Dynamic DNS Setup »> Dynamic DNS Account Setup
Index : 1
¥ Enable Dynamic DNS Account
Wan Interface WWAMNT First v
Service Provider Custormized v
Prowvider Host changeip.org
Service API Jdynamic/dns/update ., asp?
=08 £p= o MEEiJ < hos tnane = @ . changeip . orgSip=#H#H IP##sc
md=updatefoffline=0
P
auth Type basic ¥
Connection Type | Http ¥
Server Response
Login Marne chronicB653 {max. 64 characters)
Password ~ |seessessess {max. 23 characters)
Wildcards
Backup Mx
Mail Extender
Determing Real
g
Ok Clear Cancel
2.  Set the Service Provider as Customized.
3. Set the Service API as:
/dynamic/dns/update.asp?u=jo***&p=jo******+**&hostname=j****.changeip.org&ip=###IP
### &cmd=update&offline=0
In which, ###|P### is a value which will be replaced with the current interface IP
address automatically when DDNS service is running. In this case the IP will be
1.169.185.242.
4.  After setting, the Customized DDNS service will be up, and our IP will be updated to the
DDNS server.
Part B:3322.net
WAN 1
Link Status : Connected
MAC Address : 00-50-7F-C8-C6-A1l
Connection : PPPoE
IP Address 1 111.243.178.53
Default Gateway : 168.95.98.254
Primary DNS » 168.95.192.1
Secondary DNS : 168.95.1.1

Username: bijxx***xx
Password: 88xxxx*kk*

Host name: bi******* 3322 org
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WAN IP address: 111.243.178.53

To update the IP to the DDNS server via editing the HTML script, we can type the following
script on the browser:

‘aae members.3322.net/dyndns fupdate
(A k8] | B () members. 3322 netfdyndns updaethosiname - DA, 3 322 orgl myip = ###1P8##dwildeard - OFF&mx = mail exchanger.extfbackmu = NOSoifling = N0 HTTR/1.1

And the result will be

&5 a memibers. 332 2.net/dyndns fupdateThostname = . 332 2, crglmyip= G2 12 1IPK2 352 32 38wildeard = OFF Ama=mail e xchanger. e xtAback mo = HO&oHline =02 0HTTP/ 1.1
4 & || ||y | B ) members 3322 net W—
&b (1] EE  Bonjowr = CoccaDev Cotoalab  Yahoo!BW otrs  swm  Mews ™

Dighal . | MacOf. | Bomour., | WADC. | Misery | Blesser. | EFCA%. | plesme. | 209312, | locked. | EEap. | Omyte. | m
good 111.343.178.53

“good 111.243.178.53” means our IP has been updated to the server successfully.
Now we have to configure the router so it can do the same job for us automatically.

1. Please go to Applications >> Dynamic DNS to create a profile for Customized DDNS
client.

Applications => Dynamic DNS Setup »>> Dynamic DNS Account Setup

Index : 1

#| Enable Dynamic DNS Account
WiaM Interface WANT First

Service Provider | Customized v
Provider Host members.3322.net
Service AP /dyndns/update?

hostname=l i . 3222  orgsnvip=###IP### svildecard=0OFF smx=mail
.exchanger .ext thackmx=NOgoffline=NO

Auth Type basic ¥
Connection Type | Hitp ¥

Server Response

Login Marme chronicB653 {max. 64 characters)
Password {max. 23 characters)
wildcards
Backup Mx

Mail Extender

Determine Real
WAN IP Internet IP

| 8134 | | Clear | | Cancel |

4. Set the Service Provider as Customized.

5. Set the Provider Host as member.3322.net.

6. Set the Service API as:
/dyndns/update?hostname=yourhost.3322.org&myip=###P###&wildcard=OFF&mx=mail
.exchanger.ext&backmx=NO&offline=NO

7.  Enter your account and password.

8.  After the setting, the Customized DDNS service will be up, and our IP will be updated to
the DDNS server automatically.
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Part C : Extend Note

The customized Service Provider is also eligible with the ClouDNS.net.

200 e clowdus. net/spl dveamcURL g TV e N T O DN TALMASMOA ODRSDRRUQI DN

Applications == Dynamic DNS Setup => Dynamic DN5S Account Setup

Index : 1

¥ Enable Dynamic DNS Account

WAN Interface WWART First v

Service Provider | Customized v

Provider Host [members_?aﬂ_net
Service API

Jdyndns/update?
hostname=h eIl . 3522 . orgsnyip=##HIP### cvildecard=0FF smx=mail
.exch r.extsback =NO&offline=NO

#u\h Type
Conyection Type | Hitp ¥

Server Response |OK | ]

Login Mame |chr0ni0655_3 | {max. 64 characters)
Password | ----------- | (max. 23 characters)
[ wildcards

) Backup Mx

Mail Extender | |

Determine Real _
WAN TP Internet IP ¥

| [0]24 | | Clear | | Cancel
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A-3 How to Implement the LDAP/AD Authentication for User Management?

For simplifying the configuration of LDAP authentication for User Access Management, we
implement “Group” feature.

There is no need to pre-configure user profile for each user on Vigor router anymore. We only
need to configure the Groups DN, then the Vigor router (e.g., Vigor 2925 series) can pass the
authentication to LDAP server with the pre-defined Group path.

Below shows the configuration steps:
1. Access into the web user interface of the Vigor router.

2. Open Applications>>Active Directory /LDAP to get the following page for configuring
LDAP related settings.

Applications == Active Directory /LDAP

Active Directory /LDAP | Setto Factory Default |

Active Directory /

= LDAP Profiles

Enable
Bind Type Regular Mode +
Server IP Address 172.16.2.8
Destination Port 389
Regular DM uid=vpntest, ou=vpnuser. de=ms, dc=draytel
Regular Password 1234

Ok ] [ Cancel

There are three types of bind type supported:
® Simple Mode - Just simply do the bind authentication without any search action.

® Anonymous - Perform a search action first with Anonymous account then do the
bind authentication.

® Regular Mode- Mostly it is the same with anonymous mode. The different is that,
the server will firstly check if you have the search authority.
For the regular mode, you’ll need to type in the Regular DN and Regular Password.

3. Create LDAP server profiles. Click the Active Directory /LDAP tab to open the profile
web page and click any one of the index number link.

If we have two groups “RD1” and “SHRD” on LDAP server, we can configure two LDAP
server profiles with different Group Distinguished Name.
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Applications == Active Directory /LDAP=>Server Profiles

Index No. 1
Mame rd1
Common Mame Identifier uid
Base Distinguished Name ou=people.dc=ms, dc=draytek dc=com
Group Distinguished Name en=rd1,ou=group.dc=ms_dc=draytek dc=(|
Ok ] [ Cancel
and

Applications »= Active Directory /LDAP>=>5erver Profiles

Index No. 2
MName shrd
Common Mame Identifier uid
Base Distinguished Mame ou=people.dc=ms.dc=draytek dc=com
Group Distinguished Mame cn=shrd,ou=group,dc=ms,dc=draytek dc=

[ oK ] [ Cancel ]

4. Click OK to save the settings above.
Open User Management>>General Setup. Select User-Based as the Mode option.

User Management »> General Setup

General Setup

Mode Selection:

Rule-Based is a management method based on IP address. Administrator may set
different firewall rules to different IP address.

® User-Based is a management method based on user profiles. Administrator may set
different firewall rules to different user profiles,

Notice for User-Based mode:

e [ User-Based mode, Active Rules in Firewall will be applied to all LAN clients, packets
that matches the Active Rules will be blocked or pass immediately, no user
authentication is required,

® Only Inactive Rules in Firewall can be set for individual user profile. In User-Based
mode, packets that do not match Active Rules will need authentication, and the
Inactive Rule applied to the specific user profile will then take effect.

Authentication page:

Web authentication: ® HTTPS HTTFP
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6. Then open VPN and Remote Access>>PPP General Setup to check the profile(s) that
will be authenticated with LDAP server.

VPN and Remote Access >» PPP General Setup

PPP General Setup

PPP/MP Protocol PPP Authentication Methods
. 7 __

Dial-In P_F‘F‘ _ P ARICHARMS-CHAR/ME-CHARYZ v [“lremate Dial-in User

Authentication Flrapius

Dial-In PPP Optional MPPE v [ an/Loap

Encryption{MPPE)

PPTP LDAP Profile
Mutual suthentication (PAP) O ves @ o

= o
Username rd1

Passward shrd

IP Address Assignment for Dial-In Users

(When DHCP Disable set) Mote: Please select 'PAP Only 'Dial-In PPP
Assigned IP start LAN 1 |192.168.1.200 authentication',if you want to use AD/LDAP or
TACACS+ for PPP suthentication.

LaMN 2 |192.168.2.250

MNote: Default priority is Remote Dial-in User ->
LaN 3 [192.168.3 200 RADIUS -» AD/LDAP -= TACACS+,
LAN 4 |152.168.4.200
While using Radius or LDAP Authentication:

Assign IP from subnet: |LANT %

LaM 5 |152.163.5.200
LaMN 6 |152.163.6.200

After above configurations, users belong to either “rd1” or *“shrd” group can access Internet
after inputting their credentials on LDAP server.
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lI-6 Routing

196

Route Policy (also well known as PBR, policy-based routing) is a feature where you may need
to get a strategy for routing. The packets will be directed to the specified interface if they
match one of the policies. You can setup route policies in various reasons such as load balance,
security, routing decision, and etc.

Through protocol, IP address, port number and interface configuration, Route Policy can be
used to configure any routing rules to fit actual request. In general, Route Policy can easily
reach the following purposes:

Load Balance
You may manually create policies to balance the traffic across network interface.
Specify Interface

Through dedicated interface (WAN/LAN/VPN), the data can be sent from the source IP to the
destination IP.

Address Mapping

Allows you specify the outgoing WAN IP address (es) for an internal private IP address or a
range of internal private IP addresses.

Priority

The router will determine which policy will be adopted for transmitting the packet according
to the priority of Static Route and Route Policy.

Failover to/Failback

Packets will be sent through another Interface or follow another Policy when the original
interface goes down (Failover to). Once the original interface resumes service (Failback),
the packets will be returned to it immediately.

Other routing
Specify routing policy to determine the direction of the data transmission.
Info For more detailed information about using policy route, refer to Support
>>FAQ/Application Notes on www.draytek.com.
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Web User Interface

lI-6-1 Static Route

Static routing is an alternative to dynamic routing. It is a process that the system network
administrator can configure network routers with all the required information for packet

forwarding.

Go to LAN >> Static Route. The router offers IPv4 and IPv6 for you to configure the static
route. Both protocols bring different web pages.

Static Route for IPv4

LAN == Static Route Setup
1Pv4 | Setto Factory Default | View Routing Table |
Index Destination Address Status Index Destination Address Status
1. o ? 6. s 7
2. s ? rA s ?
3. 77 7 8. s ?
4. o ? 9. s ?
5. o ? 10. s 7
<< 110 | 11-20 | 21-30 == Hext =

Status: v --—- Active, ¥ --- Inactive, ? --- Empty

Available settings are explained as follows:

Item

Description

Index

The number (1 to 30) under Index allows you to open next
page to set up static route.

Destination Address

Displays the destination address of the static route.

Status

Displays the status of the static route.

Set to Factory Default

Clear all of the settings and return to factory default
settings.

Viewing Routing Table

Displays the routing table for your reference.

Diagnostics > \iew Routing Table

Current Running Routing Table IPv6 Routing Table | Refresh |
-~

= - default, ~ - private
directly comnected LAN1
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Add Static Routes to Private and Public Networks

Here is an example (based on IPv4) of setting Static Route in Main Router so that user A and B
locating in different subnet can talk to each other via the router. Assuming the Internet
access has been configured and the router works properly:

® use the Main Router to surf the Internet.

® create a private subnet 192.168.10.0 using an internal Router A (192.168.1.2)

® create a public subnet 211.100.88.0 via an internal Router B (192.168.1.3).

® have set Main Router 192.168.1.1 as the default gateway for the Router A 192.168.1.2.

Before setting Static Route, user A cannot talk to user B for Router A can only forward
recognized packets to its default gateway Main Router.

1. Go to LAN page and click General Setup, select 1st Subnet as the RIP Protocol Control.
Then click the OK button.

1)

Info There are two reasons that we have to apply RIP Protocol Control on
1st Subnet. The first is that the LAN interface can exchange RIP
packets with the neighboring routers via the 1st subnet
(192.168.1.0/24). The second is that those hosts on the internal
private subnets (ex. 192.168.10.0/24) can access the Internet via the
router, and continuously exchange of IP routing information with
different subnets.
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Click the LAN >> Static Route and click on the Index Number 1. Check the Enable box.
Please add a static route as shown below, which regulates all packets destined to
192.168.10.0 will be forwarded to 192.168.1.2. Click OK.

LAN => Static Route Setup
Index No. 1
Enable
Destination IP Address Y

Subnet Mask
Gateway [P Address
Metwork Interface LAMT T

QK Cancel Delete

Available settings are explained as follows:

Iltem Description

Enable Click it to enable this profile.

Destination IP Type an IP address as the destination of such static route.

Address

Subnet Mask Type the subnet mask for such static route.

Network Interface Use the drop down list to specify an interface for such
static route.

Return to Static Route Setup page. Click on another Index Number to add another
static route as show below, which regulates all packets destined to 211.100.88.0 will be
forwarded to 192.168.1.3. Click OK.

LAN >> Static Route Setup
Index No. 1
[ Enable
Destination IP Address 211.100.88.0
Subnet Mask 255255 2550
Gateway IP Address 192.168.1.3
Metwark Interface LART

Go to Diagnostics and choose Routing Table to verify current routing table.

Diagnostics == View Routing Table

Current Running Routing Table IPvE Routing Table | Refresh |
tic L

5

# — default, ~ - private

cted, 5 - =t
8 ‘ LAN1

i

LANI

[N ]

wn

in
(SR

wn

in

LAN1

Vigor2926 Series User’s Guide 199



Static Route for IPv6

You can set up to 40 profiles for IPv6 static route. Click the IPv6 tab to open the following
page:

LAN == Static Route Setup

1Pvd4 IPvG | Setto Factory Default | View IPvE Routing Table |
Index Destination Address Status Index Destination Address Status

1. B ® 11. 10 ¥
2. ::/0 ® 12, B ¥
3 ::/0 ® 13 B ¥
4. B b 14. /0 "
5. B ® 15. 10 ¥
6. ::/0 ® 16. B ¥
i. B % 1i. /0 "
a. B ® 18. /0 ¥
ER ::/0 ® 19. B ¥
10. B b 20. /0 "

< 1-20 ] 21 -40 == Next

Status: v --- Active, x --- Inactive, ? --- Empty

Available settings are explained as follows:
Item Description
Index The number (1 to 40) under Index allows you to open next
page to set up static route.

Destination Address Displays the destination address of the static route.

Status Displays the status of the static route.

Set to Factory Default Clear all of the settings and return to factory default

settings.
Viewing IPv6 Routing Displays the routing table for your reference.
Table

Click any underline of index number to get the following page.

LAN == Static Route Setup

Index No. 1

[ Enable
Destination IPvE Address / Prefix Len 410
Gateway IPva Address

Network Interface LAN v

[ oK l [ Cancel ] [ Delste

Available settings are explained as follows:

Item Description

Enable Click it to enable this profile.

Destination IPv6 Address / | Type the IP address with the prefix length for this entry.
Prefix Len

Gateway IPv6 Address Type the gateway address for this entry.
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Network Interface Use the drop down list to specify an interface for this static
route.

When you finish the configuration, please click OK to save and exit this page.
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[I-6-2 Load-Balance /Route Policy

lI-6-2-1 General Setup

Load-Balance/Route Policy

Load-BalanceRoute Policy

o

10 | rules per page | Setto Factory Default |

Index Enable Comment Protocol Interface Priority Eég:tp Sé%ép DSEtS;r_'I:p DEESntdIP SEI;tEEr:E ggsr‘tt MDSE qu\:ﬁ_l
art End
1 | Ay WAN 1 200 Ay Ay Any Ary Any ANy Down
2 . Any WANT 200 Any Ay ANy Any Any  Any UP Down
3 F] ANy WAL 200 ANy Ay Ay Ay Any Any UP Down
4 F Any WANT 200 Any Ay ANy Any Any  Any  UP Down
5 il ARy WARL 200 ARy Any ANy ANy Any  Any UP Down
6 ] Any WAN 1 200 Any Ay Any Any Any  Any  UP Down
Fi ¥ Ay WANT 200 Ay Ay ANy ANy Any  Any UP Down
8 F Ay WA 1 200 Ay Ay Any Ary Any  Any  UP Down
9 [ Ay WAL 200 Ay Ay Ay Ay Any  Any  UP Down
10 il Any WaN1 200 Any Any Ay any Any  Any  UP Down
=< 1-10 | 11-20 | 21-30 | 31-40 | 41-50 == Next -

O wizard Mode: most frequently used settings in three pages
@ advance Mode: all settings in one page

Available settings are explained as follows:

Item Description

Index Click the number of index to access into the configuration
web page.

Enable Check this box to enable this policy.

Protocol Display the protocol used for this policy.

Interface Display the interface to send packets to once the policy is
matched.

Priority Display the priority value for such route policy profile.

Src IP Start Display the IP address for the start of the source IP.

Src IP End Display the IP address for the end of the source IP.

Dest IP Start Display the IP address for the start of the destination IP.

Dest IP End Display the IP address for the end of the destination IP.

Dest Port Start

Display the IP address for the start of the destination port.

Dest Port End

Display the IP address for the end of the destination port.

Move UP/Move Down

Use Up or Down link to move the order of the policy.

Wizard Mode

Allow to configure frequently used settings of route policy
via three setting pages

Advance Mode

Allow to configure detailed settings of route policy.

To use Wizard Mode, simple do the following steps:

1. Click the Wizard Mode radio button.
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2. Click Index 1. The setting page will appear as follows:

Routing >> Load-Balance/Route Policy

Index: 1 Criteria

Load-Balance/Route Policy applies to packets that meet the following criteria

Source IP ® ARy

Sre IP Start Sro IP End
Destination IP ® ANy

Dest IP Start Dest IP End

Country Object

= Back Mext > Finish Cancel
Available settings are explained as follows:
Iltem Description
Source IP Any - Any IP can be treated as the source IP.
Src IP Start - Type the source IP start for the specified WAN
interface.

Src IP End - Type the source IP end for the specified WAN
interface. If this field is blank, it means that all the source
IPs inside the LAN will be passed through the WAN
interface.

Destination IP Any - Any IP can be treated as the destination IP.

Dest IP Start- Type the destination IP start for the specified
WAN interface.

Dest IP End - Type the destination IP end for the specified
WAN interface. If this field is blank, it means that all the
destination IPs will be passed through the WAN interface.

Country Object - Specify a country object. All the IPs
coming from the country (countries) specified in the object
will be passed through the WAN interface.

3. Click Next to get the following page.
Load-Balance /Route Policy

Index: 1 Interface

Load-Balancef/Route Paolicy directs the packets to the interface below

Interface AN o
LAM1T A
LAMZ

LA Back )
LAMES

Available settings are explained as follows:

Iltem Description

Interface Use the drop down list to choose a WAN or LAN interface or
VPN profile. Packets match with the above criteria will be
transferred to the interface chosen here.
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4. After specifying the interface, click Next to get the following page.

Load-Balance Route Policy

Index: 1 NAT or Routing

Based on the settings in the previous pages, we guess you want to have: Force MAT

The current setting is:

® Force NAT
O Force Routing
Available settings are explained as follows:
Item Description
Force NAT /Force It determines which mechanism that the router will use to
Routing forward the packet to WAN.

5. After choosing the mechanism, click Next to get the summary page for reference.

Load-Balance/Route Policy

Index: 1 Configuration Summary

Criteria

Sour_ce II_Z‘ ANy

Destination IP 192,168.1.6 ~ 192,168.1.66
Interface

WAN1

More options

Force MaT

6. If there is no error, click Finish to complete wizard setting.
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To use Advance Mode, do the following steps:

1. Click the Advance Mode radio button.

2. Click any Index number link (e.g., 1 in this case) to access into the following page.

Routing >> Load-Balance/Route Policy

Index: 1
Enable
Comment Delete
Criteria
Protocol Any v
Source IP Subnet v
Metwork: Mask: 266.266.0.0 /16 v
Cestination CDomain Mame ¥
2 Select Delete
Add
Destination Port Dest Port Range ¥
Start: End:
Send via if Criteria Matched
Interface ® W AN/LAN WA M
WPN WP PP? v
Gateway

Packet Forwarding to WAN via

# Failover to

p riority

¥ Failback

Gateway * Default Gateway

. Existing sessions affected by this Policy will be cleared immediately when the
primary interface resumes service,
. Failback is only availzble for NAT hosts and when the primary interface is a physical WaN.

* Default Gateway

Specific Gateway

® Force NAT
Force Routing

SN ANSLAN Default WAk v
YPN VRN 1.777

Route Policy  Index1 ¥

Specific Gateway 0.0.0.0

Ok

Clear Cancel Diagnose

Available settings are explained as follows:

Item Description

Enable Check this box to enable this policy.

Comment Type a brief explanation for such profile.

Protocol Use the drop-down menu to choose a proper protocol for
the WAN interface.

Source Any - Any IP can be treated as the source IP.

IP Range - Define a range of IP address as source IP
addresses.

@ Start - Type an address as the starting IP for such
profile.

® End - Type an address as the ending IP for such profile.

IP Subnet - Define a subnet containing IP address and mask
address.

® Network - Type an IP address here.
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@ Mask - Use the drop down list to choose a suitable mask
for the network.

IP Object / IP Group- Use the drop down list to choose a
preconfigured IP object/group.

Destination Any - Any IP can be treated as the destination IP.

IP Range - Define a range of IP address as destination IP
addresses.

® Start - Type an address as the starting IP for such
profile.

® End - Type an address as the ending IP for such profile.

IP Subnet - Define a subnet containing IP address and mask
address.

® Network - Type an IP address here.

@ Mask - Use the drop down list to choose a suitable mask
for the network.

Domain Name - Specify a domain name as the destination.

® Select - Click it to choose an existing domain name
defined in Objects Setting>>String Object.

® Delete - Remove current used domain name.
® Add - Create a new domain name as the destination.

IP Object / IP Group- Use the drop down list to choose a
preconfigured IP object/group.

Country Object - Use the drop dwon list to choose a
preconfigured object. Then all IPs within that country will
be treated as the destination IP.

Destination Port Any - Any port number can be treated as the destination
port.

Dest Port Range -

@ Start - Type the destination port start for the
destination IP.

® End - Type the destination port end for the destination
IP. If this field is blank, it means that all the destination
ports will be passed through the WAN interface.

Send to if criteria Interface - Use the drop down list to choose a WAN or LAN
matched interface or VPN profile. Packets match with the above
criteria will be transferred to the interface chosen here.

Gateway IP - Specific gateway is used only when you want
to forward the packets to the desired gateway. Usually,
Default Gateway is selected in default.

Packet Forwarding to WAN via - When you choose WAN
(e.g., WAN1) as the Interface for packet transmission, you
have to specify the way the packet forwarded to. Choose
Force NAT or Force Routing.

Failover to - Check this button to lead the data passing

through specific interface (WAN/LAN/VPN/Route Policy)

automatically when the selected interface (defined in Send

via if criteria matched) is down.

® WAN/LAN - Use the drop down list to choose an
interface as an auto failover interface.

® VPN - Use the drop down list to choose a VPN tunnel as
a failover tunnel.
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® Route Policy - Use the drop down list to choose an
existed route policy profile.

® Gateway IP - Specific gateway is used only when you
want to forward the packets to the desired gateway.
Usually, Default Gateway is selected in default.

Priority

Packets will be transmitted based on all routes or Route
Policy. Vigor router will determine which rule will be
adopted for transmitting the packet according to the
priority of Static Route and Route Policy.

The greater the value is, the lower the priority is. Default
value for route policy is “200” which means it has higher
priority than the default route.

Failback- When Failover to option is enabled,
Administrator could also enable Failback to clear the
existing session on Failover interface and return to the
original interface immediately once the original interface
resume its service. When Failback is not enabled, the
router will only stop sending packets via the Failover
interface when the existing sessions are cleared, and this
might take a long time because some application will keep
sending packet once a while. Therefore, Failback option is
recommended if Administrator wants the traffic to go via
the primary interface as soon as possible.

3. When you finish the configuration, please click OK to save and exit this page.

II-6-2-2 Diagnose

With the analysis done by such page, possible path (static route, routing table or policy
route) of the packets sent out of the router can be traced.

Diagnostics »> Route Policy Diagnosis

Test how the packets will be routed

Mode ® snalyze a single packet

Analyze multiple packets by uploading an input file

Packet Information

Protocal
Src IP
Dst IP
Dst Part

or
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ICMP
Specify an IP
Specify an IP
Any Port

v

192.168.1.2

Analyze
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Diagnostics »> Route Policy Diagnosis

Test how the packets will be routed

Mode snalyze a single packet

* Analyze multiple packets by uploading an input file

Input File
BEER | FEEIRMER { download an example input file)
Analyze
Available settings are explained as follows:

I[tem Description

Mode Analyze a single packet - Choose such mode to make Vigor
router analyze how a single packet will be sent by a route
policy.

Analyze multiple packets... - Choose such mode to make
Vigor router analyze how multiple packets in a specified
file will be sent by a route policy.

Packet Information Specify the nature of the packets to be analyzed by Vigor
router.

ICMP/UDP/TCP/ANY- Specify a protocol for diagnosis.
Src IP - Type an IP address as the source IP.
Dst IP - Type an IP address as the destination IP.

Dst Port - Use the drop down list to specify the destination
port.

Analyze - Click it to perform the job of analyzing. The
analyzed result will be shown on the page. If required, click
export analysis to export the result as a file.

Input File Select - Click the download link to get a blank example
file. Then, click such button to select that blank “.csv” file
for saving the result of analysis.

Mode
O analyze how a packet will be sent

G‘ ansz

TH#IIFRESE
Input F“?g S @ﬂ diagnose_example_input_file cav
(B=Es 4 unze
Anahze
wEE TH T
TH#iEE i i

Analyze - Click it to perform the job of analyzing. The
analyzed result will be shown on the page. If required, click
export analysis to export the result as a file.
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Note that the analysis was based on the current
"load-balance/route policy" settings, we do not guarantee
it will be 100% the same as the real case.
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II-6-3 BGP Routing

Border Gateway Protocol (BGP) is a standardized protocol designed to exchange routing and
reachability information among autonomous systems (AS) on the Internet.

II-6-3-1 Basic Settings

Set general settings for for local router and neighboring routers.

Routing >> BGP

Basic Settings
Local
Enable BGP
Local 45 Number
Haold Time

Connect Retry Time

Router ID LAR T ¥

MNeighbor

Static Metwork | Refresh | View Routing Table |

{1~4294967295)
{10~65535 Sec)
(3~2E55 Sec)

Enable Index

[1=-TC NI~ PR TX TR TS FC R T U FEY

AS Number Profile Name IP Address Status

Mone
Mone
Mone
Mone
MNaone
MNaone

Maone

Mone

Ok

Available settings are explained as follows:

Item Description
Local
Enable BGP Check the box to enable basic BGP function for local

router.

Local AS Number

Set the AS number for local router.

Hold Time

Set the time interval (in seconds) to determine the peer is
dead when the router is unable to receive any keepalive
message from the peer within the time.

Connect Retry Time

If the router fails to connect to neighboring router, it
requires a period of time to reconnect.

Set the time interval to do reconnection.

Router ID Specify the LAN subnet for the router.

Neighbor

Enable Check the box to enable the basic BGP function for
neighboring router.

Index Click the index number link to configure neighbor profile.
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AS Number

Display the AS Number for neighboring router.

Profile Name

Display the name of the neighboring profile.

IP Address

Display the IP address specified for the neighboring profile.

Status

Display the connection status for local router and
neighboring router.

11-6-3-1 Static Network

This page allows you to configure up to eight neighboring routers for exchanging the routing
information with the local router.

Routing == BGP

Basic Settings Static Network | View Routing Table |
Select Index IP Address Subnet Mask
1
2
3
4
5
6
Ok Delete

Available settings are explained as follows:

Item Description

Select Check the box to enable the configuration for the selected
index entry.

IP Address Type the IP address for a router.

Subnet Mask

Type the mask value for the IP address.
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Application Notes

A-1 How to Customize a Secure Route between VPN Router and Remote
Router by Using Route Policy

Info The web user interface will be revised later.

Example 1:

In the following figure, a LAN to LAN VPN tunnel is built between DrayTek VPN router (e.qg.,
Vigor2926 series) and the remote router. Firewall Router can receive all of the traffic coming
from remote PC which wants to access into Internet; and send back the packets to Remote

Router through VPN Router.

1. Establish a VPN tunnel between VPN Router and the Remote Router.
2. Change to default route for the router located in Remote Router.

3. Access into the web user interface of the router in VPN Router. Then, open
Load-Balance / Route Policy>>General Setup and click Advance Mode.
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Load-Balance/Route Policy "4.'

Load-Balance/Route Policy 10 + | rules per page | Setto Factory Default |
Index Enable Protocol Interface Priority SS':CCaIr_Itj Sé'r:jép Dgtsgrip DnIEESntdIP ;F)‘Egrf Egsrtt MS;E qu:\t?w
art End
1 Fl Ay WAl 1 200 Ay Ay Ay Ay Any ANy Down
2 ] any WM 1 200 Ay Ay Ay any  Any  any  UP Down
3 i any Wy &l 1 200 Ay Ay any Ay Any  Any  UP Down
4 [l Any WA 1 200 Any Any Any Ay Any o Any UP Down
3 [ any WM 1 200 Any Ary Ay any  Any  any  UP Down
6 ] any YN 1 200 Any any any Any Any Any UP Down
7 i any Wy &l 1 200 Ay Ay any Ay Any  Any  UP Down
8 ] any WM 1 200 Ay Ay Ay any  Any  any  UP Down
9 [ Any WA 1 200 Any Any Any any  any  Any  UP Down
10 i any Wy &l 1 200 Ay Ay any &y Any  Any  UP Down
<< 1-10 | 11-20 | 21-30 | 31-40 | 41-50 = Next ==

) wizard Mode: most frequently used settings in three pages
& Advance Mode: all settings in one page

4.  Click any Index number link (e.g., 1 in this case). Configure the settings as follows.

Load-Balance Route Policy

Index: 1

Enable
Criteria
Protocal Aty v
Source IP O Any

() Src IP Range

(%) Src IP Subnet

Metwork:[172.18.3.0 | mask:| 2552552550124 v

Destination IP @ &ny

() Dest IP Range
( DestIP Subnet
Destination Port @ Any
() Dest Port Start Dest Part End

Send via if Criteria Matched
Interface WANLAN LAMNT -
WP WEMN19Y? w
Gateway Default Gateway
Specific Gateway 192162.1.2
Low High
Pricrity: = ]
250 150 0
Default Route Routes in Routing Table

Now, if you want such route policy will be applied by Vigor router with higher priority,
please adjust the value of Priority for such route policy. In general, default route is
specified with the lowest priority for it value is fixed as “250”. And Routes in Routing
Table are fixed as “150”. You can adjust the value for such route policy with lower value,
e.g., 100 to ensure it will be applied to packets transmission with the highest priority.

5.  After finished the above settings, click OK to save the configuration.
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Load-Balance Route Policy 'i.'

Load-Balance/Route Policy 10 » | rules per page | Setto Factory Default |
Index Enable Protocol Interface Priority SSI;:ZE‘E Src IP End DFPSt DFPSt Egrf"tt Itij'igr::: Mgge gqg\:i
Start End Start End
1 Ay LAM1 100 172.16.3.2 172.16.3.25  Any  Any  Any  Any Down
2 i Ay WANT 200 ANy Any any Any Any Any  UP Down
3 i Ay WANT 200 ANy Any Any Any Any Any  UP Down
4 L Any WAN1 200 Any Any Any Any Any Any  UP Down
5 [ Ay WA 1 200 Ay Any any Any Any Any UP Down

To route the packets coming from the Firewall Router back to the remote router, access
into the web user interface of the Firewall Router. Then, set “192.168.1.1/24” as the
gateway IP address and set “172.16.3.0/24” as the destination IP address.
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Example 2:

Below shows a scenario that local users behind Vigor router A want to access into a remote
service (e.g., YouTube) which is blocked or restricted by local Service Provider in area with
restrictions. A policy route can be created by the side of Router A to break through the
Internet censorship circumvention.

= Service provider
in area with restrictions

Wl

WAN1 GW: 168.95.98.254
WAN2 GW: 172.16.1.1
WAN3 GW: 27.244.84.241

Remote VPN Server

> ]: LAN IP: 191.168.171.1/24
IPTV

PC Bind IP to MAC
192.168.1.10

A VPN tunnel has been established between Router A and router B.

1.

2
3.
4

5.
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Access into the web user interface of Router A.
Open Load-Balance/Route Policy>>General Setup.
Click any index number (e.g., #1 in this case).

In the following web page, check Enable; type “192.168.1.10” as Src IP Range; type
“213.57.89.100” as the Destination IP for the remote VPN server; and choose VPN as the
Interface setting.

Load-Balance/Route Policy

Index: 1
Enable
Criteria
Protocol Any “
Source IR O Any

® SrcIP Range
Start:192.168.1.10

O SrcIP Subnet

QO Any

(& Dest IP Range
Start:|213.57.89.100

() Dest IP Subnet

@ Any
() Dest Port Start Dest Port End

| End:|132.168.1.10

Destination IP

| End:[213.57.89.100

Destination Port

Send via if Criteria Matched

Interface O WAN/LAN VAT v
[OXV=13Y WP 1.For Branch +
Gateway @ Default Gateway
) Specific Gateway |:|
More Options ¥
Low High
Priority: v o —=
250 150 o
Default Route Routes in Routing Table

Click OK to save the settings.
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A-2 How to Setup Address Mapping

Address Mapping is used to map a specified private IP or a range of private IPs of NAT subnet
into a specified WAN IP (or WAN IP alias IP). Refer to the following figure.

Group1

192.168.20.X
Host 1 = NAT
192.168.1.23

WAN1
202.211.100.10

=

=
=

WAN1 alias
202.211.100.11

- WAN2
2 203.98.200.10
Host 3
192.168.1.56 Groupi maps to WAN1
Host1 maps to WAN1
Host 2 maps to WAN1 alias
Host 3 maps to WAN2

Suppose the WAN settings for a router are configured as follows:
WANL1: 202.211.100.10, WANL1 alias: 202.211.100.11
WAN2: 203.98.200.10

Without address mapping feature, when a NAT host with an IP say "192.168.1.10" sends a
packet to the WAN side (or the Internet), the source address of the NAT host will be mapped
into either 202.211.100.10 or 203.98.200.10 (which IP or mapping is decided by the internal
load balancing algorithm).

With address mapping feature, you can manually configure any host mapping to any WAN
interface to fit the request. In the above example, you can configure NAT Host 1 to always
map to 202.211.100.10 (WAN1); Host 2 to always map to 202.211.100.11 (WAN1 alias); Hostd
3 always map to 203.98.200.10 (WAN2) and Group 1 to always map to 202.211.100.10 (WAN1).

NAT Address Mapping function lets you specify the outgoing IP address(es) for one internal IP
address or a block of internal IP addresses.

We will take an example to introduce how to make use of this feature.
1. Log into the web user interface of Vigor2926.

2. Open WAN>>Internet Access. For WAN1, choose Static or Dynamic IP as the Access
Mode and click Details Page.

WAHN => Internet Access

Internet Access

Index Display Name Physical Mode Access Mode
WA 1 Ethernet |N0ne ¥ | |[Details Page || [PvE |
WANZ Ethernet Mane | Details Page || IPYE |
PPFPoE —————
LTE use Static or Dyharnic IP | Details Page | | IPVE |
AN UsB PPTPILZTP | | Details Page || IPvE |

Note: 1, Device on USE port 1 applies LTE configuration,
Device on USE port 2 applies WaAN4 configuration,

| Advanced You can configure DHCP client options here,
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3.  Click the Details Page of WAN 1 to open the following page. From the above figure, set
main WAN IP address as 202.211.100.10.

WAN >> Internet Access

WAN 1
PPPoE Static or Dynamic IP PPTPLZTP IPvG
) Enable @& Disable WAN IP Network Settings [ WyAN IP Alias
Obtail IP add utomatical
Keep WAN Connection E " al:}an address arv.nm ically |*
) outer Name igor
[] Enable PING to keep alive g

* 1 Required for some ISPs

PING Interval 0 |minute(s) DHCF Client Identifier for some ISP
WAN Connection Detection [ Enable
Mode Uzername | |
Bing [P I:I rPassword | |
TTL:  ® Specify an IP address
IP &ddress
MTU (Max:1500) Subnat Mask
Gateway IP Address I:l
RIP Protocol \_
[ Enable RIP

& Default MAC Address
O Specify a MAC Address

MAC Address: ' ' ' '

DNS Server IP Address
Primary IP Address 3.8.88
Secondary IP Address  |8.8.4.4

Click the WAN IP Alias button to configure the other IP address which is 202.211.100.11.
Make sure Join IP NAT Pool is not checked. Click OK to save the settings.

91921681 Vidoc/wipalias htm C 5
WAN1 IP Alias { Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool

1. o - L4
B v DO )
2. 0.0.0.0
4 0.0.0.0
3 0.0.0.0
G, 0.0.0.0
7 0.0.0.0
a. 0.0.0.0

<< 1-8 | 9-16 | 17-24 | 25-32 == Next ==

| OK | | ClearAll | | Close |
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4.

After finished configuration for WAN1, open Load-Balance/Route Policy>>General
Setup. Choose Advance Mode.

Load-Balance/Route Policy

Load-Balance/Route Policy

o

10 ¥ rules per page | Setto Factory Default |

Index Enable Protocol Interface Priority SSr:cc:aIrlt:‘ SEn;éF‘ Dgf;ép D?Eitdlp ;)Ptiﬂ:: Egrs-;: MS;E quo\m
art End
1 Any YA 1 200 Any any any ANy ARy ANy Down
2 Any YA 1 200 ANy any any any Any any UP Down
3 Any VAN 1 200 Any any any Any Any any UP Down
4 Any YWAN 1 200 ANy any any Any Any any UP Down
5 Ay WA T 200 Ay Ay Any Any Any Any UP Down
6 Ay AN 1 200 Ay Any Ay Any  Any Any UP Down
7 Ay WAN 1 200 Ay Any Ay Any  Any Any UP Down
8 Ay WA T 200 Ay Any Any Any Any Any UP Down
] Ay WARN 1 200 Ay Any Ay Any  Any  Any  UP Down
a0 Ay WARN 1 200 Ay Any Any Any  Any  Any UP Down
2 1-10 | 11-20 | 21-30 | 31-40 | 41-50 == Hext ==

= WWizard Mode: most frequently used settings in three pages
Advance Mode: all settings in one page

[0] ¢

Click Index number 1 and 2 to configure the details. After finished the settings, click OK
to save the settings respectively.

Load-Balance/Route Policy

Index: 1
# Enable
Criteria
Protocol Any v
Source [P Any

Destination IP

Destination Port

Src IP Range
Start:192.168.1.16
Src IP Subnet
Any

Dest IP Range
Dest IP Subnet
Any

Dest Port Start

End:[192.168.1.31

Dest Port End

Send via if Criteria Matched
Interface 5 W AR LAN WA R
WHM YRR
Gateway = Default Gateway
Specific Gateway
Priority
Low High
Priority: [200 —4
250 150 ]
Default Route Routes in Routing Table
IMore Options
Ok Clear Cancel Diagnose

Note: Force MAT(Routing): MAT(Routing) will be performed on outgoing packets, regardless of which type of
subnet (NAT or IP Routing) they originate from,
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And

Load-Balance/Route Policy

Index: 2
¥ Enable
Criteria
Protocal Any v
Source IP Any

Destination IP

Destination Port

Send via if Criteria Matched

Interface
Gateway
Priority
Low
Priority: [200
250
Default Route
JMore Options

Src IP Range

Start:192.168.1.100

Src IP Subnet
Any

Dest IP Range
Dest IP Subnet
Ay

Dest Port Start

[}

WAN/LAN

VPN

Default Gateway
Specific Gateway

(]

Routes in Routing Table

End:182.163.1.100

Dest Port End

N

v

WAN1
2-202.211.10011 7
WEM 17T

r

High

150

Ok

Clear

Cancel Diagnose

Mote: Force MAT(Routing): MAT(Routing) will be performed on outgoing packets, regardless of which type of
subnet (MAT or IP Routing) they originate from.

6. Upon completing the above configuration, you have specified the outgoing IP address(es)
for some specific computers.
Load-Balance/Route Policy d
Load-Balance/Route Policy 10 v |rules per page | Setto Factory Default |
Dest Dest Dest Dest Move Move
Index Enable Protocol Interface Priority  Src IP Start Src IP End P IP Port Port Up  Down
Start End Start End "
1 Ay WANT 200 192.168.1.16 192.168.1.31 Any Any Any  Any Down
2 Any "\;Tmép 200 192,168.1.100 192.168.1.100 Any Any Any 4Any  UP  Down
135
3 Any W AN 200 Any Any Any  Any  Any  Any  UP Down
4 Ay WANT 200 Ay Ay Any  Any  Any  Any UP Down
7.  Now, you bind some specific computers to some WAN IP alias for outgoing traffic.
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A-3 How to setup Load Balance for Packets?

The following figure shows a simple application of load balance. WAN1 and WAN2 can be used
to access into Internet. The PC in LAN1 can send the data to the remote PC through the
specified WANL1.

|

Remote PC
139.75.244 .8

Remote PC
203.65.1.35

WAN?2

s : WANA1
WAN1 Gateway:168.95.98.254 }

WAN2 Gateway:27.244.84.241
AN

|l |

Any IP address \‘_—‘)"'\.. (\!—_)—’)"‘ﬁh

NAT PC PC

1. Access into web user interface of Vigor2926 series. Open Load-Balance/Route
Policy>>General Setup.

Load-Balance.

General Setup

2.  From the following web page, simply click index number #1.

Load-Balance/Route Policy "
Load-Balance/Route Policy 10 ¥ | rules per page | Setto Factory Default |
o Dest Dest Dest Dest Move Move

Index Enable Protocol Interface Priority  Src IP Start Src IP End IP IP Port Port Un Down

Start End Start End

1 Any AN 200 Any ANy ANy ANy ANy Any Down

Z Any W AN 200 Any Any any  Any  Any  Any  UP Down

3 Any WANL 200 Any Any any  Any  Any  Any  UP Down

4 Any W AN 200 Any Any any  Any  Any  Any  UP Down

5 Any WANL 200 Any Ay Any  Any  Any  Any  UP Down

1] Ay YW AN1 200 Ay Ay any  any  any  any  UP Down

7 Any W AN 200 Any ANy any  Any Any Any  UP Down

8 Any WANT 200 Any Any Any  Any  Any  Any  UP Down

9 Any WANT 200 Any Any Any  Any  Any Any  UP  Down
10 Any WANL 200 Any Ay Any  Any  Any  Any  UP Down
<= 140 | 1120 | 2130 | 3140 | 4150 == Hext ==

Wizard Mode: most frequently used settings in three pages

* Advance Mode: all settings in one page

Ok
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3. In the following page, check Enable; set Dest IP Start and Dest IP End with 203.65.1.35
and 203.65.1.35; choose WANL1 as the Interface; click default gateway; do not check

Failover to.

Load-Balance/Route Policy

L —
l 4 Enable
Protocol Any v
Source IP Aany
®= SrcIP Range
Start: End:

Destination 1P

Destination Port

Src IP Subnet

Dest [P Range

Start:203.65.1.35 End:203.65.1.35

. MY
Dest Port Start

Dest Port End

p

Send via if Criteria Matched
Interface = WANFLAN l WYWAN1 ¥
T0FURD
Gateway | = Default Gateway '
Specific Gateway
Priority
J More Options
Packet Forwarding to WaN = Force MAT
= Force Routing
O —
VPN YPM 1toHuko ¥
Route Policy |Index1 ¥
Gateway = Default Gateway
Specific Gateway [0.0.0.0
0134 Clear Cancel | Diagnose

4.  After finished the above settings, click OK to save the configuration.

Load-Balance/Route Policy

o

Load-Balance/Route Policy 10 ¥ |rules per page | Setto Factory Default |
Sro Dest Dest

Index Enable Protocol Interface Priority sre In P Dest IP Dest IP End Port  Port Move Move

Start Start Up  Down
End Start End

1 ' Any W AN 200 Any  Any 203.65.1.35 203.65.1.35 Any  Any Down

2 Ay WY AN T 200 ARy ANy Ay Any any  Any  UP Down

3 any W AN 200 Any  Any Any any any  any  UP Down

Now, the packets sent to the remote PC (IP address: 203.65.1.35) will be forced to pass

through WANL1.
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lI-7 LTE

LTE WAN with SIM card can provide convinent Internet access for Vigor router. However, we
can't stop thinking about what can Vigor router utilize this SIM card to provide more useful
functions for user? Now, we have developed some useful functions for user, such as sending
SMS from a router to report router status, rebooting router remotely via SMS with taking
security into consideration, and so on.

This section can guide you to use the SIM card in LTE WAN to perform SMS related operations.

1)

Info This function is used for “L” models only.

Service Network

Mobile Office
Applied Models:

Mobile Banking/Logistic/Manufacturing
/Real Estate/Healthcare

+ e-Order i

« Tracking of logistic status

+ Project development status _
* ERP

+ Con-call

+ e-Healthercare
(e.g. medical record)

222

Backup of Different Network
Infrastructure

Encrypted tunnel

via IP- VPN Corp.
Intraneat
3G/4G Router Backup
A IS
>

Remote Management
Portal

Smart Meter
for Utility
Smart Meter
for Water
o Surveillance
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Web User Interface

II-7-1 General Settings

This page allows you to configure general settings for LTE. When SMS Quota Limit is enabled,
you can specify the number of SMS quota, actions to perform when quota exceeded, and the
period of resetting SMS quota used.

LTE => General Settings

[ Enable SMS Quota Limit
Criterion and Action

Quata Limit: 0 SMS  (Current number of SMS sent: 0)

When guota exceeded : DStDp sending SMS
Osend mail alert to administrator

Monthly Custom

Select the day of a month when your SMS quota resets,

SMS quota resets on day |1 % | at |00:00 »

Note : 1. Please make sure the Time and Date of the router is configured.
2. When guota exceeded, user can choose to stop sending sms or send e-mail to administrator,
3. after clicking OK, the counter used will be reset.

[ OK ] [ Cancal ]

Available settings are explained as follows:

Item Description

Enable SMS Quota Limit Check the box to enable such feature.

Quota Limit Specify the maximum number of sending SMS for LTE.
When quota exceeded There are two actions to be performed when the quota limit
is expired.

Stop sending SMS - If it is checked, no SMS for LTE will be
sent after the quota limit is expired.

Send Mail Alert to Administrator - If it is checkd, a mail
alert will be sent to the administrator when the quota limit is
expired.

Monthly This setting is to offer a mechanism of resetting the number
of SMS sent record every month.

SMS quota resets on day XX at XX ... -You can determine the
starting day in one month. The number of SMS sent will be
reset.

Custom This setting allows the user to define the billing cycle
according to his request.

The number of SMS sent will be reset with an interval of
cycle duration.

Custom - Monthly is default setting. If long period or a short
period is required, use Custom. The period of reset is
between 1 day and 60 days. You can determine the cycle
duration by specifying the days and the hours.

® Cycle duration: Specify the days to reset the number of
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SMS sent. For example, 7 means the whole cycle is 7
days; 20 means the whole cycle is 20 days. When the time
is up, the router will reset the number of SMS sent
automatically.

® Today is day XX in the cycle -Specify the day in the cycle
duration as the starting point which Vigor router will
reset the number of SMS sent. For example, 3 means the
third day of the duration cycle.
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[1-7-2 SMS Inbox

This page will list the received SMS messages in the LTE SIM card. The SMS Inbox table shows
the received date, the phone number or sendor ID where this message was from, and the
begining of the message content.

Since the data size of one SMS is limited, a long message will be sent by multiple SMS. For the
convenience of users, we provide two modes. Simple Mode lists SMS messages in order for
received time. Advanced Mode lists SMS in order for real index in the SIM card. Different SIM
cards have different capacities. In general, it's around 30 to 40 SMS. Please note that the SIM
card can not receive new SMS when all SMS indexes are occupied.

Click the Simple Mode link or the Advanced Mode link below to switch between these two
modes.

[I-7-2-1 Simple Mode

LTE == SMS Inbox

LTE SMS Inbox

Details Mark as Read Delete Date From Message
O O

View il [0 2015410421 12:03:29 886911520000 p
View O [0 201541021 11:31:99 +586905269930 zz P
View il [0 20154021 11:31:51 +886905269930 11 p
View O [0 2015/10/21 09:29:39 +586905269930 1 P
View il [0 2015/10:20 10:15:44 +586968126053 remote rebhoot 000000
View [0 201&/10/20 10:14:18  +886088126053 remote reboot 000000
View [J =2015/10/20 10:06:49  +886088125053 remote reboot iyt P
View O O 20154020 10:01:01 +886905269930 41 P
View [0 =2015/10/16 14:13:20 +8236088126053 P
View [0 2015/10/16 14:12:46  +886088126053 r

Simple Made: Show SMS messages in order of received dates.
Advanced Mode: Show SMS in order of indexes in SIM card.

Available settings are explained as follows:

Item Description

Mark as Read Those messages in "unread" state are showed in bold text. If
you want to change messages into "read" state, select them
and click the OK button. Checking the checkbox in title will
select all "unread" messages in this page.

Delete If you want to delete messages, select them and click the OK
button. Checking the checkbox in title will select all
messages in this page.

Details If you want to read the full content of the message, click the
View link of that message to open the following page. It will
change the message into "read" state.
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LTE >> SMS Inbox

Date: 2015/09/11 14:33:08
From: +
Message Content:

Ok Delete | | Mext
® Message Content - Display the full content of the
message.
° OK - Return to previous page.
® Delete - Click it to delete this message and return to
previous page.
® Next - Click it to see the content of next message.

II-7-2-1 Advanced Mode

LTE >> SMS Inbox

LTE SMS Inbox

Index Mark as Read Delete Date From Message
1. 2011/09/08 05:22: 56  + y
2. 2015/09/10 13:54:33 + i F
3. 2015/09/10 17:27:43 + router status 123 &
4. 2015/09/10 17:28:37  + | 2
5 2015/09/10 18:24:32 + router status 123 L
6. 2015/09/10 18:25:39 + | >
i 2015/09/10 19:37:44 + router status 123 &
8. 2015/09/10 19:39:09 + | 1234567850 o
9. 2015/09/10 20:08:46 + (5 B5RExRExat* a0 # !

Available settings are explained as follows:

Item Description

Mark as Read Those SMS in "unread" state are shown in bold text. If you
want to change SMS into "read" state, select them and click
the OK button. Checking the checkbox in title will select all
"unread" SMS in this page.

Delete If you want to delete SMS, select them and click the OK
button. Checking the checkbox in title will select all SMS in
this page.

Index If you want to read the full content of the message of the

SMS, click the index link of that SMS to open the following
page. It will change all SMS of the message into "read" state.
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LTE >> SMS Inbox

Index No.17

Date: 2015/09/11 14:33:08
From: +
Message Content:

123

0K Delete Mest

Message Content - Display the full content of the message.
OK - Return to previous page.

Delete - Click it to delete all SMS of this message and return
to previous page.
Next - Click it to see the content of next SMS index.
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II-7-3 Send SMS

This page is used to send SMS messages by the LTE SIM card. It also displays the number of SMS
required to send the message.

LTE == Send SMS

Send SMS Message

Recipient Number |

Data Coding Scheme

0/ 160 characters {1 SMS)
Message

Send Message

Yiew SMS Quthox Cache

Available settings are explained as follows:

Item Description

Recipient Number Type the phone number of the recipient.

The format can be an international phone number
(+8869123455678) or a general phone number(0912345678).

Data Coding Scheme The router will automatically select a suitable Data Coding
Scheme according to the current content in Message. GSM
7-bit and UCS-2 are supported.

Message Type in the message content to send.
The total number of characters that you can type in this field
is 1024.

Send Message Click it to send this SMS message to the recipient
immediately.

View SMS Outbox Cache Display the record of SMS messages sent from the Router.

LTE >> SMS Outhox Cache

LTE SMS Outhox Cache

Details  Delete Date To Message

View 2015/10/05 03:12:06 1234567890 EESCESE555555555555585858
View 2015/10/05 03:12:01 1234567890 44444444444434444449
View 2015/10/05 03:11:56 1234567890 33333333333333333 ¥
View 2015/10/05 03:11:51 1234567890 222222222222 4
View 2015/10/05 03:11: 46 1234567890 111111 4
View 2015/10/05 03:07: 55 1234567890 EREHER 1997 el ,,
View 2015/10/05 03:04:38 1234567890 Test Test Nancy 123

Note: Records in Qutbox Cache are NOT preserved after replacement of newer records or Router reboot,

ok
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[1-7-4 Router Commands

This page allows the user to set function to reboot Vigor router remotely and get the router
status via SMS.

Get Router Status or Reboot Router via SMS Message

Get Router Status Reboot Router

Py
R

Go to LTE>>Router Commands to get the following page.
LTE => Router Commands

Reboot on SMS Message

[0 Enable with Passward / PIMN

[] Access Control List List Phone Number
1

2
3

Note: To reboot the router via SMS, send a message starting with "remote reboot" to the
router's phone number, followed by the password / PIN if that is enabled.

Reply with Router Status Message

[ Enable with Passwoard / PIN

[ Access Control List List Phone Mumber

Message Contents

Orouter Name Lrouter Up-Time  CFirmware Yersion [IMaC address
CwaNt 1P Cwanz 1p CLTE IR CIwaNg 1P

Owant Data Usage CIwane Data Usage [JLTE Data Usage [waN4 Data Usage

SMS Number per Status Response : 0

Note: To get status information from the router, send a message starting with "router
status" to the router's phone number, followed by the password / PIN if that is enabled.

Note: The phone number in Access Control List should be in international format, (Ex. +B86123456789)

Available settings are explained as follows:

Item Description

Reboot on SMS Message

Enable with Password / To reboot Vigor router remotely via SMS, please check such
PIN box and type the password/PIN number (treated as
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authentication for any mobile phone).

The password shall be composed by letters, numbers and
baseline.

Access Control List

Check the box to type or modify (up to 3) phone numbers.

The phone number specified here is capable of sending SMS
to reboot such Vigor router remotely.

Note: If such option is enabled, only mobile phones specified
here are allowed to send SMS to reboot Vigor router if
correct password is given. That is, if it is disabled
(unchecked), any mobile phone can send SMS to reboot such
Vigor router if correct password is given.

Reply with Router Status Message

Enable with Password /
PIN

Users can get the WAN data usage and basic information
about Vigor router (e.g., IP address, MAC address) through
the mobile phone by entering the password/PIN specified in
this field.

The password shall be composed by letters, numbers and
baseline.

Access Control List

Check the box to type or modify (up to 3) phone numbers.

The phone number specified here is capable of getting
related information about Vigor router remotely.

Note: If such option is enabled, only mobile phones specified
here are allowed to obtaine related information about Vigor
router if correct password is given. That is, if it is disabled
(unchecked), any mobile phone can get the data of Vigor
router if correct password is given.

Message Contents

There are several types of message contents for you to
select. Choose and check the required item, then Vigor
router will offer the status response about that item via SMS.

SMS messages per status
response

Display the total number of the type for status response.

Display the total number of SMS required to send the status
message which contains the current selected Message
Contents.
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1I-7-5 Status

Vigor router with LTE function is capable of accessing into Internet and able to send SMS to
specified mobile phone.

This page will display basic information about the embedded LTE module and the current LTE
connection.

LTE == Status

| Refresh |

LTE Modem

Status: Operational

IMEIL: 3E6318040749422

IMSI: 456924200859808

access Tech: LTE

Band: E-UTRA Op Band 3

Cperator: Chunghwa

Mobile Country Code: 466

Mobile Metwork Code: 92

Location Area Code: 65534

Cell ID: 81023501

Signal: -51 dBm

active Channel: 1725

Interference with 2. 4GHz WLAN: Mo

Max Channel Tx Rate: L0 Mbps

Max Channel R¥ Rate: 100 Mbps
LTE SMS

SMS Centre Mumber: +886932400821

SMS Service Status: Ready

SMS Loading: Ready

Mew SMS: 4

Each item is explained as follows:

Item Description

Status LTE WAN status.

IMEI International Mobile Equipment Identity of the embedded
LTE module.

IMSI International Mobile Subscripber Identity of the LTE SIM card.

Access Tech

Type of LTE connection
(CDMA/GSM/WCDMA/LTE/TD-SCDMA).

Band

Band of LTE connection.

Operator

ISP name of LTE connection.

Mobile Country Code /
Mobile Network Code /
Location Area Code / Cell
ID :

Base station information.

Signal

Signal strength of LTE connection.

Active Channel

Frequency of LTE connection.

Interference with 2.4GHz

Whether the current LTE frequency causes interference with
2.4G wireless. If Yes, the interfered 2.4G wireless channels
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WLAN

will be indicated.

Max Channel TX Rate /
Max Channel RX Rate

Maximum TX/RX link rate of LTE connection.

SMS Centre Number

The phone number for SMS service of the LTE SIM card.

SMS Service status

Whether the SMS service of the LTE SIM card is ready.

SMS Loading Whether the received SMS messages in the LTE SIM card have
been loaded to the Router.
New SMS The number of unread SMS in SMS Inbox.
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Part Ill Wireless LAN

Wireless LAN enables high mobility so WLAN users
can simultaneously access all LAN facilities just
like on a wired LAN as well as Internet access.

Wireless
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I1l-1 Wireless LAN (2.4GHz/5GHz)

234

This function is used for “n”and “ac” models only.

Over recent years, the market for wireless communications has enjoyed tremendous growth.
Wireless technology now reaches or is capable of reaching virtually every location on the
surface of the earth. Hundreds of millions of people exchange information every day via
wireless communication products. The Vigor2926 wireless series router (with “n”, “n-plus” or
“ac” in model name) is designed for maximum flexibility and efficiency of a small
office/home. Any authorized staff can bring a built-in WLAN client PDA or notebook into a
meeting room for conference without laying a clot of LAN cable or drilling holes everywhere.
Wireless LAN enables high mobility so WLAN users can simultaneously access all LAN facilities
just like on a wired LAN as well as Internet access.

The Vigor wireless routers are equipped with a wireless LAN interface compliant with the
standard IEEE 802.11n draft 2 protocol. To boost its performance further, the Vigor Router is
also loaded with advanced wireless technology to lift up data rate up to 300 Mbps*. Hence,
you can finally smoothly enjoy stream music and video.

Vigor2926 wireless router is a highly integrated wireless local area network (WLAN) for 5 GHz
802.11ac or 2.4/5 GHz 802.11n WLAN applications. It supports channel operations of 20/40
MHz at 2.4 GHz and 20/40/80 MHz at 5 GHz. Vigor2926 “ac” series router can support data
rates up to 1.3 Gbps in 802.11ac 80 MHz channels. Vigor2926 “n” series router supports
802.11n up to 300 Mbps for 40 MHz channel operations.

Info The actual data throughput will vary according to the network conditions
and environmental factors, including volume of network traffic, network
overhead and building materials.

In an Infrastructure Mode of wireless network, Vigor wireless router plays a role as an Access
Point (AP) connecting to lots of wireless clients or Stations (STA). All the STAs will share the
same Internet connection via Vigor wireless router. The General Settings will set up the

information of this wireless network, including its SSID as identification, located channel etc.

Multiple SSIDs
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Vigor router supports four SSID settings for wireless connections. Each SSID can be defined
with different name and download/upload rate for selecting by stations connected to the
router wirelessly.

Real-time Hardware Encryption

Vigor Router is equipped with a hardware AES encryption engine so it can apply the highest
protection to your data without influencing user experience.

Complete Security Standard Selection

To ensure the security and privacy of your wireless communication, we provide several
prevailing standards on market.

WEP (Wired Equivalent Privacy) is a legacy method to encrypt each frame transmitted via
radio using either a 64-bit or 128-bit key. Usually access point will preset a set of four keys
and it will communicate with each station using only one out of the four keys.

WPA (Wi-Fi Protected Access), the most dominating security mechanism in industry, is
separated into two categories: WPA-personal or called WPA Pre-Share Key (WPA/PSK), and
WPA-Enterprise or called WPA/802.1x.

In WPA-Personal, a pre-defined key is used for encryption during data transmission. WPA
applies Temporal Key Integrity Protocol (TKIP) for data encryption while WPA2 applies AES.
The WPA-Enterprise combines not only encryption but also authentication.

Since WEP has been proved vulnerable, you may consider using WPA for the most secure
connection. You should select the appropriate security mechanism according to your needs.
No matter which security suite you select, they all will enhance the over-the-air data
protection and /or privacy on your wireless network. The Vigor wireless router is very flexible
and can support multiple secure connections with both WEP and WPA at the same time.

Info The password (PSK) of default security mode is provided and stated on the
label pasted on the bottom of the router. For the wireless client who wants
to access into Internet through such router, please input the default PSK
value for connection.

i 18

WPA+WPA2 Password:
2S00 TW43YM

AR

Separate the Wireless and the Wired LAN- WLAN Isolation

It enables you to isolate your wireless LAN from wired LAN for either quarantine or limit
access reasons. To isolate means neither of the parties can access each other. To elaborate
an example for business use, you may set up a wireless LAN for visitors only so they can
connect to Internet without hassle of the confidential information leakage. For a more
flexible deployment, you may add filters of MAC addresses to isolate users’ access from wired
LAN.

Manage Wireless Stations - Station List

Vigor2926 Series User’s Guide 235



236

It will display all the stations in your wireless network and the status of their connection.

DFS Restrictions

Some of 5GHz channels are DFS channels which are governed radars. Without passing DFS
certificate test, we can not open those DFS channels in Vigor router. We are working on DFS
certification in Europe and open those channels by releasing new firmware once we receive
DFS certification. According to DFS certificate in Europe, we will open channels 52, 56, 60, 64,
100, 104, 108, 112, 116, 120, 124, 128, 132, and 136.

At present, we will not open DFS channels in the USA because we do not have plan for DFS
certification in the USA. Channels 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128, 132,
and 136 will be restricted in the USA.

In some countries, there are restrictions on DFS channels as well. We will implement country
code to restrict uncertified channels.

Below shows the menu items for Wireless LAN (2.4Ghz) and Wireless LAN(5GHz).

WPS

WPS (Wi-Fi Protected Setup) provides easy procedure to make network connection between
wireless station and wireless access point (vigor router) with the encryption of WPA and
WPA2.
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Web User Interface

I1I-1-1 Wireless Wizard

The wireless wizard allows you to configure settings specified for a host AP (for home use or
internal use for a company) and specified for a guest AP (for any wireless clients accessing
into Internet).

Follow the steps listed below:

1. Open Wizards>>Wireless Wizard.

2. The screen of wireless wizard will be shown as follows. This page will be used for internal
users in a company or your home. Besides, the settings will change based on different
model of Vigor2926 series. In this case, Vigor2926ac is used as an example.

Wireless Wizard

Host AP Configuration

Wireless 2.4GHz Settings

Marme: |2860-marketing

Mode: [Mixed(11g+11n) v

Channal: [Chanrel 8, 2447MHz |

Security Key: |"""""“"""""""‘* |

Wireless 5GHz Settings
[use the same SSID and Security Key as above

Mame: |DrayTek2860_SGmarketing |
Mode: Mixed (T1a+11n) »

Channel: [ Channel 60, 5300MHz |
Security Key: |“"'“'*"“""""‘*""“’r |

Note: The host AP configured here will be used for home or internal company use.

Available settings are explained as follows:

Cancel

Item Description

Wireless 2.4GHz Settings

Name Type the SSID name of this router for wireless 2.4GHz. The
default name is defined with DrayTek. Change the name if
required.

Mode At present, the router can connect to 11n Only, 11g Only,
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Mixed (11b+11g), Mixed (11a+11n), Mixed (11g+11n), and
Mixed (11b+11g+11n) stations simultaneously. Simply choose
Mix (11b+11g+11n) mode.

Mixed{11b+11g+11n)
11g Only

11n Only (2.4 GHz)
[Mixed{11b+11g)
Wixed{11g+11n) L
Wixed{11b+11g+11n)

Channel

Means the channel of frequency of the wireless LAN. The
default channel is 6. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select Auto to let system
determine for you.

Security Key

The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
“0x321253abcde...”).

Wireless 5GHz Settings - Such part is available when your Vigor router supports

wireless 5GHz.

Use the same SSID
and Security Key as

Check the box to use the same settings configured above.

above

Name Type the SSID name of this router for wireless 5GHz.

Mode At present, the router can connect to 11a Only, 11n Only
(5GHz), Mixed (11a+11n) and Mixed (11a+1ln+1lac) stations
simultaneously.

Channel Means the channel of frequency of the wireless LAN. The

default channel is 36. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select Auto to let system
determine for you.

Security Key

The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Next

Click it to get into the next setting page.

Cancel

Exit the wireless wizard without saving any changes.

3. After typing the required information, click Next. The settings in the page limit the
wireless station (guest) accessing into Internet but not being allowed to share the LAN
network and VPN connection.
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Wireless Wizard

Guest AP Configuration

Wireless 2.4GHz Settings
Enable '® Disable

SSID:

Security Key:

Bandwidth Limit:

Wireless 5GHz Settings

Enahble ® Disable
Use the same SSID and 5
S5ID:

Security Key:

Note:
The configured guest AP will

with wireless dewvices connecting to the router's other APs. This AP interface shall be used for Internet

access only,

DrayTek_Guest

B st

Enable Total Upload 30000

DrayTek_5G_Guest

B st

kbps  Total Download 30000 kbps

ecurity Key as above

not be able to access the LAM network, YPM connections, or communicate

Available settings are e

< Back Mext = Finish Cancel

xplained as follows:

Item

Description

Wireless 2.4GHz Setti

ngs

Enable/Disable

Click it to enable or disable settings in this page.

SSID

Type the SSID name of this router. (SSID1)

Security Key

The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Bandwidth Limit

Enable - Check the box to set the bandwidth limit for data
transmission in upload and download.

It controls the data transmission rate through wireless
connection.

Total Upload - Check Enable and type the transmitting rate
for data upload. Default value is 30,000 kbps.

Total Download - Type the transmitting rate for data
download. Default value is 30,000 kbps.

Wireless 5GHz Setting

wn

Enable/Disable

Click it to enable or disable settings in this page.

Use the same SSID
and Security Key as
above

Check the box to use the same settings configured above.

SSID

Type the SSID name of this router. (SSID2)

Security Key

The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
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802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Next Click it to get into the next setting page.

Cancel Exit the wireless wizard without saving any changes.

4. After typing the required information, click Next.

5. The following page will display the configuration summary for wireless setting.

Wireless Wizard

Configuration Summary

Wireless 2.4GHz Setti
ireless z wetings Wireless 9GHz Settings
Mode: Mized{11b+11g+11n)

Mode: Mixed {11a+1ln+1llac)
Channel: Channel 6, 2437MHz

Channel: Channel 36, 5180MHz

Host AP
S5ID Mame:DrayTek
SECUI’it\,-' Key:*************

Host AR
SSID Name:DrayTek_EG

Guest AP

Status:Disabled

SS5ID Mame:DrayTek_Guest
Bandwidth Limit: Disabled

Guest AP

Status: Disabled

SSID Name:DrayTek_5G_Guest
Security KEY:*************

< Back Mext = Finish Cancel

6. Click Finish to complete the wireless settings configuration.
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I1I-1-2 General Setup

By clicking the Wireless LAN>>General Setup, a new web page will appear so that you could
configure the SSID and the wireless channel. Please refer to the following figure for more
information.

Wireless LAN(2.4GHz) => General Setup

General Setting { IEEE 802.11)

¥ Enable Wireless LaMN

Maode : Mixed(11b+11g+11n) ¥
Channel: Channel 6, 2437 MHz ¥
Enable aActive Hide S5ID SSID Isolate Member Isolate WPN
1 W DrayTek
2 # DrayTek_Guest
3 =
4 =
Note:

Enabling the Isolate Member configuration will forbid the wireless clients associated to
the same SSID from connecting to each other.

The isolate ¥YPN configuration will isclate the wireless traffic from YPN connections and
thus, wireless clients will not be able to access the YPN network under this setting.

when High Availability is set as Hot-Standby redundant method and displayed as
Secondary State with Stable condition on the page of High Awvailahility Status, the
wireless function will be disabled.

Associated Schedule Profiles: I i s

Enable Special S5ID Schedule Profiles
Note:

1. Cnly schedule profiles that have the action "Force Down" are applied to the WLAN, all
other actions are ignored.Valid settings are profile indexes 1 to 15.

2. If you Enable Special SSID Schedule Profiles, the selected SSID will be forced down.

Note:
Channel setting should not be changed while Wireless 2.4G WaN mode is in use.

Ok Cancel

Available settings are explained as follows:

Item Description
Enable Wireless LAN Check the box to enable wireless function.
Mode 2.4GHz in “n” and “ac” model:

At present, the router can connect to 11g Only, 11n Only(2.4
GHz), Mixed (11b+11g), Mixed (11g+11n), and Mixed
(11b+11g+11n) stations simultaneously. Simply choose Mixed
(11b+11g+11n) mode.
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Mixedi{11h+119+11n) |
11b Only
11g Only
T1n Only (2.4 GHZ)
Mized{11h+11o)

O Mised{11g+11m

d hixed(11bh+110+11n)

5 GHz in “n” model:

At present, the router can connect to 11a Only, 11n Only (5
GHz), Mixed (11a+11n) stations simultaneously. Simply
choose Mixed (11a+11n) mode.

Mixed {(11a+11n} |+

11a Only L
11n Only (5 GHz) |

Mixed (11a+11n) |

5 GHz in ““ac” model:

At present, the router can connect to 11a Only, 11n Only (6
GHz), Mixed (11a+11n) and Mixed (11a+11n+1lac) stations
simultaneously. Simply choose Mixed (11la+11n+1lac) mode.

Mixed (11a+11n+11ac) |+

11a Only
11n Only (5 GHz)
Mixed (11a+11n

Mized (11a+110+11ac)

Note: 802.11b/g operates on 2.4G band, 802.11a operates
on 5G band, 802.11n operates on either 2.4G or 5G band, and
802.11ac operates on 5G band only.

Channel

Means the channel of frequency of the wireless LAN. The
default channel is 6. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select Auto to let system
determine for you.

2.4GHz in “n” and ““ac” model:

Channel &, 2437MHz |

Auto

Channel 1, 2412MHz

Channel 2, 2417 MHz
1| Channel 3, 2422MHz

Channel 4, 2427 WHz

Channel 5, 2432MHz

Channel &, 2437 WHz
Channel 7, 2442MHz
Channel 8, 2447 MHz

Shanmne! 9 24A528H-

For 5 GHz in ““n”” model:
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Channel 36, 51800MHz |+
Aulto

Channel 40, 52000MHz
Channel 44, 52200MHz
Channel 43, 52400MHz
Channel 52, 52600MHz
Channel 56, 52800MHz
Channel 50, 53000MHz
Channel 684, 53200MHz
Channel 100, 5500MHz
Channel 104, 55200Hz
Channel 108, 5540MHz

5 GHz in ““ac” model:

Channel 36, 5180MHz |+
Auto

Channel 35, &180mMHz
Channel 40, 5200mHz
Channel 44, 5220MHz
Channel 48, 5240mHz

Note: For the restricted channels on DFS, please refer to
4.18.1 Basic Concepts for more detailed information.

Hide SSID Check it to prevent from wireless sniffing and make it harder
for unauthorized clients or STAs to join your wireless LAN.
Depending on the wireless utility, the user may only see the
information except SSID or just cannot see any thing about
Vigor wireless router while site surveying. The system allows
you to set four sets of SSID for different usage. In default,
the first set of SSID will be enabled. You can hide it for your
necessity.

SSID Means the identification of the wireless LAN. SSID can be any
text numbers or various special characters.

Isolate Member -Check this box to make the wireless clients
(stations) with the same SSID not accessing for each other.

VPN - Check this box to make the wireless clients (stations)
with different VPN not accessing for each other.

Schedule Set the wireless LAN to work at certain time interval only.
You may choose up to 4 schedules out of the 15 schedules
pre-defined in Applications >> Schedule setup. The default
setting of this field is blank and the function will always

work.
Enable Special SSID Selected SSID (2 /3 /4) will be forced up /down based on the
Schedule Profiles schedule profile used.

Enahle Special SSID Schedule Profiles

Schedule Profile |1 Ossioz Mssioz Ossios
Sichedule Profile Ossioz Ossioz Ossiod
Schedule Profile Ossioz Ossioz Ossiog
Schedule Profile [Ossipz [Cssios [ssing

After finishing all the settings here, please click OK to save the configuration.
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I11-1-3 Security

This page allows you to set security with different modes for SSID 1, 2, 3 and 4 respectively.
After configuring the correct settings, please click OK to save and invoke it.

The password (PSK) of default security mode is provided and stated on the label pasted on the
bottom of the router. For the wireless client who wants to access into Internet through such
router, please input the default PSK value for connection.

1ID:RRK-WMPNDO2A1

 SSEee TWAIYM

By clicking the Wireless LAN>>Security Settings, a new web page will appear so that you
could configure the settings of WPA and WEP.

Wireless LAN{Z.4GHz) »> Security Setlings

SSID 1 SSID 2 SSID 3 SSID 4
Mode: [ Mixed AP A+NPAZIPSK v|
WP,
Encryption Mode: TKIP for WPASAES for WPAZ

Pre-Shared Key(PSK):

Password Strength:

Strong password requirements:

1. Have at least 7 characters, including numbers and letters.,

2, Have at least one upper-case letter and one lower-case letter,
3. Including non-alphanumeric characters is a plus.

Type 8~63 ASCII character or 64 Hexadecimal digits leading by "0x", for
example "cfgs01a2..." or "0x655abed,...".

|

=
m
o

Encryption Mode:

kKey 1:
kKey 2
kKey 3
Key 4

TR

Hote:
For 64 bit WEP key configurations, please insert 5 ASCII characters or 10
Hexadecimal digits leading by "0x". Eramples are "AB312" or "0=4142333132".

For 128 bit WEP key configurations, please insert 13 ASCII characters or 26
Hexadecimal digits leading by "0x".

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

Mode There are several modes provided for you to choose.
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Dizable v

WYEF

WWYERBOZ 1y Oinly

WP ABOZ 1y Oinly
WYPAZBOZ2 1% Only

lizxed WP AYWPALRE0Z 1% anly)
WP APSK

[WWPAZIPSK

fliz e d (WP ARNWRADPEK

(1)

Info You should also set RADIUS Server
simultaneously if 802.1x mode is selected.

Disable - Turn off the encryption mechanism.

WEP-Accepts only WEP clients and the encryption key should
be entered in WEP Key.

WEP/802.1x Only - Accepts only WEP clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

WPA/802.1x Only- Accepts only WPA clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

WPA2/802.1x Only- Accepts only WPA2 clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

Mixed (WPA+WPA2/802.1x only) - Accepts WPA and WPA2
clients simultaneously and the encryption key is obtained
dynamically from RADIUS server with 802.1X protocol.
WPA/PSK-Accepts only WPA clients and the encryption key
should be entered in PSK.

WPA2/PSK-Accepts only WPA2 clients and the encryption key
should be entered in PSK.

Mixed (WPA+ WPA2)/PSK - Accepts WPA and WPA2 clients
simultaneously and the encryption key should be entered in
PSK.

WPA

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication. Either 8~63 ASCII characters, such as
012345678(or 64 Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Pre-Shared Key (PSK) - Either 8~63 ASCII characters, such as
012345678..(or 64 Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Password Strength - The system will display the password

strength (represented with the word of weak, medium or
strong) of the PSK specified above.

WEP

64-Bit - For 64 bits WEP key, either 5 ASCII characters, such
as 12345 (or 10 hexadecimal digitals leading by 0x, such as
0x4142434445.)

128-Bit - For 128 bits WEP key, either 13 ASCII characters,
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such as ABCDEFGHIJKLM (or 26 hexadecimal digits leading by
0x, such as 0x4142434445464748494A4B4C4D).

B4-Bit w
B4-Bit

Encryption Mode:

All wireless devices must support the same WEP encryption
bit size and have the same key. Four keys can be entered
here, but only one key can be selected at a time. The keys
can be entered in ASCIl or Hexadecimal. Check the key you
wish to use.

After finishing all the settings here, please click OK to save the configuration.

I1I-1-4 Access Control

In the Access Control, the router may restrict wireless access to certain wireless clients only
by locking their MAC address into a black or white list. The user may block wireless clients by
inserting their MAC addresses into a black list, or only let them be able to connect by inserting
their MAC addresses into a white list.

In the Access Control web page, users may configure the white/black list modes used by each
SSID and the MAC addresses applied to their lists.

Wireless LAN »> Access Control

Access Control

Enable Mac Address Filter SSID 1 | White List ¥ SSID 2 | White List ¥
SSID 3 | White List ¥ SSID 4 | White List ¥
MAC Address Filter{ Limit: 64 entries )
Index Attribute MaC Address Apply SSID
Client's MAC Address . : : : :
Apply 55100 S5I0 1 S5ID 2 S5ID 3 S5ID 4
Attribute 5: Isolate the station from LAN
Add Delata Edit Cancel

Okl Clear All

Backup Access Control: | Backup

Upload From File: | i#2gE | FEETHIEE Restore

Available settings are explained as follows:

Item

Description

Enable Mac Address Filter

Select to enable the MAC Address filter for wireless LAN
identified with SSID 1 to 4 respectively. All the clients
(expressed by MAC addresses) listed in the box can be
grouped under different wireless LAN. For example, they can
be grouped under SSID 1 and SSID 2 at the same time if you
check SSID 1 and SSID 2.
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MAC Address Filter Display all MAC addresses that are edited before.

Client’s MAC Address Manually enter the MAC address of wireless client.

Apply SSID After entering the client’s MAC address, check the box of the
SSIDs desired to insert this MAC address into their access
control list.

Attribute s: Isolate the station from LAN - select to isolate the
wireless connection of the wireless client of the MAC address
from LAN.

Add Add a new MAC address into the list.

Delete Delete the selected MAC address in the list.

Edit Edit the selected MAC address in the list.

Cancel Give up the access control set up.

OK Click it to save the access control list.

Clear All Clean all entries in the MAC address list.

After finishing all the settings here, please click OK to save the configuration.

11-1-5 WPS

WPS (Wi-Fi Protected Setup) provides easy procedure to make network connection between
wireless station and wireless access point (vigor router) with the encryption of WPA and
WPA2.

Info WPS is available for the wireless station with WPS supported.

It is the simplest way to build connection between wireless network clients and vigor router.
Users do not need to select any encryption mode and type any long encryption passphrase to
setup a wireless client every time. He/she only needs to press a button on wireless client, and
WPS will connect for client and router automatically.

There are two methods to do network connection through WPS between AP and Stations:
pressing the Start PBC button or using PIN Code.
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®  On the side of Vigor2926 series which served as an AP, press WPS button once on the
front panel of the router or click Start PBC on web configuration interface. On the side
of a station with network card installed, press Start PBC button of network card.

® [f you want to use PIN code, you have to know the PIN code specified in wireless client.
Then provide the PIN code of the wireless client you wish to connect to the vigor router.

For WPS is supported in WPA-PSK or WPA2-PSK mode, if you do not choose such mode in
Wireless LAN>>Security, you will see the following message box.

Microzoft Internet Explorer

L4 "_'., WES only supports in WEA/WEAZ-FEE Mode.
L

Please click OK and go back Wireless LAN>>Security to choose WPA-PSK or WPA2-PSK mode
and access WPS again.
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Below shows Wireless LAN>>WPS web page:

Wireless LAN{? 4GHz) == WPS (Wi-F Protecied Setup)

¢ Enable WPS

Wi-Fi Protected Setup Information

WPS Status Configured
SSID DrayTek
Authentication Mode Mized(WPA+WPAZIPSK

Device Configure

Configure via Push Button

Start PBC

Configure via Client PinCode

Start PIM

Hote:

WPS can help your wireless client autormatically connect to the Access point.,

» WPS is Disabled.
: WPS is Enahled.

s Waiting for WPS reguests from wireless clients,

Available settings are explained as follows:

Item Description

Enable WPS Check this box to enable WPS setting.

WPS Status Display related system information for WPS. If the wireless
security (encryption) function of the router is properly
configured, you can see ‘Configured’ message here.

SSID Display the SSID1 of the router. WPS is supported by SSID1

only.

Authentication Mode

Display current authentication mode of the router. Only
WPA2/PSK and WPA/PSK support WPS.

Configure via Push Button

Click Start PBC to invoke Push-Button style WPS setup
procedure. The router will wait for WPS requests from
wireless clients about two minutes. The WPS LED on the
router will blink fast when WPS is in progress. It will return to
normal condition after two minutes. (You need to setup WPS
within two minutes)

Configure via Client
PinCode

Please input the PIN code specified in wireless client you
wish to connect, and click Start PIN button. The WPS LED on
the router will blink fast when WPS is in progress. It will
return to normal condition after two minutes. (You need to
setup WPS within two minutes)
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111-1-6 WDS

WDS means Wireless Distribution System. It is a protocol for connecting two access points (AP)
wirelessly. Usually, it can be used for the following application:

®  Provide bridge traffic between two LANs through the air.
®  Extend the coverage range of a WLAN.

Refer to the following table:

WDS Mode | Wireless Comparisons
Signal

® Wireless stations (clients) within the effective range of
wireless signal can access into Internet through the router
/AP.

Bridge Limited ® Wireless stations (clients) out of the effective range of
wireless signal cannot access into Internet through the
router /AP with Bridge mode configured.

® The packets received from a WDS link will only be forwarded
to local wired or wireless hosts.

@ Wireless stations (clients) within the effective range of
wireless signal can access into Internet through the router
/AP.

Repeater | Extended ® Wireless stations (clients) out of the effective range of
wireless signal can access into Internet through the router
/AP with Repeater mode configured.

® The packets received from one Vigor router can be repeated
to another AP (remotely) through WDS links.

@ Only Repeater mode can do WDS-to-WDS packet forwarding.

To meet the above requirement, two WDS modes are implemented in Vigor router. One is
Bridge, the other is Repeater. Below shows the function of WDS-bridge interface:

The application for the WDS-Repeater mode is depicted as below:
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The major difference between these two modes is that: while in Repeater mode, the packets
received from one peer AP can be repeated to another peer AP through WDS links. Yet in
Bridge mode, packets received from a WDS link will only be forwarded to local wired or
wireless hosts. In other words, only Repeater mode can do WDS-to-WDS packet forwarding.

In the following examples, hosts connected to Bridge 1 or 3 can communicate with hosts
connected to Bridge 2 through WDS links. However, hosts connected to Bridge 1 CANNOT
communicate with hosts connected to Bridge 3 through Bridge 2.

Click WDS from Wireless LAN menu. The following page will be shown.
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Wireless LAN{Z.4GHz) == WDS Settings

WDS Settings | Setto Factory Default |
Mode: Disable * Bridge
Enable Peer MAC Address
Security:
Disable WEP Pre-shared Key
WEP:
Use the same WEP key set in Security Settings.
Note:

Preshared Key:
Type:

Note:

Disable unused links to get better perfarmance,

Repeater
WPA WP A2
Enable Peer MAC Addess
Key A

Note:

WPA and WPAZ are not compatible with DrayTek

WA,

Type 8~63 ASCII characters or 64 hexadecimal

digits leading by "0x", for example "cfgs01a2..." or

‘0x655abed....", Access Point Function:

Enable Disable

Status:

Send "Hello" message to peers.

The status is valid only when the peer also
supports this function.

Note: Channel Bandwidth will affect the connection of WwDS. If failed, please check Channel Bandwidth

setting.

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description

Mode Choose the mode for WDS setting. Disable mode will not

second one.

Disable

invoke any WDS setting. Bridge mode is designed to fulfill
the first type of application. Repeater mode is for the

Security There are three types for security, Disable, WEP and

Pre-shared key. The setting you choose here will make the
following WEP or Pre-shared key field valid or not. Choose
one of the types for the router.

WEP

When WEP is selected as Security above, Vigor router will
use the same WEP key set in Wireless LAN>>Security
Settings page.

All you have to do is to make sure WEP mode and WEP key
setting have been configured properly in Wireless
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LAN>>Security Settings.

Note: If Security mode configured in Wireless
LAN>>Security Settings page is not the same as the security
mode set here, a warning message will appear and ask you to
make the same configuration.

Pre-shared Key

When Pre-Shared Key is selected as Security above,
configure the following settings if required.

Type - There are some types for you to choose. WPA and
WPAZ2 are used for WDS devices (e.9.2925n wireless router,
you can set the encryption mode as WPA or WPA2 to establish
your WDS system between AP and the router.

Key - Set the encryption key in this field. Type 8 ~ 63 ASCII
characters or 64 hexadecimal digits leading by “0x”.

Bridge

If you choose Bridge as the connecting mode, please type in
the peer MAC address (of VigorAP/Vigor router required to
make connection with such Vigor router) in these fields.

Four peer MAC addresses are allowed to be entered in this
page at one time. Yet please disable the unused link to get
better performance. If you want to invoke the peer MAC
address, remember to check Enable box in the front of the
MAC address after typing.

Repeater

If you choose Repeater as the connecting mode, please type
in the peer MAC address (of VigorAP/Vigor router required to
make connection with such Vigor router and used to extend
the wireless signal) in these fields.

Four peer MAC addresses are allowed to be entered in this
page at one time. Similarly, if you want to invoke the peer
MAC address, remember to check Enable box in the front of
the MAC address after typing.

Access Point Function

Click Enable to make this router serve as an access point.
When Repeater is set as WDS Mode, click Enable to use such
function.

Click Disable if Bridge is set as WDS Mode.

Status

It allows user to send “hello” message to peers. Yet, it is
valid only when the peer also supports this function.

After finishing all the settings here, please click OK to save the configuration.
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[1I-1-7 Advanced Setting

This page allows users to set advanced settings such as operation mode, channel bandwidth,
guard interval, and aggregation MSDU for wireless data transmission.

For “n, ac” model ---

Wireless LAN{2.4GHz) »> Advanced Setting

HT Physical Mode

Operation Mode * Mized Mode Green Field
Channel Bandwidth 20 '® 20/40 40
Guard Interval lang * auto
aggregation MSDUA-MSDLY * Enable Disable
Long Preamble Enable '* Disable
T Power ® 100% 20%: 60% 30% 20% 10%
WM Capable * Enable Disable
APSD Capable Enable ® Disable
Fragment Length {256 - 2344) 2346 hytes
RTS Threshold (1 - 2347) 2347 hytes
Country Code { Reference)
Ok

Available settings are explained as follows:

Item Description

Operation Mode Mixed Mode - the router can transmit data with the ways
supported in both 802.11a/b/g and 802.11n standards.
However, the entire wireless transmission will be slowed
down if 802.11g or 802.11b wireless client is connected.

Green Field - to get the highest throughput, please choose
such mode. Such mode can make the data transmission
happen between 11n systems only. In addition, it does not
have protection mechanism to avoid the conflict with
neighboring devices of 802.11a/b/g.

Channel Bandwidth 20- the router will use 20Mhz for data transmission and
receiving between the AP and the stations.

40- the router will use 40Mhz for data transmission and
receiving between the AP and the stations.

20/40 - Vigor Router will scan for nearby wireless AP, and
then use 20MHz if the number of AP is more than 10, or use
40MHz if it's not.

Guard Interval It is to assure the safety of propagation delays and
reflections for the sensitive digital data. If you choose auto
as guard interval, the AP router will choose short guard
interval (increasing the wireless performance) or long guard
interval for data transmit based on the station capability.

Aggregation MSDU Aggregation MSDU can combine frames with different sizes.
It is used for improving MAC layer’s performance for some
brand’s clients. The default setting is Enable.

Long Preamble This option is to define the length of the sync field in an
802.11 packet. Most modern wireless network uses short
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preamble with 56 bit sync field instead of long preamble with
128 bit sync field. However, some original 11b wireless
network devices only support long preamble. Click Enable to
use Long Preamble if needed to communicate with this kind
of devices.

TX Power Set the power percentage for transmission signal of access
point. The greater the value is, the higher intensity of the
signal will be.

WMM Capable WMM is an abbreviation of Wi-Fi Multimedia. It defines the

priority levels for four access categories derived from 802.1d
(prioritization tabs). The categories are designed with
specific types of traffic, voice, video, best effort and low
priority data. There are four accessing categories - AC_BE ,
AC_BK, AC_VI and AC_VO for WMM.

To apply WMM parameters for wireless data transmission,
please click the Enable radio button.

APSD Capable

APSD (automatic power-save delivery) is an enhancement
over the power-save mechanisms supported by Wi-Fi
networks. It allows devices to take more time in sleeping
state and consume less power to improve the performance
by minimizing transmission latency.

The default setting is Disable.

Fragment Length
(256 - 2346)

Set the Fragment threshold. Do not modify default value if
you don’t know what it is, default value is 2346.

RTS Threshold (1 - 2347)

Minimize the collision (unit is bytes) between hidden stations
to improve wireless performance.

Set the RTS threshold. Do not modify default value if you
don’t know what it is, default value is 2347.

Country Code

Vigor router broadcasts country codes by following the
802.11d standard. However, some wireless stations will
detect / scan the country code to prevent conflict occurred.
If conflict is detected, wireless station will be warned and is
unable to make network connection. Therefore, changing
the country code to ensure successful network connection
will be necessary for some clients.

After finishing all the settings here, please click OK to save the configuration.
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I1I-1-8 Station Control

Station Control is used to specify the duration for the wireless client to connect and
reconnect Vigor router. If such function is not enabled, the wireless client can connect Vigor
router until the router shuts down.

Such feature is especially useful for free Wi-Fi service. For example, a coffee shop offers free
Wi-Fi service for its guests for one hour every day. Then, the connection time can be set as “1
hour” and reconnection time can be set as “1 day”. Thus, the guest can finish his job within
one hour and will not occupy the wireless network for a long time.

Wireless LAN{2.4GHz) == Station Control

SSID 1 SSID 2 SSID 3 SSID 4
SE5ID DrayTek
Enable
Connection Time 1 hour v
Reconnection Time 1 day v

Display All Station Control List
Hotspot Web Portal

Note:
Once the feature is enabled, the connection time quota will apply to each wireless client (identified by
MAC address).

QI Cancel

Available settings are explained as follows:

Item Description

SSID Display the SSID that the wireless station will use it to
connect with Vigor router.

Enable Check the box to enable the station control function.

Connection Time / Use the drop down list to choose the duration for the

Reconnection Time wireless client connecting /reconnecting to Vigor router. Or,

type the duration manually when you choose User defined.

Display All Station Control | All the wireless stations connecting to Vigor router by using
List such SSID will be listed on Station Control List.

Hotspot Web Portal Click it to access in to Hotspot Web Portal page for
modifying the settings if required.

After finishing all the settings here, please click OK to save the configuration.

I1I-1-9 Bandwidth Management

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large of
bandwidth and affect the applications for other programs. Please use Bandwidth Management
to make the bandwidth usage more efficient.
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Wireless LAN »> Bandwidth Management

S5ID 1 SSID 2 551D 3 S5ID 4
SSID: DrayTek
Enable s
Bandwidth Limit Type Auto Adjustment
Total Upload Limit{kbps) 30000
Total Download Limit{kKbps) 30000

Mote: 1.Download: Traffic going to any station.Upload: Traffic being sent from a wireless station,
2.4llow auto adjustment could make the best utilization of available bandwidth.,

(0]24 Cancel

Available settings are explained as follows:

Item Description

SSID Display the specific SSID name.

Enable Check this box to enable the bandwidth management for
clients.

Bandwidth Limit Type Auto Adjustment - Bandwidth limit is determined by the

system automatically.

Per Station Limit - Bandwidth limit is determined according
to the limitation of the wireless client.

Total Upload Limit It is available when Auto Adjustment is selected.

Type a value to define the maximum data traffic (uploading)
for all of the wireless clients connecting to Vigor2862.

Total Download Limit It is available when Auto Adjustment is selected.

Type a value to define the maximum data clientstations
connecting to Vigor2862.

Upload Limit It is available when Per Station Limit is selected.

Type a value to define the maximum data traffic (uploading)
for each wireless client connecting to Vigor2862.

Download Limit It is available when Per Station Limit is selected

Type a value to define the maximum data traffic
(downloading) for each wireless client connecting to
Vigor2862.

After finishing this web page configuration, please click OK to save the settings.
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[1I-1-10 AP Discovery

Vigor router can scan all regulatory channels and find working APs in the neighborhood. Based
on the scanning result, users will know which channel is clean for usage. Also, it can be used
to facilitate finding an AP for a WDS link. Notice that during the scanning process (about 5
seconds), no client is allowed to connect to Vigor.

This page is used to scan the existence of the APs on the wireless LAN. Yet, only the AP which
is in the same channel of this router can be found. Please click Scan to discover all the

connected APs.

Wireless LAN(2.4GHz) =» Access Point Discovery

Access Point List
Index BSSID Channel RSSI SSID Authentication
See Statistics.
Add to WDS Settings
AP's MAC address : H H : :
Add to ®eridge O Repeater

Mote:

1. During the scanning process (~5 seconds), no station is allowed to connect with the router,
2, AP Discovery can anly support up to 32 APs displayed on the screen,

Available settings are explained as follows:

Item Description
Scan It is used to discover all the connected AP. The results will be
shown on the box above this button.
Statistics It displays the statistics for the channels used by APs.
Wireless LAN == Site Survey Statistics
Recommended channels for usage:12345678910111213
AP number v.s. Channel
1,234 /5 6 |78 9|10 11 12 13 14
Channel
Add to If you want the found AP applying the WDS settings, please

type in the AP’s MAC address on the bottom of the page and
click Bridge or Repeater. Next, click Add to. Later, the MAC
address of the AP will be added to Bridge or Repeater field of
WDS settings page.
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I-1-11 Airtime Fairness

Airtime fairness is essential in wireless networks that must support critical enterprise
applications.

Most of the applications are either symmetric or require more downlink than uplink capacity;
telephony and email send the same amount of data in each direction, while video streaming
and web surfing involve more traffic sent from access points to clients than the other way
around. This is essential for ensuring predictable performance and quality-of-service, as well
as allowing 802.11n and legacy clients to coexist on the same network. Without airtime
fairness, offices using mixed mode networks risk having legacy clients slow down the entire
network or letting the fastest client(s) crowd out other users.

With airtime fairness, every client at a given quality-of-service level has equal access to the
network's airtime.

The wireless channel can be accessed by only one wireless station at the same time.

The principle behind the IEEE802.11 channel access mechanisms is that each station has
equal probability to access the channel. When wireless stations have similar data rate, this
principle leads to a fair result. In this case, stations get similar channel access time which is
called airtime.

However, when stations have various data rate (e.g., 11g, 11n), the result is not fair. The
slow stations (11g) work in their slow data rate and occupy too much airtime, whereas the
fast stations (11n) become much slower.

Take the following figure as an example, both Station A(11g) and Station B(11n) transmit data
packets through Vigor router. Although they have equal probability to access the wireless
channel, Station B(11n) gets only a little airtime and waits too much because Station A(11g)
spends longer time to send one packet. In other words, Station B(fast rate) is obstructed by
Station A(slow rate).

p— | . . |
\
'Q—Q )
Station A I,’ ’
'g—_—/ Time
Station B
To improve this problem, Airtime Fairness is added for Vigor router. Airtime Fairness function
tries to assign similar airtime to each station (A/B) by controlling TX traffic. In the following
figure, Station B(11n) has higher probability to send data packets than Station A(11g). By this
way, Station B(fast rate) gets fair airtime and it's speed is not limited by Station A(slow rate).
pm—— | | \Ill
\
'é )
Station A I,’ ’
'g'."»/ Time
Station B !
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It is similar to automatic Bandwidth Limit. The dynamic bandwidth limit of each station
depends on instant active station number and airtime assignment. Please note that Airtime
Fairness of 2.4GHz and 5GHz are independent. But stations of different SSIDs function
together, because they all use the same wireless channel. IN SPECIFIC ENVIRONMENTS, this
function can reduce the bad influence of slow wireless devices and improve the overall
wireless performance.

Suitable environment:

(1) Many wireless stations.
(2) All stations mainly use download traffic.

(3) The performance bottleneck is wireless connection.

Wireless LAN(2.4GHz) >> Airtime Fairness

[0 Enable Aitime Fairness

Triggering Client Number 2 (2 ~ 64) (Default: 2)

Note:
Please enable or disable this function according to the real situation and user experience. It is NOT
suitable for all environments,

[ DK ] [ Cancel

Available settings are explained as follows:

Item Description

Enable Airtime Fairness Try to assign similar airtime to each wireless station by
controlling TX traffic.

Airtime Fairness - Click the link to display the following
screen of airtime fairness note.

[4 172.17.3.110/wireless/ap_af_note.asp

Airtime Fairness Note:

3 * airtime is the time where a wireless station occupies the wirelees channel. Airtime Faimess function

| tries to assign similar airtime to each station by controlling Tx traffic. IN SPECIFIC ENVIRONMENTS,

1 this function can reduce the bad influence of slow wireless devices and improve the overall wireless

| performance.

* Suitable enviranment : (1) Many wireless stations, {2) All stations mainly use download traffic. (3)
The performance bottlenack is wireless connection,

* Triggering Client Number: Airtime Fairness function is applied only when active station number
achieves this number.

Triggering Client Number -Airtime Fairness function is
applied only when active station number achieves this
number.

After finishing this web page configuration, please click OK to save the settings.
Info Airtime Fairness function and Bandwidth Limit function should be mutually

exclusive. So their webs have extra actions to ensure these two functions
are not enabled simultaneously.
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[1I-1-12 Band Steering

Band Steering detects if the wireless clients are capable of 5GHz operation, and steers them
to that frequency. It helps to leave 2.4GHz band available for legacy clients, and improves
users experience by reducing channel utilization.

If dual-band is detected, the AP will let the wireless client connect to less congested wireless
LAN, such as 5GHz to prevent from network congestion.

Info To make Band Steering work successfully, SSID and security on 2.4GHz also
MUST be broadcasted on 5GHz.
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Open Wireless LAN (2.4GHz)>>Band Steering to get the following web page:

Wireless LAN(2.4GHz) »> Band Steering

[0 Enable Band Steering

Check Time for WLAN Client 5G Capability [15 second{s) {1 ~ 60} {Default: 300

Note:
Please setup at least one pair of 2,4GHz and 5GHz Wireless LAN with the same SSID and security.

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description

Enable Band Steering If it is enabled, Vigor router will detect if the wireless client
is capable of dual-band or not within the time limit.
Check Time.... - If the wireless station does not have the

capability of 5GHz network connection, the system shall wait
and check for several seconds (15 seconds, in default) to
make the 2.4GHz network connection. Specify the time limit
for Vigor router to detect the wireless client.

After finishing this web page configuration, please click OK to save the settings.

Below shows how Band Steering works.

AP Receives probe
request from client

240G

Check MO
SEIDSecurity on G
(same as 2.45)

v

5G YES

Check 1)
RE=51 value
2.4G<615 30 dbm

¥

YES

Check Time .
[0 ~ B0 seconds) Overtime
Wait for 55

connection request

L J

YES
L J
AP replies probe AP Receives probe
» request on 5G request on 2.4 G
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How to Use Band Steering?
1. Open Wireless LAN(2.4GHz)>>Band Steering.

2. Check the box of Enable Band Steering and use the default value (15) for check time

setting.

Wireless LAN{Z.4GHz) => Band Steering

Enable Band Steering
Check Time for WLAN Client 5G Capability |19

second(s) (1 ~ 60} (Default: 30)

Note:

Please setup at least one pair of 2,4GHz and 5GHz Wireless LaN with the same SSID and security.

ok |

[ Cancel ]

Click OK to save the settings.
4. Open Wireless LAN (2.4GHz)>>General Setup

and Wireless LAN (5GHz)>> General

Setup. Configure SSID as DrayTek2925 BandSteering for both pages. Click OK to save the

settings.
Wireless LAN{2.4GHz) > General Setup

General Setting ( IEEE 802.11)

Enable Wirsless LaN

Enable Hide SSID

Mode : Mixed{11b+11g+11n) +
Channel: Channel B, 24370Hz  »

S5ID

1

DrayTek2925 BandSteering ]

a

Dty Tek_Guest |

Isolate Member

a

Isolate YPH

|

Same value
for 2.4GHz
and 5GHz
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\General Setting { IEEE 802.11)
Enable Wireless LAN

ote:
Enabling the Isolate Member configuration will forbid the wireless clients associated to
the same SSID from connecting to each other.

The isalate ¥PN configuration will isolate the wireless traffic from ¥PM connections and
thus, wirgless clients will not be able to access the YPN network under this setting.

Wwhen High Availability is set as Hot-Standby redundant method and displayed as
Secondary State with Stable condition on the page of High Availability Status, the

Wireless LAN{5GHz) »> General Setup

[Mixed (11a+11n+1ac) |

[Channel 36, 5180MHz v

Enable Hid 10 10 [solate Member Isaolate PN

1 [DrayTek2925_BandSteering \ ] | O
2 O [DrayTek_5G_Guest |

s O | |

+ O \ |

Note:

Enabling the Isolate Member configuration will forbid the wireless clients associated to
the same SSID from connecting to each other.

The isolate ¥PN configuration will isolate the wireless traffic from VPN connections and
thus, wireless clients will not be able to access the WPN network under this setting.
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5. Open Wireless LAN (2.4GHz)>>Security and Wireless LAN (5GHz)>>Security. Configure
Security as 12345678 for both pages. Click OK to save the settings.

Wireless LAN(2.4GHz) >> Security Settings

SSID 1 SSID 2 SSID 3 SSID 4
Mode: Mixed(WPAHWPAZYPSK N
WP A
Encryption Mode: TKIP for WPASAES for WRAZ

Pre-Shared Key(PSK:

Password Strength;

Strong passw requirernents:

1. Have apA€ast 7 characters, including numbers and letters.

2, Haye7at least one upper-case letter and one lower-case letter,
tluding non-alphanumeric characters is a plus,

Type 8~63 ASCII character or 64 Hexadecimal digits leading by "0x", for example
"cfgs0laz..." or "Ox655abed. .. .".

Encryption Mode:

Same value Key 1: =
for 2.4GHz -
2 :
and 5GHz 4
Key 3
Wireless LAN(GGHZNe> Security Settings
SSID 1 SSID 3 SSID 4
Mode: Mixed (WP ARYPAZ)/PSK hd
WEA
Encryption Mode: TKIP for WPASAES for WPAZ
Pre-Shared Key{PSK):
Password Strength:
Strong password requirements:
1. Have at least 7 characters, including numbers and letters,
2. Have at least one upper-case letter and one lower-case letter,
3. Including non-alphanumeric characters is a plus.
Type 8~63 ASCII character or 64 Hexadecimal digits leading by "Ox", for example
'cfgs01a2..." or "Ox655abed....".
WEP

Encryption Mode:

key 1.
key 2
key 3

6. Now, Vigor router will let the wireless clients connect to less congested wireless LAN,
such as 5GHz to prevent from network congestion.
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[1I-1-13 Roaming

The network signal for a single wireless access point might be limited by its coverage range.
Therefore, if you want to expand the wireless network in a large exhibition with a quick
method, you can install multiple access points with enabling the Roaming feature for each AP
to reach the purpose of expanding wireless signals seamlessly.

These access points connecting for each other shall be verified by pre-authentication. This
page allows you to enable the roaming feature and the pre-authentication.

Wireless LAN2.4GHz) »> Roaming

Router-assisted Client Roaming Parameters

O Dizable RSSI Requirement
O Strictly Minimum RSSI -73 dBrn (42 9} (Default: -73)
@ Minimum RSSI - 66 dem (|50 %60 (Default: -56)
with Adjacent AP RSSI over 5 di {Default: &)
[ Ok ] [ Cancel ]

Available settings are explained as follows:

Item

Description

Disable RSSI Requirement

When the link rate of wireless station is too low or the signal
received by the wireless station is too worse, Vigor router
will automatically detect (based on the link rate and RSSI
requirement) and cut off the network connection for that
wireless station to assist it to connect another Wireless AP to
get better signal.

This option is to disable the roaming mechanism.

Strictly Minimum RSSI

Vigor router uses RSSI (received signal strength indicator) to
decide to terminate the network connection of wireless
station. When the signal strength is below the value (dBm)
set here, Vigor router will terminate the network connection
for that wireless station.

Minimum RSSI

Minimum RSSI - When the signal strength of the wireless
station is below the value (dBm) set here and adjacent AP
(must be DrayTek AP and support such feature too) with
higher signal strength value (defined in the field of With
Adjacent AP RSSI over) is detected by Vigor router, Vigor
router will terminate the network connection for that
wireless station. Later, the wireless station can connect to
the adjacent AP (with better RSSI).

® With Adjacent AP RSSI over - Specify a value as a
threshold.

After finishing this web page configuration, please click OK to save the settings.
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111-1-14 Station List

Station List provides the knowledge of connecting wireless clients now along with its status
code. There is a code summary below for explanation. For convenient Access Control, you
can select a WLAN station and click Add to Access Control below.

Wireless LAN2.4GHz) »> Station List
Station List

Advanced Meighbor
Index Jtatus IP hiddress MAC Address bzzociated with

Refrash

Status Codes :

© Connected, Mo encryption.

v Connected, WEP,

» Connected, WPA,

¢ Connected, WPAZ,

. Blocked by Access Contral,

. Connecting.

i Fail to pass WPa/PSK authentication,

MmMZ@I=omN

Add to Access Control :

Client's MaAC address

Note:

After 3 station connects to the router successfully, it may be turned off without notice, In that case, it
will still be on the list until the connection expires.

Add

Available settings are explained as follows:

Item Description

Refresh Click this button to refresh the status of station list.

Add Click this button to add current typed MAC address into
Access Control.

266 Vigor2926 Series User’s Guide



Part IV VolP

Voice over IP network (VolP) enables you to use
your broadband Internet connection to make toll
% quality voice calls over the Internet.

VoIP
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IV-1 VolP

268

Voice over IP network (VolP) enables you to use your broadband Internet connection to make
toll quality voice calls over the Internet.

Info This function is used for “V” models.

There are many different call signaling protocols, methods by which VolP devices can talk to
each other. The most popular protocols are SIP, MGCP, Megaco and H.323. These protocols
are not all compatible with each other (except via a soft-switch server).

The Vigor V models support the SIP protocol as this is an ideal and convenient deployment for
the ITSP (Internet Telephony Service Provider) and softphone and is widely supported. SIP is
an end-to-end, signaling protocol that establishes user presence and mobility in VolP
structure. Every one who wants to talk using his/her SIP Uniform Resource Identifier, “SIP
Address”. The standard format of SIP URI is

sip: user:password @ host: port

Some fields may be optional in different use. In general, "host” refers to a domain. The
“userinfo” includes the user field, the password field and the @ sign following them. This is
very similar to a URL so some may call it “SIP URL”. SIP supports peer-to-peer direct calling
and also calling via a SIP proxy server (a role similar to the gatekeeper in H.323 networks),
while the MGCP protocol uses client-server architecture, the calling scenario being very
similar to the current PSTN network.

After a call is setup, the voice streams transmit via RTP (Real-Time Transport Protocol).
Different codecs (methods to compress and encode the voice) can be embedded into RTP
packets. Vigor V models provide various codecs, including G.711 A/p-law, G.723, G.726 and
G.729 A & B. Each codec uses a different bandwidth and hence provides different levels of
voice quality. The more bandwidth a codec uses the better the voice quality, however the
codec used must be appropriate for your Internet bandwidth.

Calling via SIP Servers

First, the Vigor V models of yours will have to register to a SIP Registrar by sending
registration messages to validate. Then, both parties’ SIP proxies will forward the sequence
of messages to caller to establish the session.

If you both register to the same SIP Registrar, then it will be illustrated as below:
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The major benefit of this mode is that you don’t have to memorize your friend’s IP address,
which might change very frequently if it’s dynamic. Instead of that, you will only have to

using dial plan or directly dial your friend’s account name if you are with the same SIP
Registrar.

Peer-to-Peer

Before calling, you have to know your friend’s IP Address. The Vigor VolP Routers will build
connection between each other.

Vigor V models firstly apply efficient codecs designed to make the best use of available
bandwidth, but Vigor V models also equip with automatic QoS assurance. QoS Assurance
assists to assign high priority to voice traffic via Internet. You will always have the required
inbound and outbound bandwidth that is prioritized exclusively for Voice traffic over Internet
but you just get your data a little slower and it is tolerable for data traffic.

Our Vigor V models firstly apply efficient codecs designed to make the best use of available
bandwidth, but Vigor V models also equip with automatic QoS assurance. QoS Assurance
assists to assign high priority to voice traffic via Internet. You will always have the required
inbound and outbound bandwidth that is prioritized exclusively for Voice traffic over Internet
but you just get your data a little slower and it is tolerable for data traffic.
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Web User Interface

IV-1-1 VoIP Wizard

Vigor router offers a quick method to configure settings for VolP application. Follow the steps
listed below.

1)

Info This wizard is available for “vV”” model only.

1. Open Wizards>>VolP Wizard.

2. The screen of VoIP Wizard will be shown as follows.

VolP Wizard

Set VolIP service provider domain

YoIP service provider |drayte|.0rg V| |drayte|.nrg | (63 char max).
SIP Port A060

Set Account quickly

Phone 1 {default mapping to Account 1)

Account Number/Mame | | {63 char max).

Passwaord | | {63 char max).

Phone 2 (default mapping to Account 2)

use the same Account as phonel

Account Number/Mame | | {63 char max).
Password | | {63 char max).
Available settings are explained as follows:
Iltem Description
Set VoIP service VolP service provider - Use the drop down list to choose
provider domain the ISP which offers the VolP service for your router.

SIP Port - Use the default setting (5060).

Set Account quickly Account Number/Name - Type the account number/name
registered to your ISP.

Password - Type the password for the account registered to
your ISP.
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Use the same Account as phone 1 - If you don’t need to
configure Phone 2 settings, simply check this box.

Next Click it to get into the next setting page.

Cancel Click it to give up the VolP wizard.

3. After finished the settings above, click Next for viewing summary of such connection.

VolP Wizard

Please confirm your settings:

YoIP Service Provider draytel.arg
SIP Port {ul<Tn]
Phone 1 &ccount EE633s
Phore 2 account GE33s

Click Back to modify changes if necessary. Otherwise, click Finish to save current settings.

[ Finigh ] [ Cancel

4. Click Finish. A page of VoIP Wizard Setup OK!!! will appear.

VolP Wizard Setup OK!
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IV-1-2 General Settings

Open VolP>>General Settings. The following page will appear. Check the box of Enable VolP
and click OK to open the configuration page. If not, no settings will be displayed.

VolP >> General Settings

Enahle woIP

Note:

During the %oIP disable: {1)For the models that has line port interface, the FXS parts will
connect to line port, (23For the models that does not have line port, the FX5 ports will be
turned off that is no power supplied in FXS ports,

OK

After checking the box and click OK, the following page appears for you to configure secure
phone, IP call; and set NAT Traversal Setting, RTP for the VolIP function.

YVoIP > General Settings

Enable WoIP

Hote:

During the walP disable:(1)For the models that has line port interface, the FXS ports will
connect to line port, (2)For the models that does not have line port, the FxS ports will be
turned off that is no power supplied in FXS ports,

Secure Phone
Enable Secure Phone (ZRTP+5RTR)
Enable $45 voice Prompt

NAT Traversal Setting
STUM Server

External IP

SIP PING Interval 180 Sec
RTP

] symmetric RTP

Dynamic RTP Port Start 10050

Dyhnamic ETP Port End 14000

FTP TOS IF precedence 5 M| 10100000
IP Call

[1 Enable 1P Call

Available settings are explained as follows:
Item Description
Secure Phone Enable Secure Phone - It allows users to have encrypted RTP

stream with the peer side using the same protocol
(ZRTP+SRTP). Check this box to have secure call.

Enable SAS Voice Prompt - If it is enabled, SAS prompt will
be heard for both ends every time. If it is disabled, no SAS
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prompt will be heard any more.

NAT Traversal Setting STUN Server - Type in the IP address or domain of the STUN
server.

External IP - Type in the gateway IP address.

SIP PING interval - The default value is 150 (sec). It is useful
for a Nortel server NAT Traversal Support.

RTP Symmetric RTP - Check this box to invoke the function. To
make the data transmission going through on both ends of
local router and remote router not misleading due to IP lost
(for example, sending data from the public IP of remote
router to the private IP of local router), you can check this
box to solve this problem.

Dynamic RTP Port Start - Specifies the start port for RTP
stream. The default value is 10050.

Dynamic RTP Port End - Specifies the end port for RTP
stream. The default value is 15000.

RTP TOS - It decides the level of VolP package. Use the drop
down list to choose any one of them.

tanual

IP precedence 1
IP precedence 2

IP precedence 3

IP precedence 4

IP precedence &

IP precedence B

IP precedence 7

AF Class1 (Low Drop)

AF Class1 (Mediurm Drop)
AF Class1 (High Drop)
AF Class2 (Low Drop)

AF Class2 (Medium Drop)
AF Class2 (High Drop)
AF Class3 (Low Drop)

AF Class3 (Medium Drop)
AF Class3 (High Drop)
AF Classd (Low Drop)

AF Classd (Medium Drop)
AF Class4 (High Drop)

EF Class
RTP TOS Manual b
IP Call Enable IP Call - It allows that a user could dial outgoing IP

Calls; and Vigor router could receive the incoming IP Calls.

Application for Secure Phone

Enable SAS Voice Prompt, for ex: if vigor router A calls vigor router B with checking Enable
Secure Phone and Enable SAS Voice Prompt, then:

1.  After the connection established, vigor router A will send SAS voice prompt to A and
vigor router B will send the SAS voice prompt to B.

2. Then the RTP traffic is secured until the call ends.

3.  If vigor router A wants to call vigor router B again next time, both A and B will not hear
any voice prompt again even checking Enable SAS Voice Prompt on web Ul. It means
only the first call between them will have voice prompt.

Enable SAS Voice Prompt, for ex: if vigor router A calls vigor router B with checking Enable
Secure Phone but not Enable SAS Voice Prompt, then:

1.  After the connection established, vigor router A will NOT send SAS voice prompt to vigor
router A and vigor router B will NOT send the SAS voice prompt to vigor router B.
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2. Even no voice prompt, but the RTP traffic is still secured until the call ends.

Info If the incoming or outgoing calls do not match any entry on the phonebook,
the router will try to make the call "being protected". But, if the call ends
up "unprotected”(e.g. peer side does not support ZRTP+SRTP), the router
will not play out a warning message.
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IV-1-3 SIP Accounts

In this section, you set up your own SIP settings. When you apply for an account, your SIP
service provider will give you an Account Name or user name, SIP Registrar, Proxy, and
Domain name. (The last three might be the same in some case). Then you can tell your folks
your SIP Address as in Account Name@ Domain name

As Vigor VolP Router is turned on, it will first register with Registrar using
AuthorizationUser@Domain/Realm. After that, your call will be bypassed by SIP Proxy to the
destination using AccountName@Domain/Realm as identity.

Info Selection items for Ring Port will differ according to the router you have.
VoIP > SIP Accounts o
SIP Accounts List

Index Profile DomainfRealm Proxy Account Mame Codec Ring Port Status
1 5.7294/6  [IPhonel [JPhone2 -
2 - G.729~/8 [JPhonel [JPhone= -
3 G.7294/8  [Jrhonel [JPhonez =
4 G.7298/8 [Phonel [JPhaone2 -
5 5.7294/6  [IPhonel [JPhone2 -
[ - G.729~/8 [JPhonel [JPhone= -
7 G.7294/8  [Jrhonel [JPhonez =
8 G.7298/8 [Phonel [JPhone2 -
] 5.7294/6  [IPhonel [JPhone2 -
10 - G.729~/8 [JPhonel [JPhone= -
1 3.7294/8  [JPhonel [JPhone2 -
12 G.7298/8  [JPhonel [JPhonez -

F.: success registered on SIP
SErver
-: fail to register on SIP server

Available settings are explained as follows:
Item Description
Index Click this link to access into next page for setting SIP
account.
Profile Display the profile name of the account.

Domain/Realm

Display the domain name or IP address of the SIP registrar
server.

Proxy

Display the domain name or IP address of the SIP proxy
server.

Account Name

Display the account name of SIP address before @.

Codec Display the codec type for the account.
Ring Port Specify which port will ring when receiving a phone call.
Status Show the status for the corresponding SIP account. R means

such account is registered on SIP server successfully. - means
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the account is failed to register on SIP server.

Click any index link to access into the following page for configuring SIP account.

VolP == SIP Accounts

SIP Account Index No. 1

Profile Mame
Register wia
SIP Port
Domain/Realm

Proxy

Display Marme
Account Number/MName
[ authentication 1D
Password
Expiry Time
NAT Trawersal Support
Call Forwarding

SIP URL

Time Out
Ring Port
Ring Pattern

Prefer Codec

{11 char max.)

More s

a060

O act as outhound proxy
(23 char max.)

1 hour % | 3600 =T
Mone v

Disable hd

30 sec

Orhoner Crhonez

1

G.729A/E (Ekbps) ~

[ call without Registration

O single Codec

(63 char max.)

(63 char max.)

(63 char max.)
(63 char max.)

(63 char max.)

Packet Size 20ms
Yoice Active Detector Off »
[ Ok ] [ Cancel ] [ Clear

Available settings are explained as follows:

Item

Description

Profile Name

Assign a name for this profile for identifying. You can type
similar name with the domain. For example, if the domain
name is draytel.org, then you might set draytel-1 in this

field.

Register via

If you want to make VolP call without register personal
information, please choose None and check the box to
achieve the goal. Some SIP server allows user to use VolP
function without registering. For such server, please check
the box of Call without Registration. Choosing Auto is
recommended. The system will select a proper way for your

VolIP call.

Vigor2926 Series User’s Guide



MHaone hd
Auto
VAR Cnly
WAk First
: WA 2 ity
WARZ First
VARG Oy
WirArM3 First
WA Oy
Wirsr4 First
LARM PN
Py LAR

SIP Port

Set the port number for sending/receiving SIP message for
building a session. The default value is 5060. Your peer must
set the same value in his/her Registrar.

Domain/Realm

Set the domain name or IP address of the SIP Registrar
server.

Proxy

Set domain name or IP address of SIP proxy server. By the
time you can type :port number after the domain name to
specify that port as the destination of data transmission
(e.g., nat.draytel.org:5065)

Act as Outbound Proxy

Check this box to make the proxy acting as outbound proxy.

Display Name

The caller-ID that you want to be displayed on your friend’s
screen.

Account Number/Name

Enter your account name of SIP Address, e.g. every text
before @.

Authentication ID

Check the box to invoke this function and enter the name or
number used for SIP Authorization with SIP Registrar. If this
setting value is the same as Account Name, it is not
necessary for you to check the box and set any value in this
field.

Password The password provided to you when you registered with a SIP
service.
Expiry Time The time duration that your SIP Registrar server keeps your

registration record. Before the time expires, the router will
send another register request to SIP Registrar again.

NAT Traversal Support

If the router (e.g., broadband router) you use connects to
internet by other device, you have to set this function for
your necessity.

MNAT Trawversal Support Mone

Mone

None - Disable this function.

Stun - Choose this option if there is Stun server provided for
your router.

Manual - Choose this option if you want to specify an
external IP address as the NAT transversal support.

Nortel - If the soft-switch that you use supports Nortel
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solution, you can choose this option.

Call Forwarding

There are four options for you to choose. Disable is to close
call forwarding function. Always means all the incoming calls
will be forwarded into SIP URL without any reason. Busy
means the incoming calls will be forwarded into SIP URL only
when the local system is busy. No Answer means if the
incoming calls do not receive any response, they will be
forwarded to the SIP URL by the time out.

Dizable “

Mo Answer
Busy ar Mo Answer
E]

SIP URL - Type in the SIP URL (e.g., aaa@draytel.org or
abc@iptel.org) as the site for call forwarded.

Time Out - Set the time out for the call forwarding. The
default setting is 30 sec.

Ring Port

Set Phone 1 and/or Phone 2 as the default ring port(s) for
this SIP account.

Ring Pattern

Choose a ring tone type for the VolP phone call.

Ring Pattemn 1 »

Prefer Codec

Select one of five codecs as the default for your VolP calls.
The codec used for each call will be negotiated with the peer
party before each session, and so may not be your default
choice. The default codec is G.729A/B; it occupies little
bandwidth while maintaining good voice quality.

If your upstream speed is only 64Kbps, do not use G.711
codec. It is better for you to have at least 256Kbps upstream
if you would like to use G.711.

G.729A/B (BKbps) |

G.711MU (B4kbps)
G.7114 [Bdkbps

= 7295 [Blbps)
5723 (B.4kbps)
5726 32 (32kbps)

Single Codec - If the box is checked, only the selected Codec
will be applied.

Packet Size

The amount of data contained in a single packet. The default
value is 20 ms, which means the data packet will contain 20
ms voice information.
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Packet Size 20ms v

20ms

Voice Active Detector This function can detect if the voice on both sides is active or
not. If not, the router will do something to save the
bandwidth for other using. Click On to invoke this function;
click off to close the function.

Yoice Active Detector Off »

After finishing all the settings here, please click OK to save the configuration.
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IV-1-4 DialPlan

This page allows you to set phone book, digit map, call barring, regional settings and PSTN
setup for the VolIP function. Click the links on this page to access into next pages for detailed
settings.

IV-1-4-1 Phone Book

In this section, you can set your VolP contacts in the “phonebook”. It can help you to make
calls quickly and easily by using “speed-dial” Phone Number. There are total 60 index entries
in the phonebook for you to store all your friends and family members’ SIP addresses. Loop

through and Backup Phone Number will be displayed if you are using Vigor2926 series for

setting the phone book.

YoIP = DialPlan Setup
Phone Book Digit Map Call Barring Regional PSTH Setup
. . Backu
N s e SPURL 0N L0 phone SR g
Humber
1. Default None MNone ®
2. Default None MNone ®
3. Default None MNone b3
4. Default Mone Mane ]
5. Default None MNone ®
6. Default None MNone ®
rA Default None MNone b3
8. Default Mone MNone ®
9. Default None MNone ®
10. Default None MNone ®
1. Default None MNone b3
12, Default None MNone ®
13. Default None MNone ®
14. Default None MNone ®
15. Default Mone Mone ¥
16. Default None MNone ®
17. Default None MNone ®
18. Default None MNone ®
19. Default MNone MNone ®
20. Default None MNone ®
<< 120 | 2140 | 4160 == Next =

Status: v --- Active, ¥ - [nactive

Click any index number to display the dial plan setup page.

VolP => DialPlan Setup

Phone Book Index No. 1

Enable
Phaone Mumber 1
Display Mame Pally
SIP LURL 1112 @ fwd. pulver.com
Dial Out Account Default +
Loop through MNone |«
Backup Phone Mumber
PSTM
Secure Phone Fare v
[ ok ] [ clear | [ Cancel |
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Available settings are explained as follows:

Item

Description

Enable

Click this to enable this entry.

Phone Number

The speed-dial number of this index. This can be any number
you choose, using digits 0-9 and * .

Display Name The Caller-ID that you want to be displayed on your friend’s
screen. This let your friend can easily know who’s calling
without memorizing lots of SIP URL Address.

SIP URL Enter your friend’s SIP Address.

Dial Out Account

Choose one of the SIP accounts for this profile to dial out. It
is useful for both sides (caller and callee) that registered to
different SIP Registrar servers. If caller and callee do not use
the same SIP server, sometimes, the VolP phone call
connection may not succeed. By using the specified dial out
account, the successful connection can be assured.

Loop through

Choose PSTN to enable loop through function.

Backup Phone Number

When the VolIP phone obstructs or the Internet breaks down
for some reasons, the backup phone will be dialed out to
replace the VolP phone number. At this time, the phone call
will be changed from VolP phone into PSTN call according to
the loop through direction chosen. Note that, during the
phone switch, the blare of phone will appear for a short
time. And when the VolP phone is switched into the PSTN
phone, the telecom co. might charge you for the connection
fee. Please type in backup phone number for this VoIP phone
setting.

Secure Phone

ZRTP+SRTP - It allows users to have encrypted RTP stream
with the peer side using the same protocol (ZRTP+SRTP).
Check this box to have secure call.

Cancel

Return to previous web page.

After finishing all the settings here, please click OK to save the configuration.

Info If the incoming or outgoing calls do not match any entry on the phonebook,
the router will try to make the call "being protected". But, if the call ends
up "unprotected”(e.g. peer side does not support ZRTP+SRTP), the router
will not play out a warning message.
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IV-1-4-2 Digit Map

For the convenience of user, this page allows users to edit prefix number for the SIP account
with adding number, stripping number or replacing number. It is used to help user have a quick
and easy way to dial out through VolP interface.

WolP == DialPlan Setup d
Phone Book Digit Map Call Barring Regional PSTH Setup
. . Max Move Move
# Enable Match Prefix Mode OP Number  Min Len Len Route Up Down
1 03 Replace = | 8863 7 a PETH  » Down
2 a8h Strip w | 386 9 10 PETH +| UP Down
8| |4 0 0 UP  Down
4 [ ] 0 UP Down
5 O 0 0 UP  Down
17 O 0 0 UP Dewn
i O 0 0 UP  Down
15 O 0 0 UP  Down
20 [ 0 0 up
Note: 1. The length for Min Len and Max Len fields should be between 0~Z25,

2. wildcard '?' is supported,

[ 0K ] [ Cancel

Available settings are explained as follows:

Item Description

Enable Check this box to invoke this setting.

Match Prefix It is used to match with the number you dialed and may be
modified by the action (add, strip or replace) with the OP
Number.

Mode None - No action.

Add - When you choose this mode, the OP number will be
added before the match prefix number for calling out
through the specific route.

Strip - When you choose this mode, the partial or whole
match prefix number will be deleted according to the OP
number. Take the above picture (Prefix Table Setup web
page) as an example, the OP number of 886 will be deleted
completely for the match prefix number is set with 886.

Replace - When you choose this mode, the OP number will
be replaced by the prefix number for calling out through
the specific VolIP interface. Take the above picture (Prefix
Table Setup web page) as an example, the prefix number of
03 will be replaced by 8863. For example: dial number of
“031111111” will be changed to “88631111111” and sent to
SIP server.
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Mode

Feplace

OP Number The front number you type here is the first part of the
account number that you want to execute special function
(according to the chosen mode) by using the prefix number.

Min Len Set the minimal length of the dial number for applying the
prefix number settings. Take the above picture (Prefix
Table Setup web page) as an example, if the dial number is
between 7 and 9, that number can apply the prefix number
settings here.

Max Len Set the maximum length of the dial number for applying
the prefix humber settings.

Route Choose the one that you want to enable the prefix number
settings from the saved SIP accounts. Please set up one SIP
account first to make this interface available. This item
will be changed according to the port settings configured in
VolP>> Phone Settings.

Move UP /Move Down Click the link to move the selected entry up or down.

After finishing all the settings here, please click OK to save the configuration.
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IV-1-4-3 Call Barring

Call barring is used to block phone calls coming from the one that is not welcomed.

VolP >> DialPlan Setup d

Phone Book Diyit Map Call Barring Reyional PSTH Setup
| Setto Factory Default |

Index Call Direction Barring Type Barring Number/URL/FURI  Route Schedule Status
b

%

SRl S
*

A
A
s
.
=
s
=
Y]
=
W
W
=
o
>
=
W
W

Block Anonymous
Route [ phoneir O Phonez

Index(1-15% in Schedule Setup , s ;

Mote: Block the incoming calls which do not have the caller ID.

Block Unknown Domain
Route O phoner O Phonez
Index(1-15} in Schedule Setup ; , ;

Note: If the domain of the incoming call is different from the domain found in SIP accounts, the call
should be blocked.

Block IP Address
Route O phoner [ Phonez
Index(1-15} in Schedule Setup , . .
Note: The incoming calls by means of IP dialing {e.g.#192*168*1*1#) should be blocked.

[ Ok ] [ Cancel ]

Additionally, you can set advanced settings for call barring such as Block Anonymous, Block
Unknown Domain or Block IP Address.

For Block Anonymous - this function can block the incoming calls without caller ID on the
interface (Phone port) specified in the following window. Such control also can be done based
on preconfigured schedules.

For Block Unknown Domain - this function can block incoming calls (through Phone port) from
unrecognized domain that is not specified in SIP accounts. Such control also can be done based
on preconfigured schedules.

For Block IP Address - this function can block incoming calls (through Phone port) coming from
IP address. Such control also can be done based on preconfigured schedules.
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Click any index number to display the call barring setup page.

VolP == DialPlan Setup

Call Barring Index No. 1

Enable

Call Direction
Barring Type

Specific URL/URL

I hal
Specific URVURL

Route All
Index(1-15% in Schedule Setup s , s
Note:\wildcard '?' is supported.
[ Dk ] [ Cancel ]

Available settings are explained as follows:

Item

Description

Enable

Check it to enable this entry.

Call Direction

Determine the direction for the phone call, IN - incoming
call, OUT-outgoing call, IN & OUT - both incoming and
outgoing calls.

Barring Type

Determine the type of the VolP phone call, URI/URL or
number.

Specific URIYURL +

‘Specific URIFURL
apecific Number

Specific URI/URL or
Specific Number

This field will be changed based on the type you selected
for barring Type.

Route

All means all the phone calls will be blocked with such
mechanism.

Index (1-15) in Schedule

Enter the index of schedule profiles to control the call
barring according to the preconfigured schedules. Refer to
section Applications>>Schedule for detailed
configuration.
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IV-1-4-4 Regional

This page allows you to process incoming or outgoing phone calls by regional. Default values
(common used in most areas) will be shown on this web page. You can change the number

based on the region that the router is placed.

VolP >> DialPlan Setup

Enable Regional

| Setto Factory Default |

Last Call Return [Miss]: =Y
Last Call Return [In]: 2 Last Call Return [Out]: 14
*7e
Call Forward [&l] [Act]: Call Forward [Deact]: 73 +#
+number+#
Call Forward [Busy] [Act]: 20 Call Forward [Mo Ans] [Act]: 92
+humber+# +humber+#
Do Mot Disturb [Act]: 7o +# Do Mot Disturb [Deact]: g +#
Hide caller ID [4ct]: "B +# Hide caller ID [Deact]: “&a +#
Call Waiting [Act]: a6 +# Call Waiting [Deact]: a7 +#
Block Anonymous [Act]: 7 +# Block Anonymous [Deact]: a7 +#
Block Unknow Domain [Act]: ~40 +# Block Unknow Domain T4 +#
[Ceact]:
Block IF Calls [4ct]: a0 +# Block IP Calls [Deact]: 5 +#
Block Last Calls [Act]: B0 +#
[ Ok ] [ Cancel

Available settings are explained as follows:

Item

Description

Enable Regional

Check this box to enable this function.

Last Call Return [Miss]

Sometimes, people might miss some phone calls. Please
dial number typed in this field to know where the last
phone call comes from and call back to that one.

Last Call Return [In]

You have finished an incoming phone call, however you
want to call back again for some reason. Please dial
number typed in this field to call back to that one.

Last Call Return [Out]

Dial the number typed in this field to call the previous
outgoing phone call again.

Call Forward [All][Act]

Dial the number typed in this field to forward all the
incoming calls to the specified place.

Call Forward [Deact]

Dial the number typed in this field to release the call
forward function.

Call Forward [Busy][Act]

Dial the number typed in this field to forward all the
incoming calls to the specified place while the phone is
busy.

Call Forward [No
Ans][Act]

Dial the number typed in this field to forward all the
incoming calls to the specified place while there is no
answer of the connected phone.

Do Not Disturb [Act]

Dial the number typed in this field to invoke the function of
DND.
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Do Not Distrub [Deact] Dial the number typed in this field to release the DND

function.

Hide caller ID [Act] Dial the number typed in this field to make your phone
number (ID) not displayed on the display panel of remote
end.

Hide caller ID [Deact] Dial the number typed in this field to release this function.
Call Waiting [Act] Dial the number typed in this field to make all the incoming
calls waiting for your answer.

Call Waiting [Deact] Dial the number typed in this field to release this function.
Block Anonymous[Act] Dial the number typed in this field to block all the incoming

calls with unknown ID.

Block Anonymous[Deact] Dial the number typed in this field to release this function.

Block Unknown Domain Dial the number typed in this field to block all the incoming

[Act] calls from unknown domain.

Block Unknown Domain Dial the number typed in this field to release this function.

[Deact]

Block IP Calls [Act] Dial the number typed in this filed to block all the incoming
calls from IP address.

Block IP Calls [Deact] Dial the number typed in this field to release this function.

Block Last Calls [Act] Dial the number typed in this field to block the last

incoming phone call.

After finishing all the settings here, please click OK to save the configuration.

IV-1-4-5 PSTN Setup

Some emergency phone (e.g., 911) or special phone cannot be dialed out by using VolP and
can be called out through PSTN line only. To solve this problem, this page allows you to set
five sets of PSTN number for dialing without passing through Internet. Check the Enable box
to make the PSTN number available for dial whenever you need and type the number in the
field of Phone number for PSTN relay.

VolP == DialPlan Setup

Phone Book Digit Map Call Barring Reygional PSTHN Setup
Enable Phone number for PSTH relay
O
O
O
O
O
[ Ok ] [ Cancel ]

After finishing all the settings here, please click OK to save the configuration.
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IV-1-5 Phone Settings

This page allows user to set phone settings for Phone 1 and Phone 2 respectively. However, it
changes slightly according to different model you have.

VolP == Phone Settings

Index Port Call Feature Tone Gain {(Mic/Speaker) Default SIP Account DTMF Relay
1 FPhonel Cw CT, User Defined &S5 DutBand
2 Phone2 CWW,CT, User Defined E/5 QutBand

Available settings are explained as follows:

Item Description

Phone List Port - there are two phone ports provided here for you to
configure. Phonel/Phone2 allows you to set general settings
for PSTN phones.

Call Feature - A brief description for call feature will be
shown in this field for your reference.

Tone - Display the tone settings that configured in the
advanced settings page of Phone Index.

Gain - Display the volume gain settings for Mic/Speaker that
configured in the advanced settings page of Phone Index.

Default SIP Account - “draytel_1" is the default SIP account.
You can click the number below the Index field to change SIP
account for each phone port.

DTMF Relay - Display DTMF mode that configured in the
advanced settings page of Phone Index.

After finishing all the settings here, please click OK to save the configuration.
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Detailed Settings for Phone Port

Click the number link for Phone port, you can access into the following page for configuring

Phone settings.

VolIP == Phone Settings

Phonel

Call Feature
[] Hotline

O session Timer

O T.38 Fax Function
Error Correction Mode

be ignored.

O CLIR ¢hide caller 1D)
Call Waiting
Call Transfer

REDLUNDANCY |+

] pMD(Do Mot Disturb) Mode
Index{1-15) in Schedule Setup:

Note: Action and Idle Timeout settings will

Index{1-60% in Phone Book 3= Exception List:

Default SIP Account b

[ play dial tone only when account registered
sec

i 1l

i 1l i

O ] [ Cancel ] [Advanced

Available settings are explained as follows:

Item

Description

Hotline

Check the box to enable it. Type in the SIP URL in the field
for dialing automatically when you pick up the phone set.

Session Timer

Check the box to enable the function. In the limited time
that you set in this field, if there is no response, the
connecting call will be closed automatically.

T.38 Fax Function

Check the box to enable T.38 fax function.
Error Correction Mode - choose a mode for error correction.

DND (Do Not Disturb)
mode

Set a period of peace time without disturbing by VolP phone
call. During the period, the one who dial in will listen busy
tone, yet the local user will not listen any ring tone.

Index (1-15) in Schedule - Enter the index of schedule
profiles to control when the phone will ring and when will
not according to the preconfigured schedules. Refer to
section Application >>Schedule for detailed configuration.

Index (1-60) in Phone Book - Enter the index of phone book

profiles. Refer to section DialPlan - Phone Book for detailed
configuration.

CLIR (hide caller ID)

Check this box to hide the caller ID on the display panel of
the phone set.

Call Waiting

Check this box to invoke this function. A notice sound will
appear to tell the user new phone call is waiting for your
response. Click hook flash to pick up the waiting phone call.

Call Transfer

Check this box to invoke this function. Click hook flash to
initiate another phone call. When the phone call connection
succeeds, hang up the phone. The other two sides can
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communicate, then.

Default SIP Account

You can set SIP accounts (up to six groups) on SIP Account
page. Use the drop down list to choose one of the profile
names for the accounts as the default one for this phone
setting.

Play dial tone only when account registered - Check this
box to invoke the function.

In addition, you can press the Advanced button to configure tone settings, volume gain, MISC
and DTMF mode. Advanced setting is provided for fitting the telecommunication custom for
the local area of the router installed. Wrong tone settings might cause inconvenience for
users. To set the sound pattern of the phone set, simply choose a proper region to let the
system find out the preset tone settings and caller ID type automatically. Or you can adjust
tone settings manually if you choose User Defined. TOnl, TOffl, TOn2 and TOff2 mean the
cadence of the tone pattern. TOnl and TOn2 represent sound-on; TOff1 and TOff2 represent

the sound-off.

VolP > Phone Settings

Advance Settings >> Phone 1

Tone Settings
Region | Taiwan

Dial tone
Ringing tone
Busy tone
Congestion tone
Yolume Gain
Mic Gain(1-10)
Speaker Gain({1-10)

MISC

r1-30)

w Caller ID Type | FSK_ETSI v
Low High Ton1l Toff1 Ton 2 Toff 2
Freq{Hz) Freq(Hz) {msec) {msec) {msec) (msec)
340 440 0 0 0 1
440 480 1000 2000 0 1
480 G20 a00 a00 0 1
480 G20 240 240 0 1
DTMF
5 DTMF Mode OutBand ( RFC2833) L
5 Payload Type 10

Dial Tone Power Level (1 - 500 |27
Call \Waiting Tane Power Level

Interdigit Timeout (1 - 10 sec) 4

(RFC2833) (96 - 127)

[J] Replace + digit in caller ID to oo
13

[ ok | [ cancel |

Available settings are explained as follows:

Item

Description

Region

Select the proper region which you are located. The common
settings of Caller ID Type, Dial tone, Ringing tone, Busy
tone and Congestion tone will be shown automatically on
the page. If you cannot find out a suitable one, please choose
User Defined and fill out the corresponding values for dial
tone, ringing tone, busy tone, congestion tone by yourself for
VolIP phone.
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User Def