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VigorACS 2 License
© All rights reserved.

No part of this distribution may be reproduced, transmitted, transcribed, stored in a system, or
translated into any language without written permission from the copyright holders.

Limited Warranty

DrayTek warrants that (a) the VigorACS 2 (henceforth called the SOFTWARE) will perform
substantially in accordance with the accompanying written materials for a period of ninety (90)
days from the date of receipt, and (b) any support service provided by DrayTek shall be
substantially as described in applicable written materials provided to you by DrayTek, and DrayTek
support engineers will make commercially reasonable efforts to solve any problems. To the extent
allowed by applicable law, implied warranties on the SOFTWARE, if any, are limited to ninety (90)
days.

Customer Remedies

DrayTek’s and its suppliers entire liability and your exclusive remedy shall be, at DrayTek’s option,
either (a) return of the price paid, if any, or (b) repair or replacement of the SOFTWARE that des
not meet DrayTek’s Limited Warranty and which is returned to DrayTek with a copy of your receipt.
This Limited Warranty is void if failure of the SOFTWARE has resulted from accident, abuse, or
misapplication. Any replacement SOFTWARE will be warranted for the remainder of the original
warranty period of thirty (30) days, whichever is longer. Outside Taiwan, neither these remedies
nor any product support services offered by DrayTek are available without proof of purchase from
an authorized international source.

No Other Warranties

To the maximum extent permitted by applicable law, DrayTek and its suppliers disclaim all other
warranties and conditions, either express or implied, including, but not limited to, implied
warranties of merchantability, fitness for a particular purpose, title, and non-infringement, with
regard to the SOFTWARE, and the provision of or failure to provide support services. This limited
warranty gives you specific legal rights. You may have others, which vary from state/jurisdiction
to state/jurisdiction.

Please read the license screen in the installation wizard. You must accept the terms of the license
in order to install VigorACS 2.
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Chapter 1 Introduction

= DrayTek VigorACS2

VigorACS 2 is a software which provides centralized device management for TR-069 based CPEs such as
broadband gateway, XDSL router, VolP gateway and wireless AP. VigorACS 2 has device status, monitor
status of devices, or perform scheduling tasks such as firmware upgrade, configuration backup/restore
and parameter profile for mass deployment of CPE devices. It is easy to use through intuitive
Web-based GUI with security management. VigorACS 2 can be installed on different kinds of platform
e.g., Windows, Linux and so on.

1.1 Main Features and Benefit

Manage all kinds of devices complied with TR-069 specification.
VigorACS 2 server can be installed in Windows and Linux.

Intuitive Web-based GUI can be executed on all browsers like IE, Firefox, Chrome and so on.

YV V V V

Support scheduling firmware upgrade, configuration backup/restore and parameter profile
deployment.

\4

Support auto-discovery to survey all TR-069 devices.
»  Provide device inform management.

»  Support security management.

1.2 System Architecture

The following figure shows an overview for the application between VigorACS 2 and CPE devices. With
TR-069 protocol, VigorACS 2 can communicate and manage devices with ease.
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1.3 Web Service

Web service is a software system identified by a URI, whose public interfaces and bindings are defined
and described using XML. Its definition can be discovered by other software systems. These systems
may then interact with the Web service in a manner prescribed by its definition, using XML based
messages conveyed by internet protocols.

The basis for Web Services contains: XML, WSDL (Web Services Description Language), SOAP (Simple
Object Access Protocol), UDDI(Universal Description, Discovery and Integration). The procedure for the
structure of bottom layer: transform Web Service information into XML file format, use WSDL
statement to describe the objects for service. The remote end can get required information through
such description. It carries out transformation job to search or register from UDDI by means of SOAP
communication bottom layer.

»  For the designers of Java program: you can write java program to control VigorACS. Also,
VigorACS will offer some API for you to write and call it. For example, you can get all the
connected CPE devices controlled VigorACS through web service.

Corresponding files are placed in - WebServices_ TRO69API.zip
The documentation for web services api is placed in - WebServices_ TRO69API/doc/

Sample program is placed in -
WebServices_ TRO69API/example/src/tw/com/draytek/acs/test/TestMain.java

For the designers with other program language: you can define WSDL to control VigorACS through
SOAP(Simple Object Access Protocol)

VigorACS 2 User’s Guide 3



Chapter 2 Install & Startup

= DrayTek VigorACS2

Please follow the procedure listed below to install VigorACS completely. The installation for different
platforms might be different.

Info VigorACS 2 can be operated only by a host with 64-bit operation
system.

2.1 Platform for Windows 7 or 10

To start up the VigorACS, the normal procedure is listed as follows:
Q)] Installation for Java,
()} Installation for MariaDB
() Installation for VigorACS 2
(IvV)  Start MySQL/MariaDB Database.
) Edit VigorACS ip.
(vl)  Start VigorACS.

2.1.1 Installation for Java

1. Install Java by clicking “jdk-8u45-windows-x64" it to execute the installation.

| A} n | Application Tools Software -0 i
Home  Share  ‘iew Manage v 0

@ -1 ‘ | « ACS » Software v O‘ ‘ Search Software ye) ‘
17 Favorites Eijdk—8u45—wind0ws—x64
B Desktop 45 mariadb-5.5.24-winx64

14 Downloads

[ R R PR
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2. The first page will be shown as follows. Click Next to get into next page.

=

) Open)DK 1.8.0_151-1-redhat Setup Lo .

Welcome to the Open]DK
1.8.0_151-1-redhat Setup Wizard

The Setup Wizard allows you to change the way OpenIDK
1.8.0_151-1tedhat features are installed on your computer
or to remove it from your computer. Click Mext to continue or
Cancel to exit the Setup Wizard.

3. Then, check “l accept the terms...” and click the Next button.

1 Open)DK 1.8.0_151-1-redhat Setup L |
End-User License Agreement
Please read the following license agreement carefully ~

The GHNU General Public License (GPL) -
Version 2, June 1591

Copyright (C}y 1989, 15991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

i Everyone iz permitted to copy and distribute verbatim copies of this license
document, but changing it is not allowed.

Preamble

Tha liraneae far mnot cnflurara ara dasienad tn tala g wnor {ma.-i.-.m:E.-. chara

[¥]1 accept the terms in the License Agreement

Print I I Back ” Mext ] I Cancel
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4. In this page, optional features will be listed for you to specify the destination folder for JAVA driver
installation. Choose the one you need and click Next.

-
14 Open)DK 1.8.0_151-1-redhat Setup =l =

Custom Setup
Select the way you want features to be installed. -

Click the icons in the tree below to change the way features will be installed.

— {g - W CpenlDEK & runtime files.

......... =1 ~ | Web Start {experimental)
o % ~| Update Notifier

This feature requires 200ME on
your hard drive,

Location: C:\Program
Files'\RedHat\java-1.8.0-openjdk-1.8.0. 151-1} =

[ et oswme | me | wec [ o=

5. In the following page, just click Install.

1 Open)DK 1.8.0_151-1-redhat Setup |

] Ready to install Open]DK 1.8.0_151-1-redhat O

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.
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6. Wait for a while to install the required features.

rjllej! Open/DK 1.8.0_151-1-redhat Setup ool

Changing Open]DK 1.8.0_151-1-redhat q

Please wait while the Setup Wizard changes Open]DK 1.8.0_151-1+edhat.

Status: Publishing product information

ck Mext Cancel

7. When the following page appears, the installation is completed. Click Close to exit the installing
program.

18] Open)DK 1.8.0_151-1-redhat Setup E=REEN X

Completed the Open]DK
1.8.0_151-1-redhat Setup Wizard

Click the Finish button to exit the Setup Wizard.,
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2.1.2 Installation for MariaDB

1. Install MariaDB by clicking “mariadb-10.2.10-winx64” (based on your PC condition) it to execute

the installation.

Application Tools

" -

2. When the welcome screen appears, please click Next for next step.

Herme Share  View Mariage
@ - 1 | I = ACS » Software v & || Search Software 2 -
+r Favorites 15 java-18.0-openjdk-1 8.0.151-1b12 re__
15 rarindh-10.2 10-wirsdd i
B Desktop
i Downloads

4 MariaDB 10.2 (x64) Setup ==

Welcome to the MariaDB 10.2 (x64)
Setup Wizard

The Setup Wizard will install MariaDB 10.2 (x64) on your
computer, Click Mext to continue or Cancel to exit the Setup

Wizard.

MariaDB
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3. On this dialog box, check the box of “I accept the terms....” and click Next.

Version 2, June 1991

changing it is not allowed.

Preamble

[¥]1 accept the terms in the License Agreement

I

Copyright (C) 1989, 1991 Free Software Foundation, Inc., 51 Franklin
Street, Fifth Floor, Boston, MA 02111-1301, USA Everyone is permitted
to copy and distribute verbatim copies of this license document, but

The licenses for most software are desiaoned to take awav vour freedom

2] MariaDB 10.2 (x64) Setup -
End-User License Agreement ‘
Pl d the following l t careful r
235E real 1= owWing Iicense agreement Care Y MI:] . lOD B
GNU GENERAL PUBLIC LICENSE |£|

b

4. Select the way for the features to be installed. Then click Next.

#4 MariaDB 10.2 (x64) Setup =
Custom Setup
Select the way you want features to be installed. = i
MariaDB

Click the icons in the tree below to change the way features will be installed.

------ MariaDB Server
v (=0 = | Database instance
. =3 = | Client Programs

b (=3 = | Backup utilities

....... = ~ | Development Components
[ =3 = | Third party tools

E— g - I HEIdlSQL

Location: C:\Program Files\MariaDB 10, 2%

Install server

This feature requires 162MB on
your hard drive. Ithas 3of 3
subfeatures selected. The

sub res reguire 48MEB on your
hard drive.

Browse...

Disk Usage

|l concel |
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5. If you want to configure password for MariaDB server, please check Modify password... and type the

password. It depends on your request. Otherwise, simply click Next.

ﬁ User settings

{ el
Default instance properties J
MariaDB 10.2 (x64) database configuration ;
MariaDB
[] Modify password for database user 'root’
New root password: | Enter new root password
Confirm: | Retype the password
Enable access from remote machines for
‘root’ user
[ use UTFE as default server's character set
| Back || mext | | cancel

6. Modify the default instance properties if required. Then click Next.

14 Database settings l =S |-'-]
Default instance properties ’
MariaDE 10,2 (x64) database configuration = K 2
MariaDB
Install as service
Service Mame: ||"-"|3-'5Q|-
Enable networking
TCP port: ISSUE
Innodb engine settings
Buffer pool size: 1520 MB
Page size: KE
Back || mexy | [ cancel
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7. On this dialog box, click Next.

% MariaDB 10.2 (x64) Setup e o

MariaDB 10.2 (x64) setup 4
Submit usage information

MariaDB

H

[] Enable the Feedback plugin and submit anenymous usage information

Monty Program has created a Feedback plugin for MariaDE which, if enabled,
collects basic anonymous statistical information. This information is used by the
developers to improve MariaDB. Enabling this plugin is an easy way to help with
MariaDE development. Collected statistics, and more information on the plugin,
can be viewed at http://mariadb. orgffeedback_plugin

8. On this dialog box, click Install.

#8] MariaDB 10.2 (x64) Setup i |wl=
Ready to install MariaDB 10.2 (x64) 4
MariaDB

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.
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9. The installation program starts to install required files for MariaDB to your computer. Wait for
several seconds.

£ MariaDB 10.2 (x64) Setup N m—m|wi=
Installing MariaDB 10.2 (x64) _4
MariaDB

Flease wait while the Setup Wizard installs MariaDB 10.2 (x64).

Status:

Mext

10. After finishing the configuration, please click Finish to exit the wizard.

#8 MariaDB 10.2 (x64) Setup pn|nls)

Completed the MariaDB 10.2 (x64) Setup
Wizard

Click the Finish button to exit the Setup Wizard.

MariaDB N

Cancel
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2.1.3 Installation for VigorACS 2

It is time to install VigorACS main program. Follow the steps below.

1. Click Setup to run VigorACS 2 setup wizard.

Vien | ACS = [Bx
Home Share Wiewy v 6

@ \ \ |« ACS » ACS v o\ | Search ACS Je)
.7 Favorites Name Date mod
I Desktop 2 setup 6/17/201¢

4 Downloads

=i Recent places

2. When the following dialog appears, choose Local Database / Remote Database and click Next.

ﬁ_%' Setup - VigorACS = =

Database Access Type Selectiu%

Select Local Database to create a new VigorACS database locally for data storage.
0r, select Remote Database to store required information on existed database after
installing VigorACS 2.

Choose the one you need, and dick Mext.

@ Local Database
* Create or update a local database on this host,

() Remote Database
* Connect to an existed database after finishing the installation procedure.

Mext = ] [ Cancel

VigorACS 2 User's Guide
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3.

4.

Select the directory that MariaDB being installed (done in 2.1.2) and click Next

i Setup - VigorACs l = | S

Select MySQL/MariaDB Install Path

Flease specify the installation folder of MyS0LMariaDE and then dick Next button.

": rogram Files\MariaDB 10.2 | Browse... |

[ < Badk ][ Mext = ][ Cancel ]

=

In this dialog box, choose Rebuild Database (for rebuilding the VigorACS database) or Upgrade
Database (for upgrading the database). For the first time using, please choose Rebuild Database.
Then click Next.

ﬁ' Setup - VigorACS

Database Install Type Selection

Select the Rebuild option, setup program will recreate VigorACS Database.
Select the Upgrade option, setup program will update your current VigorACS
Database.

Flease select Rebuild or Upgrade Database, then dick Mext,

fﬂebuild Database
i@ i Select "Rebuild datebase” will create a new VigorACS Database.
All previous VigorACS Database will be deaning out.

_ Upgrade Database
If Database is created already and you want to keep data remaining,
please select this option.

VigorACS 2 User’s Guide



5. Click Next. If you have configured MySQL/MariaDB previously and specified password for it, you
have to type the password in this page and then click Next.

ﬁ Setup - VigorACS ==

MySQL/MariaDB Account Setting

Please spedify password of root of MySQLMariaDB, this step can be ignored if
MySOLMariaDB database has not been configured.

root password

confirm roat password

| Check password

[+

< Back ][ Mext = ][ Cancel

6. Set the maximum memory and minimum memory. Click Next.

. ﬁ_,E} Setup - Vigor&ACS

Maximum And Minimum Memory
What is your maximum and minimum memory?

Please spedify your maximum and minimum memaory, then dick Mext,

Maximum Memory:
{Default maximum memaory is 1024ME)

1024

Mirirmurn Mernary'
{Default minimum memory is S00ME, can not be less than 900ME)

900
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7. Setup ACS HTTP and HTTPS port, we'll suggest using others port instead of default 80 and 443 port
to prevent conflict.

ﬁ! Setup - VigorACS

Stun And Syslog Port
What is your Stun and Syslog port?

Please spedfy your Stun and Syslog port, then dick Next.
Stun Port:

Syslog Port:
514

[ < Back ][ Mext = ][ Cancel

Info The port number defined here will be used for opening VigorACS
later.
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8. Determine the home path and click Next. The default directory used by this program is C:\Users.
You can modify it if you want and please make sure the length of directory is not over 100
characters, otherwise you might encounter problem of VigorACS in installation.

ﬁ_,'-?—,l Setup - VigorACSs

Select Vigoracs user home path

Please spedfy the installation folder of Vigoracs user home and then did: Next button,
This folder is for storing the statistics and configurations

Browse...

9. Determine the destination folder and click Next. The default directory used by this program is
C:\Program Files\VigorACS. You can modify it if you want and please make sure the length of
directory is not over 100 characters, otherwise you might encounter problem of VigorACS in

installation.

ﬁ Setup - VigorACS [ = ﬁ

Select Destination Location
Where should VigorACS be installed?

; Setup will install VigorACS into the following folder.
To continue, dick Mext, If you would like to select a different folder, dick Browse.

C:\Program Files\WigorACS Browse...

At least 345.6 MB of free disk space is required.

< Back ][ Mext = J[ Cancel
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10. Determine the start menu folder and click Next. The default directory used by this program is
VigorACS. You can modify it if you want and please make sure the length of directory is not over
100 characters, otherwise you might encounter problem of VigorACS in installation.

ﬁEﬂ Setup - VigorACS

Select Start Menu Folder
Where should Setup place the program's shortcuts?

| = i Setup will create the program's shortouts in the following Start Menu folder,

To continue, dick Mext. If you would like to select a different folder, dick Browse.

Browse...

< Back ][ Mext = ] [ Cancel
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11. In this dialog, check the box of “Create a desktop shortcut” for your necessity. Click Next.

ﬁ' Setup - VigorACS

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing VigorACS,
then dick Mext.

Additional shortouts:
Create a desktop shortout
Other tasks:

Allow VigorACS access through Windows Firewall{Recommended)

%

< Back ][ Mext = ][ Cancel

12. Now, the program is ready to install necessary features and files to your computer. Please click
Install to start.

rﬁE’ Setup - VigorACS ' l = |

Ready to Install
Setup is now ready to begin installing VigorACS on your computer,

Click Install to continue with the installation, or dick Badk if you want to review or
change any settings.

Destination location:
C:\Program Files\Vigor ACS

Start Menu folder;
VigorACS

Additional tasks:
Additional shortouts:
Create a desktop shortout
Other tasks:

Allow VigorACS access through Windows Firewall(Recommended)

< Back ]l Install | [ Cancel
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13. Please wait for a while to complete the installation.

i3 Setup - VigorACS e S
Installing h
Please wait while Setup installs VigorACS an your computer, (ﬁ

Extracting files...
C:\Program Files\WigorACSYrelibyrt.jar

Cancel

L

e

14. While installing, the following screen will appear to show that MariaDB has been activated. Please
wait for next dialog appearing.

ER Chwindows\system32icmd.exe . e

The UigorACS automatic service was successfully installed
The UigorACS service is starting.
The UigorACS service was started successfully.

m

Press any key to continue . . . _

15. Now the program has completed the installation of VigorACS 2. Click Finish to exit it.
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rﬁ Setup - VigoraCs l = | | r

Completing the VigorACS Setup
Wizard

Setup has finished installing Vigor ACS on your computer, The
application may be launched by selecting the installed
shortouts.

Click Finish to exit Setup.

2.1.4 StartMySQL/MariaDB Databse

After installing VigorACS, install program will register MySQL/MariaDB to Windows Service. MySQL
/MariaDB will startup automatically after installing VigorACS or rebooting system.

Normally, you don't need to worry about this step on Windows. But if you find any problems on VigorACS,
you should check mysgl/mariadb first. Please go to Windows Service check the MySQL/MariaDB Service

starts or not.
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2.1.5 Start VigorACS

1. Login VigorACS. Use a web browser and type “localhost:portnumber”. Note that the port number
must be the one defined for HTTP and HTTPS port while installing VigorACS. For example, if
HTTPS is defined as 8011, then the URL will be “localhost:8011”.

2. The login page of VigorACS will be shown as the following. Please type “root’ as user name and
“admin123” as password and type the authentication code. Then click Login.

Login to VigorACS 2

root
[ ITXTTTY)

3611

Remember me

Copyright @ 2017-2018 DrayTek Corp. All Rights Reserved,

3.  For the first time to access into the web user interface, a warning message appears first. Please
click the Change password button to change the default password for network security. If not,
click Cancel to access into the web user interface of VigorACS and change the password later.

A Warning : Your ACS is still set to the default password. Please change it ASAP.

root is still set to the default password
Change paseword m

4.  After clicking Login, main screen of VigorACS 2 will be shown as below.
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= DrayTek VigorACS2

Q, Search...

Root Network

NETWORK MENU

Dashboard
Statistics
Monitoring

Configuration

SYSTEM MENU
Maintenance
Reports
Provisioning
Network Management
Systam
Usar

About

@ Root Network AutoRefresh:| 1Minute ¥ 3 g5
Network Overview = Category v R Map Cverview LR
A & o
Root Networ... tang a hE EEE
DOO® onumes? OO® onme % =
OFFLINE3 20 OFFLINEZ50) L :? ;
= F ¥
. s
mis show ES
OO® oHurED OO onme: O
% # &
oy OFFLNETQ wp OFFLNET3 £
kay carlos s, g,
s Y 5 4
@0@ ONLINE3 @0@ QNLINEQ 2 #
& -
e OFFLINE] 2 OFFLINE () 3 a | &
coge o WERZEIO2012 Google JERIRE EfHEES
Active Clients -Top 10+ G Last 24 hours » L Traffic -Topt10+w Olast2dhoursy = W %
50 © Total 953,67 MEB ? Total
40 ’ \ r N 715,26 ME \
El
|
(Wi} 2
10 .I U 23842ME —— —
0 Byte
1200 1600 2000 000 0400 il 1z00 1800 2000 0000 O&D0 OROO
Total | Current3s 100% Total |17.14GB (18.25GB }5.89 GB) 100%

&3

Info

If you start it first time, VigorACS will ask you to input the server bind

IP. Refer to 2.1.5.
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2.2 Platform for Linux / Solaris

VigorACS supports Solaris 8 or 9, please confirm the OS version first.

To start up the VigorACS under Solaris, please execute "/usr/local/vigoracs/VigorACS/bin/vigoracs.sh"
instruction. A list of menu items will be shown as follows.

Install mysql/mariadb.

shutdown mysql/mariadb

start VigorACS

shutdown VigorACS

edit bind ip of VigorACS (please keyin ip or servername)

set the MAX and MIN memory value of running java (It will valid after restarting VigorACS )

view the MAX and MIN memory value of running java

© N o ok~ w DR

exit

2.2.1 Installation for MariaDB, Java and VigorACS

Follow the steps listed below to install VigorACS under Linux/Solaris:

1. Login Linux with root or the root privilege.

2. Download the ACS installation tar.bz2 package and extract it via below command:
#bzip2 -cd VigorACS_Unix_Like_XXXXXX_XxXxxX.tar.bz2 | tar xvf -
or
#tar -jxv -F VIgorACS_Unix_Like XxXxXxXXxX_XxXxxxx.tar.bz2

3. Decompress the setup packages
bzip2 -cd VigorACS_Unix_Like XXXXXX_XxXxxxX.tar.bz2 |tar xvf —

© 50 root@afs62804759a: fhome/tim/ACs_ver_Download/2.3.1_REL

root@62da01d4064F: fusr/local/vigoracs/VigorACS/bin x root@d3811ed8de50: /usr/local/vigoracs/VigorACS/bin x | root@F67a914a1bc7: fhome/tim/ACS_Ver_Download/2.3... x

root@8f362804759a:/home/tim/ACS Ver Download/2.3.1 REL# 1s

root@8f362804759a: /home/tim/ACS_Ver Download/2.3.1 REL# bzip2 -cd VigorACS Unix_Like Draytek Pro64 2.3.1 r9668.tar.bz2 |tar xvf -I

4. Change the permissions mode of install.sh and uninstall.sh.
chmod 755 _/install.sh
chmod 755 ./uninstall_sh

-rw-r--r-- 1 root root 18738 Sep 5 install sqlite openjdk.sh
-rw-r--r-- 1 root root 20110 Sep 5 install user vigoracs.sh
drwxr-xr-x 2 root root 4096 Aug 8 3 jcelib/
drwxr-xr-x 2 root root 4096 Aug 8 3 linux/
drwxr-xr-x 2 root root 4096 Aug 8 scripts/

-rw-r--r-- 1 root root 4947 Sep 5 uninstall.sh

root@sf362804759a: /home/tim/ACS_Ver Download/2.3.1 REL# chmod 755 install.sh
root@8f362804759a: /home/tim/ACS_Ver Download/2.3.1 REL# chmod 755 uninstall.sh
root@8t362804759a:/home/tim/ACS Ver Download/2.3.1 REL# JJ

5. Execute ./install.sh installation file.
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-rw-r--r-- 1 root root 4947 Sep 5 2017 uninstall.sh
root@sf36280475%a:/home/tim/ACS Ver Download/2.3.1 REL# chmod 755 install.sh
root@38f362804759%a:/home/tim/ACS Ver Download/2.3.1 REL# chmod 755 uninstall.sh
root@8t362804759a:/home/tim/ACS_Ver Download/2.3.1 REL# ./install.sh

ping IPv4 address success

entering /home/tim/ACS Ver Download/2.3.1 REL/linux......

Please make sure you have Zusr/bin/sh first. If you don't have Zusr/bin/sh, please type the
command:

#In -s /bin/sh /usr/bin/sh

6. The system will ask to create vigoracs, enter “y” to proceed.

-rw-r--r-- 1 root root 4947 Sep 5 2017 uninstall.sh
root@8f362804759%a:/home/tim/ACS Ver Download/2.3.1 REL# chmod 755 install.sh
root@8f362804759a: /home/tim/ACS_Ver Download/2.3.1 REL# chmod 755 uninstall.sh
root@8f362804759a:/home/tim/ACS_Ver Download/2.3.1 REL# ./install.sh

ping IPv4 address success

entering /home/tim/ACS Ver Download/2.3.1 REL/linux......

Please create /usr/local/vigoracs
Create it now? (y/n)
y

7. Next, the system will ask you to install xfonts-base and fontconfig, just enter “y” to proceed.

root@8ft362804759a:/home/tim/ACS_Ver Download/2.3.1 REL# ./install.sh
ping IPv4 address success

entering /home/tim/ACS_Ver_Download/2.3.1 REL/linux......

Please create /usr/local/vigoracs
Create it now? (y/n)
Y

We'll install the following packages for showing captcha (For some Linux version e.g. Ubuntu, Debian):
- xfonts-base

- fontconfig

Install now(y/n)?

8. Next, please select the item number which you want to execute. Note that VigorACS supports Linux
0S. The program will detect the system you have in your computer.

5 v 0 . n
Setting up xfonts-base (1:1.0.4+nmul)

Processing triggers for libc-bin (2.23-Oubuntu9)
Processing triggers for systemd (229-4ubuntul9)

You must restart this ACS Server manually to finish the installation process

Notice:
* Installation ACS Server requires root privileges.
* After installing the ACS server, need to configure the Firewall to Allow HTTP and HTTPS port

Install mysql/mariadb

Change root password and security configuration of mysql/mariadb ( Default root password is blank )
Install or Upgrade java

Install VigorACS ( It will build one mysql/mariadb database : tr@69 )

Upgrade VigorACS ( It will upgrade local tr@69 database )

*kxikrtitt:For Remote Database Only******xsis
[6] Redirect the database path of VigorACS to remote host ( It will not upgrade remote database )

[7] Exit
input select num :

(1) Install mysgl/mariadb

(2) Change root password and security configuration of mysql/mariadb
(3) Install or Upgrade java

(4) Install VigorACS

(5) Upgrade VigorACS

(6) Redirect the database path of VigorACS to remote host
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(7) Exit

input select num :

Q

Info If your computer has installed MariaDB and java previously, ignore
the installation of them. Otherwise, install all the required items
(MariaDB, Java and VigorACS) for your system. Item number 5 is
used to upgrade VigorACS, so it is not necessary for you to execute
for the first time of installation.

9. Input 1 to install MariaDB first. Notice that it will setup blank as default password. You can change
the password by using the following command.

#/usr/local/mysql/bin/mysgladmin
-—defaults-file=/usr/local/mysql/my.cnf -u root password "new password”

Info The password set in this step is used for VigorACS 2 to login
database.

You must restart this ACS Server manually to finish the installation process

Notice:
* Installation ACS Server requires root privileges.
* After installing the ACS server, need to configure the Firewall to Allow HTTP and HTTPS port

Install mysql/mariadb

Change root password and security configuration of mysql/mariadb ( Default root password is blank )
Install or Upgrade java

Install VigorACS ( It will build one mysql/mariadb database : tr@69 )

Upgrade VigorACS ( It will upgrade local tr069 database )

FhEkkkkRk**For Remote Database Only*®#k#kkkk
[6] Redirect the database path of VigorACS to remote host ( It will not upgrade remote database )

[7] Exit
input select num :
1

Do you want to install mariadb(mariadb-10.2.10) ... (y/n)?

Follow the instructions on the screen to finish the MariaDB installation.

10. Later, input 2 to change root password and security configuration of mysql/mariadb.
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The latest information about MariaDB is available at http://mariadb.org/.
You can find additional information about the MySQL part at:
http://dev.mysql.com

Consider joining MariaDB's strong and vibrant community:
https://mariadb.org/get-involved/

Starting VigorACS MYSQL: [OK]
Notice:

* Installation ACS Server requires root privileges.
* After installing the ACS server, need to configure the Firewall to Allow HTTP and HTTPS port

[1] Install mysql/mariadb

[2] Change root password and security configuration of mysql/mariadb ( Default root password is blank )
[3] Install or Upgrade java
[4]
[5]

Install VigorACS ( It will build one mysql/mariadb database : tr@69 )
Upgrade VigorACS ( It will upgrade local tr@69 database )

Fhkkkkikik%For Remote Database Qnly*###hsisk
[6] Redirect the database path of VigorACS to remote host ( It will not upgrade remote database )

[7] Exit
input select num :
2

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MariaDB to secure it, we'll need the current
password for the root user. If you've just installed MariaDB, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.

Enter current password for root (enter for none): I

Info The password set in this step is used for VigorACS 2 to login
database.

11. Input 3 to install Java.

You can test the MariaDB daemon with mysgl-test-run.pl
cd './mysgl-test' ; perl mysql-test-run.pl

Please report any problems at http://mariadb.org/jira

The latest information about MariaDB is available at http://mariadb.org/.
You can find additional information about the MySQL part at:
http://dev.mysql.com

Consider joining MariaDB's strong and vibrant community:
https://mariadb.org/get-involved/

Starting VigorACS MYSQL: [OK]

Notice:
* Installation ACS Server requires root privileges.
* After installing the ACS server, need to configure the Firewall to Allow HTTP and HTTPS port

Install mysql/mariadb

Change root password and security configuration of mysgl/mariadb ( Default root password is blank )
Install or Upgrade java

Install VigorACS ( It will build one mysql/mariadb database : tr@69 )

Upgrade VigorACS ( It will upgrade local tr@69 database )

PRk ***For Remote Database Only**#x#®&#xx
[6] Redirect the database path of VigorACS to remote host ( It will not upgrade remote database )

[7] Exit
input select num :
3

Do you want to install jdk(openjdk-1.8.0.151) ... (y/n)?

Follow the instructions on the screen to finish the Java installation.

12. Input 4 to install VigorACS. It is suggested to use ACS customized MariaDB database. When asked to
enter MariaDB password, press “Enter” if you haven’t changed the password via the command.
Then, confirm that TR-069 database has been installed successfully.
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openjdk-1.
openjdk-1.
openjdk-1.
openjdk-1.
openjdk-1.
openjdk-1.
openjdk-1.
openjdk-1.
openjdk-1.
openjdk-1.

[¢]
[¢]
[¢]
[¢]
[¢]
BEE
[¢]
[¢]
[¢]
[¢]
openjdk-1.8.0

00 00 CO 00 CO GO 00 0O CO o0 (g

1n -s fusr/loc

Notice:
* Installa
* After in

.151-linux-x64/1ib/jconsole. jar

.151-1linux-x64/1ib/jexec
.151-linux-x64/1ib/orb.idl
.151-linux-x64/1lib/sa-jdi.jar
.151-linux-x64/1ib/tools. jar

151-1inux-x64/src.zip

.151-1inux-x64/tapset/
.151-linux-x64/tapset/hotspot-1.8.0.151-1.b12.el6 9.x86 64.stp
.151-linux-x64/tapset/hotspot_gc-1.8.0.151-1.b12.e16_9.x86_64.stp
.151-linux-x64/tapset/hotspot_jni-1.8.0.151-1.bl2.el6_9.x86_64.stp
.151-linux-x64/tapset/jstack-1.8.0.151-1.b12.el6 9.x86 64.stp

al/openjdk-1.8.0.151-1linux-x64/ /usr/javase

tion ACS Server requires root privileges.

stalling the ACS server, need to configure the Firewall to Allow HTTP and HTTPS port

[1] Install mysql/mariadb
[2] Change root password and security configuration of mysgl/mariadb ( Default root password is blank
[3] Install or Upgrade java

[4] Install VigorACS ( It will build one mysgl/mariadb database : tr@69 )
[5] Upgrade VigorACS ( It will upgrade local tr069 database )

*xxa:xxa:xxxxFor Remote Database Onlyxxxx’.:xxa:xxx
[6] Redirect the database path of VigorACS to remote host ( It will not upgrade remote database )

[7] Exit
input select n
4

um :

[Install VigorAcCS]

[Warning] It will clear the existing ACS database and create a new one.Do you want to continue? (y/n)

Wait and follow the instructions on the screen to finish the installation.

otice:

* Installation ACS Server requires root privileges.
* After installing the ACS server, need to configure the Firewall to Allow HTTP and HTTPS port

Install mysql/mariadb
Change root password and security configuration of mysqgl/mariadb ( Default root password is blank )
Install or Upgrade java

Install Vigo
Upgrade Vigo

rACS ( It will build one mysql/mariadb database : tr@69 )
rACS ( It will upgrade local tr069 database )

E **********For Remﬂte Database Unly***********
[6] Redirect the database path of VigorACS to remote host ( It will not upgrade remote database )

[7] Exit

input select num :

[Install VigorACS]

IWarning] It will clear the existing ACS database and create a new one.Do you want to continue? (y/n)

Do you want to use remote/local database? (1: Local side database, 2: Remote side database,

hich Mysql do you want to use ? (1: ACS , 2: 0S default, Enter for ACS mysql)

ySQL is running

Please keyin password of root of MySQL/MariaDB.

MySQL is running!!
Please keyin password of root of MySQL/MariaDB.

Do you want to test password now ?(y/n)

y

Access Database

Success

Start to install VigorACS....

inflating:
inflating:
inflating:
inflating:
inflating:

VigorACS/version/vigoracs.
VigorACS/version/vigorapm.
VigorACS/version/vigorapm.
VigorACS/version/vigorapm.
VigorACS/version/vigorapm.

After installing VigorACS , tr@69 will be created automatically.
Start to create tr069 database ....
Drop and Create tr069 database NOW !!

Create tro69
Create tro69

database successfully....
database table....

Enter for Local side database)

13. Now, input 6 to redirect the database path of VigorACS to remote host. For remote database,
please execute such step on remote host.
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Start to create tr@69 database ....

Drop and Create tr069 database NOW !!
Create tr069 database successfully....
Create tr069 database table....

Create tr@69 table successfully....
VigorACS and tr069 install Successfully

Notice:
* Installation ACS Server requires root privileges.
* After installing the ACS server, need to configure the Firewall to Allow HTTP and HTTPS port

Install mysqgl/mariadb
Change root password and security configuration of mysql/mariadb ( Default root password is blank )

Install or Upgrade java
Install VigorACS ( It will build one mysql/mariadb database : tr@69 )
Upgrade VigorACS ( It will upgrade local tr069 database )

*kkkkkk*k**%For Remote Database Only*##kdkiik
[6] Redirect the database path of VigorACS to remote host ( It will not upgrade remote database )

[7] Exit

input select num :
6
Please keyin IP:Port of root of Remote MySQL/MariaDB.
Please keyin IP (default IP: 127.0.0.1)

14. Input 7 to finish and exit the installation.

Info 1 Step 13 is required for establishing remote database only. You can
ignore it while building local database.

Info 2 To prevent port conflicts, we'll suggest that using other ports for HTTP
and HTTPS instead of default 80 and 443.

2.2.2 StartMySQL/MariaDB Databse

After installing VigorACS, mysqgl/mariadb daemon has started. You can to see it using "ps -ef|grep
mysql" instruction. Use the menu item 1 / 2 to start / shutdown mysql/mariadb.

2.2.3 Start VigorACS

After installing VigorACS, access “/usr/local/vigoracs/VigorACS/bin”, execute “./vigoracs.sh”.

d root@62da01d4064F; fusrflocal/vigoracs/VigorACs/bin = root@d3811ed8des0: fusrflocal/vigoracs/VigorACS/bin = | root@f67a914a1b
root@8f362804759%a:/usr/local/vigoracs/VigorACS/bin# ./vigoracs.sh

Mysql process id : 2214 2307
Vigoracs process id

start mysql/mariadb

shutdown mysql/mariadb

start VigorACS

shutdown VigorACS

edit bind IP of VigorACS Server(please keyin IP or servername)

set the MAX. and MIN. memory value of running java (It will be valid after restarting VigorACS )
view the MAX. and MIN. memory value of running java

. oexit

nput select num :

1.
748
5.
4.
3.
6.
iy .
8

[ =

Select item 3 to start VigorACS.
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root@o62da01d4064i: fusr/local/vigoracs/VigorACs/bin = root@d3811ed8de50: fusrflocal/vigoracs/VigorACS/bin =
root@8f362804759a: /usr/local/vigoracs/VigorACS/bin# ./vigoracs.sh

root@ré7a9i4aik

Mysgl process id : 2214 2307
Vigoracs process id :

. start mysql/mariadb

. shutdown mysgl/mariadb
. start VigorACS

. shutdown VigorACS

. set the MAX. and MIN. memory value of running java (It will be valid after restarting VigorACS )
. view the MAX. and MIN. memory value of running java
exit

1
2
3
4
5. edit bind IP of VigorACS Server(please keyin IP or servername)
6
7
8.
input select num :

If you ever reboot the machine after installing VigorACS, just select item 1 to start mysql/mariadb first.
Then, select item 3 to start VigorACS.

2.2.4 Edit VigorACS IP

When starting the VigorACS at first time on Solaris or Linux, startup program will ask you input Server IP
or input Enter key by using the IP address of the host. Once you input the IP address, VigorACS will keep
it on startway.txt. Next time, if you want to change it, you can select item 5 to edit startway.txt using
vi editor.

2.3 Registering VigorACS

For the first time to activate VigorACS, the system will ask you to register VigorACS onto DrayTek
MyVigor server. Refer to the following sections to register VigorACS on different platforms.

(3 )

Info 1 While installing VigorACS, install program will register MySQL/MariaDB
to Windows Service. MySQL/MariaDB will startup automatically after
installing VigorACS or rebooting system. Normally, you don't need to
worry about this step on Windows. But if you find any problems on
VigorACS, you should check mysqgl/mariadb first. Please go to Windows
Service check the MySQL/MariaDB Service starts or not.

Info 2 After installing VigorACS, the software will startup automatically.
Normally, you don't need to worry about this step on Windows. But, if
you find any problem on VigorACS, you could shut down VigorACS and
start VigorACS again.
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Registration for VigorACS via Windows Platform
Below shows the steps to register VigorACS:

1. Login VigorACS. Use a web browser and type “localhost:portnumber”. Note that the port number
must be the one defined for HTTP and HTTPS port while installing VigorACS. For example, if HTTPS
is defined as 8011, then the URL will be “localhost:8011".

2. The login page of VigorACS will be shown as the following. Please type “root™ as user name and
“adminl123” as password and type the authentication code. Then click Login.

Login to VigorACS 2

root

3611

Remember me

Copyright @ 2017-2018 DrayTek Corp, All Rights Reserved,

Info “root” and “adminl123” are default settings.

3. ALicense Error dialog appears as follows. Simply click Active.

our license is invalid or expired.

ver to activate your license.
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4. Alogin page for MyVigor web site will be popped up automatically. Type your account (user name)
and password in this page. Check the box of “I’m not a robot”. Then, click Login.

Info If you do not have any account, simply click Create an account now
to create a new one for using the service provided by MyVigor web
site.

5. MyVigor will verify and authenticate if the user account you typed is allowed to access into the web
site. If yes, the following screen will appear.

DrayTek h Login User: carrieni [Logout) ) MyVigOf

D about myvigor My Information - My Products
Q My Information

= Security Information Registration Devicel:l
. Product Registration = Nickname :
5 customer Survey Registration Date :  02-16-2017
Serlal number :  ACS170200006 | Add
Last login time : 2017-02-16 10:50:27
Last login from : 114.34.185.231
Rows : 10 v Page: 1v
Serial Number } Host ID Device Name Model Note
111900325027 2130 Vigor2120
CulsuguuL L resue wigor2 760 Vigor2760
2015022415571701 WVigor2132ac Vigor2132
2015030413341201 Vigor2925ac Vigor2925
2017011710270702 Carrie_Vigor2862 Vigor2862
e E Dy S APM-00055DEADSEE Carrie_APM VigorAPM
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6. Type a nickname for VigorACS and click Add.

My Information - My Products

Registration Devicel:l

* Nickname :
Registration Date :

Serial number :

02-16-2017

ACS170200006

7. After clicking Add, you can see the following screen. Click OK.

Login User: carrieni

[Logout]

Your device has been successfully added to the database.

8. You will get a device information page as shown below. If you are the new user of VigorACS, you
can get a free charge of 30-day service of VigorACS. Simply click the Trial button.

D sbout MyVigor
¥ rMy larmation
= Security Inbormation
* produrt Registratinn

B vastomer ey

©_iryrinhs © DrayTus Cue

My Infermation - My Products

Dowicc Infarmetian

Device Name @ VigorACS 2_Carde
Host D : ACSAFO200006
Model @ WigorACS2 Scdes

UMNevine'a Sienvieell

Service

TR

IFpired |iernscil

Rensne | ACS Livense Help || Trauste Euck

Frovider

DT-ACS-2 Trlal

Status Starl Date

Expired Date Nodes  Note

e
bl acHistwhitelisi]

Cyiein [ Commiuuch ]

Blauklist
fcustomer can choose cateqory to
blockjpass.|

Blacklisl
[seme predefine website will be blocked.
Mhers will be passcd.|

TrayFIMK

Whitelist
[anly same predefine website pass,
athers will be blecked.|

Hegion

Slahal

&1 ierman spesking countries

All German speaking countries.

Website

hitp: . cyren.com?

hitp: s bundespracisielie.ded

http it raglinn. de

9. From the following screen, check the box of “I have read and accept the above....” and click Next.
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- e
Model ; VIQOrACS2
D about Myvigor

SELECT TS .CardMame AS CardName, DC dstatus AS STATUS, 5P spname AS SPNAME FROM TmpSerCard AS TS, DraytekCardTB AS DT,
o iy Information

SenvicePrivider AS SPWHERE TS DevSenice_DSID="155780° AND TS DraytekCardTE_CID=0C CID AND DC dstatus="valid’ AND
= Security Information T5 SeraceProvider_SPID=5P SRID

%
Product Kegistration CrayTek VigorACS Sl Series End-User License Agreement .

5 Customer Survey
IMPORTANT.

DrayTek IS WILLING TO LICENSE THE ENCLOSED SOFTWARE TO YOU ONLY UPON THE CONDITION THAT ¥OU ACCEPT ALL OF THE
TERMS CONTAINED IN THIS LICENSE AGREEMENT. PLEASE READ THE TERMS CAREFULLY BEFORE COMPLETING THE INSTALLATION
PROCESS AS INSTALLING THE SOF TWARE WILL INDICATE YOUR ASSENT TO THEM. IF ¥OU DO NOT AGREE TD THESE TERMS, THEN
DrayTek 15 UNMLLING TO LICENSE THE SOFTWARE TO YOU, IN'WHICH EVENT YOU SHOULD RETURN THE UNINSTALLED SOF TWARE AND
PACHAGING TO THE PLACE FROM WHICH IT WAS ACQUIRED, AND YOUR MONEY WILL BE REFUNDED.

BY JOINNG MYVIGOR, YOUR DATA WILL BE HANDLED CAREFULLY AND NOT PASSED ONTO ANY 3R0 PARTY UNRELATED
ORGANIZATIONS, YOUR DATA WILL OMLY BE USEDVACCESSED BY DRAYTEK CORP AND REGIONAL OFFICES/ASENTS WITHIN YOUR OWN
COUNTRY

1. Grant of License for Personal Use
OrayTek grants you a non-exclusive, non-ransferable license to use the program with which this license is distributed (the “Software®), inciuding
any documentation files accompanying the Software (*Documentation®), for intermal business use only, for up to the numder of users specified in
sales order and imoice. You have the right t make one backup copy of the Software and Documentation salety for archival, back-up or disaster
recovErRY pUIPOSES. You Shall not exceed the stope of the license granted hereunder. Any rights nat expressly granted by DrayTek 1o you are -
reserved by DrayTek, and all impligd Seensss ace disciaimed

& | nave read anid atcept the above Agreement. [ Please check this Do ) ]

Copyrights & DrinTek Cormp. et

10. In the page below, click Register.

D' about MyVigor Apply For A License Number
4 My Information
= Security Information Cancel
*_ Product Registration
3 casromer Survey Service Name ACS 51
STEP 2

Activation Date [ MM-DDYYYY]:  02-16-2017 l RAegister l

11. When the VigorACS License Information page appears, the service is ready for you to use. Click
Login to ACS to use VigorACS service.

Dray Tek

VigorACS License Information

Operation 1000 © Licenss Ky 0K
License id odtatled
Start date 20170116
Espire dats 2M7-03-18
Max node 0K000020
Trkal liearse Vg
Loginbo ACS

12. The login page will appear as follows. Type the default settings of User Name (root) and Password
(admin123) and type the authentication code. Then, click Login.
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Login to VigorACS 2

root
(TTTTIT Y

3611

Remermber me

Copyright @ 2017-2018 DrayTek Corp. All Rights Reserved,

13. Now, the main screen of VigorACS will be shown as follows.
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Chapter 3 Getting Started

= DrayTek VigorACS2

3.1 Accessing Web Page of VigorACS

1. Login VigorACS. Use a web browser and type “localhost:portnumber”. Note that the port number
must be the one defined for HTTP and HTTPS port while installing VigorACS. For example, if HTTPS
is defined as 8011, then the URL will be “localhost:8011”.

Login to VigorACS 2

carrie_ni

1926

Eemember me

Copyright ©@ 2017 DrayTek Corp. All Rights Resersed,

2. After clicking Login, main screen of VigorACS 2 will be shown as below.
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= DrayTek VigorACS2
Q Search @ Root Network o Rt 1M v o
Root Network ® Network Overview Scatesoyy = S x Map Overview P
(345)
Al t o
NETWORK MENU Root Metwor VPN Test WE BERE
ONLINE ONLINE
@00 1 Q00 ! by ;
Dashboard = CFFLNE3 35 ey, OTFURE202 &
i b L
Statistics tang carlos L =
ONLINE ONLINE
Menitoring @@0 0 @@0 0 %, &
CFFLINE| 17 OFFLINEG *
a
Configuration
lay ting g "’)@% 5 2,
%, L
@O oreren DO ® onumed 3 a4 A
SHETEMIHENT o, OFFLINEZ —li ) & =%
Alarin 3 Alarm 3 [} Google
Maintenance HlWAHE2018 Coocle (TR KGR : EAELEAEE
Reports
Active Clients - Top 10~ @Llast24 hours> = 2 x Traffic -Top 10~ @Llast2 hours» = 2 x
Provisiening
Network Management E © Total 18073 WB © Tetal
25
System 143.05 MB
20
User 14 95.37 MB
10 ‘JV'
47 68 MB
About 5
0 Byte
12:00 16:00 2000 omoo 0400 0s:00 1200 18:00 20:00 oo:00 0400 o=:00
Total ‘Currem 23 Total |281GB (1128GB 1153GH) &)
Q0% Q0%

3.2 Dashboard

The information displayed on dashboard will be changed based on the network, group or device
selected. To switch the dashboard among network, group and device, simply click Root Network on the
home page to expand the tree view.

Root Network

Root Network(363)

[+ ada ALANWEM(2)

I e Alvaco(l)

4 & RDEN0)
@ 2132RVn_001DAAE4ABGCE
@ 2133Vac_001DAADDOOOO
A 2530i_001DAAADYLTS

3.2.1 Dashboard for Root Network

The dashboard displays brief and quick overview information for the devices (CPE, Access Point)
managed by VigorACS.
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3.2.2 Dashboard for Group

This page offers information about device overview (including device name, model, MAC, up time,
firmware version, LAN clients, and VPN), top 10 clients, new devices, map overview, traffic top 10 for

the selected group.

| = DrayTek Vigoracs2
Q

i ©
NETWORK MENU
I Dashboard

Statistics

Monitoring

Configuration

SYSTEM MENU
Maintenance
Reports
Provisioning
Network Management
System
User

About

AutoRefresh:| 1 Minute v & £+

Device Overview SCategory> = 2 %
Metwark
Device Name Model MAm
2020vn_00S07FCC3ESD  Vigor2820wn  00507FCC3ESD 000 3649
1000_001DAADDD134  VWigor1000¥n  001DAADODIG4 000 w1.5.4.2
2710n_D0S07F9A3648 Wigor2710n 00507F9A3648 000 3.6.86
2850V_001DAATDACCE  Wigor2850Y 001DAAZDICCE  0:0:0 3686
2130_00507F666666 Wigor2130y 00507F6a6666 000 v1.54.2
v
14w L
Active ~Topil~ Olastildays» = » x
2 © Total
1 r
|
|
|
o8- o8- 08- o8- o8- 08- o8- o8-
oz 06 10 14 18 22 26 30
0%

Total | Currentn
[

Map Overview Pl

Map Sateliite

Haidle Farm 0
°
z +

Google Map data ©2017 Google Terms of Use Report a map error

Traffic - Top 10~ Olast24 hours> = .~

477 ME © Total
A
381 ME M

286 ME
1.91 ME
976.56 K

0Byte
20:00 00:00 04:00 08:00 12:00 16:00
100%

Total | 24296 VB (160,55 ME ] 182.42 VB)

3.2.3 Dashboard for Device (CPE, AP)

This page offers device information such as system resource, connectivity and alerts for such device,
wireless LAN configuration, wireless station overview, WAN overview, LAN overview, VPN overview,
Map, and Quick Tools for the selected device.
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= DrayTek VigorACS2

Q I 29255¢ 001DAAS

2820

2925ac_001DAAS512820

(RD8 ]

Firmware incompatible  Device Status: online  Alarms: 0 Active Clients: 0 Auto Refresh: 1 Minute + G

DEVICE MENU
Dashboard
Device Information
Statistics
Device Name 202550 ANAMALE12290
Manitoring Firmware is incompatible
IP Addrees hy
Configuration Firrare is incompatible!
Network Name RDE  Gurrentversion: rG8235_heta
Latestwersion: 3.8.4 2
SYSTEM MENU Modal VE
) Firmware Vergion r68,
Maintenance % Close
MAC Address 001
Reports
UpTime 1 day 02:10:44
Provisiohin
2 Proxy htpe1 92,1681 05,25:443
Network Management
~ show more
System
User Systern Resource Health Status
About cPU 56 Arp 15
Memory 785 Semzion 0t
VoIP R-Factor )

WAN Overview @Last 24 hours =
2.38 MB “ Total
1.91 MB '|
1,43 MB /\

976,56 KB /L\‘ I‘ ‘L

- — N
488.28 KB e e —
0 Byre
16:00 20:00 o0:00 0400 08:00 12:00 16:00

Total |57.61MB [ 119.76MB 13785 MEB) 100 %

WAN1 |57.61MB ( [1976WMB  137.85M8) 100 %

WAN2 |0Byte [ 10Byte J0DByte) 0%

WAN2 |0Byte (10Byte |DByte) 0%

u

WANA |0Byte [ 10Byte |DByte) 0%
WAN  Line/Mode P Uptime Active Mode

WAN1  Ethernet/ Static 1P 192.168.105.25  1d 02h10m  Always On
WANZ?  Ethernets DHCP Client - 0dl 00k 00 Always On
WANZ  USB /- 0cl 00k 00 Always On
WANG  USBS - 0d 00h 00m  Always On
‘ »

Move the mouse cursor on the dashboard. When the mouse cursor becomes a “hand” on certain place,
simply click it to access into the configuration page of that option.

Guick Toals

[ [C1Backup Cenfig | 'O Restore Last Config | & Download Last Config ]

WAN  Line/Mode IP Uptime Active Mode
( ) .
wiap1 | DSL/ Static IP 192.168.105.60 0d 00h 13m  Always On
wian2 | Ethernet s DHCP Client 0d 00h 00m Always On
wian3 | WSB /- 0d 00h 00m Always On
wiaps | WSB /- 0d 00k 00m Always On
\—/
LAM Crverviews © Last 24 hours =
2
o Clients
1 |
|{ I| I’I| ||I ]||
| L) \ |
0| ne
12:00 16:00 20:00 o000 04:00 0&:00
LaN Status IP/Mask DHCP Clients
LA Enakle 192.168.60.1 24 on 0 [0%)
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3.2.4 Statistics for Network
The page offers statistics for all the devices listed under root networks, including usage overview,
wireless clients Overview, data traffic, device ranking, and client ranking. By clicking Last 24 Hours,

Last 7 Days, Last 30 Days or Custom setting (define the period), the administrator can obtain various
statistics within the time period.

In addition, the statistics can be exported as “.XLS” file if you click the Export button on the top side.

3.2.5 Statistics for CPE

The page offers statistics for the selected device listed under root networks, including usage overview,
wireless clients Overview, data traffic, device ranking, and client ranking. By clicking Last 24 Hours,
Last 7 Days, Last 30 Days or Custom setting (define the period), the administrator can obtain various
statistics within the time period.

In addition, the statistics can be exported as “.XLS” file if you click the Export button on the top side.
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3.2.6 Root Network and Inventory View

Root Network shows a tree view for all of the managed devices (CPE, Access Point) grouped under

different networks. Inventory view allows the devices to be divided and categorized with the model

series, such as Vigor2860 series, Vigor3900 series, and so on.

@ Root Network

= DrayTek VigorACS2

& Root Network

Root Network
[342)

<

Root Network Metwork Overview = Category~ = " %
(2420
~
RN W Root Metwar ... Metherlands =
b oeme ALANWERN(2) - @oo OMLIME 289 @oo OMLIME 1
> im Draytek(D) . - — OFFLINE 53 OFFLINE 3
= T 4 g Inventory View Inventory View L%
I ima England(d) b Vigor2132(3) RDE ap b |
> ima Marketing_carrie(0] I oam Vigor2133(1) @oo ANLIME 9 @oo AMLINE 4
¢ Netherlands(4) b i Vigor2760(2) OFFLINE [J OFFLINE 7
= A 3 Alarm 2
> im Other(3) b Vigor2@30(1) .
b e RDB(D) b e Vigor2ea0(31s) ALANWERN Other
b SEG(O) b Vigor2Ba2(2) @oo OMLIME 1 @oo OMLIME 2
> im SEGT(1) b Vigor2a10(1) OFFLIME 1 OFFLINE 1 3
D oam Test] & Test2(2) b Vigor2820(1)
boam USALT) b i Vigor2a25(3)
b WPN(T) b Vigor2a52(z) Clients - Top 10+ @Last 24 hours> = o x
> am ap(B) b i Vigor2960(2)
b am blablaaall) b Vigor3z20()
. 1
> empty(0] b i Vigor3a00[1) o Total
> ima henry(2] I iaw WigorAP(T)
M 123123

Click Network to display Root Network view; click Model to display the Inventory view.

3.2.7 Network Overview

The network overview can be displayed by two methods, the Network Overview and the Device
Overview. Click Category to switch these two methods.

Under Network Overview, all of the networks with names can be seen on this area. Use the scroll bar
to view others networks. Icons of W, V and L represent WAN Alarm, VPN Alarm and LAN Alarm. The digit
next to the word, Alarm, indicates the number of warning message received by that network. The
number next to ONLINE indicates how many devices are active; the number next to OFFLINE indicates
how many devices are inactive.

Q & Root Netwiork Auto Refresh: 1 Minute 3 {3
Root Network o Metwork Overview SCaegory~ = 7 % Map Overview P
1340

Root Networ RDE = ! ellite
NETWORK MENU ’ \ Map Satellite | i eilérthegyi Barlang @ |
QOO cnunEls @OE ovunEs 3
I Dashhoard o 198 [ Aiarm 10 ] OFFLINEG GEHEHG@V:?%Y;%E'SO %
Statistics dvcom_kuwai Shanghai ),
o QOO onne2 QOO oS % ;
(IR g, OFFLINEG) . OFFLINES e
Alarm 9 Alarm 5 g 5 .
Configuration = L]
Cther RD3 ]
Q00 ov-Neo QOO oV-nE W& *8
SYSTEM MENU ey OFFLNES oy, OFFLINES Lt -
Alarm 3 Alarm 3 1 AV
B nEnance Googlesgrendioam Map data 2017 Google Terms of Use Report a map error
Reports
Active -Top 10+ @last24hours> = 2 Traffic - Top 10+ @last24hours» = 2 %
Provisioning

Under Device Overview, move the scroll bar left and right to check basic information for each device.
Click >> (Next) or << (Previous) arrow to display next page for checking information for other devices.
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Auto Refresh: 1 Minute *| & -

Q Search... & Root Network
Root Netwark © Device Overview SCategayy = S %
{240
Device Name Model MAC UPTime Firmwai
NETWORK MENU
2952n_D01DAAEDGTER  Vigor2952n 0010AAEDGTES  0:0:0 rEGE400_k
Dashboard -
2960_00507FFF3300 Vigor2ag0 00507FFF3900 o0 1.3.0_Bet
Statistics
AP 910C_001DAADFCCRC  VIEOPAP 910C  0010AADFCCSC  11:8:30 1.21_RC
Monitoring
AP 910C_D01DAADFDOMC  VigorAR 310C  001DAADFDOIC 00 1.21_RC
Configuration
AP 910C_001DAADFCEA4  VIgorAP 910C  001DAADFCEAd  11:9:13 1.2.0.4

SYSTEM MENU
Maintenance

Reports

3.2.8 Map Overview

1488 »

Map Overview

Map  Satellite

GoGglesomond

Gellérthegyi Barlang @ ' ¢

Gellért Gyogyfirdd
e Uszoda @

%
B Pi
G Nehr
%
*
7 Bertalgn S

= 2 + 8
\\-.V-Q 9 i

?F & -

"0 ap data 2017 Gooale Terms af Use Repart a man error

This map displays the location of the devices managed by VigorACS. The number on the map points the
quantity of the devices classified under the root network or network group. Move your mouse on the
number and click it. The map will be zoomed in with more detailed information.

Map Overview will vary according to the root network or the network group selected.

Maintenance

Reports

3.29 Top 10 for

Clients

Q, Search... @ Root Network AutoRefresh: 1 Minute * G B
Root Network ) MNetwork Overview SCategory> = X Map Overview R
(340

Root MNetwor.. RD% = % ellite s

NETWORK MENU ( Map Satellte | G iisntheqyiBarang @\ &

@0@ ONLINE145 @m@ ONLINES h

I Dashhoard = my OFFLINE195 QFFLINES GeHerlG;:avsggggo

Statistics dvcom_kuwai Shanghai £,
o @oo ONLINE? @00 ONLINE3 L % P
Monitaring m OFFLINES OFFLINES g K -
g A
Configuration 7 = \ ]
Cther RD3 & o
©00 2ot ©00 , +F
SYSTEM MENU - OFFLINEZ o OFFLINEZ it P E. 1
\Go gle:siomend ket

W wap data ©2017 Gaogle Terms of Use Reporta manﬂJ

This area displays the top 10 clients or top 20 clients accessing into VigorACS during the last 24 hours, 7

days or 30 days.

Root Network |
(340] @

LA &)

Metwark REEEE

i IMventory View
bodan Vigor2132(3)
Fodan Yigor2133(1)
b i Vigar2760(2)
b i Vignr2930(1)
I oia Vigor2860(313)
b Vigor2862(2)
4 & Vigor2910(1)
A 2010V_D0S07FC26824
& Vigor2920(1)
& Vigor2925(3)
s Vigor2952(2)
i Vigor2960(2)
aa Wigor3220(1)
& Vigor3900(1)
an VigorAP(T)

v T TV T TV

Test! & Tes. ALANWEN aunn ‘) ;‘;nu K
@@o ONLINE 0 @@o OMLINE 1 i
OFFLINE 2 - OFFLINE 1 3 S Bem
: = Google L
...... Sl AL e e
ﬁ'ﬂ:s ~Tap 10~ @ Last 24 hours = —ﬁ Traffic - Tap 10+ (o
Last 24 hours
30 ., Last7days 95,37 MB
20 TSN |9 Total s e
10 Last 30 days .
) i 47,68 MB
i 23.84E
20:00 0000 04:00 0g:00 12:00 16:00 0 Byte
100% 2000 0 04010
Tetal |Currenu2? Towal |1.31 GB (132971 MB L1011.93 MB)
RD8 | Current:? 26% Netherlands | 474.95 ME [136.44 MB 438,51
R S R R RS
Netherlands | CurrentS 19% henry |44830MBE (T136.81 MB }311.43 MB)
A

2860ac_(O507F0001 5 | Current:1

-
&S‘BOMOOSOTFOON bh | Current:1

)

RD& |418.39 ME [ T156.46 MB L 261.93 ME)
——

ALANWEN |0 Eyte (10Byte 10 Byte)
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3.2.10 Top 10 for Traffic

The figure displays the traffic for top 10 or 20 groups/devices during the last 24 hours, 7 days or 30

days.

Root Netwark
[340) ®

Metwork SEEGE]

4 & Inventory View
b Wigor2132(3)
boam Vigor2133(1)
b Wigor2760(2)
b am Wigor2830(1)
boam Vigor2860(313)
I Wigor2B862(2)
e Vigor2810(1)
A 2910V_D0507FC26824
b am Wigor2920(1)
b oam Wigor2825(3)
b Wigor2852(2)
boam Vigor2960(2)
b Wigor2220(1)
P am Wigor3a00(1)
b oam VigorAPR(?]

LAl

.

Test! & Tes ALANWEN ‘) T e wom N
@@G ONLINE O @@o ONLINE 1
ey DFFLINE 2 ey CFFLINE | S AT -
Alarmm 2 Alarrm 1 Google i 7 ~
g Co sl shERFEME2017 Gooale. INEGH {FRRE:
Clients - Top 10 = @Llast24hours> = ﬁc ~Top 10+ @Last 24 hours > = ,‘x
Ell pr—,
20 LS ST N [ Total 45.37 18 1 ° Total
v o 7153 vE M Total 2256 e
10V 47,68 WB J | e R
5 Y V| Time:021610:00
20:00 00:00 000 0%:00 12:00 16:00 OByte™ - -
200 0000 040 omo0 1200 00
Total | Current:2? 100% Total |1.31GB (1329.71 MB 11011.93 WE) 1000
RD2 | Current? 264 Netherlands | 47495 ME [136.44 ME 143851 ME) EEL
Pl R
Netherlands | Current:S 19% henry | 448,30 ME (T136.81 ME L 311,48 MB] 3%
2860ac_00507F00015e | Current:1 44 RDS | 41833 MB [T156.46 MB | 261,93 MB] Bl
- —
43 04

2860ac_00507F00016k | Current:]

MNew Devices

3.2.11 New Added Devices List

ALANWEN | 0Byte (10Eyte 10 Eye)

J

New added device(s) can be found on the field of New Devices. When you move your mouse on the
device name from one of the devices and click on it, a detailed information page for that device will be
displayed on the screen.
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3.2.12 Icons Used in VigorACS 2

Item Description

+ Add a new device.

-/ < Hide the page / Display the page in fullscreen.

% Delete the selected widget.

D / Switch these two icons by click the mouse cursor on it.

D - means “Enable”.

- means “Disable”.

SYEETTROT TS The type of widget can be chosen on the top-right of VigorACS web
S user. Check the one(s) you want to display on the web page; or
3 Herwork Overview uncheck the one(s) you want to hide on the web page.
[ Map Ouerview
8 Clients
[ Traffic
9. 2 2 Mew Devices

3.3 Capture Packets

The system administrator might want to inspect what packets that VigorACS server transmits or
receives. He/she can perform the packet capturing by using Wireshark or use the Capture Packets icon
on the top-right of VigorACS web page. The captured packets information between VigorACS server and
CPE client will be the basis of debugging.

This function can be enabled or disabled on SYSTEM MENU>>System>>System Parameter, ID 81
PacketCaptureTool.

= DrayTek VigorACS2

Q Search a Root Network Select a network interface to capture: o Fetrecr| 1 Minste w3 .
=
Root Network R o MAGC Tdcc00se:09 o=
(345 IPwd: 17217 B.252
PB: feB0:0:0:01 Boe: 201 fell5:e188 19
Root Metwoar. VPN Test 2 s ra
RERRCHREEIERS @ oo OMLINE 10 @ o GHLINE L Pseudo-device that captures on all interfaces *ﬁmﬁ' hEELE -
Dashboard m OFFLNE3 35 s, OFFLINE
A 5 A n 202
Statistics tang carlos
ONLINE OMLINE { P
Monitoring Q00 v Q00 AT 4 w
OFFLINE{] 7 o, OFFLINE
Configuration LI Linux netfitter log {NFLOG) interface
kay ting MAC: : +
Oy,
e DY D00 E2 @ OO ™ L Linux netfifter ueue (NFOUEUE) interface & —
o, OFFLINEZ oy CFFLIE é
flarm 3 Alarm 3
i . il 5T
Saitenancs LJ USB bus number 1
MAC:
Reports
Active Clients -Top 1o~ @Las L USB bus number 2 @Last 24 hoursy = * x
Provisioning MAG:
Network Management 0 L1 USB bus number 3 © Total
e 1 Mac:
System A
@ 1 i L1 USB bus number 4 i I
1
User 18 I\"..\___‘w/" ‘I ¥ M I “k‘l\ i : | Il
10 [P 5 - 1/} ||
‘ ‘ll V" LI USB bus number 5 I it - |

s A \ (Arl
About s o -lu A A | T
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Info If no WinPcap or Libpcap installed on VigorACS server, the following
message will be shown on the screen instead of Capture Packets icon.

=g A No network device detected, please check if libpcapWinPcap is installed. &

After clicking the Capture Packets icon, all of the network interfaces possessed by VigorACS server will
be shown on a drop-down list. Under the network interface, corresponding IP address and MAC address
also will be listed.

Click one of the network interfaces to configure settings for and perform the packet capturing.

? ® Capture Settings

=]

Filter Settings

l Filter Examples TCP anly -
I Custom Filter tcp

=

I Note:

“ou can type filter normally, for more expression syntax, please visit PCAP-FILTER

& Time Settings
: Enable Time Limit o
Time Limit (Minute} 5 &

® Close Start Capturing <

|

5 T

These parameters are explained as follows:

Iltem Description

Filter Settings Filter Examples - Choose a filter for filtering the packet
corresponding to the type selected.

TCP only v

(Mone)
HTTF TCP port
TCP anly

LIDF anly

[P anly

IPvE address 1

[PvE only

[Pvd address 127.0.0.1
IPvd anly

Part 80

Custarm

For example, when TCP Only is selected, only TCP packets will be
captured and recorded. When IPv4 address 127.0.0.1 is selected, then
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only the packets coming from/sending to that IP address will be
captured and recorded.

Custom Filter - Variation of Filter Examples will change the setting in
Custom Filter. However, the system administrator can define the

filter by entering correct syntax (e.g., host 172.16.2.222) if required.
Packet capturing will be executed according to Custom Filter setting.

Time Settings

Enable Time Limit - If enabled, VigorACS server will capture the
packets within the time limit defined below.

Time Limit (Minute) - Enter a value as a time limit.

Start Capturing

Click it to start packets capturing.

®  After clicking it, VigorACS server will continuously capture the
packets until time up or manual stop. While capturing, the
system administrator can perform any job on VigorACS still. The
status of Pcap will be shown as the following figure. If Time
Limit is disabled, the status bar will not show the timer
information.

System Time

OLLEE W Siop Capturing (Stop Timer: 04:57) [ERE VG ETNTISE

® - System Time
Peap i RV ReiGLR  17-52 23/10/2018

® When the time is up or stop the job manually, the status of Pcap
will display the icons of Download and Delete and create a new
capture. Click Download to store the file on the hard disk. Later,
use the tool of Wireshark to check the content of the file.

System Time
el X Download & Delete and create a new capture [EFS VLT L IR

®  After clicking Delete and create a new capture, VigorACS server
will delete the packets just captured and restore the Capture
Packets icon for next time using.

® In considering the network security, when someone performs the
packet capturing on VigorACS server, other users are not
permitted to use Capture Packets until the one finishes or stops
the job. Only the one who performs the packets capturing can
download the Pcap file.

2=l A Pcap is now in use by “root”, please wait for cumrent capturing finished. &

Click the Refresh button on the right side of Pcap status bar to check
if someone else uses Pcap or not.
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The default file format of Pcap file: user ID_date(YYYY-MM-DD.hhmmss). The following example figure
shows the content of pcap file by using Wireshark.

Ml users 1514856095133 2018-10-23.175419.peap - o x

File Edit View Go Capture Analyze Statistics Telephony @irale&s Tools Help

aAmg® ERERes2=ZF LS EQAQAaHE

[ pply o display filter = <Chil-f> 0 -] Expression- #

Na. Time Source Deestination Protocol Length ~
3 0.801608 192.168.50.18 192.168.185.59 TCP 54 64750 + 8869 [ACK] Seg=1 Ack=1 Win=64248 Len=8

i 4 0.801821 192.168.50.18 192.168.1085.59 HTTP 155 GET /cwm/CRN.html HTTP/1.1

< 5 @.ee4302 192.168.165.59 192.168.50.10 HTTP 262 HTTP/1.1 4081 Authentication Failed =
§ 0.885541 192.168.185.59 192.168.50.10 TCP 60 8069 » 64758 [ACK] Seq=209 Ack=183 Win=2568@ Len=@
10 O OOCEGD 107 168 co 10 107 168 165 Ko Tro CA £ATEO = Q06G TACKT Cra—102 Arl—M0 WEn-£A02) | anO A

<

>

> Frame 4: 155 bytes on wire (1248 bits), 155 bytes captured (1248 bits)
> Ethernet II, Src: AsustekC_56:f7:99 (88:d7:f6:56:f7:99), Dst: Draytek_69:4a:e8 (8@:1d:aa:69:4a:e8)
» Internet Protocol Version 4, Src: 192.168.50.10, Dst: 192.168.185.59
» Transmission Control Protocol, Src Port: 64758, Dst Port: 8069, Seq: 1, Ack: 1, Len: 161

o606 08 1d
gole e &d
@828 69 3b
ae3e fa f@
@848 52 4e
Ge58  @d @a
88668 6b 61
agave 74 70
@ese 73 74
aa9e 35 39

3a
3a

38

------ GE T /cwm/C
RN.html HTTP/1.1
--User-A gent: Ja
karta Co mmons-Ht
tpClient /3.1--Ho
st: 192. 168.185.
59:8069 -

O wsers 1514856095133 _2018-10-23 175419 peap

|| Parkets: 502 - Displaed: 502 (100.0%)

|| Protile: Detanit

3.4 Set Password

The login password for current user account can be changed simply and easily by using Set Password

from the drop down menu on the top-right corner.

Set Password

ACCount: root

MNew Passward

Confirm Passward
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3.5 Two-factor Authentication

Usually, the system administrator can access into VigorACS by using user account and password. If
network security is highly concerned, two-factor authentication will be strongly recommended.

For using two-factor authentication for accessing VigorACS;
1. Get and install Google Authenticator (i0S/Android) first.

2. Login VigorACS 2 by using the user account and password.

Login to VigorACS 2

User Mame

Password

Rerember me

Login

Copyright € 2017-2018 DrayTek Corp. All Rights Reserved.

3. Open Root>>Two-factor Authentication and enable the button of Enable two-factor
authentication.

Peap @ Capture Packets v

Two-factor authentication
ACCOUNT: root

Enable two-factor O

authentication

® Log Out

Note:
 Turn on Two Factor Authentication please follow the instructions below.
» Get and install Google Authenticator (iIOS/Android)
 Scan a barcode or manual input secret key
« Click save hutton to verify code which generated from APPs
« Recommendation: You should backup secret key or barcode

Description rontE@hignrACs
Display in App: root@VigorACs.

QR-Code

Manual Input JEIRDEMNYUWIMMZLIE

Verification Code

trir-amthentication
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4. Use your cell phone to scan the QR-Code shown on the page or enter the secret key displayed on
the box of Manual Input.

QR-Code

Manual lnput FESBOPM|G7EZTFGOZ

5. A key will be created randomly on the cell phone. Enter that key on the box of Verification Code
and click the Save button.

YerfFication Code

6. Logout VigorACS 2.

7. Re-login VigorACS 2. The first login web page requires you to enter the original user account and
password. After clicking the Login button, the second login web page appears. Please enter the
authentication code (created randomly) obtained from the APP (Google Authenticator) on your cell
phone and click the Verify Code button.

Login to VigorACS 2

— ==

Copyright © 2017 DrayTek Corp. All Rights Reserved.
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3.6 Change Theme

The theme of VigorACS web user interface can be changed with different color. Choose the color you
want and click Save.

Feap @ Capture Packets

Change Theme

Theme
@ Simple Blue Simple Red Simple Black
e — ——
] B
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3.7 Logout VigorACS

Simply click Logout icon to logout VigorACS.

Brstem TimMp

t Passwiord

& Two-factor Authentication

Action  Log Out
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3.8 About VigorACS

Android APP and software version information for VigorACS will be displayed as follows:

If your mobile phone is supported by Android system, you can use it to scan Android APP or Server

Address QR code to connect to VigorACS system.

il
o S\and2 @

AC%S server

ACS APP

3.8.1 License Key Information

(i /

B

This page displays relational information for license key current used by VigorACS 2. In addition, it
offers a channel to new the license key for VigorACS 2 when it is going to be expired.

€ License Information

License Information

Host ID
Licenee ID
Start Date
Expire Date
Max Mode

Trial License

52

ACE170200004

ooo1ate

2017-02-14

2099-03-15

200000

YES
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3.8.2 License Agreements

This page displays relational license information required by VigorACS 2.

I = DrayTek VigorACS2 Administrator
Q @ License Agreements
Root Network Apache License, Version 2.0 MIT
(343)
Name Author Web Site Name Author Web Site
uashpoara
Ant % hootstrap %
Statistics
Apache POI % Chart %
Maonitoring
Az % Cryptols Jeff Mot %
Configuration Castor % DATE PICKER %
Commons FileUpload % jranvas %
SYSTEM MENU
Dashhoard Google Inc. % JQuery %
Maintenance
EazySSL olanny % . joueryhootpag % .
Reports
Provisioning
Eclipse Public License LGPLV3
Network Management
Name Author Web Site Name Author Web Site
Systi
ystem c3p0 Steve Waldman % lasperReparts %
User Skypedjava Skype Technologies 5.4, %
About
License Information
License Agreements

3.9 Operation Procedure

Follow the instruction listed below to operate VigorACS 2:
®  Create networks.
®  Create users and user groups.

A user can own several CPE devices; however, each CPE device can be assigned to one “user
group” only.

User shall be assigned under different user groups. RootGroup is the default user group.
® Edit and modify the settings for the TR-069 devices.

Below shows a brief illustration to describe the relationships among CPE, user group, network and
network group.
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Applications

A-1 How to Register a CPE onto VigorACS 2?
This section briefly shows a simple way to register a CPE onto VigorACS 2 with few steps. For detailed
information, refer to Chapter 4.

The CPE to be managed by VigorACS 2 must be configured and restarted. Here we take Vigor2925 as an
example.

Note that STUN setting is required if CPE is behind a NAT device, for the purpose of keeping the
connection between VigorACS 2 and Vigor device up.

1. Access into the web user interface of Vigor router.

2. Open System Maintenance>>Management.

System Maintenance »> Management d
IPvd4 Management Setup IPv6 Management Setup

Router Name DrayTek

[J pefault: Disable Auto-Logout Management Port Setup

[ Enable validation Code in Internet/LAN ® User Define Ports O Default Parts

ABCEss Telnet Port 23 {Default: 23)

Internet Access Control HTTP Port a0 (Default: 80}

allow management from the Internet ] HTTPS Port 443 (Default: 443}

Daormain name allowed

FTP Port 21 {Default: 21)
O FTP Server

TROGY Port G069 {Default: 8089}
HTTP Server
HTTPS Server S5H Port 22 (Default: 22)
Telnet Server
[ TROGY Servar ] TLS/SSL Encryption Setup

v
TTesnsoer MEnable TLS 1.2

®  Allow management from the Internet - Enabled.
® TR-069 Server - Enabled.
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3. Open System Maintenance>>TR-069.

System Maintenance »> TROG9 Setting

ACS and CPE Settings

Health Parameters

ACS Server On

ACS Server
URL |http:ff192.168.1.1 10:501 1IACSServerIservicesIACSServlel [ Wyizard ]
[ acquire URL from DHCP option 43
Usernarme |acs |
Password |
Test With Inform | Event Code |F'ERIODIC v
r
Last Inform Response Time :Sat Jan 1 0:12:57 2000
CPE Client
O Disable
@ Enable
@Http O Https
URL |http:ﬂ‘192.168.1.1:BDEQIcwmICRN.htmI
Port G069
Username |\-'ig0r |
Password | -------- |

Periodic Inform Settings

®  Specify the interface for ACS Server On.

®  Set URL, username, password for network group.

) Enable CPE Client.

4. Click OK and click Test With Inform. When the green
Time), the settings on CPE have been configured well

5. Open the homepage of VigorACS 2.

light appears (on the Last Inform Response

6. Now, Vigor2925 has been registered onto VigorACS 2 and displayed on the homepage.

DrayTek VigorACS2

Q @ Root Network -
Root Netwark ) Metwork Overview Slategaryy = /% Map Overview PO
(1)

Device Name Model MAC UPTime Fil

NETWORK MENU

2975Vac_DO1DAACE4CA0  Vigor2025var  001DAACE4CAD 01124 EX]

I Dashboard
Statistics
Monitaring
Configuration

SYSTEM MENU
Maintenance 171
Reports

Clients - Top 10 = Olast24hoursy = » x Traffic -Tep 10+ Olast24hoursy = * %

Provisioning

Network Management 1 1 Byte

© Tatal © Total

System 0.50 0.5 Byte

User il 0 Byte

12 14 16 18 20 22 00 02 04 D06 08 10 12 14 16 18 20 22 00 02 04 06 08 10
A Tatal | Currentn 0% Total |0 Fyte (10 Ayvte L0 Fytel 0% g

Click the icon to list all the devices.
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A.2 How to Create a New Network ?

VigorACS allows the administrator to build several networks (and sub-network) for different CPE
devices under the root network.

1.  Only the administrator has the right to create a new user group.

2. From the SYSTEM MENU, click Network Management.

3. When the following page appears, click the link of +Add New Network.

o Network Management

P i Root Metwork(342) o Setting  hap
Network 1D UserMName
2 ars
Mame Password

Root Metwark password

Locatian

Til Defete 4 Add Mew Metwark

4. A pop-up window appears. Type the required information.

2. hlehaunrk Manaosment

+ Add Network

Parent Metwork
Root Metwork
Mame
it Marketing_carrie
Lacation
HsinChu
L' User Mame
carrie

Password

admin123

X Cancel + Add

Name - Type a new name of the network.
Location - Define the location of such network.

User Name - Type a user name for such network.

oo PR

Password - Type a password for such network.
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5.

6.

Click Add to save the settings. The new created network will be seen under the Root Network.

& Network Management

(=

Root Metwork(342]

c

T ALEFTERTZ]

K

aau Draytek(0]
e England(0)

C

wan Marketing_carrie(0)

B

aan Mletherlands|d)

» am Other(3]

>

e ROE([T]

e SEG(O)

*

i SEGT(1]
i Test] B Test2[2)

Setting  Map

Metwork 1D
2

Mame

Root Metwork

Lacation

Click the Map tab. Manually input specific location of the device on the input box; GoogleMap will
show the location for the new created network.

4 g Root Metwork(342) s Sean Map

o ALANWEN(Z]
I Diraytek(0)

> England(l

b aan Marketing_carrie(0)

b Other(3)
b o RDE()
b SEG(O)
b SEGI[1)

I Test] B Test2(2)

Podan LSA[T)
b VPN
I aplf)

I wn blablaaal)

b emnpty(0)
b henned2)

Hsinchu

hE HERR

R T

(&}
BOF

KRBETLRIEE
o

Big Cityift ¥
f =‘\r\tﬁ,?;.'-’r--
i)
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A-3 How to Assign a New Added CPE to a Network?

New added device can be grouped under Network. If no assignment, the new device will be grouped

under Root Network in default.

1. On the Dashboard, locate the device from New Devices. Here, we take Vigor3900 as an example.

a 1 e N/ o 4TE8MB | A JI
1 . 0 Byte - e
12:00 16:00 20:00 00:00 04:00 02:00 12:00 16:00 20:00
:‘;j;;"emwk Netherlands | Current:s 1814 Total |1.17 GB [1294.82 MB 130032 M
e NAREA T 2860ac_00507F00016b | Current:t B henry |509.56 MB (1123.32 M8 4386.2-
Dashboard 2860ac_00507FO00168 |Current:1 EL RD2 |390.?3 ME [T144.50 ME | 246,231
Statistics henry | Current:2 A% Netherlands | 204,86 MB (127.00 ME |
e
Mortcring 3860ac 0050TFO00160 | Currentt L] ALANWEN |0 Byt= [T0Byie | 0Bye)
Configuration
New Devices -
Maintenance
Reports Action IP Address Device Name Device Type
Provisioning (+] 192.168.105.108:30 2760n_001 DAAFSAECO Wigor2760n
Network Management (4] 192,188.105.107:80 2760_001DAAFSEIAD Vigar2760
System

o 192188.105.157:80 AP 210C_D01DAATR4FZO

User

WigorAP 3100

o 192,168.105.10%:80 2990y _00507FC20824 VYigor231 0V
About X
Ao [—0 172.16.3.131:80 3900_00507F7FRCES Vigor3800
2. Click the add icon (+). The following dialog will appear.
Lt e
+ Add New Device
L
1 Add to network ; Marketing_carrie -
E
Device name: 3900_N0507FTFFCES
Location:
- Emergency phone:
1 Setto known device: O
q
] x Cancel
) 4

Add to network - Choose the network from the drop down list.

Location - Type the location of the selected device.

Emergency phone - Type the mobile phone for communication.

Set to known device - Click it to make the device visibly or invisibly.

3. Click Apply to save the changes.

VigorACS 2 User's Guide

59



A-4 How to Create a New User Group ?

1.  Only the administrator has the right to create a new user group.
2. From the SYSTEM MENU, open the User menu.

3.  Click Group Management. The following page will appear.

% User »Group management

Setting ~ hanagement

+ Add

Group ID  Group Name  Enable Global Mail Server  Enable Global SNMP Server  Nodes Enable Expire Date  Expire Date  Used Nodes

1 RootGraup ] K Mo Limit MNodes - 2

RootGroup is a default setting.

4. Click Add to open the following page for creating a new one.

W User »Group Management

Setting Management

Add Group

Group name harketing

Hodes 10 E
Enable Global Mail Server ()

Enable Glohal SNMP Server

Enable Expire Date D

Expire Date 200702417 ici}

Group name - Type a new name.

Nodes - Use + or - to add or decrease the number of nodes.

Enable Global Mail Server - Click it to enable or disable the service.
Enable Global SNMP Server - Click it to enable or disable the service.
Enable Expire Date - Click it to enable the Expire Date mechanism.
Expire Date - If it is enabled, click the entry box to choose the date.

5.  Click Save to save the settings and exit the dialog. The new network group has been created and
displayed on the screen.
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W User »Group Managemert

Setting  Managerment

+Add | @ Delste | & Export | @ Delete with whale Sale

Group ID  Group Name  Enable Global Mail Server  Enable Global SNMP Server  Nodes

\" Mo Limit Modes - 2
2 Wiarketing Y 10 o

Enable Expire Date  Expire Date

Used Nodes
1 RootGroup o

20170247 0
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Part Il SYSTEM MENU, System
and User Settings Management



Chapter 4 System

= DrayTek VigorACS2

4.1 System Parameter

Open SYSTEM MENU>>System and click System Parameter to get the following web page:

These parameters are explained as follows:

ID No.

Description

Reset to default
Click the link to reset all of the system parameters with factory default values.

ProvisionKeepParameter

It can be set with true or false.

True - Enable the function of Keep Profile (profile or parameters in provision).
False - VigorACS will disable the function of Keep Profile.

ProvisionWaitCount

It means how many times VigorACS will compare the parameter values got from CPEs with
the parameter values set within profiles. If these values are different from each other
(from CPEs and from profiles), VigorACS will increase the count number by one. When the
count increases to the value that users defined here, VigorACS will perform Keep Profile
function.

ProvisionFactoryResetEnable

True - The function of keep profile will perform immediately for CPE without reaching the
value of 'ProvisionWaitCount'.
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4 FirmwareUpgradeCount
The value indicates how many CPEs can perform firmware upgrade at the same time. Set a
proper value to prevent hardware from over loading and causing a crash.

5 ProvisionDeviceAutoEnable
False - The CPE would not be added in Homepage when a profile defines a CPE with
different names but with the same serial number.
True - The CPE would be added in Homepage when a profile defines a CPE with different
names but with the same serial number.

6 ProvisionChangeDeviceNameEnable
True - If it is set with true and a profile defines a CPE with different name but same MAC
address, VigorACS would modify current CPE name with the pre-defined setting in profile.
That is, if the device name in profile is not the same as the log recorded in VigorACS
database, the system will modify the device name automatically.

7 SettingProfileSpaceSetEnable
True - Users can use space as character in parameter values. For example, users can use
the space character as their password.

8 ParameterListLongWaitCount
It is a positive integer (ms). After upgrading firmware, VigorACS will scan and get all
parameters to restore the parameter backup. The value determines how long the waiting
time out is. Multiplying the value with 50 is the maximum waiting time in millisecond.
It will take effect after VigorACS restarts. Default is 1200.

12 GetSetParameterCount
When applying the provision onto CPEs, VigorACS tries to get or set parameter from or onto
CPEs. This value determines how many parameter values can be obtained or set at the
same time. For example, set the value as 20. That means there are 20 parameters which
can be obtained at the same time.
Set this value properly to prevent CPEs from crashing or improve the efficiency.

13 IsDownloadUsedHttps
When a CPE connects to VigorACS with Https, users can enable this parameter (set with
true) to let CPE download file from VigorACS via Https.

14 ProvisionProfileFormat
It can be set with 1, 2, 3 or 4.
This value indicates the format of text configured profile.
If the value is set with 1, the format is defined as serial number, network_device name,
isreboot, and [parameterl, parameter2,.. and so on].
If the value is set with 2 (as the default format), the format is defined as serial number,
device name, isreboot, network, and [parameterl, parameter2,.. and so on].
If the value is set with 3, the format is defined as serial number, network_device name,
isreboot, address and [parameterl, parameter2,.. and so on].
If the value is set with 4, the format is defined as serial number, network_device name,
isreboot, network, address and [parameterl, parameter2,.. and so on].

15 IsRebootAfterDownload
True- After downloading and upgrading the firmware, reboot the CPE.
False - Users must reboot the CPE manually.
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16 KeepProfileUpdateRule
It can be set with is 1, 2 or 3.
The value 1 means after uploading profile, keep original Keep Profile settings and add extra
parameter settings (if the profile contains more parameter settings).
The value 2 means after uploading profile, delete original Keep Profile setting if the device
name changed.
The value 3 means after uploading profile, delete original Keep Profile settings every time.

17 IsSetGlobalParameter
False - Disable global parameter configuration function. When it is disabled, even users set
global parameters, these parameters won't be applied.

19 IsTurnOffPeriodicinform
True - If PeriodicInform interval (configured in 59. CPEPeriodicinforminterval) is too
short, CPE may send too much information to VigorACS and cause the server crash. Set this
value true only if the case happened (server crashed). The default interval setting shall be
900 seconds.
False - After adjusting the Periodicinform (configured in 59. CPEPeriodicinforminterval)
of CPEs, remember to set this value false.

20 PollingDeviceCount
The value determines the maximum number of CPEs to poll at one time. If this value is set
too small (e.g., 500), it might cause server overload. However, if it is set too big (e.g.,
600000), it could make CPE status refresh very slowly.
Note: After changing this parameter value, restart VigorACS to apply the change.

21 DeviceAutoEnable
True - If it is set true, after obtaining the information from CPE, the newly added device
would be added in the tree view of Homepage.
False - When VigorACS receives information from new added device, it will not display the
CPE on the tree view of Homepage until make configuration in SYSTEM MENU>>Network
Management.

22 Pollinginterval
Set the polling interval for VigorACS to examine CPE. The unit is milliseconds. Default is
900000.

23 CPEWebUiPort
Set a port number for VigorACS system accesses into CPE’s WUI.

26 VPNIPSecDefaultSecurity
Set the default security method for establishing VPN based on IPsec.

27 CheckDeviceStatusCount
Determine how many times shall VigorACS system check the device before the device
becomes offline.

28 VPNChangeEnable
True - If one of the WAN IP addresses changes on both ends of VPN, VigorACS will change
the setting automatically to rebuild the VPN tunnel.
False - Default value.

29 WANSeverity
Set the severity (critical, major, minor, warning and normal) for WAN connection.

30 VPNSeverity

Set the severity (critical, major, minor, warning and normal) for VPN connection.
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32

EnableHttpChunkedMode
True - Use chunked mode (chunked transfer encoding) for HTTP.
False - Default value.

33

CPEWebUiProtocol
Set HTTP (default) or HTTPs as the protocol for accessing CPE’s web user interface.

34

EnableValidateCodeCheck
True - Enable the function of validating code check on the login page.
False - Disable the function. It is the default value.

35

VPNIPSecDefaultMode

Set the default mode for IPSec VPN connection.
Main

Aggressive

36

StatisticsStep
Set the time interval (default is 900) for data collection for RRD traffic.

38

EnableWebServices
True - The third party software can get/set VigorACS functions through web services.
False - Default value.

41

HidePassword
True - Hide the password value on provision page.
False - Default value.

43

VPNEnablePingKeepAlive

True - Enable the function of Enable PING to keep VPN alive for CPE while creating VPN by
using the VPN wizard.

False - Default value.

44

CPEDetectMode
Set the CPE detection mode. 0 means TR069; 1 means ping.

46

EnableRRD
True - Enable the function of data collection (StatisticsStep) for RRD traffic.

47

AutoDetectRouteName
True - Get CPE’s router name.
False - Default value.

49

DefaultSetDeviceKnown
True - Set the new added CPE as a known device.
False - Default value.

50

KeepProfileRebootByBOOTSTRAP
True - VigorACS will ask the CPE to reboot if receiving CPE request including BOOTSTRAP.
False - Default value.

51

DisableAlarmMailByACSReboot
True - VigorACS will not send alarm message within 15 minutes after turning on VigorACS.
False - Default value.

52

DeleteOldDeviceBySamelP

True - If a new CPE with an IP address which is the same as an old device recorded on
VigorACS database, VigorACS will delete the information for the old device.

False - Default value.
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54 DisablePolling
True - Disable VigorAP to poll CPE. Restart VigorACS after finished the configuration.
False - Default value.

55 DisableAlarmMailByClear
True - Disable the function of sending alarm e-mail when alarm status is clear. It is the
default setting.
False - VigorACS will send alarm e-mail when alarm status is clear.

56 UseStunAddressForVpn
True - Remote IP address will use the STUN IP address for VPN connection.
False -Default value.

57 EnableChangeNetworkByNetworkUser
True - Default value. When VigorACS finds that the username and password sent from the
CPE changed, it will move the CPE to the network group with the same username and
password.
False - Disable such function.

58 FWUpgradeFaillinterval
If the firmware upgrade failed, the next firmware upgrade will execute after the time
interval configured here. Default value is 86400 seconds.

59 CPEPeriodicinforminterval
CPE will send general information to VigorACS periodically. The default value is 900
seconds. If required, enter the time interval for the CPE to send general information to
VigorACS.

60 EnableForceSetCPEPeriodicinforminterval
True -Default value. Enable the function of CPEPeriodicinforminterval.
False - Disable the function of CPEPeriodicInforminterval.

61 TimeFormat
Display the time format. 0 means 24-hour clock; 1 means 12-hour clock.

62 EnableRecordActionLog
True - Enable the function of record action log. It is the default value.
False - Disable the function of record action log.

63 EnableBackupCheck
True - VigorACS will check the parameter value of
“InternetGatewayDevice.X_00507F System.ConfigBak.ConfigChanged” and perform the
configuration backup automatically if any change made for CPE’s configuration.
False - Default value.

64 CheckCPEValidByAuthKey
True - VigorACS will check if the authentication key informed by CPE is valid or not.
False - Default value.

65 New_DeleteOldDeviceBySamelP

True - If a new CPE with an IP address which is the same as an old device recorded on
VigorACS database, VigorACS will delete the information for the old device and write the
configuration on the database related to the old CPE onto new CPE.

False - Default value.
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66 CheckCPEValidByNetworkUser
True - Each network can be set with a group of username and password individually. All of
the CPEs grouped under the network shall use such username and password for connecting
to VigorACS. Such function let VigorACS check if the username and password sent from the
CPE match with the settings on the network or not. If not, VigorACS will ignore the CPE
request and change the group of the CPE into root network.
False - Default value.

67 EnableAutoChangeWebPort
True - Enable for changing web port automatically. It is the default setting.
False - Disable the function.

68 DisableSavelnformLog
True - Disable the function of Save Inform Log.
False - Default value.

70 ShowTreeCount
Set how many devices will be shown on the home device tree. Default value is 100.

71 EnableSendCPENotify
True - When the value of parameters for CPE is changed, a notification of
'IntenetGatewayDevice.X 00507F Notify' will be sent to VigorACS. VigorACS will send the
message to the specified user by e-mail, SMS or SNMP.
False - When the value of parameters for CPE is changed, a notification of
'IntenetGatewayDevice.X 00507F Notify' will be sent to VigorACS. VigorACS will not send
the message to the specified user.

72 HealtherExposelp
It means the exposed IP in Monitoring Server message. Default is one of VigorACS host IP
addresses. You can change to any IP without restarting ACS Server.

73 HealtherWebFolder
It means the folder name of VigorACS in JBoss deployment folder. It is used to create the
URL for the device in Monitoring Server message.
Default folder name is set as “web”.

74 EnableFirmwareCheck
True - VigorACS will compare current firmware of the device with the file version detected
from DrayTek website. Therefore, while viewing the Firmware Version on the dashboard of
the selected device, a pop-up window with current firmware version detected will appear
if both firmware versions are different.

75 EnableGatewayGrouping
True - Enable the function of grouping VigorAP devices by using gateway addresses and
displaying AP devices behind the gateway routers.
False - Default value.

76 EnableUIGraph
True - Enable the function of displaying graph of web user interface. It is the default value.
False - Disable the function.

77 ACSHttpsProtocol
Specify the SSL protocol (TLSv1, TLSv1.1 or TLSv1.2) for HTTPS connection.
The default is TLSv1.2 for more secure communications.
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78 EnableAuditorActionLog
True - The auditor action will be recorded and displayed on SYSTEM MENU >> System >>
Delete Logs Actions.
False - Default value. When the auditor deletes logs or protects identity information on
clients, the action will NOT be recorded.

79 EnableAuditorDeletedLog
True - The selected logs will be moved to another table which can be read by auditors.
While protecting client identity information, the protected value can be recovered for
auditors.
False - Default value. The selected logs will be deleted from database permanently. While
protecting client identity information, the protected value cannot be recovered for
auditors.

80 HttpProxyPort
It can be set with 0 to 65535, or a port range (e.g. 10000-10005). If the value set to 0, the
proxy port number will be automatically allocated. If you start the proxy server before
change this value, you have to restart VigorACS Server to apply this change on the current
proxy. If the proxy port is only one number large than 0, you can only create one proxy
server for each time.

81 PacketCaptureTool
True - VigorACS will capture the packets automatically and the result will be specified from
the drop down list of Capture Packets on the top-right of the screen.
False - Default value.

82 ClientRecordAliveTimelnDays
Set the number of days for reserving the record (about client traffic). When exceeding the
day limit, VigorACS will delete the record.
Default value is 30(days).

83 IsDeleteExpiredClientTrafficByTimestamp
True - Enable the function of ClientRecordAliveTimelnDays.
False - Default setting.

84 EnableClientRecord

True - Default value. Enable the function of recording client traffic and displaying related
information on NETWORK MENU >> Monitoring >>Clients.

VigorACS 2 User’s Guide



4.2 Language

VigorACS 2 can be displayed and operated with different language texts. Choose the language system
from the top-right of the login page. Later, VigorACS will be shown with the language you want.

In general, lang_EN.txt is the default language for VigorACS 2. If necessary, you can download a text
file with VigorACS 2 settings; translate/edit the file with the language you want; and upload the edited

file onto VigorAcCS.

These parameters are explained as follows:

Item Description

Upload Click this button to upload a language file from your host to VigorACS.
Delete Remove the selected language system.

Download Click this button to download a txt file from VigorACS to your

computer.
User can edit such text file (containing all of the fields) if required.

VigorACS 2 User's Guide

71



4.3 External Monitoring Server

The health information for CPE can be transferred to the server of third party periodically.

4.3.1 Health Server

These parameters are explained as follows:

Item Description

Enable Click the icon to enable / disable the server.

URL Enter the URL or IP address of the third party’s server.

User Name Enter the user name for accessing into the third party’s server.
Password Enter the password for accessing into the third party’s server.
API Use the drop down menu to specify the third party’s server.
Cancel Discard current settings and restore the default settings.

Save Save and activate the current settings.

After finished the above settings, click Save to save the change.
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4.3.2 Wireless Client Information Server

The sever defined in such page is used to record information for wireless client information

periodically.

These parameters are explained as follows:

Item

Description

User Group

Use the drop down list to specify a user group.

In which, RootGroup contains all of the users with the role of system
administrator in default.

Enable Server

Click the icon to enable / disable the server.

Authentication

Enter a string for authentication.

URL Enter the URL or IP address of the third party’s server.
API Use the drop down menu to specify the third party’s server.
Save Save and activate the current settings.

After finished the above settings, click Save to save the change.
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4.4 Block Host

Such feature can deny some CPE (with IP address) for connecting to VigorACS or registering to VigorACS
due to some reasons (e.g., attacked by someone or device removed).

Due to the limitation of the number of the nodes, if a remote CPE is no longer to be managed by
VigorACS, and the TR-069 settings about VigorACS in CPE are unable to be rewritten or cleared, the
administrator can remove or block the IP address of such CPE by using this feature. Then VigorACS will
not receive any information coming from the CPE periodically and prevent from management troubles.

These parameters are explained as follows:

Iltem Description

+Add Click it to add a specified host to be blocked by VigorACS.
Delete Click it to unblock a host which is listed on the blocked hosts list.
Id The number appears here is given by VigorACS randomly.

Value Type an IP address which represents a host.

Cancel Discard current settings and restore the default settings.

Save Save and activate the current settings.

After finished the above settings, click Save to save the change.
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4.5 Clear Logs

VigorACS will keep log until overload the capacity of hard disk. To avoid such trouble, use Clear Logs to

delete the log periodically.

These parameters are explained as follows:

Iltem Description

Delete Now Click it to delete the log information immediately.

Delete Time Use the drop down list to specify the timing to delete the log.
All - All of the logs recorded.
Before 1, 3, 6 Month - Log recorded before 1, 3 or 6 month ago.
Before 1, 2 Years - Log recorded before 1 or 2 years ago.

Delete Type At present, there are three types (Log, Alarm, Device log) that
corresponding log can be deleted through such feature.

Auto Clear When it is enabled, VigorACS will periodically delete the logs based on
the conditions configured below.

Duration Every Day - VigorACS deletes the log every day.

Every Week - VigorACS deletes the log every week.
Every Month - VigorACS deleted the log every month.

Periodic (days / weeks /
months)

Remove the log per days, per weeks or per months. For example, type
“2” for Periodic (months). That means the system will clear the log
every two months.

Day

It is available when Every Month is selected as the Duration. Specify
the day within a month that VigorACS performs the log deletion. For
example, choose 4 means VigoACS will delete the log on the fourth
day of every month.

Week

It is available when Every Week is selected as the Duration. Specify
Monday, Tuesday, Wednesday, Thursday, Friday, Saturday and
Sunday. For example, choose Saturday means VigoACS will delete the
log on Saturday every week.

Cancel

Discard current settings and restore the default settings.
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Save Save and activate the current settings.

After finished the above settings, click Save to save the change.

4.6 Upload Serial Number

The information for serial number on the rear side / bottom of the CPE or VigorAP can be uploaded
onto VigorACS as a reference to be inspected by the administrator.

These parameters are explained as follows:

Item Description

Upload Click it to upload a *“.CSV” file (located on host) to VigorACS.

After comparing the MAC address listed on the file with the
information of device(s) managed by VigorACS, the result (device
name with serial number) will be shown on this page immediately.
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4.7 Google API Key

Before using the APl of Google Map, it is necessary to apply and get a key from Google. Later, type the
key in this page to activate the Google Map. After clicking Save, VigorACS will be granted to display the
map on the dashboard.

Q Search 0 System scoogle Ao key

Vigor2133FVac ‘ )

(tang )

Google Maps APl Key @ AlzaSyBy-vhn_Sebc2IZmMgoBASrwgkEiZpLa

System
Google Analytics APl Key @
System Parameter

Language

External Monitaring Server
Block Host

Clear Logs

Upload Serial Number
Google APl Key
Certificate

Backup Database
Lagin Bulletin
Adverts Carousel
Lags

Delete Logs Actions

User

About
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4.8 Certificate

On website browsing, at present, the security offered by HTTP is less than HTTPS.

It is suggested to use HTTPS protocol for encrypting the connection between the browser and the web
server for every website to prevent private information (such as account, password, personal data,
credit number, and others) entered by users from leakage.

Browsing by Google Chrome Browsing by Google Chrome
A prompt for HTTPS web site encrypted with A prompt for HTTPS web site encrypted with
INVALID certificate VALID certificate
A MNotsecure kips://acs2.vigorddns.com & https:/facs2.xpertdata.nl/web/
. L X | L x
Your connection to this site is not | | Connection is secure
D Your information (for example, passwords or credit
You should not enter any sensitive information an card numbers) is private when it is sent to this site.
this site (for example, passwords or credit cards), Learn more

because it could be stolen by attackers. Learn mors

B Certificate (valid
B Certificate (Invalid)
& Cooldes (0inuse)
& Cookies (15 in use)
3 Site settings
£ Site settings

4.8.1 Certificate

For using HTTPS, it is necessary to prepare a certificate issued by the third-party certificate authority.

This page can generate CSR (certificate signing request) file for certificate signing and import the
HTTPS certificate file from third-party certificate authority to VigorACS server. Later, after restarting
VigorACS server, Vigor system will apply such HTTPS certificate.
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Q Search ) System »cenificae

Yigor2133FVac Certificate  Cettificate with private key  PKC12

(tang)

I System 1. Create a local Cerificate Signing Request (CSR):

System Parameter
Language

External Monitaring Server
Block Host

Clear Logs

Upload Serial Murmber
Gongle AP Key

Certificate

Backup Database
Login Bulletin
Adverts Carousel
Logs

Delete Logs Actions

O Note: Please submit the certreq.csr to the Certificate Authority then do the next
User step.

About 2. Import Cerlificate

Root CA Certificate {.cer,

These parameters are explained as follows:

Item Description

Generate a CSR Click it to generate a CSR certificate.

Import Certificate Click the Browse button to specify a file to apply the HTTPS
certificate.

® Root CA Certificate
® Intermediate CA Certificate
® Trusted Certificate

Save Save current settings and uploading/pasting the certificate.

4.8.2 Certificate with private key

Some of certificate authority (third-party) does not submit CSR file but generate a private key and sign
a certificate (e.g., SSL for free, COMODO, and so on) to be applied by other web site. This page is used

for uploading a certificate with private key from a certificate authority (third-party) to VigorACS
server.
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Q. Search o System scerificae

(tang )

I System
Systemn Parameter
Language
External Monitoring Server
Block Host
Clear Logs
Upload Serial Mumber
Google APl Key

Certificate

Backup Datahase
Login Bulletin
Adverts Carousel
Logs

Delete Logs Actions

User

About

Yigor2133Fvac | ] Cetificate Certificate with private key = PKC12

Certificate form With Root and Intermediate Cettificate(s) With CA Bundle

| QOne PEM File ‘ Mone of abave |

Import Method .!HMIHE Paste Contents Directly |

Private Key (.key)

Root CA Certificate (.cer, .crt)

Intermediate CA Certificate (.cer,

.crt)
+ Add

Trusted Certificate (.cer, .crf)

These parameters are explained as follows:

Item

Description

Certificate form

Confirm the file format of the certificate issued by the certificate
authority and then select a file with corresponding file format for
uploading or pasting on this page directly.

® With Root and Intermediate Certificate(s)
® With CA Bundle

® One PEM File - The certificate issued by the certificate authority
contains only one PEM file.

® None of above - The certificate issued by the certificate
authority contains only one certificate (CRT file) with a private
key.

Import Method

Upload Files - The content of the certificate / key shall be obtained
by uploading a file.

Paste Contents Directly - The content of the certificate / key shall be
pasted from clipboard.

Private Key (.key)

Click the Browse button to select one key file or obtain the content of
the key from the clipboard.

Trusted Certificate
(.cer, .crt)

Click the Browse button to select one Trusted CA certificate or obtain
the content of the certificate from the clipboard.

When With Root and Intermediate Certificate(s) is selected

Root CA Certificate
(.cer, .crt)

Click the Browse button to select one root CA certificate or obtain the
content of the certificate from the clipboard.

Intermediate CA
Certificate (.cer, .crt)

Enter the name of intermediate CA certificate or Click the Browse
button to select one intermediate CA certificate or obtain the content
of the certificate from the clipboard.

Add - If there is more than one intermediate CA certificate file, click
it to import more.

When With CA Bundle is selected
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CA Bundle (.cer, .crt) Click the Browse button to select one certificate or obtain the content
of the certificate from the clipboard.

When One PEM File is selected

PEM File (.pem) Click the Browse button to select one PEM file.
Save Save current settings and uploading/pasting the certificate.
Example

The following example shows the file formats of certificates issued by Comodo. It is suitable for “With
Root and Intermediate Certificate(s)”.

The following example shows the file formats of certificates issued by SSL For Free. It is suitable for
“With CA Bundle”.

The content of PEM file shall contain at least one group of Private Key and Certificate or one Private
Key with multiple certificates. See below:

4.8.3 PKC12

PKC 12 file indicates a valid certificate which can be output and protected with a password setting.
Also, it means a file which merges the private key with signed certificate by using keytool and
protected with a password setting.

This page is used for importing PKC 12 file and applying to VigorACS server with specified password.
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Q Search..

& System »cerficae

Vigor2133FVac ‘ © Certifisate

{tang )

I system
System Parameter
Language
External Monitoring Server
Block Host
Clear Logs
Uplnad Serial Mumber
Gongle AP Key

Certificate

Backup Database
Login Bulletin
Adverts Carousel
Logs

Delete Logs Actions

User

About

Import pkei2 file

Ceificate with private key |~ PHC12

PKC12 Password

These parameters are explained as follows:

Item

Description

Import pkcl2 file

Click the Browse button to specify the file.

PKC12 Password

Enter a string as password for PKC12 certificate.

Save

Save and activate the current settings.
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4.9 Backup Database

Open System>>Backup Database to get the following web pages.

4.9.1 Backup Tasks

VigorACS system will backup database periodically / immediately according to the selected task

profile.

The purpose of task profile is to avoid failing to backup database in VigorACS server when transferring
VigorACS server from one platform to another one due to damage on the database or hard disk.

The backup file will be stored on the hard disk of VigorACS Server located.

I system
System Parameter
Language
External Maonitaring Server

Block Host Root

Upload Serial Number

Coogle API Key

Backup Database
Login Bulletin
Adverts Carousel
Logs

Delete Logs Actions

User

About

# Add Backup Database Task

Task Hame

Clear Logs Root]

Root2

Certificate Carrie_1

Search £ System »ackup Dawbase
‘ Backup Tasks | Backup Files  Error Logs

Filter Task List by User Group | RootGroup hd

Auto Refresh: | 30 Seconds ¥ || €

Schedule/Period Last Implemented Status Last Implemented Date  Created By Action

Later 10/22/2018 10045 Completed 2018-10-22 10:45 kay # Edit | @ Delete

Every 2 days Completed 2018-11-27 11:45 kay # Edit | @ Delete

Later 10/22/2018 14 45 4 Backup falled 2018-10-22 14:45 kay # Edit | @ Delete
TeqEmpermIcon 26 # Edit [ & Delete

Later 10/23/2018 00:00 Mat implemented yet - raat & Edit | @ Delete

These parameters are explained as follows:

Item

Description

Filter Task List by User
Group

Use the drop down list to specify a user group.

In which, RootGroup contains all of the users with the role of system
administrator in default.

Search Profile Name /
Created by

Specify the conditions (type the profile name, creator) for database
task searching.

+Add Backup Database
Task

Click it to add a backup database task.

Task Name

Display the name of the task.

Schedule/Period

Display the schedule profile or period of time of database backup.

Last Implemented Status

Display the status (completed or backup failed) of database backup.

Last Implemented Date

Display last implemented date of database backup.

Created By

Display the name of the creator of such task.

Action

Edit - Click it to modify, change the selected profile.
Delete - Click it to delete the selected profile.
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The following setting page appears when +Add Backup Database Task is clicked.

£ Backup Database Task

Task Settings

Enable This Task O
Task Name lCarrie_1
Scheduling
Run Backup m Repeat |
Later s 100232018 o:on

Backup Options

Backup Type Backup all tables "

Ignore License Tables O

After backup delete log tables | fas Iiu

Email Motification

Enable Email Notification

® Cancel

These parameters are explained as follows:

Item Description

Task Settings Enable This Task - Click it to enable the task.
Task Name - Type a name for the new task.

Scheduling Run Backup - Choose Once to perform the backup immediately or at
certain time. Choose Repeat to perform the backup periodically.

® Later / Now - It is available when Once is selected as Run
Backup.

®  Starts on xxxxx - It is available when Repeat is selected as Run
Backup. Click Edit to open the following web page for modifying
the time setting.
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fth Edit Repeat Schedule

Repeats eakly v

Repeat on B Sun Mon Tue Wed
Thu Fri Sat

Starts on 10i23r2018

Starts time on:0o

Summary Weekly on Sunday

Backup Options

Backup Type - Choose an option to perform the backup.

‘Backup all tables v

Backup all tables
Exclude syslog tahles
Exclude syslog and log tables

Ignore License Tables - VigorACS system performs the database
backup by ignoring the tables concerning of backup and license (such
as syscd, syssn, dslpmid, dslpmshow and etc.,) to prevent from license
error while transferring VigorACS server. The default value is
"Enabled".

After backup delete log tables - Delete the log tables immediately
when VigorACS server finishes the backup job

Email Notification

Enable Email Notification - If enabled, VigorACS server will send a
notification email about database backup to the recipient.

® Email Subject - Enter the subject for the email.

® Email From - Enter the email address of the
sender/agent/registrar.

® Email Content - Enter the content of the email.
® Email To - Enter the email address of the recipient.

® +Add recipient - Add more recipients to receive the email from
VigorACS server.

Cancel

Discard current settings.

Save

Save the current settings and exit the page.
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Q Search..

Vigor2133Fvac

(tang )

System
System Parameter

Language

External Monitoring Senver

Block Host

Clear Logs

Upload Serial Mumber
Google AP Key
Certificate

Backup Database
Login Bulletin
Adverts Carousel
Logs

Delete Logs Actions

User

About

4.9.2 Backup Files

This page shows a list of backup files generated by VigorACS server.

4::3 System sgackup Dawbase

Backup Tasks  BackupFiles  Error Logs
Ko< 1 oy oW C

Filename Size Last Modified v
backup_ACS_2 4 ORC2_10585_ExcludeSyslogAndLaghvar 2018-11-28.0950 sgl 624 16 MB  11/26/2018 09:6021
backup_ACS 2.4 0RC2_r10585_Fullver_2018-11-27,1145.sq) BOE7E ME  11/27/2018 11:45:48
backup_ACS_2.4.0RC2_10585_ExcludeSyslogAndLogiver 2018-11-27.0950.s01 524,15 MB  11/27/2018 09.50.26
backup_ACS_2 4 ORC1_10374_ExcludeSyslogAndLogver 201811261000 sgl 524 58 MB  11/26/2018 1000017
backup_ACS_2 4 ORC1_10374_ExcludeSyslogAndLagiver 2018-11-26.0950 sgl 524 58 MB  11/26/2018 09-50-29
backup_ACS_2 4 ORC1_r10374_ExcludeSyslogAndLoghvar 2018-11-26 0830 sgl 624 58 MB 11/26/2018 08:30-28
backup_ACS 2.4 0RC1_r10374_Fullver_2018-11-25.1145.sql BI7A7 ME /252018 11:45:46
backup_ACS_2 4 ORC1_10374_ExcludeSyslogandLogver_2018-11-26 0950 syl 524 58 MB  11/25/2018 096050
backup_ACS_2 4 ORC1_10374_ExcludeSyslogAndLogver 20181126 0830 sgl 524 58 MB  11/25/2018 08:30 22
backup_ACS_2 4 ORC1_r10374_ExcludeSyslogAndLagiver 2018-11-24 0950 s¢l 524 58 MB  11/24/2018 09-5031
backup_ACS_2.4.0RC1_r10374_ExcludeSyslogAndLoghver 2018-11-24 0830.e01  524.58 ME  11/24/2018 08:30.30

backup_ACS 2.4 ORC1_r10374_Fullver_2018-11-23.1145.5q] G715 ME  11/23/2018 11:45:41

These parameters are explained as follows:

Item Description
Delete Click it to remove the selected filename.
Download Click it to download the file from the hard disk of VigorACS server

located for restoration or transferring. At present, only the file with
the size less than 1GB can be downloaded. For the size more than
1GB, get that file from the directory of “EMS/sql-backup” in VigorACS
server.

The downloaded file can be used for database restoration or
transferring. Before restoring the database, turn off the VigorACS
server first. After finishing the restoration, turn on the VigorACS
server again. The restoration command is,

® mysql -f -u root -Dtr069 < filename.sql
If password is required, restoration command shall be,
®  mysql -f -u root -Dtr069 -p < filename.sql
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Filename

Display the name of the backup file.

Size

Display the size of the backup file.

Last Modified

Display the last modified time.

4.9.3 Error Logs

This page will display logs of the task which failed to back up the database.

Search.. ﬂg System ~Backup Database

| Backun Tasks

System

System Parameter
Language

External Monitoring Server
Block Host

Clear Logs

Upload Serial Mumber
Google AP Key
Certificate

Backup Database
Lagin Bulletin
Adverts Carousel
Lags

Delete Logs Actions

User

About

Backup Files  Error Logs

Filename Size Last Modified

backup_ACS_2 4 0RC1_r10374_ExcludeSyslogAndLoghver_2018-10-22 1445 _errorlog O Byte 1072272018 14:45:00
backuop_ACS_2.31RC3_9B06_ExcludeSyslogAndLogyer_2018-06-14.0830_errorlog 0 Byte  0B/14/2018 03:30:00
backup_ACS_2.3.1RCI_PE06_ExcludeSyslogAndLogyer_2018-06-14.0915_errorloy 0 Byte  06/A14/2018 03:15:00
backup_ACS_2.3 1RC3_PE06_ExcludeSyslogAndLogyer_2018-06-13.0845_errorlog 0 Byte  0B/13/2018 05:45:00
backup_ACS_2.3 1RC3_9B06_ExcludeSyslogAndLogyer_2018-06-13.0830_errorlog 0 Byte  0B/13/2018 08:30:00
backup_ACS_2.3.1RC3_9E06_ExcludeSyslogAndlogyer 2018-06-13.0915_errorlog 0 Byte 061372018 08:15:00
backup_ACS_2.3.1RC3_PE06_ExcludeSyslogAndlogyer 2018-06-12.1525_errorlog 0 Byte  0BA2/2018 19:25:00
backup_ACS_2.31RC3_PE06_ExcludeSyslogAndLogyer_2018-06-121510_errorlog 0 Byte  0BA2/2018 15:10:00
backup_ACE_2.31RC3_19E0E_ExcludeSyslogver 2018-05-12.1350_errarlog 0 Byte 0BA2:2018 13:50:57

backup_ACS 2.3.1RC3_/9E05_Fullver_2018-06-12.1200_erratlag 0Byte  06/12/2018 12:00:00

These parameters are explained as follows:

Item Description

Delete Click it to remove the selected error log.

Download Click it to download the selected error log from the hard disk of
VigorACS server located.
The downloaded log file can be browsed by any text editor. If the
content of the log contains the error message output by the program
of “mysqgldump”, the system administrator can get the reason for
backup failure by analyzing the error message.
If Email Notification is enabled, the error log file will be sent by
e-mail to the recipient(s) defined in System>>Backup
Database>>Backup Tasks.

Filename Display the name of the error log.

Size Display the size of the backup file.

Last Modified

Display the time that such error occurred.
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4.10 Login Bulletin

VigorACS server operator can put several important messages on VigorACS login page.

DrayTek VigorACS2 St

Login to VigorACS 2

Remambar me

[@ Bulletin Image Test
mage Test 2

DrayTek VigorACS2

Login to VigorACS 2

Remember me

Copyrght & 2017-2018 DrayTek Carg. A8l Rights Rssorvad
T Welcome
This is ACS Demo Server

< L ¥
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4.10.1 General Settings

Open System>>Login Bulletin and click General Settings to get the following web page.

Google AP Key
Certificate Indicators
Backup Datahase

Login Bulletin

Adverts Carousel

Logs

Delete Logs Actions

User

About

Q Search £ Systein »Login Bulletin

Yigor2133FVac ‘o General Settings | hiessage Seftings . .

(tang) Login Page Preview
I System Enable Login Bulletin

System Parameter "

v Style Login to VigoraCs 2
Language
External Monitaring Server Transition Effect Slide
User Marne

el Cycling Delay (ms) 5000 B

Clear Logs Passward

Upload Serial Number Show Carousel Control () Rernember me

CopyTIg D Z01T-2015 DIB/RK Cop. Al RV Resenka.

Shuffle Message

These parameters are explained as follows:

Item

Description

Enable Login Bulletin

If it is enabled, a bulletin with specified content will be shown on the
login web page of VigorACS.

Style

The message on the bulletin will be displayed with carousel animation
or listed one by one.

Carousel - Messages in bulletin will be displayed with carousel
animation.

List - All of the messages in bulletin will be listed at one time.
Login Page Preview

Login to VigoraCs 2

User Mame
Password

Remember me

Coppighti 7= O @yTek Com. 41l Rigis Resened

O RRD Data Transition

Diata transition could cost a lat of time, the graphs on dashboard and
report might be empty if transition is neot deone yet.

O This is login hulletin
If you are a System Administrator, You can edit or remove these
messages from System Menu > System > Login Bulletin

£ RRD Data Transition

If you upgrade the ACS (from the version before 2.4.0) far the first time,
please remember to run the rrd2influxdb tool to convert the existed/old
data after ACS upgrade.
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Transition Effect Slide -The messages will appear automatically from left to right or
right to left by sliding.

Login Page Preview

Login to VigorACs 2

Userhame
Pasgwrd
Remember me

(CopyTig VTR NT-2018 0BTk Gorp. All RIJHE Resened,

O This is login bulletin
If wou are a System Administrator, ¥ou can edit or remo:
messages from System Menu > System > Login Bull:

P oo® >

None - The message will appear one by one.

Login Page Preview

Login to VigorACs 2

UserMame
Fassword
Remember me

CopyTig MO ZNT-Z01E Dia/Tek Com. 41l R Resened.

O This is login bulletin
If you are a System Administrator, You can edit or remove these
messages from System Menu > System > Login Bulletin

< 0o® >

Cycling Delay (ms) Set the time delay for every bulletin message item. The available
range is 1000 to 60000 ms.

Show Carousel Control Small arrows below the messages will be shown on the page if this
function is enabled.

Show Carousel Indicators | Indicators of the slides below the message will be shown on the page if
this function is enabled.

Shuffle Message The messages will appear randomly if this function is enabled.
Save Save the current settings.
Login Page Preview After configuring the settings for login bulletin, click Save to display

the messages in this area.
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4.10.2 Message Settings

This page is used for creating new message or modifying existing message.

These parameters are explained as follows:

Item

Description

Message Settings Display
Area

Display all of the messages. You can change the order of the message

by dragging the message up or down.

+Add a message

Create a new message.

Category - Specify the attribute for the message.

Icon - Specify one of the types as the icon in the front of the title.

Title (Optional) - Enter a string as the heading for the message.
Message - Enter the content of the message.

Preview - The changes made above will be shown in this area
immediately.

Save - Save the message and exit the dialog.
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Edit

Modify the selected message.

Drag this control item to change the sequence of the selected message
on the list. After changing, click Save.

If the option Shuffle Message in System>>Login Bulletin>>General
Settings is enabled, the messages will not be displayed in the order of
the list, but will be displayed randomly.

Enable

If enabled, the message will be USED and shown in the login bulletin.
If disabled, the message will NOT be used and shown in the login
bulletin.

Delete

Remove the selected message.

Save

Save the current settings.
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4.11 Adverts Carousel

VigorACS server operator can add adverts which will be shown on the banner of VigorACS login page or
the dashboard of VigorACS server.

On login page,

Login to \igorACS 2

er Name
SSWOTT -
Remember me

Login

Copyright © 2017-2018 DrayTek Corp. All ights Rieserve.

On the dashboard,

= DrayTek VigorACS2 Time §) standard

Q Search...

Root Network ’
(33) 3
NETWORK MENU “”9;’ 5750
verts
Dashboard
| & Root Network AutoRefresh: 1Minate * G Qe
Statistics
Monitoring Network Overview =Category = Map Overview
Configuration Root Networ... rd8 aries
ONLINE] ONLINED ONLINEQ
ooo OFFLINE3] 000 OFFUNEDS 000 OFFLINE()
SISTEM MENU o 32 ] - - ’
Maintenance
Network Management
About
Active Clients 1o, 1 ©last 24 hours = Tafie _joo1g. ©Last 24 hours=

© Total 381548 © Total

1200 400 1600 1800 2000 2200 0000 0200 0400 000 2200 0000 0200 0400  0G00 0800 10:00

Click the button of Close Adverts on the bottom of the right corner to close the advertisement
temporarily. However, the adverts carousel will appear again if switching to other page and returning
to this page.

4.11.1 General Settings

Open System>>Adverts Carousel to get the following web page.

This page determines if displaying the adverts on the login page or not, enabling the auto play carousel
function, selecting cycling delay time and using the shuffle items.
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= DrayTek VigorACS2

Q, Search f System >Advers Carousel

Adverts Carousel Preview ~
TR

Maintenance

Ve St - VigorAP 820R
Reports. il = e Message Here
Provisioning - P

! 8 a
Network Management . m -
System
General Setting

System Parameter
Language Show on Login Page o)
External Monitoring Server

Show on Dashboar for Standard Users o)
Block Host
Clear Logs Auto Play Carouse! o)
Upload Serial Number

Cycling Delay (ms)
Google API Key
Certificate Shuffie items
Backup Database
Login Bulletin
Adverts Carousel

Logs

User

These parameters are explained as follows:

Iltem Description

Adverts Carousel Preview | Display a preview of the adverts carousel with specified images. When
adding, deleting, enabling or disabling any advert item, or changing
any setting configuration, this field will display the content of the

modification.
Show on Login Page If enabled, the adverts carousel will be SEEN on the login page.

If disabled, the adverts carousel will NOT be seen on the login page.
Show on Dashboard for It is available only for the VigorACS 2 cloud edition.

Standard Users If enabled, the adverts carousel will be SEEN on the Dashboard.

If disabled, the adverts carousel will NOT be seen on the Dashboard.

Auto Play Carousel If enabled, the adverts carousel will be PLAYED automatically.
If disabled, the adverts carousel will NOT be played automatically.

When the number of advert item is smaller than 1, the system will not
perform the adverts carousel.

Cycling Delay (ms) Set the time delay for every advert item. The available range is 1000
to 60000 ms.

Shuffle Items If enabled, the advert items will be played randomly on the adverts
carousel.
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4.11.2 Advert Items Settings

This page is used to upload a selected image onto VigorACS server and enter words (title, message of
the image and color specified) on the image for advertisement.

= DrayTek VigorACS2 Peap | © Capture Packets o;:;':sn;pma
Q Search £ System -advs Carousel
m ‘Q Adverls Garousel Preview ~

SYS1EM MENU

Maintenance
VigorAP 920R

Reports Message Here

Provisioning

Network Management

“ System
System Parameter
Language
External Monitoring Server
Block Host

Clear Logs

Upload Serial Number

Google API Key [T

ot
Certificate Enable @) Edn m
Backup Database
Login Bulletin
Adverts Carousel 1
Logs = - .

& Vigor 2760 Seri

vser PRt ecsooe Hore

Enavie @ £33
st R R S

These parameters are explained as follows:

Item Description

Adverts Carousel Preview | Display a preview of the adverts carousel with specified images. When
adding, deleting, enabling or disabling any advert item, or changing
any setting configuration, this field will display the content of the
modification.

+Add an advert item Create a new advert item to be used on adverts carousel.
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To add an advert item, do the following steps.

1. Click +Add an advert item to display the following setting page.

=+ Add an item

Upload Image

| ONote:

A Notice:

Preview

|
]

« Height will automatically adjust to 180px.

« Image width needs to be greater than or equal to height.

Please select an image.

& Upload

Upload an Advert Image

Please upload an image first.

x Cancel Save

Available settings are listed as follows:

Item

Description

Upload Image

Click Browse button to locate the image file (supporting .gif, .jpg,
and .png format). After clicking Upload, the images will be stored to
the ACS Server. Note that the height of the image will be
automatically adjusted to 180 pixel. Image width needs to be greater
than or equals to the height. Different adverts can use the same image
which is uploaded to VigorACS 2 server.

Upload

Upload the selected image to ACS server as the advert image.
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2. After specifying an image file, click the Upload button. Later, a page with detailed settings will

appear as follows:

=+ Add an item

Upload Image

Title (Optinal)

Title Color

Message (Optinal)

Message Color

Enable Hyper Link

Link Address

Text Block Position

Preview

X Upload
Title Here

(Max. 60 characters)

i

Message Here

(Max. 250 characters)

Eiiiiid
«©
http:/fww draytek.com/

| 1 2|
EE a 5 |
K 7 8 |

Title Here

Message Here

x Cancel B Save

Available settings are listed as follows:

Item

Description

Upload Image

For change the advert image, click Browse button to locate the image
file (supporting .gif, .jpg, and .png format). After clicking Upload, the
images will be stored to the ACS Server. Note that the height of the
image will be automatically adjusted to 180 pixel. Image width needs
to be greater than or equals to the height. Different adverts can use
the same image which is uploaded to VigorACS server.

Title (Optional)

Enter a string as a title for this image.

Title Color

Assign a color to apply to the title. (Default color is #ffffff).

Message (Optional)

Enter a brief description for the advertisement.

Message Color

Assign a color to apply to the message. (Default color is #ffffff).
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Enable Hyper Link

Choose Enable to activate hyper link for the advertisement.

Link Address

If Enable Hyper Link is enabled, enter the URL of the link.

Text Block Position

Determine the position of the title and message on the advert image.

Preview

Any changes on this setting page will be shown in this field.

| . —

Preview

VIEOrSWitch P2121 9

Pt L2 Wiafaged Gigabit Switch

If the width of the advert image uploaded to VigorACS server is
smaller than the advertisement area, the blank space will be filled
with repeated advert image.

Cancel

Discard current settings.

Save

Save the current settings and exit the page.

3. Enter the value(s) required for the image, then click Save.

4. Now, the selected image has been added and shown on this setting page. If the image width is
smaller than the banner width, the advert images will appear repeatedly.

Available settings are listed as follows:

Item

Description

—

Drag this control item to change the sequence of the selected advert
item on the list. After changing, click Save.

If the option Shuffle Items in System>>Adverts Carousel>>General
Settings is enabled, the adverts items will not be displayed in the
order of the list, but will be displayed randomly.
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Enable

If enabled, the advert item will be USED and shown in the adverts
carousel.

If disabled, the advert item will NOT be used and shown in the adverts
carousel.

Edit

Click it to modify settings for the selected image.

| [# Edit an item

Upload Image

2 Upload

| Title (Optinal)
(Max. 60 characters)

Delete

Delete the selected advert item.

Save

Save the current settings.
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4.12 Logs

Open System>>Logs to get the following web page. Information displayed here shall be useful for the
administration to viewing the status for user access.

Q, Search o System sLogs
Vigor2862VBn ‘ ® ACS Systern Log L4 search (D Username f Login IP [ Overview Time Interval : 2018/09/16 to 2018/10/16
(tang)

Select buttons to filter Severity / Category / Result:

(ARG [ criical [ Major | Minor | Waming | Marmal | [ Maintenance | Reporis | Frovisioning | Metwork | System | User | [ Aaply Succesded | Apply Faled

Network Management K| < 1 136 M C

I System I User  Severity  Category Overview Result Login IP Time

System Parameter 2406 kay Minor  Network Management Vigor3900 i5454) Device has been deleted Succeeded  172.17 B.GD 2018/10/16 02:26:36
Language 2405 kay Minor  Metwork Managerent Wignr3900 (5572) Device has been deleted. Succeeded  172.17.6.60 2018410416 02:22:02
] i T 2404 kay IMinor Network Management P12680_D01DAMIGCOCE (5262) Device has been deleted.  Succeeded 11816618334 2018/10/16 02:15:45
Block Host

2403 kay Minor Network Management DrayTek (2575) Device hag been deleted Succeeded  118.166.183.34  2018/101B8 021221
Clear Logs

2402 kay Mormal  System » System Parameter Walue has heen updated Succeeded 172,17 6RO 2018/1016 01:10:50
Upload serial Mumber
Google Maps Key 2401 kay Mormal  Systern > System Parameter “alue hag been updated Succeeded  172.17.B.60 2018/101B 01:10:45
Certificate 2400 carlos Iajor Maintenance > Firmware Upgrade  {carlos) Job fwu has been deleted Succeeded  172.17.6.174 2018/10/16 11:27:04 .
BRIl DEERESR 2399 carlos Majar Maintenance > Firmware Upgrade  (carlos) Job fwu hag been updated Succeeded 172178174 201811018 11:27:00 .
Logs
- 2398 carlos Major Maintenance » Firmware Upgrade  (carlos) Job fw has been created Succeeded 172.17.6.174 2018110418 11:26:42 .,
Delete Logs Actions

2397 kay A Critical  User = User Management User kaylee's Profile has been updated Succeeded 17217 66D 2018/10/16 10:57:15 .
User 3 1 3

These parameters are explained as follows:

Iltem Description

Use the drop down list to choose one of the types to display log of ACS
System, System and Login.

Login Log v
ACS Systern Log "
Systern Log

Login Log

Search ID / Username / Specify the conditions (type the ID nhumber, username, the IP address
Login IP / Overview or overview) for log searching.
Time Interval Specify a period of time for data searching.

Time Interval © 2018/09/16 to 2018/10/16

Time |§SetTime Interval s |

Last 24 hours
B Startday || ast7 Days

Last 30 Days
Select a pregmmm—"

B End day
Select a date

® Cancel
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ACS System Log Display the ID, username, login IP, category, overview, severity and
time for clients accessing into VigorACS.

System Log Display the ID number, model name with MAC address for the CPE, and
the action executed in CPE.

Export All - Log information can be exported as a file.

Delete All - Remove the log for the selected record or remove the log
for all of the records.

Login Log Display the log information, including status, username, login IP, login
time and logout time for clients accessing into VigorACS.

Export All - Log information can be exported as a file.
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4.13 Delete Logs Actions

Open System>>Delete Logs Action to get the following web page.

Q Search..

Yigor2133Fvac
( )

I system

Systemn Parameter
Language

External Monitoring Server
Block Host

Clear Logs

Upload Serial Number
Gongle API Key
Certificate

Backup Database
Login Bulletin

Adverts Carousel
Logs

Delete Logs Actions

User

About

& Systenm =Delee Logs Actions

search 1D/ operatar / keyword of deleted object Tirne Interval © 2018/10/29 to 2018/11728

Category filter: | ACS Users | Vigor Devices Metwork Clignts

D v Category Lag Table Operator Lagin IP Deleted Object

Mo data available

Overview Time
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This page is left blank.
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Chapter 5 User

= DrayTek VigorACS2

5.1 User Management

VigorACS allows a user to manage CPE/AP devices through VigorACS server. However, the user has to
type specific name and password defined in this page. Different users must use different names and
passwords for accessing VigorACS.

This chapter will guide you to define users. It can be set with different roles (such as System
Administrator, Administrator, Group Administrator, Operator, and etc.); each role has different
administration authority.

The user management function allows a user to set name, password, and e-mail address as
identification in VigorACS system.

To add, delete a user or check information for a user, open SYSTEM MENU>>User and choose User
Management. This page displays basic information including username, role (system administrator,
administrator, group administrator, operator, view only operator), status (active, inactive), mail notify
(yes or no), SMS notify (yes or no), email address, telephone number, other description for the user.

These parameters are explained as follows:

Item Description
+Add Click it to add a user.
Delete Click it to remove the selected user.

The following setting page appears when +Add is clicked.
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W USEer =User Management

Add User Profile

Enakle

Username

Password

Role

SMS Notify

Telephone

Email Notify

Email

Description

Operator i

©

0917555681

«

carrie@draytek.com

Router_owner

Available settings are listed as follows:

Item Description

Enable Click it to enable the user profile.

Username Type a name for the new user.

Password Type the password for the user.

Role Choose the role for the selected user. Different role represents
different authority that the user group will have. The great the
authority is, the more functions the user can have.

éDperatDr w

Systern Adrinistrator

Group Administrator

Adrninistrator

Standard

YWiew Only Operator
System Administrator - Have the highest authority.
Group Administrator - Have the middle authority high than
“Administrator”.
Administrator - Have the middle authority.
Standard - Have the middle authority higher than operator.
Operator - Have the low authority higher than View Only Operator.
View Only Operator - Have the lowest authority.

SMS Notify Click it to enable/disable the function.

When it is enabled, an SMS will be sent to the one listed here as a
notification when the device gets alarms.

Telephone Type the telephone number for receiving the SMS notification.
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Email Notify Click it to enable/disable the function.

When it is enabled, an email will be sent to the user as a notification
when the connected device gets alarms.

Email Type the email for communication between the user and VigorACS
server.

Description Type a brief description for the user.

Cancel Discard current settings.

Save Save the current settings and exit the page.

After finished the above settings, click Save to save the change.
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5.2 Group Management

This page allows you to add a new user group containing with many users (with different roles or
authorities). To add, delete a user group or check information for a user group, open SYSTEM
MENU>>User and choose Group Management.

5.2.1 Setting

RootGroup is defined in factory and owns the highest authority. You can define new user group(s) to fit
your requirement.

Q, Search... 385 User »Group Management
2862Lac Setting  Management
{kay}
Monitoring +Add | & Renew License | & Export | & Delete | & Delete with wholesale
Canfiguration Group Hame  License Type, License Date License Hodes  Used Hodes  Enable Global Mail Server  Enable Global SHMP Server
kay 2018-03-29 ~ 2019-03-29 a0 7
SYSTEM MENU
ting 2018403-29 ~ 2019-03-29 a0 19
Maintenance
Jjustin 2018-03-29 ~ 2019-03-29 a0 =]
Reports
Provisioning carlos 2018-03-29 ~ 2019-03-29 a0 =]
Network Management tangy 2018-03-29 ~ 2019-03-29 500 263
System snow 20180329 - 2019.03:29 50 4
User
RootGroup 2017-04-27 ~ NEB05-27 1000 214 [ @) ©
User Management
Group Management me o
Device Group FAEtest o
External Authentication server
~

These parameters are explained as follows:

Item Description

+Add Click it to add a user group.

Renew License Click it to renew the license for the selected entry.

Export Click it to open a dialog for typing SQL syntax to export the settings.
Delete Click it to clear the selected group. Before using such function, check

if the group is blank or not by switching to the Management tab.

If the selected group still contains any user in it, such group is unable
to be deleted. In this case, use Delete with Whole Sale instead.

Export Click it to open a dialog for typing SQL syntax to export the settings.
Delete with Whole Sale Click it to delete the selected user group.
Group ID Display the index number for the user group.
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Click any one of the existed entries to access into the configuration page for making modifications. Or,
click +Add to create a new group.

w USer »Group Management

Setting  Management

Edit Group

Group name kay

License Type
2018-03-29 ~ 2015-03-29

License Date

License Nodes &0

Enable Global Mail Server D

Enable Global SNMP Server D

% Cancel

Available settings are listed as follows:

Iltem Description

Group Name Type the name (e.g., Marketing) that can represent the user group.
License Type Display the type of the license for such group.

License Date Display the valid date of the license for such group.

License Nodes Display the number of license nodes for such group.

Enable Global Mail Server | If it is enabled, such group will be allowed to use global mail server.

Enable Global SNMP If it is enabled, such group will be allowed to use global SNMP server.
Server

Cancel Discard current settings.

Save Save the current settings and exit the page.

After finished the above settings, click Save to save the change.
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5.2.2 Management

This page allows you to specify users who want to access VigorACS into different user groups.

w User ~Group Managerment

Sefting ~ Management
UserGroup: | RootGroup

Users

operator € kay

These parameters are explained as follows:

Item Description

User Group Use the drop down list to specify a user group.
In which, RootGroup contains all of the users with the role of system
administrator in default.

Users Display all of the users belonging to the selected user group.

Basically, the user(s) with the highest authority (e.g., system
administrator defined as user role) will be shown in this area
automatically as selection items. To remove any selection item that

you don’t want to put in this group, simply click the “x” to delete it.
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5.3 Device Group

Though the VigorACS server allows the administrator to create several user groups in the database, yet
each device can be assigned to one user group only. Therefore, if the device has been specified in
certain user group, it will not be accessed by other users in different user group.

Q ﬁ User »pevice Group
Root Network ‘e Name Ueer Group
[343) 4 (@ Root Network(250) RootGroup M
Maintenance [ @ Other(3] (A= Parent] M
Reports [ @ VPN ap_profile_1 M
Pravisioning [ @ ap(8) (As Parent] M
Network Management [ @ Test! & Test2[(1) tim group M
System [» @ TreeDepthiTest(l) (As Parent] M
User [ & RDE(19) [As Parent) M
User Management [ @ USAI) RootGroup M
Group Management b @ henmy(2) henry group -
Device Group
b @ SEGI(1) (s Parent) M
External Authentication Server
[ @ ALANWEN(2) (As Parent) v
nail server
o v
Function Management b @ mame) (e Ferent
Wholesale Wizard b @ FAR) (As Parent] v
SMS Server b @ I 1K1 M -
SNMP Server
These parameters are explained as follows:
Item Description
User Group As Parent - Choose the same setting as the previous layer.

5.4 External Authentication Server

The external authentication server includes LDAP and RADIUS server. It is used to authentication the
client whenever he/she wants to login VigorACS.

Q ﬁ \User »Bemal Authentication Server

Root Network o + Add
1349

Enable Server [P Address Authentication Server Type Destination Port
Maintenance

No data availahle
Reports

Provisioning

Network Management
System

User

User Management
Group Management
Device Group

External Authentication Server
ndail Server

Function Management
Wholesale Wizard
SMS Server

SNMP Server

Ahout
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The following setting page appears when +Add is clicked.

-
"ﬁ User sexermal Authenticaton server

Enable

ServerIP Address

Destination Port

Authentication Server Type

Uee S5L

Bind Type

Regular DN

Regular Pazeword

+ Add

Id Frofile Name Common Name

172.16.3.98

Active Directory £ LDAP RADIUS

Base Distinguished Name Additional Filter Group Distinguished Name Action

Mo data availahle

% Cancel

Available settings are listed as follows:

Item Description
Enable Click it to enable this function.
Server IP Address Enter the IP address of LDAP server.
Destination Port Enter a port number as the destination port for LDAP server.
Authentication Server Active Directory / LDAP -
Type ®  Use SSL - Enable it to use the port number specified for SSL.
® Bind Type - There are three types of bind type supported:
€ Simple Mode - Just simply do the bind authentication
without any search action.
€ Anonymous - Perform a search action first with Anonymous
account then do the bind authentication.
€ Regular Mode- Mostly it is the same with anonymous mode.
The different is that, the server will firstly check if you
have the search authority. For the regular mode, you’ll
need to type in the Regular DN and Regular Password.
®  Regular DN -Type this setting if Regular Mode is selected as Bind
Type.
® Regular Password - Specify a password if Regular Mode is
selected as Bind Type.
RADIUS -
® Shared Secret -The RADIUS server and client share a secret that
is used to authenticate the messages sent between them. Both
sides must be configured to use the same shared secret. The
maximum length of the shared secret you can set is 36
characters.
® Confirm Shared Secret - Re-type the Shared Secret for
confirmation.
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Cancel Discard current settings.

Save Save the current settings and exit the page.

To create an Active Directory / LDAP profile, click the +Add link in this page to get the following page:

"ﬁ User sBaemal uthenticadon server

Profile Name test
Common Name Identifier UID)|
Bate Distinguwished Name

Additional Filter

i Note:
* Please type in your additional filter for BaseDM search request. For exmaple,
= 1] For OpenLDAP: (gidMumber=500)
* 2| For AD: imsMPAllowDialin=TRUE)

Group Distinguished Name

% Cancel

Available settings are listed as follows:

Item Description

Profile Name Type a name for such profile.

Common Name Identifier | Type or edit the common name identifier for the LDAP server. The
common name identifier for most LDAP server is “cn”.

Base Distinguished Name / | Type or edit the distinguished name used to look up entries on the
Group Distinguished Name | LDAP server.

Additional Filter Type the condition for additional filter.

After finished the above settings, click Save to save the change and return to previous page. A new
Active Directory / LDAP profile will be listed on the bottom of the web page as shown as below.
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W User =exemal authentc ation Server

Enable O

Server IP Addrees 172.16.3.98
Deetination Port 389
Authentication Server Type Active Direct

Uee 55L

Bind Type Simple Mode AMOMYMous

Regular DN

Regular Paseword

+ Add
Id Profile Name Common Name  Base Distinguished Name Additional Filter Group Distinguished Name Action
1 B Delete
2 test ulD MARKET GROUP 1 Delete
X Cancel

Now, click the Save button on the bottom of this page to store the settings. Then, an external
authentication server profile just created will be shown on the screen.

Q Search... & User »Bremal authendcadon server

Root Network + Add

Enable Server IP Address Authentication Server Type Destination Port
Maintenance
o wue 172.16.3.98 ADf LDAP 389
Reports
Provisioning

Network Management
System

User

User Management
Group Management
Device Group

External Authentication Server
Mail Server

Function Management
Wholesale Wizard
SMS Server

SNMP Server

About
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5.5 Mail Server

Such feature is used to configure the mail server for sending e-mail. All of the user groups can apply the
mail server settings configured in this page.

Q

Root Network
(352

Maintenance

Reports

Provisioning

Network Manhagement
System

User

User Management
Group Management

Device Group

External Authentication Server

Mail Server

Function Management
wholesale wizard
SMS Server

SNMP Server

About

% User snail server

User Group:  ap_profile_1

4 Send Test Email | 'O Reset To Default

Ennable Server

Security

Hoet

Port

Authentication

Utername

Paseword

From email

Subject

Alarm Level

Mone
1724721721472
25
username

user@uigoracs

AlarmLevel @

Critical Major
Minor Warning

Normal

These parameters are explained as follows:

Item

Description

Send Test Email

Click it to make a simple test if the user (receiver) can get the mail or
not. Notification mail can be sent to multiple mail addresses after
clicking Send Test Email.

Reset To Default

Click it to reset the mail server to default settings.

Enable Server

Click to enable /disable the SMTP server.

Security Choose None / SSL / TLS for the security of the mail transferring.
Host Type the IP address of the SMTP server.
Port Type the port number of the SMTP server.

Authentication

Click it to activate/disable this function while using e-mail
application.

Username Type the user name for authentication.

Password Type the password for authentication.

From email Type the e-mail address as the sender.

Subject At present, there are four objects to be selected for the subject of the
email.

Alarm Level There are five alarm levels (Critical, Major, Minor, Warning and
Normal) which determine the timing that VigorACS mail server sends
e-mail to the recipient.

Save Save the current settings.
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5.6 Function Management

In addition to specifying the authority for the user, what functions that the user can have also can be
specified.

Q * User »runction Managernent

Root Network

(352)

Role Show Unknown Device Wireless Is Writable
Maintenance

System Administrator
Reports ()

Provisioning Group Administrator

Network Management Administrator

O

System

Operator
User

66808

User Management View Only Operator
Group Management

Device Group

External Authentication server

Mail server

Function Management

wholesale wizard

SMS Server
SNMP Server

About

These parameters are explained as follows:

Item Description

Show Unknown Device Unknown device can be seen / hidden if it is enabled 7 disabled.

Wireless is Writable When it is enabled, settings related to wireless connection are
allowed to be configured.
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5.7 Wholesale Wizard

This section can guide the administrator to a create user, user group and network profile via a wizard.

Please follow the steps listed below to create:

1.

Open SYSTEM MENU>>User and choose Wholesale Wizard.

These parameters are explained as follows:

Item Description

Username Type a new name for a new user.

Password Type a new password.

Telephone Type the telephone number of such user for receiving the SMS
notification.

Email Type email address of such user for receiving the mail notification.

Role Assign a Role for such user.

Status Choose Active to make such user being seen on the network.

Mail Notify When this function is enabled, an e-mail will be sent to the user as a
notification when the device gets alarms.

SMS Notify When this function is enabled, an SMS will be sent to the user as a
notification when the device gets alarms.

Description Give a brief introduction of such user.

Previous Back to previous configuration page.

Next Go to next configuration page.
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2. When you finished tying the above settings, click Next to create a new group or specify an existing
user group for such user.

Q %85 User =wholesale Wizard

Root Netwark
(352

Maintenance Create user group

Reports
Step 2 - Create a user group
Provisioning

Network Management Select group: Existing group M
System

MNew group
User

-
User Management Group Name MWarketing A
Group Management Noder 1
Device Group
. Global Mail Server [ @]

External Authentication server
Mail server Enable Expire Data [ @)
Function Management

ExpireDate 201710922 iz
Wholesale Wizard
SMS Server
SMMP SErver
rbout ehrovons

These parameters are explained as follows:

Item Description
Select group Determine the group source by choosing Existing group or New group.
Existing group It is available when Existing group is selected as Select group.
User group - Use the drop down list to choose the group you want.
New group It is available when New group is selected as Select group.
Group Name - Type the name (e.g., Marketing) that can represent the
user group.

Nodes - Set the number of Nodes for such group. The default number
“-1”” means there is no limit of the number.

Global Mail Server -Click it to enable /disable the global mail server.

Enable Expire Data - Click it to enable /disable the expire date
setting.

ExpireDate - Use to pop-up calendar to specify the expire date.

Previous Back to previous configuration page.

Next Go to next configuration page.

VigorACS 2 User's Guide 117



3. When you finished tying the above settings, click Next to create or specify an existing network for
such user.

These parameters are explained as follows:

Item Description

Select network Determine the group source by choosing Existing network or New
network.

Existing network It is available when Existing network is selected as Select network.

Network - Use the drop down list to choose the network you want.

New network It is available when New network is selected as Select network.

Parent Network - Choose one of the existing networks as the Parent
Network.

Network Name - Type a name for the new network.

User Name - Type a name (e.g., market) for the new network.
Password - Type a password (e.g., market) for such new network.
Location - Type a brief description for the new network.

Previous Back to previous configuration page.

Next Go to next configuration page.
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4. When you finished tying the above settings, click Next to review the settings. A summary for the
new user and network will be displayed as the following figure.

5. If nothing shall be modified, click Next to get the following page.

6. Click Finish to save the settings.
7. Open SYSTEM MENU>>User and choose User Management.
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5.8 SMS Server

Such feature is used to configure the SMS server for sending notification. When a CPE in a group
encounters an event which can be classified as the level defined in this page, a SMS will be sent out for

notification.
:ﬁ User »sms server
‘ User Group: RootGroup
SYSTEM MENU Enable SMS Server O
Maintenance SMS API SMS_CHT_ T

Reports Ueer Name manager
Provisioning

Paseword  [eeeeeeeesy
Network Management

System From Telephone 5972727

User
Alarm Level Critical & Majer

User Management
& Minor 2 Warning

Group Management
Normal

Device Group

External Authentication server

IMail Server
Function Managerment
Wholesale Wizard

SMS Server

SNMP Server

These parameters are explained as follows:

Item Description

User Group Specify a user group to apply the SMS server settings.

Enable SMS Server Click to enable /disable the SMS server.

SMS API Use the drop down list to choose an ISP for sending SMS.

User Name Type the user name for authentication.

Password Type the password for authentication.

From Telephone Type the phone number of the sender.

Alarm Level There are five alarm levels (Critical, Major, Minor, Warning and
Normal) which determine the timing that VigorACS SMS server sends
SMS to the recipient.
For example, device loss connection will be treated as “Critical”
event.

Save Save the current settings.
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5.9 SNMP Server

Such feature is used to configure the SNMP server for sending notification. All of the user groups can
apply the SNMP server settings configured in this page.

&5 User »snvi serer

SYSTEM MENU
Maintenance
Reports
Provisioning
Network Management
System
User
User Management
Group Management
Device Group
External Authentication Server
IMail server
Function Management
Wholesale Wizard
SMS Server

SNMP Server

User Group :

All_UserGroup

Enable SNMP cerver

SNMP gerver addrese swim.address

Port

Community

SNMP version

SNMP API

Alarm Level

nnnnnnn 2c

SNMP_2_GLOBAL

@ critical @ Major
2 Minor 2 Warning

2 Nermal

These parameters are explained as follows:

Item

Description

User Group

Specify a user group to apply the SNMP server settings.

Enable SNMP Server

Click to enable /disable the SNMP server.

SNMP server address

Type the IP address of SNMP server.

Port

Type the port number of SNMP server.

Community

Set the name for getting community by typing a proper character. In
general, it depends on the setting that SNMP service provider offers.
The default setting is public.

Enable keep alive

It is available when RootGroup is selected as User Group.

Click it to enable / disable keep alive function. VigorACS will notify
SNMP server every period of time automatically to proof that it is still
alive.

Alive interval (sec)

It is available when RootGroup is selected as User Group.
Type an interval value for keeping alive.

SNMP version

Choose the version of the SNMP server that you apply to.

SNMP API Choose SNMP API from the drop down list.

Alarm Level There are five alarm levels (Critical, Major, Minor, Warning and
Normal) which determine the timing that VigorACS mail server sends
e-mail to the recipient. Specify the severity level of the mail.

Save Save the current settings.
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Applications

A-1 How to Add a User?

1. Open SYSTEM MENU>>User and choose User Management.
2. Click +Add.

ﬁ User =User Management

= Add

Username Role Sta

root Systern Administrator  Act

3. In the following page, type required information for the new user.

w User »User Management

Add User Profile

Enakle o
Username CHI
Password ~ |eeeseenr
Rele Operatar b
SMS Nexify O
Telephone 0917555681
Email Netify o
Email carrie@drayrek.com
Description | Route r_uwneri
4. Click Save.
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A-2 How to Add a Group?

1. Open SYSTEM MENU>>User and choose Group Management.
2. Click +Add.

w User »Group Management

Setting Management

+ Add

Group ID  Group Hame Enabhle Gl

1 RootGroup ]

3. In the following page, type required information for the new user group.

385 USer »Group Management

Setting  Management

Add Group

Group name |vfmsui

Nodes -1 n
Enable Global Mail Server O

Enahle Global SNMP Server

Enable Expire Date O

Expire Date 201770224 =]

X Cancel

Group Name - Type a new name of the user group.

Nodes - Define number of node.

Enable Global Mail Server - Click it to enable /disable global mail server.
Enable Global SNMP Server - Click it to enable /disable global SNMP server.
Enable Expire Date - Click it to enable/disable the expire date.

@ g A~ wDh e

Expire Date - Choose the expire date for such user group.
4. Click Save.
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Setting  Managerment

=+ Add | m Delete

X Export | 1 Delete with whole Sale

a0

35

39

41

42

43

44

46

48

ACMEUK |
nohody group -
tim group -
one user accountgroup -
henry group o
1t -
-group -
1K1 -
alvaco -
bringt -
ScanAccess -
Migrax -

yintsui o

Mo Limit Modes

Mo Limit Modes

7

Mo Limit Modes

Mo Limit Modes

18

Mo Limit Modes

Mo Limit Modes

Mo Limit Modes

MNa Limit Modes

Mo Limit Modes

Mo Limit Modes

Mo Limit Modes

21701310
2B 0

2017001026 2

2007002724 0

v
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Chapter 6 Network Management

= DrayTek VigorACS2

Network Management allows you to modify the information for Networks and Devices.
It can
® Add new network (s) for new client which will be managed by VigorACS.
® Delete existed network if the client will not be managed by VigorACS.

®  Modify the name and location of the network for management.

6.1 Settings for Network

To add, change or delete a network, please open SYSTEM MENU >> Network Management. Click Root
Network or sub-network to get the following web page.

Q Search.. s Network Management

Root Network
(522)

‘searnhuevme|D/name/mnueuMAc G| Setting  Map

~

4 L Root Network(522) )
b d FARR) + Add New Nebwork

& VPN Test(202)

aha carlos(D)

a4 justing2)

& kay(5)

& kaylee() Narne Password

NETWORK MENU

Dashboard

3
4

Statistics . Metwork |0 User Narne
3

2
Monitoring

Cenfiguration
b sk mis(17) Root Metwark password

[» sk mis111({0) L

SYSTEM MENU b & snowD)

Loeatian

4 kL tang278)
b ah AP
Repeorts b ada GWIE)
bk WAFI(239)
@ Vigor2120n
M Vigor2132Fm
M Vigor21D2ac
@ Vigor2133F vac
@ Vigor27 10

About @ Vigor2B504n
@ Delete Devices

Maintenance

Provisioning
I Network Management
System

User

B3

53

These parameters are explained as follows:

Item Description

Search device Enter the ID, name, model or MAC address of the device you want to

ID/name/model/MAC locate.

+Add New Network Click it to add a new network.

Network ID Display a number which is given by VigorACS randomly for the selected
network.

Name Display the name of the parent network. You can modify it if required.

Location Type the location (e.g., HsinChu, New York) for such network.

User Name Display the name of the selected network. Change it if required.

Password Display the password of the selected network. Change it if required.
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Save Click it to save the change.

The following setting page appears when +Add New Network is clicked.

+ Add Metwork

Parent Metwark
Root Metwark

Mame
Marketing_carrie

Location
HE

User Mame

carrie

Password

adrnini23

x Cancel

Available settings are listed as follows:

Iltem Description

Parent Network Display the name of the root network. New created network will be
the sub-network of the parent network.

In default, Root Network is the parent network for any new created

network.

Name Type a name for the new network.

Location Type the location for the new network. Later, you can locate such
network on the web page of SYSTEM MENU >> Network
Management>>Map.

User Name Type a login name (e.g., carrie) for the new network which will be

used for communication between Vigor device and VigorACS.

Password Type a password (e.g., admin123) for such new network. If you are
going to group several devices under such network, please open
System Maintenance>>TR-069 in the web configuration page of CPE.
Then, type the user name and password defined in this page (e.g., in
this case, they are carrie and admin123) in the corresponding fields.

Cancel Discard current settings.

Save Save the current settings and exit the page.

After finished the above settings, click Save to save the change.
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6.2 Settings for Device
The administrator can create several sub networks for different CPEs. Also, the administrator can
change the network for the CPEs.
Open SYSTEM MENU >> Network Management. This web page allows to:
® Modify the name of the device (CPE) for easy identification and management by VigorACS.

Modify the location of the device (CPE) easily. It can be identified precisely while using
GoogleMap to search it.

® Modify the user name/password of certain device (non-DrayTek CPE) to be managed by
VigorACS.

® Enable or disable the management of the device (CPE) for VigorACS.
®  Select certain protocol (e.g., TR-069) for the device (CPE) for management.

Choose and click any one of the CPE displayed on Root Network tree view to get the following web

page.
s Network Management
[» ok Other(3) C Setting  Iap
I & RD2(1)
NETWORK MENU

b e RD3(4)

Dashboard 4 & RDS(19) @ Delete This Device | & Change Metwork

s | ok RDE_Group_AA(D)
Statistics b dhs ADB_Group_B(0) Status Knawn Device
Monitoring b ok RDE_Group_c(0] Disable m Unknown |
I &k hello(n)

Configuration

N

sk old model support(s)

2 Device 1D Metwork 1D
™ 2020¥n_00507FCC:
SYSEEMIMENL © 1000_001DAAD0D1 154 134
Maintenance © 2650V 0010AATDS Model hame Device Name
© 2120_10507F6666G Vigar2920vn
Reports © 2710n_00507FaA3E 2920¥n_DOS0TFCCIESD
Provisioning da sadi) tote t Note 2
O 2132FWn_001 DAAE4EE
I LA AR © 2133vac_001DAAS2040 Serial number
MAC Address
System © 2760vn_001DAADEE3C 20202920
© 2762var_01DAAGSIA OO FEEIEE
user O 2830n+ w2_0010AAD00
About © 2832n_001 DAAESIEND
_— Location 1P
192168105142
FPhane Mo, Port
OGO
These parameters are explained as follows:
I[tem Description
Delete This Device Click it to remove the selected CPE from current group.
Change Network Click it to change the network / group for the selected CPE.
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Move the mouse cursor on the network you want and click Apply.

Status

Disable - The selected device will be hidden on the tree view.
Enable - The selected device can be displayed on the tree view.

Known Device

Known - The selected CPE is known(2) to VigorACS 2.

Unknown - If the selected CPE is new added device, it will be
identified as Unknown (@).

Device ID / Network ID

Device ID - Display the number of that device which is given by
VigorACS 2 randomly.

Network ID- Display the ID number of the network that selected
device is grouped under.

Model Name / Device
Name

Model Name - Display the model name of the selected device. Model
name cannot be changed.

Device Name - Display the name of the device for identification. It
can be changed if required.

Note 1 / Note 2

Note 1 - Display brief description for the selected device.
Note 2 - Display brief description for the network.

Serial number / MAC
Address

Serial number - Type a number for identification of the device.
MAC Address - Display the MAC address of the device.

Location

Display the position of the device.

Phone No.

It is optional and is used to offer additional information for reference.
If required, type a phone number for such device.

Domain Name

Type a domain name for a CPE. Later, simply click the domain name to
access into the CPE.

Management Port

Type a port number which will be used for accessing into web user
interface of the CPE.

Management Protocol

Choose HTTPS or HTTP.

IP / Port/ URI

Display the IP address, port number and URI.

User Name / Password

Display the username and password that VigorACS 2 can use to access
into such CPE.
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Applications

A.1 How to Create a Network for Managing Devices?

1. Open SYSTEM MENU>>Network Management and click Root Network.

2. Click +Add New Network on the Setting page.

s Network Management

4 gh Root Network(353) [e] Setting | Map

[ sk 85(0)

[+ ala ALANWWEN(Z]
ila Alvaco(0) + Add Mew Network
i o Add Mew Metwark

b
[+ ala ARPhat_vN{D)
[» & DVcom(0] Metwark ID User Mame
b ek FAEM] 2 aes
b e lE101) Marme Pasgward
[+ &k Marketing_carrie(0)
Root Metwaork password
[+ &fa Migrax(0)
[+ s Novanet(n) Lacation
[+ &l Other(3) Budapest, Bartdk Béla it 15, Magyarorszag
[ ala RD2(1)
I ek RD3(4)
4 s RDE(10)

L RDS Groun AAM)

3. In the following page, type required information for the new network.

|+ Add Network

Farent Metwark
Root Metwork

Marme
Marketing_carrie

Location
Hs

User MName

carrie

Password

[ adminiza

4. Click Add.
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5. The new network has been created and displayed on the tree view.

£ Network Management

4 gm Root Metwork(352] 3 Setting  hap
o ALANWERN(Z)
I am AlvacofD)
Metwork 1D UserMame
I» sm Erinet(0]
b ai CANID) Z acs
b aan Draytek(0] Mame Paszsward
I s England(f) Root Metwork password
I FAE(D)
Location
i 1]

I e Marketing_carrie(0) HsinChu
—H'Nm_].- o
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A.2 How to Change the Network of a Device?

1. Open SYSTEM MENU>>Network Management.

2. Choose and click a CPE displayed on Root Network tree view.

3. Click Change Network.

CJ

4. Click the network you want from Root Network and click Apply.

1

132

+ Change Network

Mamme
2860ac_00507F00000a

Add to network

4 & Root Netwark
aan ALAMWER
@ Alvaco
@ Brinet
aan CAMI
i Dravtek
i England
a FAE
K1
im Marketing_carrie
i Migras
@ Metherlands

® Cancel
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5. The selected device has been grouped under the specified network (Marketing_carrie, in this case).

L Network Management

4 o Root Metwork[332) (3% Setting
dan ALARWEN[2]

i Alvacall]

Map

=

=

Status

ia Brinet(0]
aan CAMIO) Disable Enable

=

==

ian Draytek(0)

=

=

san England(0)

Device 1D
I san FAE[D) 154
Foogan [K1(0]
4 o Marketing_carrie(1] Model Mame
M 2020y n_00S07FCC Wigor2920Wn
I o Migrax(3) Rate 1
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Chapter 7 Maintenance

= DrayTek VigorACS2

Options in Maintenance are configured and applied onto numerous TR-069 CPEs instead of configuring
settings for each CPE one by one.

7.1 Scheduled Backup

7.1.1 Networks & Devices

Such page is used to specify a backup profile for the device / network. Later, the configuration backup
for the device/network will be executed automatically by VigorACS.

Q, Search... /&~ Maintenance »schedued Backup

Root Network User Group

(5233
RactGraup v

Maonitoring

Metworkes & Devices  Backup Settings Profile

Configuration
Backup Setting

Name File Type
4 (D Root Network(14)
SvSTEM MENU Configuration File W
I @ VPN Test(213) Configuration File M
Maintenance @ vigorz132Fvn Configuration File 3

Scheduled Backup
Configuration Restore
Firmware Upgrade
Device Reboot

System Password Reset

schedule Profile

File Manager

Reports

Provisioning

These parameters are explained as follows:

Iltem Description

User Group Specify a user group for applying the backup settings profile.
Each user group can be configured with different backup settings
profiles.

File Type Display the file type used for the device.
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Backup Setting Choose a profile defined in Backup Settings Profile for applying onto
the selected CPE.

Backup Setting

Disabled w

As Parent W

As Parent

Disahled

Drefault
wifl

Save Save the current settings.
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7.1.2 Backup Settings Profile

Such page determines the trigger time and method for firmware backup.

Q "' Maintenance scheduled Backup

Root Network User Group | RestGraup v

1353)

NETWORK MENU Networks & Devices  Backup Settinge Profile

+ Add
Dashboard
Statistics Name Period{Days) Type Time Interval Action
Monitoring BK_711 1 The Last 20 Any # Edit | @ Delete
Configuration Default 1 The Last 20 00:00-00:00 # Edit | @ Delete

555 1 The Last 20 Any # Edit | @ Delete

SYSTEM MENU e

Maintenance Nini 1 The Last 20 Any # Edit | @ Delete
Scheduled Backup once a day 1 The Last 20 Ay # Edit | @ Delete
Configuration Restore

onceintwo days 2 The Last20 Any # Edit | @ Delete
Firmware Upgrade
Device Reboot once inthree days 3 The Last 20 Any # Edit | @ Delete
System Password Reset k52 10 All 11:36-24:00 # Edit | @ Delete
Schedule Profile

Elera hiackup 1 The Last 20 Anv # Edit | 7 Delete T
File Manager
Reports

These parameters are explained as follows:

Iltem Description

User Group Specify a user group for applying the backup settings profile.
Each user group can be configured with different backup settings
profiles.

+Add Click it to create a new profile.

Edit Click it to modify, change the selected profile.

Delete Click it to delete the selected profile.

The following setting page appears when +Add is clicked.

#~ Maintenance »scheculed Backun

UserGroup RootGroup T

Metworks & Devices  Backup Settinge Profile

Name Mini
Backup Period{days) 1
Keep Files The Last 20

Time Interval | Ay ‘ Specify a Time Schedule Profile

Schedule Profile | restore_wizard v |

x Cancel

Available settings are listed as follows:

Item Description
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User Group Specify a user group for applying the backup settings profile.
Each user group can be configured with different backup settings
profiles.

Name Type a name of the backup profile.

Backup Period(days)

The number typed here means the interval for the backup executed by
VigorACS. The unit is “day”. If you type 1, that means the backup will
be executed one time by one day.

Keep Files Choose to keep all of the files (router’s configuration files) or the last
20 files.

Backup Time Set a time interval for executing the backup work for networks and
devices.
® Now
® Scheduled
® Schedule Profile

Scheduled Start Time / End Time - Click Select time to display a clock. Set the

hour and minutes by clicking the number on the clock.

03 Mini
oz Mg !
2 1 gy
10 2
21 9 315
20" e
7 fi 3 Any
19 L, 17
o s A End Tirme

Specify Start Date - Click it to enable the time setting.

Date - Click it to pop up a calendar to choose a date as the starting
date.

Schedule Profile

Choose a trigger profile from the drop down list. In which, VigorACS
offers default schedule profile.

restore_wizard hd

reset_password_wizard
retioot_wizard

restore_wizard
hackup_wizard
default

test]

test2
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7.2 Configuration Restore

7.2.1 Apply to Devices

Such page can determine which device or network will be applied with restore profiles. Later, the
configuration restoration for the device/network will be executed automatically by VigorACS.

Q #~ Maintenance >configuration Restore

Root Network User Group ! RootGroup

(353)

NETWORK MENU Apply to Devices  Restore Settings Profile

Dashhoard c
Statistics Name Apply File List Restore Profile

o 4 @ Root Network(312)
Maonitoring

4 @ Other(3)
Configuration
4 @ vigor2910(1]
SYSTEM MENU 0 2910V_00S07FC26824 ()
Maintenance M 2860n_001 DAAF7AS00
Scheduled Backup € 3000_00507F7FFCES
Configuration Restore b @ apia
RIS et I @ TreeDepthTestn)
Device Reboot
| @ RD&(18) -
System Password Reset
Schedule Profile
File Manager
Reports
These parameters are explained as follows:
Iltem Description
User Group Specify a user group for applying the restore settings profile.
Each user group can be configured with different restore settings
profiles.
Apply Click the icon to enable configuration restoration for the selected
CPE.
File List Use the drop down list to choose one of the files (with the date of the

configuration file created) to be applied for the file restoration of the
selected CPE.

Restore Profile Choose a profile defined in Restore Settings Profile to be applied to
the selected CPE.

Save Save the current settings.
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7.2.2 Restore Settings Profile

Such page can determine the trigger time and method for firmware restoration.

Q

Root Network

NETWORK MENU
Dashboard
Statistics
Monitoring

Configuration

SYSTEM MENU
Maintenance
Scheduled Backup
Configuration Restore
Firrmware Upgrade
Device Reboot
Systermn Password Reset
schedule Profile
File Manager

Reports

#~ Maintenance >configuration Restore

User G

TOUp | RootGroup

Applyto Devices  Restore Settinge Profile

+ Add

Name Trigger Profile Time Interval
restore_wizard restare_wizard 05:12-09:17
Default default 00:00-00:00
“RD8TestTestTest - 0612 AM-06:17 AN
1711 Ay

2222 Any

3333 Any

These parameters are explained as follows:

Actien
2

# Edit

i Delete

i Delete
i Delete
B Delete
B Delete

i Delete

Item Description

User Group Specify a user group for applying the configuration restore settings
profile.
Each user group can be configured with different configuration restore
settings profiles.

+Add Click it to create a new profile.

Edit Click it to modify, change the selected profile.

Delete Click it to delete the selected profile.

The following setting page appears when +Add is clicked.

& Maintenance »Configuration Restore

User Group: | Rantrain

v

Applyio Devices  Restore Settings Profile

Name

Time Interval

Specify Start Date

Start date

Monday

“ Specify a Time Schedule Profile|

O

2017-02-27

Available settings are listed as follows:
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Iltem Description

User Group Specify a user group for applying the restore settings profile.
Each user group can be configured with different restore settings
profiles.

Name Type a nhame of the restore setting profile.

Restore Time

Set a time interval for executing the backup work for networks and
devices.

® Now
() Scheduled
() Schedule Profile

Any Specify Start Date - Click it to enable the time setting.
Start date - Click it to pop up a calendar to choose a date as the
starting date.

Scheduled Start Time / End Time - Click Select time to display a clock. Set the

hour and minutes by clicking the number on the clock.

03 Mini
2z Mg 1
;22“]11 12 , 14
21 4 315
20" e
7 g 5 Ay
19 o 17
- A End Tirme

Specify Start Date - Click it to enable the time setting.

Date - Click it to pop up a calendar to choose a date as the starting
date.

Schedule Profile

Trigger Profile - Choosing a trigger profile from the drop down list. In
which, VigorACS offers default schedule profile.

restore_wizard i

reset_password_wizard
retioot_wizard

restore_wizard
hackup_wizard
default

test

test2
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7.3 Firmware Upgrade

When VigorACS server receives information from CPE about firmware upgrade, it will check if the
received model name, modem firmware version, and software version correspond to the information
recorded in VigorACS server. If everything can match but software version not, VigorACS will judge that
the remote CPE requiring firmware upgrade. Next, VigorACS server will execute firmware upgrade with
the file listed in Job List automatically at specified time.

This web page allows you to specify required information for matching with the CPE device. The
profiles created here will be regarded as a basis that VigorACS server uses to compare information
coming from CPE router with the information stored in VigorACS server’s database.

Info The firmware upgrade profile created in such page can be applied to
single and selected devices (but not applied to the whole network).

For applying an upgrade provision profile to the whole network /
group, please go to Provisioning>>Firmware Upgrade for more
detailed information.

Search... /& Maintenance -rimmware Upgrade

User Group :
kay 4
NETWORK MENU

Firmware Upgrade Job List
Dashboard

Statistics + Add NewJoh | @ Delete All Complete Jobs

Name 4 FilePath Scheduls Device Count  Status Resufe Action
Monitoring

3881 JeaysSharedFirmware/ V2862 3.8.8.1 STO/VZ862_3881_STD.all 13:00-14:00 1 Complete success1 Faill & Edit | @ Delete
Configuration

38ORCZ  skay/SharedFirmware/V2862 3,89 RC2A2862_std_001.all 13:20-14:00 1 Complete Success:! Faill & Edit | @ Delete
SYSTEM MENU

Maintenance
scheduled Backup
Configuration Restore
Firmware Upgrade
Device Reboot

Systern Password Reset
Schedule Profile

File Manager

These parameters are explained as follows:

Item Description

User Group Specify a user group. The job list under that group will be displayed on
this page.

+Add New Job Click it to create a new job profile.

Delete All Complete Jobs | Click it to delete all profile.

Edit Click it to edit / modify the settings for the selected profile.

Delete Click it to delete the selected profile.

The following setting page appears when +Add is clicked.
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;’ Maintenance »firmware Upgrade

Firmware Upgrade Job Settings

Name

File Path

Upgrade Time

Period_router

JRootGroupV28A0_r70102_3.8.6_RC3-5TC

| Mo

[ Start Time 4 End Time
03:10 07:30
Date 2018-04-27
Device to Upgrade
Name Model Name Firmware Vergion Modem Version
4 @ Root Network(214)
I @ VPN Test(213)
@ Vigor2132Fvn Vigor2132Fvn 37.91_RC1 Mo DsL
® Cancel
Available settings are listed as follows:
Item Description
Name Type a name of the job profile.
File Path Available file paths from the computer’s server will be displayed in

this field. They will be different depending on the user groups.

Upgrade Time

devices.
( Now
[ Scheduled

Set a time interval for executing the backup work for networks and

Scheduled

03

B = A s

Start Time / End Time - Click Select time to display a clock. Set the
hour and minutes by clicking the number on the clock.

Mini

Ay

fH End Time
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Date - Click it to pop up a calendar to choose a date as the starting
date.

Device to Upgrade Select one device or more devices to apply such firmware upgrade
provision.

Model Name - Display the model name for identification.
Firmware Version - Display the firmware version that the model used

currently.
Cancel Discard current settings and return to previous page.
Save Save the current settings and exit the page.

7.4 Device Reboot

You can define the time schedule for rebooting the selected CPE(s) automatically by VigorACS. Open
SYSTEM MENU>>Maintenance>>Device Reboot to display the following page.

Search... #~ Maintenance =pevice reboot
Period (days) ‘3nnnn\
. Reboot Time Iiﬂ Scheduled ‘

Monitoring

Configuration £ start Date @ starttime Endl time

SYSTEM MENU
MBneenan e Select devices
Scheduled Backup Name Model Name Firmware Version Modem Version o

Configuration Restore 4 @ Root Network(523)

FAE(D)

Firmware Upgrade D FE

@ VPN Test(213)
Device Reboot

@ carlos(g)
System Password Reset > @ justin(g)
Sthedule Profile ! @ kay(7)
File Manager @ mist0)

3 @& snow(4) |

Reports < >

Provisioning

Network Management

These parameters are explained as follows:

Iltem Description

Period(days) Determine the frequency for the CPE reboot by VigorACS. The default
value is 1 day.

Reboot Time Now - Reboot the selected device(s) immediately.

Scheduled - To specify a certain time to perform the job, choose this
one and specify start day, start time and end time respectively.
VigorACS will perform the job for the selected CPE (s) according to the
schedule set here.

® Start day - Use the drop down calendar to specify the day you
want to start the operation.

®  Start time - Use the drop down menu to specify the hour and
minutes you want to start the operation.

® End time - Use the drop down menu to specify the hour and
minutes you want to finish the operation.

Select devices Choose the device that you want to do device reboot.
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Save

Save the current settings.

7.5 System Password Reset

This page is used to reset the default factory password for the administrator of CPE.

Search...

Monitoring

Configuration

SYSTEM MENU
Maintenance
Scheduled Backup
Configuration Restare
Firmware Upgrade
Device Reboot
System Password Reset
Schedule Profile
File Manager

Reports

Provisioning

#~ Maintenance »sysem Password Rese

£ startDate @ start dme @ Endtme
04/09/2018 16:25 17.00
Select devices
Name Model Name Firmware Verzion Modem Verzion ”
4 (@ Root MNetwork(523)
[> @ FAE(D)
> @ VPN Test(213]
[» @ carlos(g)
[ & justn(a)
b @ kayt?)
[> @ mis(n)
[» @ snowld) &

These parameters are explained as follows:

Item

Description

Reset Time

Now - Reset the password for the selected device(s) immediately.

Scheduled - To specify a certain time to perform the job, choose this
one and specify start day, start time and end time respectively.
VigorACS will perform the job for the selected CPE (s) according to the
schedule set here.
@® Start day - Use the drop down calendar to specify the day you
want to start the operation.

® Start time - Use the drop down menu to specify the hour and
minutes you want to start the operation.

® End time - Use the drop down menu to specify the hour and
minutes you want to finish the operation.

Select devices

Choose the device that you want to do device reset.

Save

Save the current settings.
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7.6 Schedule Profile

Schedule profiles can be set to apply to devices managed by VigorACS 2. Later, you can not only
schedule the router to dialup to the Internet at a specified time, but also restrict Internet access to
certain hours so that users can connect to the Internet only during certain hours, say, business hours.
The schedule profile is applicable to several functions driven by VigorACS 2.

Q #~ Maintenance -schedule profie

Root Network

(355) User Group: | ReatGroup v

+ Add
Monitoring

Name Start Day End Day Start Time End Time Action
Configuration

reset_password_wizard 2017-04-27 07:08 07132 & Edit | @ Delete

SYSTEM MENU

reboot_wizard 2017-06-20 o&21 20:11 # Edit | @ Delete
Maintenance

restore_wizard 2016-12-14 0512 0517 # Edit | @ Delete
Scheduled Backup
Configuration Restore backup_wizard 2016-12-07 005 025 # Edit | @ Delete
Firmware Upgrade defaule 2016-10-08 2016-10-09 omoo 00:00 # Edit | @ Delete
Device Reboot

test] 2017-04-19 2017-04-11 omoo # Edit | @ Delete
Systemn Password Reset
Schedule Profile test2 # Edit | @ Delete
File Manager test3 # Edit | @ Delete
Reports

testd # Edit | @ Delete
Provisioning

tests & Edit | @ Delete

Network Management

System

These parameters are explained as follows:

Item Description

User Group Specify a user group. The schedule profiles under that group will be
displayed on this page.

+Add Click it to create a new schedule profile.

Edit Click it to modify, change the selected profile.

Delete Click it to delete the selected profile.

The following setting page appears when +Add is clicked.
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Monitoring

Configuration

SYSTEM MENU
Maintenance
Scheduled Backup
Configuration Restore
Firmware Upgrade
Device Reboot
Systermn Password Reset
Schedule Profile
File Manager
Reports
Provisioning
Network Management

System

," Maintenance »schedule Profie

Profile Name

Day Type

Start Day

End Day

Check End Day

Time Type

Start Time

End Time

WManday_Process
Schedule
2017-09-04
2017-09-22
©
Schedule
0810

0910

Available settings are listed as follows:

Item

Description

Profile Name

Type a name of the schedule profile.

Day Type

VigorACS 2 will perform the job for the selected CPE (s) according to
the schedule set here.

Any - When CPE meets settings configured in FWUpgradeFailinterval,
the job (e.g., upgrade) for the CPE will be performed.

Schedule - To specify a certain day to perform the job, choose this
one and specify start day and end day respectively.

Start Day

Use the drop down calendar to specify the day you want to start the
operation.

End Day

Use the drop down calendar to specify the day you want to end the
operation.

Check End Day

Click it to check the end day to determine if the job is performed or
not. For example, the end day for firmware upgrade is out of date,
then the upgrade will not be executed for the selected CPE.

Time Type Any - When CPE meets settings configured in FWUpgradeFaillnterval,
the job (e.g., upgrade) for the CPE will be performed.
Schedule - To specify a certain time to perform the job, choose this
one and specify start time and end time respectively. VigorACS will
perform the job for the selected CPE (s) according to the schedule set
here.

Start Time Use the drop down menu to specify the hour and minutes you want to
start the operation.

End Time Use the drop down menu to specify the hour and minutes you want to
finish the operation.

Cancel Discard current settings and return to previous page.

Add Save the current settings and create a new profile.
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7.7 File Manager

Firmware driver for CPE device can be managed or classified with different folders.

Q, Search... A~ Maintenance =fike Manager
Root Network
1523} User Group:
RootGroup B
Monitoring & Upload | & Download | @ Delete | = Mew Folder
Configuration searh:
Filename Property * sme Last Modify Directory
SYSTEM MENU VIEOr2820¥5_D0S07FES7440 Diractory 11/26/2017 09:00:22 /RootGroup ]
Maintenance
Vigor2920_00507FE30ADC Directory 11/28/2017 09%:01:03 JRootGroup
Scheduled Backup
Vigor2850v_001DAABDSSS0 Directory 11/28/2017 09:01:01 JRootGroup
Configuration Restore
Firmware Upgrade Vigor2820¥_001DAAAEDT18 Directony 11/28/2017 09:00:22 SRootGroup
Device Reboot Vigor2920_00507FE209E0 Directory 11/28/2017 020218 /RootGroup
System Password Reset
Vigor2830_00S07F4FSEFD Directory 11/28/2017 09:01:04 JRootGroup
Schedule Profile
File Manager VIEOr2820V_001DAAAED 28 Directory 11/28/2017 09:00:49 /ROOTGroLp
Reports Vigor2820_00507FBFA7E0 Directory 11/28/2017 09:00:23 J/RootGroup
Provisioning b
Network Management
These parameters are explained as follows:
Iltem Description
User Group Specify a user group. The devices (represented with MAC address)
under that group will be displayed on this page.
Upload Click it to upload the file to VigorACS 2 server.
£ Upload File
2
3 Target: /RootGroup
3
2
e o
Download Download a driver (*.all, *.rst and etc.) related to CPE device from
VigorACS 2 server.
Delete Click it to delete the selected profile.
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+New Folder Create folders for files classification/management.

+ New Folder
3

_ Folder Mame:
)

® Cancel

&

DrayTek FTP After clicking the link, the following page will appear for you to
download file from DrayTek FTP directly.
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Chapter 8 Provisioning

= DrayTek VigorACS2

Provision functions allow users to set provision profiles for applying in numerous TR-069 CPEs instead of
configuring settings for each CPE one by one.

8.1 Global Parameters

Global Parameters configured in this page can be applied to all of the CPEs/APs at the same time by
using VigorACS instead of configuring them one by one.

(3 )

Info It is suitable and convenient when there are several CPE (with the
same model) devices required to be configured with the same settings
and values.

This web page listed the parameters profiles with profile names, model, and the status of the profile to
be kept or not.

Q search 2 Provisioning >Global parameters
Root Network |° User Group ROOGroup v
(515)
+ Add
NETWORK MENU
Profile Name Profile Edit Mode Model Always Keep Revision Last Modification At Action
Dashboard
Empty Web Ul View Mo i
Statistics
I vpn_|Psec Web Ul View General Mo 2 2018/04A13 11:00:33 AM & Edit | & Delete Copy To | Q View Log
Monitoring — —_—
Configuration wpn_change serer IP Web Ul View General No 3 2018/05/28 01:52:40 P & Edit | @ Delete Copy To | @ Wiew Log
ping_fror_wan Web Ul View General Mo i 201804418 09:37:56 AM # Edit | @ Delete Copy To | Q Wiew Log
SYSTEM MENU
Maintenance VPN Web Ul Wiew General Mo a 2018/M08/29 11:52:13 AM # Edit | @ Delete Copy To | Q Wiew Log
Reports Login_Root Web Ul View General fes 7 2016005 12:27: 46 P & Edit | & Delete Copy To | Q View Log
Provisioning disable Web Ul View General  Yes 1 201810418 10:05: 46 Al # Edit | E Delete | 0 Copy To | Q View Log

Global Parameters
Network & Devices
CPE Set Parameters
CPE Keep Parameters

Firmuare Uporade

These parameters are explained as follows:

Iltem Description
+Add Click it to create a new provision profile.
+Import XML Click it to import an existed provision profile.
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Profile Name

Display the name of the profile.

Model Display the model name of the device.
Always Keep Yes - Such profile is kept always.

No - Such profile is not kept always.
Revision Display the time for last modification.

Last Modification At

Display the time and date of the last modification of the provision.

Action

Edit - Click it to configure settings for the selected profile.
Delete - Click it to delete the profile.

Copy To - If the administrator wants to apply the provision to certain
user group, such action shall be used.

X Copythe profile to ...

Copy To:

FABtest
Root Group
carlos
justin

kaw

x Cancel o Apply

F

View Log - Click it to review detailed information for the selected
profile.
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! Provisioning >Global parameters

Profile Information Result Overview
Profile 1D 1
Profile Name Empoy
Model General Status
Always Keep Mo
Revision 198
Last Modified 2017/05/05 05:37:45 PN M Hotyetapplied M Falled M Complets

Device ID  Device Name MAC Address Network {ID} Result Status

114 2860ac_00507F000050 00507F000050 Roor Metaork { 2] 0% Mot yet applied.
13 123123 00S07F000051 Root Netwark ( 2 0% Hat yet applied.
120 2860ac_00507F00004f 00507F00004f Roor Metaork { 2] 0% Mot yet applied.
121 28605 _00507F000054 Q0S07F000054 Root Metwork (2] 04 Mot yet applied.

The following setting page appears when +Add is clicked.

L Provisioni Ng =Global Parameters

Add a Profile

i Note:
o After applying the parameters, ACS will check the CPE responses and ask the CPE to
reboot if needed.

Profile Name
Always Keep

Rebeot after Provisioning

Provisioning Time m Scheduled Schedule Profile

x Cancel

Available settings are listed as follows:

Iltem Description

Create Profile by

EEampIing frorm an Online Device W

Sampling frarm an Qnline Device
Sarmpling frarm an XML file
Creating a Mew Parameter List

Profile Name It is available when Sampling from an Online Device / Creating a New
Parameter List is specified on “Create Profile by”.

Type a name for the parameter profile.
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Select Device

It is available when Sampling from an Online Device is specified on
“Create Profile by”.

by Network by hiodel

Name Model Name Firmware Version
4 g Root Network
I el WPN Test
< >

Select XML file

It is available when Sampling from an XML file is specified on “Create
Profile by”.

Always Keep

Some ISPs do not wish CPE client changing the parameters of CPE
device, therefore make the profile being kept is required.

Reboot after provisioning

Enable it to reboot the CPE after the provisioning is applied by certain
CPE.

Provisioning Time

Set a time interval for executing the backup work for networks and
devices.

® Now
() Scheduled
() Schedule Profile

Scheduled

Start Time / End Time - Click Select time to display a clock. Set the
hour and minutes by clicking the number on the clock.

03 Mini
23 1']2 13 1
22 M T 44
10 2
21 1 3 15
20 ® T
7 f 3 Ay
19 o 17
B =uarn TS m End Titme

Specify Start Date - Click it to enable the time setting.

Start date - Click it to pop up a calendar to choose a date as the
starting date.
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Schedule Profile

Trigger Profile - Choose a trigger profile from the drop down list. In

which, VigorACS offers default schedule profile.

restore_wizard b

reset_passwiard_wizard
refioot_wizard

default

testl

test2
Cancel Discard current settings and restore the default settings.
Add Save and create the new profile.

! ProviSIONINg »Global Parameters

User Group:  RantGrann >,

+ Add

Profile Name Madel Always Keep Action

Carrie_MKT General Yes o Edit | Ti) Delete
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Primary View

Global parameters (including Profile Setting, WAN, Multi-PVC, LAN, NAT, Object Settings, QoS, Firewall,
System, VolIP, Routing, Wireless and Applications) for each provision profile can be seen and configured
in Primary View.

'F} Provisioning =Global Pararmeters

User Group: Root(roup v

+ Add | & Import XL

Profile Name Model Alwaye Keep Revision Last Modification At Action

Empty General Mo 198 2017/059/05 023745 PM Q view Log
root_group_always_keep General Yes 358 201740714 1120010 AN # Edit | @ Delete | Q View Log
Elobalparameter_test General Mo 320 20177068409 02:52:31 PM & Edit | @ Delete | Q View Log
Manoj General Mo 18 0001401401 12:00:00 AN # Edit | @ Delete | Q View Log
Stefan General Mo 2 2017405408 04:20:10 PM # Edit | @ Delete | Q View Log
marmie General Mo 2 000101401 12:00:00 AM # Edit | @ Delete | Q View Log
Carrie_NKT General Yes 0 0001./01401 12:00:00 AR # Edit | @ Delete | Q Wiew Log

Click the Edit link for one of the created profile to get the primary view of the selected provision
profile.

¥t Provisioning =Glebal parameters

Profile : Carrie_MKT Primary Yiew Parameter List

. Selectthe parameters to be set
Profile Setting

AN
Multi-PvC

LAM

MNAT

Object Settings
QoS

Firewall
System

A Back to Profile List
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Parameter List

This page displays an overview of settings configured in Primary View. Also, it allows the administrator
to set different parameters with specific format.

w Provisioning »Global Parameters

=+ Add & Edit
Parameter Yalue Keep Model Order
InternetGatewayDevice X_00507F VPHN.LAN2ZLAN.1.DialOut.MumberlPHost 10.0.010 1
InternetGatewayDevice X_00507F VPMN.LAN2ZLAN,2.DialOut.MumberlPHost 10.0.010 1

4 Back to Profile List

Available settings are listed as follows:

Item

Description

Add / Edit / Copy / Delete

Add - Click it to create a new parameter.

Edit - Modify the existed parameters for making modification.
Copy - Duplicate the same settings for the selected parameter.
Delete - Remove a selected parameter.

Parameter

After clicking Add/ Edit, type the script for the parameter you want in
this field. For example, you would like to set the priority of the WAN1
interface, just type
“InternetGatewayDevice.WANDevice.1l.WANEthernetinterfaceConfig.
Priority”. If you have no idea in typing the correct text, refer to the
section “How to Modify Global Parameters for a Provision Profile?” for
more detailed information.

Value

After clicking Add/ Edit, the number / text shall be typed according to
the content of the parameters. If you have no idea in typing the
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correct text, refer to the section “How to Modify Global Parameters
for a Provision Profile?” for more detailed information.

Keep Display if such parameter will be kept or not. Refer to the section
“How to Modify Global Parameters for a Provision Profile?”” for more
detailed information.

Model Display the model which applied with such provision.

Order Display the priority of the parameter. After clicking Add/ Edit, you
can change the priority of each parameter.

Back to Profile List Return to the Profile List page.

8.2 Network & Devices

Specify certain profile (global parameter) to be applied in selected network, selected CPE/AP by
clicking on the tree view structure.

Locate a CPE/AP by unfolding the tree view structure displayed under Name. Use the drop down list of
Profile Id to specify the global parameter profile required for that CPE/AP.

Search... 1 Provisioning =Mewwork & Devices
‘ User Group: | ReotGroup 3
Name Profile 1d
Configuration

4 () Root Metwiork(523) Ermpty b

> @ VPN Test(213) (As Parent)

SYSTEM MENU
@ vigor2132Fvn [As Parent)

Maintenance

Reports

Provisioning

Global Parameters
Network & Devices
CPE Set Farameters
CPE Keep Parameters
Firmware Upgrade
Network Management

System
¥ ® Cancel

User

These parameters are explained as follows:

Item Description

User Group Specify a user group. The devices under that group will be displayed
on this page.

Name Display the CPE/AP with the authority of the selected group.

Profile Id Choose a profile (with global settings) defined in Global Parameters)
to be applied in such selected CPE/AP.
(As Parent)- Use the same setting as the previous layer.
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8.3 CPE Set Parameters

CPE parameters configured here can be applied to all of the CPEs at the same time by using VigorACS
instead of configuring them one by one.

Info

CPE Set Parameters is suitable and convenient when there are several
CPE (with the same model) devices required to be configured with
different settings and values.

However, Global Parameters is suitable and convenient when there are
several CPE (with the same model) devices required to be configured
with the same settings and values.

Open Provisioning>>CPE Set Parameters, the profile list will be shown as follow:

Search...

Configuration

SYSTEM MENU
Maintenance
Reports

Provisioning

3 Provisioning =cee secparamerers

‘ User Group RootGroup ~

+ Add

[ Profile Name Complete Action

> " Carlos.xml a # Edit | @ Delete | Q View Log

Global Parameters
MNetwork & Devices
CPE Set Parameters
CPE Keep Parameters
Firmware Upgrade
Network Management
System

User

These parameters are explained as follows:

Item

Description

+Add

Click it to create a file saved with the file format of XML.
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Action Edit - Click it to configure settings for the selected profile.
Delete - Click it to delete the profile.

View Log - Click it to review detailed information for the selected
profile.

! Provisioning »cpe setparameters

profile Information

Frofile ID 423

Profile Name RD8 2860n+xml
Nodel Vigor28en

Device ID 5745

Dewvice Name 2860n+_0010AADTE290
MAC or IP Addr, 001DAADTE240
Complete 1

Metwork RDS[53)

Resule aD
Status Mot yet applied.

Detail ID  Parameter Value Result  Errcr Message

No data available

The following setting page appears when +Add is clicked.

! Provisioning =cee sec parameters

Create a XML File

i Note:
» After applying the parameters, ACS will check the CPE responses and ask the CPE
to reboot if needed.

File Name CPE_Carrie

Device MAC or IP 001DAAGI2C2E Q
Reboot after Provisioning ()

Name{optional) 2026

Networkioptional)

% Cancel 2 Continue

Available settings are listed as follows:

Item Description
File Name Type a name for the parameter profile.
Device MAC or IP Type MAC address or IP address.

After typing the address, VigorACS 2 will search from the database and
locate the one you specify.

Reboot after provisioning | Enable it to reboot the CPE after the provisioning is applied by certain
CPE.
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Cancel

Discard current settings.

Continue

Click it to get into next setting page.

The following web page appears after clicking Continue.

«t Provisioni NE »CPE Set Parameters

Device:

WAN
Pulti-PyiC
LAMN

MNAT
Object Settings
QoS
Firewall
System
ValP
Routing
Wireless

Applications

A Back to Profile List

Prirnary Yiew Parameter List

Select the pararmeters to be set

Available settings are listed as follows:

Item

Description

Device

Display the name of the device which will be applied with the
parameters configured in this page.

Primary View

Parameters (including WAN, Multi-PVC, LAN, NAT, Object Settings,
QoS, Firewall, System, VolP, Routing, Wireless and Applications) ready
for each CPE provision profile can be seen and configured in this page.

The setting page for each parameter listed in left side will be
displayed on the right side. Simply click the parameter to expand the
sub-menu items. Then, choose a sub-menu item and click +Add to
open setting page. After typing the required information for that
menu item, click Save.

Parameter List

Display an overview of settings configured in Primary View.

Back to Profile List

Return to Profile List page.
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8.4 CPE Keep Parameters

This web page listed the parameters profiles with index number, profile names, and the status of the
profile to be kept or not.

Q, Search...

Root Network
(5233

configuration

SYSTEM MENU
Maintenance
Reports
Provisioning
Global Parameters
Network & Devices
CPE Set Parameters
CPE Keep Parameters
Firmware Upgrade
Network Management
System

User

L 4 Provisioning =CPE Keep Parameters

User Group | RootGroup W
Device Parameters Count Action
4 (D Root Metwiork(523)
> @ VPN Test(213)
M vigorz132Fun 1 #Edit | Q View Log

These parameters are explained as follows:

Item

Description

Edit

Click it to open the configuration page.
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8.5 Firmware Upgrade

When VigorACS server receives information from CPE about firmware upgrade, it will check if the
received model name, modem firmware version, and software version correspond to the information
recorded in VigorACS server. If everything can match but software version not, VigorACS will judge that
the remote CPE requiring firmware upgrade. Next, VigorACS server will execute firmware upgrade with
the file listed in Job List automatically at specified time.

Info The firmware upgrade profile created in such page can be applied to
the whole network / group.

For applying an upgrade provision profile to single and selected
devices (but not applied to the whole network), please go to
Maintenance>>Firmware Upgrade for more detailed information.

8.5.1 Firmware Upgrade Job List

This web page allows you to specify required information for matching with the CPE device. The
profiles created here will be regarded as a basis that VigorACS server uses to compare information
coming from CPE router with the information stored in VigorACS server’s database.

Search... w2 Provisioning srirmware Upgrade

‘ User Group :

RootGroup v

Configuration

[ Firmware Upgrade Job List ]
SYSTEM MENU
+ Add

RIEERENES Name* status togel F¥Y Version F¥ File Schedule StartDate  Action

Reparts Bx2000 Disabled  VigorBX 2000 3.8.1.6_RC8 JRootGroup/SharedFirmware/vhx2k_3816RC8.all 14001420 20M7-07-28 & Edit | @ Delete
| Provisioning
: sample Disabled  Vigor2700 Series  3.1.1.1_RC6 w2kPv_a_3.1.1.1_RCA.all Now MNAA # Edit | ® Delete

Global Parameters

N V260 Enabled  Vigor2@e0* 388_RC3_STD  JRootGroup/SharedFirmware/ V2860 3.8.9 RC3/Aw2B60_001.all - Mow MNAA & Edit | W Delete
Network & Devices —_—
CPE Set Parameters V2925 Enabled  Vigorzazs® 3.89_RC3 /RootGroup/SharedFirmware/vV2925 3.8.9 RC3/4v2025_001.all Now MR # Edlit | @ Delete

CPE Keep Parameters
Firmware Upgracde

Network Management Exclude Devices

System
+ Add s & Edic /

User
4 MAC Address

Mo data available ¥

These parameters are explained as follows:

Iltem Description

User Group Specify a user group. The job list under that group will be displayed on
this page.

+Add Click it to create a new job profile.

Edit Click it to modify, change the selected profile.

Delete Click it to delete the selected profile.

The following setting page appears when +Add is clicked.
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L & Provisiomng =Finrware Upgrade

Firmware Upgrada Job Settings

Name

Job Type

Model

i Note:

Period 2862

Auth Key Check |

| Vigor130*

4 |

* Type full model name, e.g. Vigor2860Ln, or use wildcard for the whole series, e.g.
Vigor28e0* for Vigor2860 series.

Modem Vergion

Firmware Vereion

File Path

Status

Upgrade Time
Apply to Network

Name

4 (@ Root Network[214]

[ (@ ¥PN Test(213)

| Mo DSL

o |

| 1.161RC

4 |

JSRootGroupV2860_r70102_3.8.6_RC3-5TC

)
“ Scheduled | Schedule Profile

Model Name Firmware Vereion Modem Version Apply

MO v

® Cancel

Available settings are listed as follows:

Item Description

Name Type a name of the job profile.

Job Type Normal - VigorACS 2 performs firmware upgrade without using any
authentication key.
Auth Key Check - To avoid hacker’s attack via Vigor device (router or
AP), special authentication key is used for communication between
Vigor device and VigorACS 2. That is, VigorACS 2 will verify all of the
Vigor devices via authentication key issued by DrayTek to ensure the
network security.

Model Choose a model for firmware upgrade.

Modem Version

Available versions from VigorACS 2 database will be displayed in this
field.

Choose the correct modem version of the device, e.g., Annex A, Annex
B and etc.

Note: Before performing firmware upgrade for the CPE, VigorACS 2
will check if the received model name, modem firmware version, and
software version match with the information recorded in VigorACS 2
server or not. If you type “*” in this filed, the modem version will not
be regarded as a comparison condition in the process of firmware
upgrade. It will be ignored.
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Firmware Version Available versions from VigorACS 2 database will be displayed in this
field.

Type the firmware version of the device.

File Path Available file paths from the computer’s server will be displayed in
this field. They will be different depending on the user groups.

Status Disable - Firmware upgrade is not allowed for such job profile.
Enable - Firmware upgrade is allowed for such job profile.

Upgrade Time Set a time interval for executing the backup work for networks and
devices.

( Now
() Scheduled
() Schedule Profile

Scheduled Start Time / End Time - Click Select time to display a clock. Set the
hour and minutes by clicking the number on the clock.

03 Mini

ERRE !

2 1MTE gy
10 2

21 g . 315

202 2 c e

6 Any
19 L, 17
Eoan s £ End Time

Specify Start Date - Click it to enable the time setting.

Date - Click it to pop up a calendar to choose a date as the starting
date.

Schedule Profile Trigger Profile - Choosing a trigger profile from the drop down list. In
which, VigorACS 2 offers default schedule profile.

restore_wizard b

reset_password_wizard
reboot_wizard

restore_wizard
hackup_wizard
default

testl

test?

Apply to Network It is available when Normal is selected as Job Type.
Model Name - Display the model name for identification.

Firmware Version - Display the firmware version that the model used
currently.

Apply - Click YES to select the device. Firmware upgrade will be
executed for the models with YES selected.
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For Auth Key Check It is available when Auth Key Check is selected as Job Type.

In general, newest released firmware for DrayTek device contains
“Auth Key”. Therefore, the network administrator shall determine
which CPE device required to execute firmware upgrade for owing the
“Auth Key”.

This area is used to specify which CPE device required to execute
firmware upgrade for having Auth Key.

Model Name - Display the model name for identification.
Firmware Version - Display the firmware version that the model used
currently.

Apply - If the device does not have Auth key, choose YES to carry out
firmware upgrade for that device automatically when it tries to
communicate with VigorACS 2. If the device has Auth key, choose NO
for it is not necessary to perform firmware upgrade.

Cancel Discard current settings and return to previous page.

Save Save the current settings and exit the page.

8.5.2 Exclude Devices

Not all the CPEs controlled by VigorACS 2 need to upgrade firmware at any time. VigorACS 2 provides
excluding mechanism for the CPEs that do not need to upgrade firmware. This web page allows you to
set excluded CPEs for firmware upgrade. Simply type the MAC address of the CPE on MAC address field
and click Save. The one will be shown on the list. Next time, if you want to make firmware upgrade for
the specified CPE, simple open this page and remove the item.

Search... w2 Provisioning srirmware Upgrade

‘ User Group

RootGroup v
Configuration

Firmware Upgrade Job List

SYSTEM MENU
+ Add

[ EEEE Name*  Status Model FW Version FW File Schedule Sirmlcin A=

Reports BX2000 Disabled  VigorBX 2000 38.1.6_RCE JReootGroup/sharedFirmware/vhx2k_3818RC8.all 14001430 2017-07-28 & Edit | @ Delete

| Provisioning
sample Disabled  Vigor2700 Series  3.1.1.1_RCE w2k?v_a_3.1.1.1_RCA.all Now MNAA # Edit | ® Delete
Global Parameters

q w2860 Enabled  Vigor2BR0* 3.8.49_RC3_STD  JReotGroupsSharedFirmmware/ V2860 3.8.9 RC3/W2860_001.all - Now NAA # Edit | @ Delete
Network & Devices —_—

CPE Set Parameters Y2025  Enabled  wigorzozst 3.8.9_RC3 /RootGroup/SharedFirmware/¥2925 3.8.9 RC3/472925_001.all - Now NAA # Edit | @ Delete

CPE Keep Parameters
Firmware Upgrade

Network Management [ Exclude Devices ]

System

+ Add /& Edit/

User
MAC Aririress

Mo data available b4

These parameters are explained as follows:

I[tem Description

+Add Click it to create a new profile.

Edit Click it to modify, change the selected profile.
Delete Click it to delete the selected profile.

To exclude devices from firmware upgrade, click +Add under Exclude Devices field. An input box
appears as listed below. Type the MAC address of the device and click Save.
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Exclude Devices

& Add f # Edit f Til Delete

11111111111

11:22:33:44:55:99

1357924680

AR N2H2NE2

55:55:55:55:55:55

112233445500

11:26:38:52:82: 4

Now, firmware upgrade for the devices with MAC addresses listed in the table of Exclude Devices will
not be executed by VigorACS.
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Applications

A.1 How to Create a Provision Profile with Global Parameters?

1. Open SYSTEM MENU>>Provisioning and choose Global Parameters.
2. Click Add.

lﬂ' Provisioni Ng =Global Parameters

User Group: RootGroup e
| # Add
Profile Name Model Alwaye Keep Action
Emipty General No Ldlt 1 Delete

3.  From the following window, type the profile name, choose the suitable model and enable the
function of keeping the parameters

L & Provisioning =Global Parameters

User Group: Rnanrnlln M

Add a Profile

Frofile Name Carrie_MKT
Model General v
Always Keep o

® Cancel

4.  After finished the settings, click Add. The new profile will be displayed on the web page.

14 Provisioning =Global Parameters

User Group: RootGroup g

+ Add
Profile Name Model Always Keep Action
Empty General Mo # Edit | 1 Delete
root_eroup_always_keep General Yes # Edit | m Delete
Carrie_MKT General Y¥es # Edit | 1 Delete
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A.2 How to Modify Provision Profile with Global Parameters?

1. Open SYSTEM MENU>>Provisioning and choose Global Parameters.
2.  Choose the profile (e.g., Carrie_MKT) you want to modify and click Edit.

lﬂ' Provisioning =Global Parameters

User Group : RootGroup g

+ Add
Profile Name Model Alwaye Keep Action
Empty General MNo # Edit | T Delete
root_group_always_keep General Yes # Edit | T Delete
Carrie_NKT General ¥es # Edit |t Delete

3.  The following page displays available parameters for the profile.

[ & Provisioning =Global Parameters

Profile : Carrie_MKT Primary View Pararmneter List

Selectthe parameters to be set

Profile Setting
WAM
Plulei-PYC
LAM

MAT

Object Setings
QoS

Firewall
Systemn

WalP

Routing

Wireless

A Back to Profile List

4. Here we take WAN as an example. Click WAN>>Internet Access. A setting table will be shown as
follows. Click +Add.

F} Provisioning »3lobal Parameters

Frofile : Carrie_MKT Prirmary A

Praofile Setting + Add
WAN Index Friority VLAN ID Port VLAN Tag Insertion IPfPPF Enakle Action
Internet Access Mo data available in table

DEL Modern Settings

AN IPuh
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5. Available settings will be shown as below.

=l Provisioni NE »Global Paramerers

Frofile : Carrie_MKT

Profile Seming Index !
VAN YLAN ID
Internet Access Port WANZ .
DSL Maodemn Settings
WAN PG VLAN Tag Insertion
Mulki-PYC Tag ¥alue
LAM Pricrity | 3 N
AT X
Connection Mode IP Enable PPP Enable
Object Settings
Static/DHCP
Qos
Firewall Addressing Type DHCP Static
Systermn 1P 172.16.3.182

6.  After finished the settings, click Save. WAN configuration for the CPE parameters has been
created.

! Provisioning »GiobalParameters

Profile : Carrie_MKT

Profile Setting + Add
WAN Index Priority VLAN ID Port VLAN Tag Insertion IF/PFF Enable Action
Internet Access 1 3 WANZ false IPEnable # Edit | # Delete

DSL Modern Settings

7. If required, click Parameter List to have an overview of settings (e.g., WAN) configured in
Primary View.

! Provisioning »GebalParametsrs

Profile : Carrie_MKT

ﬂ ﬂ O Copy | @ Delete
Parameter WValue Keep  Meodel Order
InternetGatewayDevice WANDevice, 1. WAMNEthernetinterface Config, Priority 3 1} !
InternetGatewayDevice WANDevice, T.WAMNEthernetinterface Config. EnableVLAMT aginsertion false 1
InternerGarewayDevice.X_00507F_INTERFACE V39 WAN1.Port WAND 2
InternetGatewayDevice. WANDevice. 1. WANConnectionDevice, 1. WANIPConnection. 1. DNSServers T68.95.1.1 3
InternetGatewayDevice WANDevice, 1. WAMN ConnectionDevice, 1. WAMIPConnection 1. SubnetMask 255,255.255.0 4
InternetGatewayDevice WANDevice, 1. WAMNConnectionDevice. ! WANIPConnection.1.Enable IPEnable 5
InternetGatewayDevice. WANDevice T.WANConnectionDevice, 1. WAMIPConnection. 1. DefaultGateway 1721631 fi
InternerGarewayDevice WANDevice, 1. WAN ConnectionDevice, 1 WAMIPConnection 1 AddressingType Sratic 7 i

4 3

4 Back to Profile List

168 VigorACS 2 User's Guide



8.  Click the Edit link in this page to modify the Value, Keep status, Model and Order if you are not
satisfied with the configuration above and want to make change. After finished the changes, click
Save.

T3 Provisioning »GisbalParameters

Profile : Carrie MKT E—

+Add | # Edit | [0 Copy | @ Delete

Parameter Value Keep  Model Order
InternetGatewayD evice WANDevice.1 WANEthernetinterface Config. Prioriny 2 () 0
InternetGatewayDevice WANDevice,1 WANEthernetinterfaceConfig.EnableVLAMTaglnsertion fal () 1
InternetGarewayDevice X_00507F_INTERFACE_ W39 WAN.1.Port Wit (:) 2
InternetGatewayDevice WANDevice. ] WANConnectionDevice, 1 WAMNIPConnection. 1.DNSServers 16 () 3
InternetGatewayDevice WANDevice. 1 WANConnectionDevice. 1 WAMNIPConnection. 1.5ubnethMask 25 ‘:) 4
InternetGatewayDevice WANDevice. ] WANConnectionDevice. 1 WANIPConnection. 1.Enable IPE () il
InternetGatewayDevice WANDevice,1 WANConnectionDevice,1 WANIPConnection. 1.DefaultGateway 17 ‘:) [
InternetGarewayDevice WANDevice. ] WANConnectionDevice, 1 WANIPConnection. 1. AddressingType Ste () 7
X Cancel
Info For the detailed information of parameters definition, refer to User’s

Guide of each device if required.
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A.3 How to Modify Provision Profile with CPE Set Parameters?

Basically, parameters to be edited in CPE Set Parameters are the same as the settings in Vigor CPE/AP
device. To the administrator, CPE Set Parameters is a convenient tool which can be used to add/edit
settings for the devices without accessing into the web page of Vigor CPE/AP device directly.

Here we take WAN>>Internet Access as an example.

1. Click WAN>>Internet Access. A setting table will be shown as follows.

F} Provisioning =CPE Set Parametars

Device : Primary Yiew Parameter List

AN + Add
Index Priority VLAN ID Fort VLAN Tag Insertion IF/PFF Enakle Action
Internet Access
DSL Modem Settings Mo data available intable
WAM [P
Multi-PvC

| AR

2.  Click +Add.

3. Available settings will be shown as below.

L & Provisioning +=CPE Set Parameters

Device : Prirnary Wigw Parameter List

Index 1
WA
Internet Access ¥LAN ID
D5l Modem Settings Port WAN2 Z
WAL P
V¥LAN Tag Insertion
Pult-PYC
LAM Tag ¥alue
NAT Priority | 3 7 ‘
Objert Setungs Connection Mode IP Enable PPP Enable
Qos
Static/DHCP
Firewall
Systern Addressing Type DHCP Static
VolP 1P [17216.3.221

X Cancel 11 Sawve

4.  After finished the settings, click Save. WAN configuration for the CPE parameters has been
created.

L & Provisioning =CPE Set Parameters

Device : Prirnary Wiew Pararneter List

WAN * Add
Internet Accass Index Priority VLAN ID FPort VLAN Tag Insertion IP/PPP Enakle Action
DL Madem Semings 1 3 WANZ  false IPEnable # Edit | # Delete
VAN [Pyt
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5. If required, click Parameter List to have an overview of settings (e.g., WAN) configured in
Primary View. Click Deploy it to save the changes.

L & Provisioni NE »CPE Set Parameters

Parameter * Value
InternetGatewayDevice WAND evice, 1. WANConnectionDevice. . WANIRConnection. 1 AddressingType Static
InternetGatewsyDevice WANDevice, 1. WANConnectionD evice, 1 WANIPConnection. 1 .DefaultGateway 172168341
InternetGatewayDevice WAND evice, 1. WAMConnectionD evice, 1 WANIPConnection. 1 .DMSServers 1688511
InternetGatewayDevice. WAND evice, 1. WAMConnectionDevice. 1 WANIPConnection. 1.Enable IPEnable
InternetGatewayDevice WANDevice, 1. WANConnectionDevice. 1 WANIPConnection. 1 .ExternallPAddress 17216.3.221
IntzrnetGatewayDevice WAND evice. 1. WANConnectionDevice. 1. WANIP Connection. 1.5ubnetMask 255.255.255.0
InternetzatewayDevice WANDevice, 1.WANEthernetinte face Config.Enable¥LANTaglnsertion false
InternetGatewayDevice WAND evice, 1. WANEthernetinteface Config. Priority 3
InternetGatewsyDevice.X_00507F_INTERFACE_W3I9.WAM.1.Port WANZ
A Back to Profile List & Deploy it
Info For the detailed information of parameters definition, refer to User’s

Guide of each device if required.
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Chapter 9 Reports

= DrayTek VigorACS2

VigorACS allows you to create reports with PDF files.

9.1 Report Tasks

VigorACS will send reports to certain users periodically based on the report task profile defined in this
page. The report task profile can be configured what kind of data (e.g., LAN statistics, traffic or
firmware used) will be recorded, with different CPE, content of report, time, recipient, and so on.

Open SYSTEM MENU>>Reports>Reports Tasks to get the following page.

Q [Z) Report Tasks

Root Network ‘ ©

(464) User Group  RootGroup v Search Title/Type

NETWORK MENU + Add Report Task

Dashboard Title  Network/Device Type Schedule/Period Last Implemented Created By Action

ELALCEES test Root Metwork Traffic  Later 09/11/2017 00:00 Kevin # Edit | @ Delete

Monitoring

Configuration

SYSTEM MENU
Maintenance
Reports

Report Tasks

Reports

Provisioning

Network Management
System

User

Available settings are listed as follows:

Iltem Description

User Group Use the drop down list to choose a group (e.g., RootGroup).

Only the report task profiles defined for the selected user group will
be shown on this page. If there is “no” profile displayed for the
selected group, you may click the link of +Add Report Task to create

a new one.
+Add Report Task Click it to create a new report task for specified CPE.
Action Edit - Click it to modify an existing report task.

Delete - Click it to remove the selected report task.

The following setting page appears when +Add Report Task is clicked.
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+ Create new report Task

Enable This Task D

Task Title CPE_Marketing

" Report Content Traffic >

LAM Statistic v

Run Report m Repeat ‘

Later W 04m1r2018 ao:o0

Email Subject

Email Fram carrie@draytelk.com

Ermail Content Periodic report

® Cancel
Available settings are listed as follows:
Iltem Description
Enable This Task Enable this feature to make the system send report e-mail to the
recipient on schedule.
Task Title Enter a name for such report task profile.
Report Content At present, VigorACS offers five types of report, including traffic,

firmware, network, status, information and device configuration.

éTrafﬂc w

Firrmware

[ etk

Status

Information

Device Configuration

Use the scroll bar to choose the type you want and select an option for
that type.

Select the way (statistic or graph) to show the report.

File Type Such option is available when Device Configuration is selected as
Report Content.

Choose PDF or CSV as the file format for device configuration report.

VigorACS 2 User's Guide 173



Parameter List Such option is available when Device Configuration is selected as
Report Content.

Enter the TR-069 parameter on the entry box and click +Add. Later,
the report will be created with the configuration of the specified
parameters listed in Parameter List.

Parameter List

+ Add
Run Report Once - The report will be made just for one time.
Repeat - The report will be made repeatedly.
Email Subject Specify the subject for the email.
Email From Enter the email address of the sender.
Email Content Enter the content of the email.
Email To Enter the email address of the recipient.

+Add recipient - If there is more than one recipient for adding, click
such link to have more entry box(es) for adding more recipients.

Select devices Only the CPEs under the selected User Group (e.g., RootGroup in this
case) will be shown in this field.

Check the box to the left of the network group to select the device(s)
you want to make report.

select devices

Name Model Name
4 & Root Metwark(417)
[ & Other(3)
b P @ ROB(18)
b @ FAER)

I & Marketing_carrie(D)

Save Save the settings and return to previous page.
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9.2 Reports

This function can print out VigorACS report based on the settings configured in this web page.

ol Report

Create a Report

Root Network
(464 ‘ ©

Simply click Create a Report to get the following page.

+ Create new report

Select report type

Traffic v -- gelect an option -

Select devices

hodel Name Modem Yersion Severity
ALL v ALL r ALL

Name Model Name Firmweare Version
4 @ Root NetworkidG4)

@ 85e0)

@ ALAMWENZ)

@ Alvaco(D)

® AnPhat_wN(I0)

@ Dvcom(d)

@ FAE() 4

v v v v v W

® Cancel

Available settings are listed as follows:

Item Description

Select report type At present, VigorACS offers five types of report, including traffic,
firmware, network, status, information and device configuration.

Select report type

Firrmmeare

Metwork

otatus

Information

Device Configuration

Use the scroll bar to choose the type you want and select an option for
that type.
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Select devices

Model Name - All of the model names will be displayed in this field.
Select the one you want. The default is “All”’. All of the model names
will be seen on the bottom of this page.

Modem Version - The default is “All”’. However, some models do not
have modem version, choose “No DSL” instead.

Severity - Specify the severity of the selected device(s).

Name The models displayed here depend on the conditions set in Select
devices.
Query After specifying the conditions (report type, device selection...), click

Query to create a new report.

Create a Report - This button appears after the first report created. If
required, click it to create more reports for reference.

Report 1/ Report 2 ... - Each tab represents different reports created.
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Chapter 10 Monitoring for

Network

= DrayTek VigorACS2

Monitoring menu offers Alarm, Logs and Diagnostics for monitoring the normal and abnormal actions for
CPE. Monitoring settings will vary for NETWORK MENU and DEVICE MENU.

Settings to be configured under Root Network / Group

Settings to be configured when a
CPE is selected

Root MNetwork

{522}

NETWORK MENU

Dashboard
Statistics

Monitoring

Alarm

Logs

Devices

Clients

Cellular Data Usage
Floor Plan

Rogue AP Detection

Configuration

¥PN Test

{213}

NETWORK MENU

Dashhoard
Statistics

Monitoring

Alarm

Logs

Devices

Clients

Cellular Data Usage
Floor Plan

Rogue AP Detection

Configuration

2925ac

e

DEVICE MENU
Dashboard
Statistics
Monitoring
Alarm
Logs
Diagnostics

Configuration

VigorACS 2 User’s Guide



10.1 Alarm

Alarm message will be recorded on VigorACS 2 server when there is a trouble happened to the device
(CPE). Only the users within the same user group will be notified for the message.

These parameters are explained as follows:

Item

Description

Alarm / History

Alarm - Display the alarm records recently.

History - Display all the alarm records that have been solved and
cleared.

Export All Click this button to save alarm log as a XLS file.

Delete Clear the alarm record which has been solved by VigorACS 2.

Delete All Clear all of the alarm records which have been solved by VigorACS 2.

No. Display the index number of the alarm. It is offered by VigorACS 2
automatically.

Ack Status Display the status of the records with the type specified here (Not Ack
or Acked).

MAC Address Display the MAC address of the monitored device.

Alarm Level Display the alarm message with the severity (e.g., Critical) specified.

Alarm Message

Display a brief explanation for the alarm sent by VigorACS 2
automatically.

Alarm Type

Display the alarm message with the type specified.
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10.2 Logs

Log provides administrator records for action executed, device name, MAC address, Device IP,
CommandKey, and Current Time for CPE device managed and monitored by VigorACS.

Q Search... Monitoring sLozs
Netwaork Log Type: | All CPE Actions v search 1D/ Device Narme / Device 10/ MAC P f Actio Time Interval : 2013/03/27 to 2018/04/26
& Export All W Delete All K < 1 B8 > M C @
NETWORK MENU
D Device Name Device 1D MAC Atiriress Devics IF Action Action 1D Time
Dashhoard
201795 V2860_234 3544 001DAAASE7ES 172171234 Inform - 2018/04/2611:21:17 AM
Statistics
201794 2820_00507FBFAAZE 580 00507FBRAAZR 17217182 Inform - 2018/04/26 11:20:43 AM
Monitoring
Y — 201793 2960_00507FFF3300 3535 001DAADDO245 17217.8.63 Infarm 2018/04/26 11:18:39 AM
Logs 201792 2820_00S07FEFAGAR 513 00S07FBFAGAS 17217473 Inform - 2018/04/26 11:15:50 AM
Devices 201791 28960_00507FFF3300 3535 001DAADDD24E 17217663 Inform - 2018/04/26 11:15:08 AM
Clients
201790 V2760 4862 001DAABZ2D08 17217.6.69 Infarm 2018/04/26 111301 AM
Cellular Data Usage
201789 W2B60_234 2544 001DAAASETES 172171234 Inform - 2018/04/2611:12:51 AM
Floor Plan
. 201788 2860_00507FFF3300 3535 0101DAADDO245 17217862 Infarm 2018/04/26 11:11:28 AM
Rogue AP Detection
Configuration 201787 V2760 4962 001DAAB22D08 172.17.6.69 Inform - 2018/04/2611:10:08 AM
SYSTEM MENU

These parameters are explained as follows:

Iltem Description
Log Type Choose one of the conditions to display related log on this page.
All CPE Actions b’

All CPE Actions

Device Reboot

Reboaot By CPE

Reset Systern Password
Set Parameter

File Transfer

Setting Profile

Device SysLog

CPE Motify

Device Register

Device Operate

[Fearch Device Name /P /MAC | !Enter thg condition for VigorACS to search and display relational
information.

Export All Click this button to save alarm log as a XLS file.

Delete Clear the alarm record which has been solved by VigorACS.

Delete All Clear all of the alarm records which have been solved by VigorACS.

180 VigorACS 2 User's Guide



10.3 Devices

The administrator (user) can check information (such as Device name, IP address, MAC address, model
name, network, status, up time, firmware version, number of current connected client, data traffic,
and so on) of CPE under the selected network group by this page. The network group (e.g., Root
Network in this case) selected on left side is the group to be monitored and information related to this
selected network group will be shown on right side.

Simply open NETWORK MENU>>Monitoring>>Devices to get the following page.

These parameters are explained as follows:

Item Description

| Enter the condition for VigorACS to search and display relational
information.

Model This area lists all of the devices that monitored by VigorACS.
Check Select all to display information for all of the devices; or check
the name of the device to display the information related to the
selected device.

Status Online - This page displays information for the device which is online
currently.
Offline - This page displays information for the device which is offline
currently.
All - This page displays information for all of the devices no matter it
is online or offline.

SSID This area lists information for CPE with wireless features monitored by

VigorACS.
Check All to display all of the devices; or check the name of the
device to display the information related to the selected device.

SSID - SSIDs for CPE with wireless features will be displayed in this
drop down list. Choose one of the SSIDs. Information related to the
selected SSID will be displayed on this page.

General / Wireless

General - List the general information for the CPE under the selected
group.

Wireless - List only the wireless information for the CPE under the
selected group.
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Click the Export link to export information for monitored devices as “.xIs” file.

10.4 Clients

This page displays general information (such as hostname, MAC address, IP address, hame of connected
device, type, SSID, connection time, and etc.) for wireless / wired clients which connect to CPEs under
the selected network group by this page. The network group (e.g., Root Network in this case) selected
on left side is the group to be monitored and information related to this selected network group will be

shown on right side.

These parameters are explained as follows:

Item

Description

Last 24 Hours / Last 7 Days
/ Last 30 Days / Custom

Display the clients detected within 24 hours, 7 days, 30 days or user
defined days.

Enter the condition for VigorACS to search and display relational
information.

Device This area lists all of the devices (under the selected network group)
that monitored by VigorACS.
Check All selected to display information for all of the devices; or
check the name of the device to display the information related to the
selected device.
Type Check All to display information for all of the devices (including wired
and wireless devices).
All ’ Wired - This page displays information for the device without wireless
T | feature.
WIRED Wireless_2.4g - This page displays information for the device with
WIRELESS_2 Az -
WIRELESS B - 2.4GHz wireless feature.
Wireless_5g - This page displays information for the devices with
5GHz wireless feature.
SSID This area lists information for CPE with wireless features monitored by

VigorACS.

Check All to display all of the devices; or check the name of the
device to display the information related to the selected device.

SSID - SSIDs for CPE with wireless features will be displayed in this
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drop down list. Choose one of the SSIDs. Information related to the
selected SSID will be displayed on this page.

10.5 Cellular Data Usage

This page displays traffic information including data used, data cycle, status, percentage, downloaded
data, uploaded data for device equipped with LTE features (such as Vigor2925Ln, Vigor2860Ln and so
on). The values defined in Quota Settings indicate total amount of quota for all LTE devices managed

by VigorACS.

These parameters are explained as follows:

Item

Description

LTE Data Usage Overview

Status - The bar chart displays the data usage in yellow, green and
grey based on values defined in Quota Settings. If data usage for the
LTE model exceeds the percentage of quota configured in the field of
Trigger Alarm When Usage Reached in Quota Settings, the amount of
used data will be shown in Yellow; if not, it will be displayed in Green.
The rest quota will be shown in gray.

In addition, device name, throughput, downloaded data and uploaded
data for each LTE can be seen on the table below this page.

Quota Settings

Data Usage Alarm

When it is enabled, a warning message will be shown in the page of
DEVICE MENU>>Monitoring>>Alarm once the data usage reaches the
threshold defined in Trigger Alarm When Usage Reached.

Data Quota

The value (unit is MB/GB) defined here means total amount of data
quota available for all LTE devices managed by VigorACS.

Trigger Alarm When Usage
Reached

Set a threshold for triggering alarm mechanism.

Alarm Severity Level

Set the alarm severity (critical, major, minor, warning and normal).
Such severity will be shown on DEVICE MENU>>Monitoring>>Alarm
when the data usage for LTE model(s) reaches the threshold.

VigorACS 2 User's Guide

183



Data Usage Cycle Select one of the options (Weekly, Monthly, Custom) as data usage
cycle.

Cycle Duration(days) - When Custom is selected, please specify the
cycle duration. The data quota for LTE model will be reset after the
days configured here.

Cycle Starts On -When Custom is selected, specify one date as a
starting point to reset the data quota for LTE model.

Weekly Reset Day - When Weekly is selected as Data Usage Cycle,
please use the drop down list to choose one day (Monday to Sunday)
for VigorACS to reset the data quota for LTE model.

Monthly Reset Day - When Monthly is selected as Data Usage Cycle,
please use the drop down list to choose a date for VigorACS to reset
the data quota for LTE model.

10.6 Floor Plan

This function is helpful to determine the best location for VigorAP in a room. A floor plan of a room is
required to be uploaded first. By dragging and dropping available VigorAP icon from the list to the floor
plan, the placement with the best wireless coverage will be clearly indicated through simulated signal
strength.

10.6.1 List View

These parameters are explained as follows:

Item Description

+Add New Profile Create a new profile.

List View / Browse View Display the profile with different views.

To create a new profile:
1. Click Add New Profile.

2. From the following page, enter profile name (e.g., marketing_carrie) and click Browse to upload a
map (e.g., Floor_MAP.png). Click Continue.
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Q search... E:j Monitoring =Hoor Plan

Root Network

[472) Profile Name rmarketing_carriz

NETWORK MENU Upload Map Floor_MAP.png Browse
Dashbeoard
Statistics % Cancel
Menitering
Alarm
Logs
Devices
Clients
Cellular Data Usage
Fleer Plan

Rogue AP Detection

3. A floor map will be displayed on the screen.

Profile Name marketing

# Edit Dimension + Add Device

gu?;

o
-0 éELJ% FLQ% al.

—L0

% Cancel

Edit Dimension - Draw a line and enter the distance of length / width of the map.

Add Device - Click it to display available VigorAP to apply it on to the map.
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4.  Click +Add Device. Available VigorAP icons and name list will be displayed on the right side of this
page.

Profile Name marketing

# Edit Dimension + Add Device ‘

.
%5@—
£
e

28 B || FF R A0

Un-assigned APs.

Device Name Model

A AP 910C_N01DAADFCCRC VigorAP 9

A AP 910C_001DAADFDOTC  VigarAP 3

g:| /L A AP 910C_00TDAADFCE44  VigorAP 9

‘ DAP 810 001DAADF3320 VigorAP &
pym]

O
o0

O,

5.  Select the AP you want (e.g., VigorAP910C icon, in this case) from right side of this page. Drag and
drop the icon on the map. Later, an icon with effective signal range will be seen on the screen.

@ AP 310C_001DAATCEEAS  WigorAP 4

A AP 910C_D01DAATCEDIC  VigorAP 3

+ A AP 902_001DAAZDIR0E WigarAP 9

A\ AP 902_001DAAI02090 VigorAP 9

% Cancel

(1) Monitoring >Acer plan

Profile Name marketing

# Edit Dimension | *+ Add Device |

2 B | R

Un-assigned APs

Device Name Model

AAP310C_001DAADFCCRC  WigorAP O
A AP 310C_N01DAADFDOIC  VigarAP @

AAP 310C 001DAADFCE4d  VigorAP 3

A AP 810_001DAADF3320 WigorAP &

AP 910C_N0TDAATCEEAR  WigorAR 9

A AP 310C_001DAAPCEDIC  VigorAP 3

+ A AP 302_001DAAIDIR08 WigorAP 9

A AP 302_001DAAI02030 WigorAP 0

% Cancel
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6.  Slightly click the AP icon on the map. Two links of Link to an AP and Remove Device will be
shown on the right side.

assigned AP to the floor plan.

C Iiylj D|£Ej] ’gi % Link to an AP | @ Remove Device
—= T R o | d 0O C

T E— =
?: ﬂj—(ﬁ ;LL ' Jwii[s ] a o
b L L | ,__

e
H T
= =

] J |

clby g
Sl Plel
- [

Remove Device - If you do not satisfy the location of AP icon, click this link to remove the AP icon
from the map.

® Cancel

Link to an AP - If you satisfy the location of AP icon, click this link to select VigorAP. All of
un-assigned AP names will be shown on the list. Choose the one you want and click Apply. Then
such map has been connected with the specified AP.

7. Click Link to an AP to select the AP you want. Then, the name of the VigorAP will be displayed
below the icon on the map.

or an un-assigned AP to the £loor plan.
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8.  Click Save. The new created profile will be shown on the page.

10.6.2 Browse View

This page displays all of the floor plan profiles with the map used.

[I7] Monitoring »corplan

apm o ADY o not see ph... L] w123 o

MKT_CAR -] test -] rnarketing -3

You can click Add New on this page to create a new profile. To modify the existed profile, click the
icon on the right-top to display a drop down menu. Then click Edit Map & Plan to perform the
modification, or click Delete Map Profile to remove the selected floor plan profile.
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Delete Map Profile
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10.7 Rogue AP Detection

Information detected by VigorAP can be displayed in this page. In which, the APs will be classified with
rogue AP and known AP in different colors.

Click the Rogue AP tab to display the following page. All the APs detected will be treated as Rogue AP.

These parameters are explained as follows:

Iltem Description

Last 24 Hours / Last 7 Days | Display the access point(s) detected within 24 hours, 7 days, 30 days
/ Last 30 Days / Custom or user defined days.

Scan Now Perform device detection immediately.

Periodic Scan After enabling this feature, access points will be detected periodically
based on the setting configured here.

Daily -VigorACS will detect access point on certain time every day.

® Start Time - Specify a time point as starting time for device
detection.

Weekly - VigorACS will detect access point on certain time every
week.

® On - Choose the day to perform device detection.

® Start Time - Specify a time point as starting time for device
detection.

Mark as Known Vigor access points can be detected and be shown in the table under
Rogue AP. However, some of them might be known to you and should
not be listed here. To solve this problem, simply click the access point
and then click Mark as Known. The selected access point will be
transferred and listed under Known AP.

Delete Remove the selected access point from the list.

Delete All Remove all of the access points from the list.

Click Known AP to display the following page. All the access points listed under this page will be
treated as friendly AP.
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Q

Root Network
(469)

NETWORK MENU

°

= Monitoring >rogue AP Detection

| Last 24 Hours ‘ Last 7 Days ‘ Last 30 Days start. 2017/09/07  end:

2017/09/14

bashhoard Scan Mowr Periodic Scan () ‘W on | Sunday A StartTime  1:.00 A
seatistics Rogue AP Known AP
Monitoring #Edit | & Delete K| < 1 Mmooy Mo
Alarm BSSID Channel security Comments
RRES 00-1D:AA GC:F7-42 1 Any friendly
pevices 001 DeANSC:A5:38 Any Any
Clients
Cellular Data Usage
Floor Plan
Rogue AP Detection
Configuration
SYSTEM MENU X Cancel
Maintenance
Item Description
Add Click it to create a new entry for entering information for access
point.
Edit Change the settings for a selected access point.
Select one of the access points. The Edit link will be available for
clicking, then.
After clicking it, channel, security and comments will be allowed to be
modified with different values
Delete Remove the selected access point from the list.
Delete All Remove all of the access points from the list.
BSSID Display the MAC address of the detected access point.
Channel Display the channel used by the access point.
Check the box of the selected access point and click Edit.
Security Display the security mode used by the access point.
It can be changed.
Comments Display a brief explanation for the access point.
It can be changed.
Save Save the settings.
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Applications

A.1 How to specify an AP device to an existed Floor Plan Profile?

1. From the Root Network, locate the access point or the group with access points. In this case, we

choose “ap” group.

Q Search... < Root Network
Root Network Metwork Overview
(365)
Metwark Root Metwor Netherlands
@oo ONLINE 324 OO onNED
b als USALT) o OFFLINE 41 oy OFFLINE 4
2 Alarm 4
b ok VPN —
4 L ap(s) Cther
A AP 910C_001DAABDOEES QOO oNnED @oo OMLINE O
A AP 800_001DAAZASE70 ey CFFLINE 3 pp OFFLINE 3
© AP 810_001DAATDES 14
@ AP A00_001 DAATERTEC RDS manmie
QOO oNUNET @oo ONLINE O
@ AP 902_001DAAZDAF16 o OFFLNE 3  OFFLIE 3
© AR 710_D0S07FFIO016 i 3

I ok attelf®)

2. Open NETWORK MENU>>Monitoring>>Floor Plan and click Browse View. Choose one of the AP
Map profiles. In this case, we choose “MKT_CAR” as an example.

[17] MONitoring *Aeer Plan

branch & MET_CAR o

rerp B ES ©Add New

“»

3.  Click the button on the top-right to display a drop down menu. Choose Edit Map & Plan.

MET_CAR &

Delete Map Profile

Edit Map & Plan

R
IS SHISS1

4. In the following web page, click Edit Dimension for setting dimension for the map.
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Q search... [7) Monitoring =Acor Alan

ap ) Profile Name MKT_CAR
(2)
NETWORK MENU ‘ # EditDimension ||+ Add Device | % Done
I et Draw a line and type

Sratistics.

Monitoring . B
Configuration
SYSTEM MENU

Maintenance |

. [

P — [ — —
Provisioning
-

Metwork Management ‘T— —

System

==
H=H BH=H
0.

User

About

% Cancel

5.  Click Edit Dimension and drag the mouse on the map horizontally / vertically to draw a red line
for width /length. Then, type the value on the pop up dialog to determine the real distance and
click OK.

Q search.. [ MONOring >Aeor Flan
ap % Profile Name MKT_CAR
(8)

NETWORK MENU | # Edit Dimension + Add Device « Done
Dashboard Draw a line ana v e actual dis
Sratistics
Monitoring

Distance

Configuration

aneal | ow

SYSTEM MENU
Maintenance

= .

Provisioning

I
i:
FEE +

% Cancel

Netwerk Management

System
User

About

6. Click Add Device to display AP icons and available AP list (unassigned APs).
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17 MONTOring »Raar Plan

Profile Hame MET_CAR

# EditDimension ||+ Add Device

gned 4P to the £

Un-assigned APs

Device Name Model

@ AP 710_00507FF10016 VigorAP 7

@ AP O00_001DAATERTBC  VigorAP OI

AAPBI0_D01DAATDEST4  VigorAP &

@ AP A02_001DAAIDAF 6 WignrAP a1

i I @ AP B00_D01DAAZASETD WignrAP &l
A AP 910C_001DAATFSDEC  VigorAP O°
+ @ AP S20R_00TDAASCARRE  VigorAP 90

@ AP 1000_001DAASTSDED VigorAP 10

7. Drag an AP icon from right side to the point you want to place the selected AP and drop it.

AP or an ur

| o
Un-assigned APs
Device Name Model
@ AP 710_00507FF10016 WigorAP 77

QAP S00_001DAATERYBC YigorAR 81

AAPE10_001DAATDES 1L VigorAP 87
QAP S0Z_001DAAIDAR G YigorAR 81
@ AP BO0_001DAAZASETD YigorAR 8l

- I
A AP I10C_001DAATFIDEC  VigorAP 97
+ QAP S20R_D0T DAASCABESR  VigorAP 80

QAP TO00_001 DAASTSDEN  VigorAR 110
-

* Cancel

8.  Choose one of device names from the list of Un-assigned APs. Drag the device name to the icon on
the left side.
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81 AP or an un- grned 4P to the floor plan.

@

Un-assigned APs

Device Hame Madel

@ AP 710_00507FF10016 WigorAPR 7

AP 900_001DAATERPEC WigorAP 1

AAPB10_001DAATDEST4  VigorAP 8
@AP 902_001DAASDAFTG WigorAP Q1
@ AP B00_001DAAZASETD VigorAP 81
A AP 910C_001DAATFSDEC  VigarAP 97
@AP 9Z20R_001DAASCAGESE  VigorAP 90

@ AP 1000_0010AAS75D90  VigorAP 10
-

® Cancel

9.  Now, VigorAP with device nhame will be shown on this page. Slightly click the AP icon, brief
description for such AP will be shown on the right side of this page.

Profile Name [mKT_cAR |

+ Add Device

| # Edit Dimension

Drag and dr rtual AP or an un ed AP to the E plan.
x
Device Mame AP 300_001DAATES?BC
IP Address 192.168,105.90:8080
Madel WigorAP 00

Firrmwrare Version 1.2 1RC4

IMAC Address 001DAATES?BC

| ElRemove Device

X Cancel

10. Click Save.
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Chapter 11 Configuration for
Network

= DrayTek VigorACS2

Configuration settings will vary for NETWORK MENU and DEVICE MENU.

Settings to be configured under Root Network / Group Settings to be configured when a
CPE is selected

Root Network ALANWEN ‘ ® 2060_00SOTFFF3900 ®
(472 (2] [ ALANWEN )
NETWORK MENU NETWORK MENU DEVICE MENU
Dashboard Dashkeoard Dashboard
Statistics Statistics Statistics
Monitoring Monitoring Menitering
Configuration Configuration Configuration
VPN WER WA
AP Profile AP Profile LAM
System

Copy Parameter

Advanced

NETWORK MENU is available for Root Network and network group; however, DEVICE MENU is available
when a device managed by VigorACS is selected. Configuration menu for root network/group contains
VPN, AP Profile and AP MAP. Yet, the menu items for a selected device, basically, are the same as the
settings on web user interface of the selected device (CPE, AP and etc.). In other words, it is not
necessary for the administrator to access into the web user interface of the selected CPE to make
setting changes. If required, the administrator can modify the settings for the selected device through

the options displayed under Configuration. The modifications will be applied to the selected device
immediately.

11.1 VPN

VigorACS offers an easy method, VPN Wizard, to configure VPN settings for building VPN connection
between two CPEs.
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11.1.1 VPN under NETWORK MENU

This page displays all the VPN connection status globally for Root Network or the VPN connection status
for the network group selected.

Different colors for arrows represent different protocols used in VPN connections. Purple means
Network Group; Green means PPTP mode; Blue means IPSec mode; and Red means the VPN connection
is failed.

11.2 AP Profile

AP profile is used to apply to a selected access point. It is very convenient for the administrator to
configure the setting for access point without opening the web user interface of the access point.

The functions listed in the AP profile in VigorACS contain settings for all of models of VigorAP. When an
AP profile is created, it can be used to apply onto any access point managed by VigorACS. If the access
point does not have the functions defined in the AP profile, after being applied, only the functions that
the selected access point support will be overwritten by the selected AP profile.
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These parameters are explained as follows:

Item Description

+Add New Profile Create a new AP profile with basic settings.

Profile Display the name of AP profile.

Action Edit - Configure detailed settings for the selected AP profile.

Delete -Delete the selected AP profile.

Duplicate - Click it to duplicate a new profile (e.g., aaa(1)) based on
the selected profile (e.g., aaa).

Copy To - Click it to open the following page. Then select a network
(e.g., Marketing_carrie in this case) from the tree view of Root
Network. After clicking the Copy To button, the configuration of
selected AP profile will be applied to the selected network (e.g.,
Marketing_carrie).
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Device Provisioning Locate the access points for applying suitable AP profile.
Name - Display a tree view for model managed by VigorACS.
Model Name - Display the name of the model.

Last Provisioned - Display the time that AP profile was applied to the
selected device.

Status - Display the status (updating, complete and “-*) of the AP.

AP Profile - Choose an AP profile for applying to the selected AP. In
which, “As Parent” means to apply the profile listed on the top to the

selected AP.
Refresh Refresh current page.
Save Save the changes in this page.

VigorACS 2 User's Guide 199



200

11.2.1 Add New Profile

The following setting page appears when +Add New Profile is clicked.

%= Configuration =Ap Profile

Add a Profile

Profile Name:

AP Login Username:

AP Login Password:

A Back to profile list

AP_rcarrie

carrie

Available settings are listed as follows:

Item

Description

Profile Name

Type a name of the profile.

AP Login Username

Type a username for login the access point.

AP Login Password

Type a password for login the access point.

Back to profile list

Return to previous page, AP profile list.

Save

Test

Test2

jurs

redf

AP _Carrie

# Edit | W Delete

0] Duplicate

Save the settings and display the new profile on the AP profile list.

I0) Copy Ta

# Edit | W Delete

[0 Duplicate

I0) Copy Ta

# Edit | W Delete

) Duplicate

0] Copy To

# Edit | W Delete

) Duplicate

0] Copy To

# Edit | W Delete

0] Duplicate

0] Copy To
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11.2.2 Edit the AP Profile

To configure detailed settings for each AP profile, click the Edit button for the selected profile.

setting page appears as follows:

Q 2= Configuration »Apprefie

The

Root Network

1472)

General Setup

45 General Setup

NETWORK MENU
55D Sewings 246 Wireless LAN O
Dashboard
Roaming
Statistics Operation Mode: FLPTNN Universal Repeater
Load Balance
Monitoring A 202,11 Mode Mized{116+11g+11n)
Configuration
2.46 Channel Channel_11,2462MHz

Airtime Fairness

YPN
AP Profile Wabile Device Channel Width

Management

Extension Channel Channel_7,2442MHz
SYSTEM MENU Application

Maintenance WM Configuration Antenna 2R
Report:
cports System TX Power 100%
Provisicning

Frofile Setting MAC Clene
MNetwork Management
System MACAddress
User A Band Steering
About

3G capability Check Time {sec.} 15

Enable 56Hz Minimum RSSI

imum RSSI {dBm)

Fragmen hoibacs)
Available settings are listed as follows:
Item Description

Area A - Menu Item

At present, the available menu items contain,

General Setup

SSID Settings
Roaming

Load Balance

LAN

Airtime Fairness
Mobile Device Management
Application

WMM Configuration
System

Profile Setting

Area B - Settings

Such area will vary according to the item selected in Area A - Menu
Item.

Info

VigorACS 2 User's Guide

If required, refer to User’s Guide of VigorAP for the detailed
information of settings definition.

201



202

Applications

A.1 How to apply an AP profile to AP device(s)?

1. Choose a group containing with access points (e.g., “ap” in this case) from Root Network.

Root Network o

[365]

s Simet(0)
& Stephen- Sales(1)
i Test] & Test2(2)
i USA[T)
e VPMIT)
& ap(6)
A AP 910C_001DAASODEES

h = 7 =

@ AP 500_D01DAAZASETO

2. The dashboard of “ap” group appears as follows.

SYSTEM MENU
Maintenance el -Top 10~

Reports

Q search... & ap
?E] (] Device Overview =Categoryr — 2 %

NETWORK MENU Device Name Model MALC UP Time Firmw
Dashhoard AP 1000_001DAAS?SDE0 WigorAP 1000 001DAAS75090  26d:1 7h@m:11s  1.2.0_F
Statistics AP RO0_001DAAZASE?D  VigorAP 800 O01DAAZASB?D  0d:Dh:0m:Ds 11,61
Monitoring AP BT0_001DAATDES14  VigorAP 810 001DAATDES14  Od:Oh:0miDs 1.2.1R0
Configuration AP O00_001DAATESTEC  VigorAP Q00 O01DAATESTBC  4di22hadémil2s  1.21R0
VRN AP G02_001DAAZDAFIE  WigorAP 02 001DAA3DAFIS  20d:20hSmiS7s  1.21R
AP Profile 4 3

12w W

Last 24 hours> = *

3.  Open NETWORK MENU>>Configuration>>AP Profile.

“Total

x
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In the Device Provisioning, all of the access points (e.g., AP 800/ AP810/ AP900 / AP902)
grouped under “ap” are displayed under the field of Name.

4. Select the AP (e.g., AP 810 in this case) required to apply new AP profile; and use the drop down
list of AP Profile to specify a profile (e.g., test in this case).

Info You can click +Add New Profile to create a new AP profile if
there is no AP profile to be chosen or the existed AP profile is
not suitable for the AP model.

5.  Click Save. The settings in web user interface of the selected VigorAP will be overwritten with the
settings configured in AP profile immediately.
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Chapter 12 Monitoring for CPE

= DrayTek VigorACS2

Monitoring menu offers Alarm, Logs and Diagnostics for monitoring the normal and abnormal actions for
the specified CPE.

Settings to be configured under Root Network / Group Settings to be configured when

a CPE is selected

Root Network

NETWORK MENU
Dashboard
Statistics

Maonitoring

Alarm

Logs

Devices

Clients

Cellular Data Usage
Floor Plan

Rogue AP Detection

Configuration

VPN Test
{213}

METWORK MENU

Dashhoard
Statistics

Monitoring

Alarm

Logs

Devices

Clients

Cellular Data Usage
Floor Plan

Rogue AP Detection

Configuration

2925ac

{kayy

DEVICE MENU
Dashboard
Statistics
Monitoring
Alarm
Logs
Diagnostics

Configuration

12.1 Alarm

Alarm message will be recorded on VigorACS server when there is a trouble happened to the device
(CPE/AP). Only the users within the same user group will be notified with the alarm message.
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DEVICE MENU
Dashboard
Statistics
Monitoring

Alarm

Logs
Diagnostics

Configuration

SYSTEM MENU
Maintenance
Reports
Provisioning
Metwork Management
System
User

About

@ Monitoring »aam

Alarm  Histary

& Export All

Tirne Interval : 2007/08/21 to 2017/09/20

@ Delete Al K < 1 M. > W Cl %

No.

Ack Status

Time Device Name MAC Address Alarm Level Alarm Message Alarm Type

Mo data available

These parameters are explained as follows:

Item

Description

Alarm / History

Alarm - Display the alarm records recently.

History - Display all the alarm records that have been solved and
cleared.

Export All Click this button to save alarm log as a XLS file.

Delete Clear the alarm record which has been solved by VigorACS.

Delete All Clear all of the alarm records which have been solved by VigorACS.

No. Display the index number of the alarm. It is offered by VigorACS
automatically.

Ack Status Display the status of the records with the type specified here (Not Ack
or Acked).

Time Display the time that the alert occurred.

Device Name

Display the name of the device encountering the trouble.

MAC Address

Display the MAC address of the device.

Alarm Level

Display the alarm message with the severity specified.

Alarm Message

Display a brief explanation for the alarm sent by VigorACS
automatically.

Alarm Type

Display the alarm message with the type specified.

Alarm Status

Display the status of the records with the type specified here (Alarm
or Rearm).

Clear Status

Display the clear status for the alarm records. To view different clear
status, use the drop down list to specify the one you want to see on
the screen.
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12.2 Logs

Log provides administrator records for action executed, device name, MAC address, Device ID, MAC

Address, Device IP, Action, Action ID and Time for the selected CPE device.

Q

29258 001DAAS12820
(R

DEVICE MENU
Dashboard
Statistics
Monitoring
Alarm

Logs
@nns[its

Configuration

SYSTEM MENU
Maintenance
Reports.
Provisioning
Network Management
System
User

About

= Monitoring sLess

Log Type: | All CPE Actions E

& Export All W Delete All

1D Device Name

388116 2925ac_001DAAST2820
388101 2925ac_001DAASTZE820
388005 2925ac_N01DAAST2820
388077 2925ac_001DAAST2820
387479 2925ac_001DAASTZE820
387445 2925ac_N01DAAST2820
371005 2925ac_001DAAST2820
370980 2925ac_001DAASTZE820
370978 2925ac_N01DAAST2820
370873 2925ac_001DAAST2820
370957 2925ac_001DAASTZE820
370956 2925ac_001DAAST2820
370855 2925ac_001DAAST2820

Device ID

5747

3747

5747

5747

3747

5747

5747

3747

5747

5747

3747

5747

5747

These parameters are explained as follows:

MAC Address.

001DAAS1 2820

001DAAST 2820

001DAAS1 2820

001DAAS1 2820

001DAAST 2820

001DAAS1 2820

001DAAS1 2820

001DAAST 2820

001DAAS1 2820

001DAAS1 2820

001DAAST 2820

001DAAS12820

001DAAS1 2820

Device IP

192,168.105.25

192,168.103.23

192.168.105.25

192,168.105.25

192,168.103.23

192.168.105.25

192,168.105.25

192,168.103.23

192.168.105.25

192,168.105.25

192,168.103.23

192.168.105.25

192,168.105.25

Action

Infarm

Set Parameter Values

Infarm

Infarm

Infarm

Infarm

Infarm

Set Parameter Values

Infarm

Infarm

Infarm

Infarm

Infarm

Tirne Interval @ 2017708/21 to 201709720

<1 [yve4d » M C @

Action ID Time

1700

1640

2017/03/20 11:34:37 AM

2017/09/2011:32:49 AM

20170920 11:31:42 Al

201703120 11:24:44 AN

2017/09/20 09:45:04 AM

201 709720 09:31:56 Al

2017/09/19 05:01:03 PM

2017/0919 04:38:43 PM

2017/09/13 04:58:07 PM

2017/0919 045742 PM

2017/09M19 04:33:18 PM

201 7/09/13 04:54:57 PM

2017/0919 04:54:53 PM

Item

Description

Log Type

CPE Notify

1 Actions
Device Reboot
Reboot By CPE
Reset Systermn Password
Set Parameter
File Transfer

Setting Profile
Device Syslog

All CPE Actions

Device Register
Device Operate

b

Choose one of the conditions to display related log on this page.

Enter the condition for VigorACS to search and display relational
information.

Time Interval

period.

Specify the time interval to display information within that time
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Tirme Interval @ 200770821 to 201077700

Time Last 30 Days o |
La=t 24 hours
Last 7 Days iio
¥ Ca
et Time Intemval

Export All Click this button to save alarm log as a XLS file.
Delete Clear the alarm record which has been solved by VigorACS.
Delete All Clear all of the alarm records which have been solved by VigorACS.

12.3 Diagnostics

Menu item under Diagnostics will be different based on the specified CPE.

12.3.1 Ping

This page allows the system administrator / user to ping a LAN PC (IPv4 or IPv6) through specified WAN
interface.

Q Z. Monitoring »Diagnosics

2925ac_001DAAS12820 |°

{RDS)
2925ac_001DAALT 2820 =
DEVICE MENU .
ng Protocol
Dashhoard lass
Trace Route
Statistics IP Address / Domain 182168.1.1
o Routing Table

ChniEsing Ping Through Auta

A Sessians Table

Diagnostics.

Configuration Result

Index Result

SYSTEM MENU
1 Pinging 192.168.1,1 with 64 bytes of Data through WAN1:
Maintenance

2 Request timed out I

Reports k] Requesttirmed out 1t

Previsicning 4 Request timed out I

Network Management 5 Reguesttimed out!lt

System 6 Request timed out 1

User 7 Packets: Sent = §, Received = 0, Lost = 5 (100% loss)
About

Click the Run button to start the ping work. The result will be displayed on the screen.

VigorACS 2 User's Guide 209



12.3.2 Trace Route

This page allows system administrator / user to trace the routes from router to the host.

Q . Monitoring »Diagnostics
2975ac_G01DAAS12820 |9
(RD8)
2925a5¢_ 001DAAST 2820 = [¢]
DEVICE MENU .
ne Protocol
Dashboard
Trace Route
Statistics IP Address / Domain
o Routing Table
Monitering
Logs
Diagnostics

Configuration

SYSTEM MENU
Maintenance
Reports
Provisioning
Network Management
System
User

About

Simply type the IP address of the host in the field of IP Address / Domain and click Run. The result of
route trace will be shown on the screen.

12.3.3 Routing Table

This page displays a reference table for packets routing by Vigor router.

Q Z. MONItorNg ~biagnosics
2935a¢_001DAAS12830 | o
{RDS)
2925aC_001DAAS12820 = c
DEVICE MENU
Ping
Dashbaard 1 0.0.0.0 0.0.0.0 1921681051 - WANT
Trace Route
Sl 2 102.168.105.0 255.355.255.0 directly connected C AN
Monitoring Routing Table 3 192.168.95.0 255,255.255.0 192,168.25.200 5~ VP
Alorm Sessions Table 4 192168.52.1 255.255,255.255 directly connected - YPH-2
Logs 5 192,168.52.0 255.255.255.0 192,168,521 £ YPH-2
Dingnostics & 19216800 255.255.255.0 directly connected C IP Routed
T ? 192.168.25.200 255,255.255.255 directly connected [ YPHA
8 192,168,250 255.255.255.0 directly connected [ LA
P a 1021681310 255.355.255.0 192.968.1.1 < LA
Maintenance Key

C: Connected  S: Static ReRIP *:default ~: private
Reports.

Provisioning

Network Management
System

User

About
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12.3.4 ARP Table

This page shows a list of LAN/WAN IP address sent by the CPE. The information detected in this page is
the same as the data displayed on Diagnostics>>View ARP Cache Table of CPE WUI.

Q Search .. MONMtoring »biagnosics
Vigor2926Vac .
(tang) Ping Vigor2926Vac o G
DEVICE MENU Trace Route
Index IP MAC Address HetBIOS Interface VLAH Port Device Description Comment A
Dashboard "
Routing Table 1 17217673 1CES9D-0577-34 VYANZ
RIS | ARP Table 2 17217677 D0-10-A4-DO-EE-BT WANZ
Monitorin -1D-AA-5D-CE-.
[ DHEP Table 3 17217695 O0-1D-AAGD-CE21 VYANZ
Alarm 4 1721476111 O0-10-AAFE-FO-62 VYANZ
DHCP 1P Assignment
Logs Table 5 172176132 O0-10-AAB6-ED-31 VWANZ
Diagnostics & 172176144 O0-60-7F-E3-0A91 VWANZ 1
Other IP Assignment
Configuration Table 7 172176152 O0-1D-AA-BB-ED-11 WANZ
Sessions Table ] 17217619 O0-10-AAB4-DD-D3 YWAND
SYSTEM MENU ] 172176170 O0-10-AAFE-F3-53 YWAND
Maintenance 10 172176173 O0-10-AAE0-622A YWAND
Reports 1 172176176 O0-1D-AATF-OC-F1 VYANZ
) 12 192,168,110 08-60-GE-4E-FF-D5 LANT
Provisioning
13 172176179 O0-10-A41B-16-71 VYANZ

Network Management

[

Swstem

12.3.5 DHCP Table

This page shows a list of DHCP server quantity sent by the CPE. The information detected in this page is
the same as the data displayed on Diagnostics>> View DHCP Assigned IP Addresses.

Q Search .. MOoNMtoring »biagnosics
Yigor292evac .
(tang) P Vigor2926Vac = G
DEVICE MENU Trace Route
Index Hame P Mask Start IP End IP DHCP Server
Dashboard
Rauting Table 1 LAN 192.168.1.1 055,255 25510 182.168.1.10 192 168.1.209 On
Statistics ARP Table
Menitoring
DHCP Table
Alarm
DHCP IP Agsignment
Logs Tahle
Diagnostics

Other [P Assignment
Table

Configuration

Sessions Table
SYSTEM MENU

Maintenance
Reports
Provisioning

Network Management

Swetam
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12.3.6 Sessions Table

This page displays a reference table for NAT sessions detected by Vigor router.

Q search... T MONItoring >Disgnasis

2925ac_ (01DAAS12820 )

(RO
2925aC_001DAAST2820 = c
DEVICE MENU
Ping
Dashboard Mo data available
Trace Route
Statistics
Routing Table
Monltoring
F Sessions Table
Logs
Dingnostics

Configuration

SYSTEM MENU
Maintenance
Reperts
Provisioning
Network Management
System
User

About
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Chapter 13 Configuration for CPE

= DrayTek VigorACS2

There are two methods to modify CPE settings via VigorACS, changing the settings from DEVICE
MENU>>Configuration on VigorACS or click the IP address link of the selected CPE to access into the
web user interface of that CPE.

How to select a CPE? On the left side of the home page of VigorACS 2, open Root Network and find out
the CPE you want. Then, click the CPE. A page view with settings related to the selected CPE will be
shown on the screen.

Metwork Overview

Root Network
[472) ‘o

8- C Root Networ

OMLIME23%
0 OFFLIMEY S

Firrmware incarmpati

Q Za 2925ac 001DAAS12820
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b ek 85c(0) dveom_Kuwai
b ALANWEN(2) @O onune: 2635ac_001DAAS12820 ‘0
b e Alvaco(D) Alarrn 5 JME (RDZ)
b el AnPhat VN 0)
P RDS DEVICE MENU
b b D¥com ONLINE1S
b FAE(2) a OFFLINER I —— Device Information
b kA1) L
N Statistics Device Name 282550001 DAAST 2820
b e Marketing_carrie(0)
b dh Migrax(0) I Monitoring IP Address it 92,1 68.105.25:80
. Active -Top 10+
: m Movanet(0] Configuration Network Name RD8
b e Other(3) Firmware is incompatible
b o RDZ(6) 40 WA Model Wigar2a25
. Firmware is incompatible!
b RDAT) I e r— LAN Firmware Version 6873508 Curentversion: 168755_beta
b e RDI(1) 20 o
Hotspot Web Portal Compatible version: 3845
4 o RDE(21) 0 MAC Address ITDARST | et version: 2642
& RD8_Group_AA(D) Routing UpTime 0 cay 00:4
#h RDE_Group_BI0) 1200 16:00 HAT . I  Closs
b RDE_Group_C10) Total | Currenz28 Hardware Acceleration
b e hella(0] :
. Firzwall
v e elgmosel suppor] awel | Currznt? System Resource ©Last 24 hours ~
I & robin_test(0) User Management
b éh sadln) AnPhat ¥N | Current:3 Objecrs Seming cPU 3% Memory 78 %
| === — =
EREFELTIGLERRIELERY 50254 001DAA512620 ] B ]
lications Tou 3o
PN 0% %
1520 20:40 0200 07:20 15:20 20:40 0200 07:20
YalP
LTE Connectivity and Alerts 0/0 O Last 7 days ~
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Or, access into the web user interface of that CPE by clicking IP address link of the selected CPE:

Q search...

Root Network

(472)

MNETWORK MENU
Dashkoard
Statistics
Monitoring

Configuration

SYSTEM MENU
Maintenance
Reports
Provisiening
Network Management
System
User

About

40
| A N T—— —
20 \ L
10
12:00 16:00 20:00 00:00 0400

AP $H10C_00507F002327 | Current:1
e
AP $10C_00507F00232d | Current:]
-
AP H10C_00507F002251 | Current:1
AP H10C_00507F002252 | Current:1

AP H10C_(0507F00225% | Current:1

Mew Devices

Action  IP Address Device Name

[+] 192.1688.1.11:80 AP G02_0010AA3DI808
[ o 192.168.66.1:8080 ] 2025ac_001 DAAFDBDFD

0 177.4103.196,170:80 3900_001 DAAAT2508

0 182.168.105.105:80 2010V _00507FC26824

0 192168.2,10:80 3900_00507F?FFCES

Tatal 740 GB
—
953,67 ME |
f—_ A%
AV Nl
476.84MB [ | |
r." I‘J
0 Byte
0800 1200
44 Total |32.200GE (1
AERCROOOCOCRRRRRIRIROROOROROR00
44 network | 16.95 GB
AR SIRIRIRTREITE,
44 K1 [649GE (11.7
4% AnPhat VN [5.03C
RERRRRCRERERERRERRRRIRER
4% awel [1.63GB (15
- X%
Device Type
VigorAP 902
Yigor2925Vac
VYigor3a0o
Vigor281 0V
Yigor3a00

Configuration settings will vary for NETWORK MENU (for network/group) and DEVICE MENU (for CPE).

Settings to be configured under Root Network / Group

Settings to be configured when a
CPE (e.g, Vigor2862Lac) is selected

Roor Nevwork

(472)

NETWORK MENU
Dashkoard
Statistics
Monitoring
Configuration

YPM
AP Profile

NETWORK MENU

Dashboard
Statistics
Menitering

Cenfiguration

YPM

AP Profile

2862Lac

f kay )

DEYICE MENU

| Dashboard
Statistics

| Monitoring
Configuration
VAR
LAM
Hotspot Web Portal
Routing
MAT
Hardware Acceleration
Firewall
User Management

Objects setting

NETWORK MENU is available for Root Network and network group; however, DEVICE MENU is available
when a device managed by VigorACS 2 is selected.

The menu items for a selected device, basically, are the same as the settings on web user interface of
the selected device (CPE, AP and etc.). If required, the administrator can modify the settings for the
selected device through the options displayed via VigorACS 2. The modifications will be applied to the

selected device immediately.
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Info The menu items listed under Configuration will be changed based on
the CPE device / AP device selected. The explanation and usage of the
menu items are totally the same as the descriptions stated on User’s
Guide of each device.

In this chapter, Vigor2862VBn / Vigor2860Vac is selected as an example. That is, the menu items
displayed under Configuration are based on the menu items used by Vigor2862VBn /Vigor2860Vac.

13.1 Modifying WAN Settings for CPE

WAN settings relate to access Internet for CPEs. If you want to change WAN settings for specified CPE(s),
please choose the device. And, open DEVICE MENU>>Configuration>>WAN.

13.1.1 Internet Access — Check WAN Status

Internet Access is convenient for checking WAN status for the selected CPE/group.

Q .. Configuration swan
2850Vac 001DAACGACS0 2860Vac_001DAACEACE0 = c o
O (-] Internet Access -
| Marketing carrie )
Connection Detection Alarm Enable Index  MAC Address Up Time P Addressing Type
DEVICE MENU

disabl ADANCEAC:
N ol PYCRLAT isable 1 004 DAACEACST 04 00h 00m

disable 2 004 DAACEACS2 34 200 39m 192.168,105.69 Static
Monitoring VAN IPu6

disable 3 004 DAACEACS3
Configuration WAN Budget .

disable 001 DiAACHAC54

WAN DsL
LAMN
Routing.

MAT

To edit the parameters settings of the selected CPE, move the mouse cursor on the table and click the
index number (index 1 ~ index 4 represent WAN 1 ~ WAN 4) to get the following page.
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. Configuration =wan

Internet Access
Connection Detection
Multi-FY O LARN
VAN [Pyt

WAN Budget

DEL

2860Vac_001DAACGACS0 =

Alarm

Enakle

Active Mode

Physical Type{Ethernet}

VLAN Tag Insertion

Connection Mode

MTU

MAC Address

Static or Dynamic IP

Connection Type

IP Address

Subner Mask

Gateway IP Address

Primary DHS Server

Secondary DNS Server

WAN IP Alias { Multi-NAT }

Index  Enable

1 O

Showr alarm message when this WAN interface disconnects.

©

Auto negotiation v

1500

Default MAC Specify MAC

DHCP Static

192.168.105.69
255,255,255.0
182,168,105,1

2888

2844

Aux. WAN IP
192,168.105.69

0.0.0.0

x Cancel

After finished the settings, click Save. The modification for the CPE will take effect immediately.
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13.1.2 Connection Detection

It allows you to verify whether network connection for the specified CPE is alive or not through ARP
Detect or Ping Detect.

Q .. Configuration >wan
ZSWVMOO‘DA"}[](“‘GO ‘Q Internet Access 2860Vac_001DAACGACS0 = G e
DEVICE MENU Connection Detection Index Mode Primary Ping IP Secondary Ping IP Ping Gateway IP TTL
Dashboard Multi-PYCAVLAN 1 ARP Detzct 0.0.0.0 0.00.0 false 255
Monitering AN 1Py 2 ARP Detzct 0.0.0.0 0.00.0 false 255
3 ARF Detect 0.0.0.0 0.0.0.0 false 255
Configuration WAN Budger
4 ARP Detzct 0.0.0.0 0.00.0 false 255
WAN DsL
LAN
Routing
MAT

To edit the parameters settings of the selected CPE, move the mouse cursor on the table and click the
index number (index 1 ~ index 4 represent WAN 1 ~ WAN 4) to get the following page.

I Configuration svwan

Internet Access 2860Yac_001DAACGACE0 =
Connection Detection Index 1

Multi-PYCLAN Mode Ping Detect v
WAN [Py Primary Ping IP 0.0.0.0

VAN Budget Secondary Ping 0.0.0.0

DsL P

Ping Gateway IP

TTL 255
Ping Interval 1
Ping Retry 10

% Cancel

After finished the settings, click Save. The modification for the CPE will take effect immediately.

13.1.3 Multi-PVC/VLAN

This page allows you to create multi-PVC for different data transferring for using.

Q Z.. Configuration »wau

2860Vac_001DAACGACS0 |e Internet Access 2860Vac_001DAACOACS0 = C e

Connection Detection

DEVICE MENU Channel General Enable WAN Type VPl VO QoSType Protocol Encapsulation
Dashhoard ‘ Multi-P¥CVLAN 5 false ADSL 1 15 UBR PRPaA YL
Monitoring VAN IPYG 6 false ADSL 1 16 UBR PPPoA VMUY,
Configuration WAN Budget 7 false ADSL 1 47 UBR PPPoA VMUK
WAN . 8 false ADSL 1 a8 UBR PEPOA YE MU
Lan a false ADSL 1 19 UBR PEPOA YC MU
Routing 10 false ADSL 1 s0 UBR PPPoA VML
AT
Firewall

To edit the parameters settings for each channel (5 to 10), move the mouse cursor on the table and
click the channel number to get the following page.
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.. Configuration =wan

Internet Access 2860Vac_001DAACGACSD = c @
Connection Detection Channel B
Multi-PYCAYLAN Enable O
WAM IPuE
WAN Type | ADSL R4
WAN Budget
DsL General Settings
VPI 1
vl 45
Protocol PPPoA v
Encapsulation W MU v
Add VLAN Header 0
VLAN Tag 1}
Wan Count 1
ATM Qo
QoS Type UBR v
PCR 1]
SCR 0
MBS 1]

Port-based Bridge

Open Port-based Bridge [ @]

Connection

Physical Members P2 [2E]
P4 PS5
P&

% Cancel

After finished the settings, click Save. The modification for the CPE will take effect immediately.

13.1.4 WAN IPv6

All WAN interfaces can be configured with IPv6 addresses.

Q I Configuration »wan

PR G ‘o Internet Accass 2860Vac_001DAACKACS0 = C &

[ Marketing_carrie )

Connection Detection

DEVICE MENU Index  Connection Type TSPC : Username TSPC : Password TSPC :Tunnel Broker AICCU : Always On
Dashboard Multi-PYCAVLAN 1 Offline false
Monitoring | WAN IPv6 2 Offline false
Configuration WAN Budget E] Offline false
ﬂ DsL 4 Offline false
AN
Rauting

MNAT

To edit the parameters settings for each WAN interface, move the mouse cursor on the table and click
the index number (index 1 ~ index 4 represent WAN 1 ~ WAN 4) to get the following page.

218 VigorACS 2 User's Guide



.. Configuration swan

Inzernet Access 2360Vac_001DAACACE0 = c =
Connection Detection
Basic
MUlti-PYCYLAN
Connection Type Gind Sratic Tunnel M
WAN IPvE Offline
WAN Budget Remote Endpeint IPv4 Address IIS;CEU
DHCPvE Client
bst IPv& Address Static IBve
Gind 3tatic Tunnel -
G
IPv& Address Prefix Ur
LAN Routed
LAM Routed Prefix 1]
Tunnel TTL 1}

® Cancel

After finished the settings, click Save. The modification for the CPE will take effect immediately.

13.1.5 WAN Budget

This function is used to determine the data traffic volume for each WAN interface respectively to
prevent from overcharges for data transmission by the ISP. Please note that the Quota Limit and Billing
cycle day of month settings will need to be configured correctly first in order for some period
calculations to be performed correctly.

Q . Configuration swan
2860Vac_001DAACGACS0 =z c o
Internet Access
Comnection Detection Index  WAN Budget Enable Quota Limit Limit Unit Shutdown WAN Interface Cycle Mode
DEVICE MENU
) 1 false B false Monthly
P ] MUt PYCALAN
2 false B false Monthly
Monitoring VAN PG
3 false B false Monthly
Configuration
H WERLI e 4 false WE false Monthly
WaAN st
LAN
Routing

MAT

Firewall

To edit the parameters settings for each WAN interface, move the mouse cursor on the table and click
the index number (index 1 ~ index 4 represent WAN 1 ~ WAN 4) to get the following page.

= Configuration =wan

2860Vac_001DAACGACE0 =

Internet Access

Connection Detection Enable o

Multi-PYCAYLAN Quota Limit 0 WIE -

WAN Py Shutdown WAN interface

WAN Budget Cycle Mode Custam

sl User Defined Cycle Days 1 v
User Defined Cycle Hours 2 v
User Defined Current Day 3 v

X Cancel
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After finished the settings, click Save. The modification for the CPE will take effect immediately.

13.1.6 DSL
This page allows you to set up the DSL parameters required by your ISP.

= Configuration swau

e rmet Access 2860Vac_001DAAC64C50 = ©
Connection Detection PV VPRI 0
Mult-PYCVLAN

PVIC:VICI 33
WAN Py

Encapsulating Type LLC N
WM Budget

Protocol MP oA "
DSL

Modulation Type Multirmode N

User Name

Password

% Cancel

After finished the settings, click Save. The modification for the CPE will take effect immediately.

13.2 Modifying LAN Setting for CPE

The administrator can check and edit LAN settings for the selected CPE if necessary.

Click DEVICE MENU>>Configuration>>LAN. The following screen will appear with all of the LAN
settings for the selected CPE.

13.2.1 General Setup

This page provides you the general settings for LAN. There are six subnets provided by the router which
allow users to divide groups into different subnets (LAN 1 - LAN 7). At present, LAN1 setting is fixed
with NAT mode only. LAN 2 - LAN 7 can be operated under NAT or Route mode. IP Routed Subnet can
be operated under Route mode.

Q .. Configuration »Lan
General Setup 2860Vac 001 DAACEACSD =
IP Rout=d Subnet
DEVICE MENU
Index IPAddress  Subnet Mask DHCP ServerEnable DHCP Min Address  DHCP Max Address DHCP Relay DHCP Relay IP Addres
Dashboard WLAN
1 102168.60.1 2553552550 false 182168,60.10 102,168.69,200 false 0.000
Monitoring Bind [P to MAC
2 19216821 2552552550 true 182,168,210 192168,2,109 false 0.00.0
i DHCP Option Setup 3 192.168.31  255.255.255.0 true 192,168,210 192.168.3.109 false 0.0.0.0
Lt InterLAM Routing 4 10216841 2552552550 true 192168.4.10 192168.4,100 false 0.00.0
LaN AN e 5 19216851 2552552550 true 182,168,510 192168,5.109 false 0.00.0
Routing
& 19216861 2552552550 true 182168.6.10 192168,6.109 false 0.00.0
NAT
H 10216871 2552552550 true 192,168,710 192168,7.109 false
Firewall

User Management

To edit the parameters settings for each LAN interface, move the mouse cursor on the table and click
the index number (index 1 ~ index 7 represent LAN interfaces) to get the following page.

Index 1 represents LAN1:

220 VigorACS 2 User's Guide



.. Configuration »La

General Setup

IP Routed Subnet
VLAMN

Bind IF to MAC
DHCP Option Setup
InterLAM Routing

LAM IPub

2860Vac_001DAACEACE0 =

General Setup

Index
Enable
IP Address

Subnet Mask

DHCP Server Setup

DHCP Server Enable

DHCP Relay

DNS Server IP Address

Primary IP Address

Secondary IP Address

1

©

192.768.69.1

255,255,255.0

® Cancel
Index 2 to Index 7 represents LAN 2 to LAN 6 and DMZ:

.. Configuration -Lan
General Setup 2860Vac_001DAACGACS0 =
IP Routed Subnet
VLAN General Setup
Bind IP to MAC Index E
DHCP Option Setup Enable
InterlLAN Routing IP Address 192.168.2.1
LAN [Pt Subnet Mask 255,255,255,0

Usage

DHCP Server Setup

DHCP Server Enakle 0

IP Poel Start 192168210

IF Pool End 192.168.2.108

Gateway IP Address 192.168.2.1

DHCF Lease Time 259200

DHCP Relay

DNS Server IP Address

Primary IP Address

Secendary IP Address

* Cance|

After finished the settings, click Save
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13.2.2 IP Routed Subnet

. Configuration sy

General Setup 2860Vac_001DAACGACS) =

IP Routed Subnet

WLAN General Setup

Bind IP o MAC Enable

DHCP Optian Setup IP Address 132,168.0.1
IntzrLAMN Routing Subnet Mask 255.255.255.0

LAM IPut
DHCP Server Setup

IP Pool Start 0.0.0.0
IP Pool Counts o
(max. 32)

Use LAN Port
Use LAN Portl (:)
Use LAN Port2 O
Use MAC Address O
MAC Address Takle

Index Matched MAC Address Given IP Address Action

1 + Add

% Cancel

After finished the settings, click Save. The modification for the CPE will take effect immediately.

13.2.3 VLAN

With the 6-port Gigabit switch on the LAN side, Vigor router provides extremely high speed connectivity
for the highest speed local data transfer of any server or local PCs. Gigabit LAN ports can be isolated
from each other. On the Wireless-equipped models, each of the wireless SSIDs can also be grouped
within one of the VLANSs.
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Q Z. Configuration st

AT IR |o General Setup 2860Vac_001DAACOACSD =

{ Marketing_carrie )

IP Routed Subnet

DEVICE MENU
YLAN Configuration
Dashboard ‘ VLAN g
Monitoring Eind IP to MAC VLAN Enable
Configuration DHCP Option Setup MName Subnet  VLAN Tag Enable VLAN Tag ID VLAN Tag Priority
ST D InterLAN Routing viano [T o
Maintenance La P (o -
Reports
VLANZ (LANT T -
Provisicning
Network Management VLANZ LANT ~ 0
System VLANA LANT T i
User
VLANS LANT T 0-
About
VLANG | LANT T [
VLANZ LANT T [

YLAN Member{LAN)

Name P1 P2 P3 P4 PS5 P&
WLAND
WLANT
WLANZ
WLANT
WLAMNS
WLANS
WLANEG

WLANT

YLAN Member{Wireless 2.4G)

Name £5ID1 <SID2 SSID3 £5ID4
WLAND
WLANT
WLANZ
WLANT
WLAMNS
WLANS
WLANEG

WLANT

YLAN Member{Wireless 5G}

Name 5SID1.5G §5ID2 56 $5ID3.5G 551D4_5G
WLAND
WLANT
WLANZ
WLANT
WLANA
WLANS
WLANG

WLANT

"D Clear VLAN setup x C. |
- ancel

After finished the settings, click Save. The modification for the CPE will take effect immediately.

13.2.4 Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthening control in network.
When this function is enabled, all the assigned IP and MAC address binding together cannot be changed.
If you modified the binding IP or MAC address, it might cause you not access into the Internet.
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2860Vac_001DAACBACSO

(M ] | ©

DEVICE MENU

. Configuration »Lau

2860Vac_001DAACSACS0 =

General Setup

IP Routed Subnet

+Add
VLA
Dashbesd Indesx MAC Binded IP Action
Monitoring Bind IP to MAC
1 00-10-A4-CE-4C-50 192,168,198 BDelete
Configuration

SYSTEM MENU
Maintenance
Reports

Provisioning

DHCP Option Setup
Interl AN Routing

LAN IPvE

® Cancel

To add the parameters settings for DHCP server, click +Add to type the MAC address and an IP address
for binding.

After finished the settings, click Save. The modification for the CPE will take effect immediately.

13.2.5 DHCP Option Setup

DHCP packets can be processed by adding option humber and data information when such function is

enabled.

DEVICE MENU

Dashboard
Monitoring

Configuratien

SYSTEM MENU
Maintenance
Reperts

Provisioning

. Configuration =

2860Vac_001DAACGACS0 =

General Setup
P Routed Subnet h
VLAN

Index

Enable Interface

Bind IP to MAC
‘ DHCP Option Setup
InterLAN Routing

LAN PG

Option Number

Data Type

Data

Next Server IP Address/SIAddr

To add the parameters settings for DHCP server, click +Add to get the following page.

I Configuration sLan

General Setup

IP Routed Subnet
WLAM

Bind IP to MAC
DHCP Optien Setup
InterLAM Routing

LAM IPwfi

2860Vac_001DAACEACS0 =

Index 1
Enakle

Interface

Select Interface All Interface

LAN1 LAMZ LAM3
LANS LAME DMZ
Data Type ASCI
Option Numker 1}
Data
‘D Reset

LAM4

Routed

x Cancel

After finished the settings, click Save. The modification for the CPE will take effect immediately.

13.2.6 InterLAN Routing

This page is used for linking two or more different subnets (LAN and LAN).
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2860Vac_001DAACHALS0 ®

rrie )

DEVICE MENU
Dashboard
Monitoring
Configuration
AN
LAN
Routing
NAT
Firewall
User Management
Objects Setting
Gos
Applications

N

.. Configuration sLan

General Setup

IP Routed Subnet
WLAM

Bind IP to MAC
DHCP Option Setup
InterLAN Routing

LAN [Pufi

2860vac_001DAACGACS0

Subnet

DMZ Part

LAN1

LAN & DMZ Port

% Cancel

After finished the settings, click Save. The modification for the CPE will take effect immediately.

13.2.7 LAN IPv6

There are two configuration pages for LAN1/LAN2/LAN3/LAN4/LAN5/LAN6/DMZ Port, Ethernet TCP/IP
and DHCP Setup (based on IPv4) and IPv6 Setup. This page shows configuration for IPv6.

2860¥ac_ 001DAACHACS0 |°
]

DEVICE MENU
Dashboard
Monitoring
Configuration
WAN

LAN
-
HAT
Firewall

User Management

. Configuration »Lan

General Setup

P Routed Subnat
WLAN

Bind IP to MAC
DHCP Option Setup

InterLAM Routing,

‘ LAN IPvG

2860Vac_001DAACOACE0

LAN Name

Enable

true

true

true

true

true

true

true

WAN Primary Interface
WANT
WANT
WANT
WANT
WAMT
WANT

WANT

Primary DNS
20014 850:4 85018888
2001:4860:4850::8888
2001:4860:4860::8888
2001:4860:4850:8888
2001:4850:4850:8888
2001:4850:4850::8888

2001:4860:4860:8888

DHCPv6 Server: Enable

true

true

true

true

true

true

true

To edit the parameters settings for each LAN interface and DMZ, move the mouse cursor on the table

and click any one of the LAN names to get the following page.
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= Configuration =Lay

General Setup

IP Routed Subnet
VLAM

Bind IP to MAC
DHCP Option Setup
InterLAMN Routing

LAN IPvG

226

2860Vac_001DAACOACS0 =

Basic Setup

LAN Name
Enahle

WAN Primary Interface

Static IPv6

ULA Config

ULA Config Address

IPw6 Address Table

Index  IPvwbAddress

LAN1T

WARNT

Off

Prefix Length : 64

Prefix Length

1 FE&N:21 DAAFRFECA4CS0

DNS Server IPve

DHS Enakle
Primary DH%

Secondary DNS

Management

Management

DHCPvE Server

DHCPvE Server Enable

Auto IPv6 Range

Srarr Address

End Address

Deploy_when_WAN_is_up
2001:48A0:4260:8888

2007:4860:4800:8844

SLAAC[stateless)

©
©

Router Advertisement Configuration

Enable

Hep Limit

Min Interval Time(sec)
Max Interval Time{sec}

Default Lifetime{sec}

Default Preference

MTU Auto

RIPng Protocol

Enable

Extension WAN

Selected WAN

©

fid
200
600

1800

fid

{High Awailability secandary is 0)

Mediurn

©

WANZ WAN3

WANA

Action

W Delete

+ Add

x Cancel
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After finished the settings, click Save. The modification for the CPE will take effect immediately.

13.3 Hotspot Web Portal for CPE

The Hotspot Web Portal feature allows you to set up profiles so that LAN users could either be
redirected to specific URLs, or be shown messages when they first connect to the Internet through the
router. Users could be required to read and agree to terms and conditions, or authenticate themselves,
prior to gaining access to the Internet. Other potential uses include the serving of advertisements and
promotional materials, and broadcast of public service announcements.

13.3.1 Profile Setup

Profile Setup is used to create or modify Portal profiles. Up to 4 profiles can be created to meet
different requirements according to LAN subnets, WLAN SSIDs, origin and destination IP addresses, etc.

Q Search.. Configuration »Hespecweb portal
Yigor2862YB .
Lty © Vigor2862VBn ¢
& Profile Setup
Monitoring

. Index Enahle Comments Login Method Applied Interface
Configuration

1 Disahle 11 Skip_Login LAN[T) WLANZ.4G[1]
WAN
2 Disahle Click_Through MNone
LAN
Hotspot Weh Portal 3 Disakle Click_Through MNore
Routing 4 Disahle Click_Through Mone

NAT
i Note:
e 1. The router must connect to the Internet before webpage redirection will work.
Firewall s 2. If the LAN clients are using another DNS server on LAN, please make sure the DNS query for domain
name "portal.draytek.com" will be resclved by the router.

Hardware Acceleration

User Management
Objects Setting
QoS

Applications

WP

WolP

Wireless LAN

Bandwicdth Management

To edit the parameters settings for each profile, move the mouse cursor on the table and click any one
of the indexes to get the following page.
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Q Search... Configuration »Howspotweb Portl

- werteseny  VIEOT2862VBn c
Monitoring

Configuration o

AN Login Method

LAN Step 1 - Login Method

Hotspot Web Portal

W Enable

bR Comments 111

Hardware Acceleration

Chooee Login Method

Firewall
User Management Click Thraugh
Social Login

Objects Setting PIN Login

Previnus Sncisl ar PIN Lagin Save and Mest
QoS
Applications
VPN 4 Bark to Profile List
YoIP
Wireless LAN

Bandwidth Management

There are five login modes to choose from for authenticating network clients: Skip Login, Click
Through, Social Login, PIN Login, and Social or PIN Login. Each login mode will present a different
web page to users when they connect to the network.

Please follow the on-screen steps for configuring a Web Portal Profile.

13.4 Routing Settings for CPE

13.4.1 Load Balance/Policy Route

Q T Configuration shauing
CH4C!
[2??3_%(_,001{)%.]64.50 |0 Load Balance/Policy 2860Vac_ 001 DAACEACE0 = fe]
: - —— Reute

DEVICE MENU [— Index Enable Protocol Interface Source IP Destination IP Destination Port

Dashboard 1

Static Route IPy6 false Ay WA Ay Ay Ay
Monitoring

Configuration
WAN
LAN

Routing

To add a new route policy profile, move the mouse cursor on the table and click the index number #1 to
get the following page.
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.. Configuration shouting

Load BalancefPolicy 2860Vac_001DAACBACS0 =

Route

Static Route IPud fdex !

Static Routz [PuE fnable C
Criteria
Protocal | 1cwap
Seurce IP | Range
Source P Start |192.16E.2.55
Source IP End |192.168.2.1UU
Destination IP Ay
Destination Port | Range
Destination Port Start |250
Destination Port End 500

Send via if Criteria Matched

Interface WARN 1
Gateway IP Default_Gateway
Packet Forwarding ¥ia Force_NAT

More Options

Enable Failover [ @]

Failoverto Default WAN
Failover to Gateway IP Default Gareway
Failover to Specific Gateway 0.0.0.0

Failback C

x Cancel

After finished the settings, click Save. A new policy route has been created. And, the modification for

the CPE will take effect immediately.

<. Configuration »routng

Load Balance/Policy 2860Vac_001DAACOACE0 =

Route

Static Route [Pvd Index Enable Protocel Interface
1

Static Route [PuE wue 1CrP WAN1
z false Any WAN 1

13.4.2 Static Route IPv4 / IPv6

Source IP
Range

Any

Destination IP
Ay

Ay

Destination Port
Range

Any

The router offers IPv4 and IPv6 for you to configure the static route. Both protocols bring different web

pages.
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DEVICE MENU

Dashboard
Monitoring

Configuration

SYSTEM MENU

. Configuration skoutng

Load BalancefPolicy 2860Vac_ 001 DAACEACH0 =

Route

Seatic Route [Pyd Index Enable  Destination IP Address Subnet Mask Gateway IP Address
1 fal .00 0.0.0.0 0.0.0.0

Static Route [Py o=

Network Interface

LAN

To add a new static route profile, move the mouse cursor on the table and click the index number #1
(default blank profile) to get the following page.

= Configuration sRouting

Load Balance/Palicy

Route

Static Route IPvd

Static Route [Put

After finished the settings, click Save. A new static route has been created.

2860Vac_001DAACBAC50 =

Index 1

Enakle [ @]

Destination IP Address ‘192.1 A5.3.99 ‘ v
Subnet Mask ‘255.255.255‘0 ‘ v
Gateway IP Address ‘192.1 6837 ‘ v
Port WAN Interface [Lant | v

the CPE will take effect immediately.

.. Configuration »Reung

And,

x Cancel

the modification for

Load Balance/Policy
Route

Static Route IPv4

Static Route [Pvé

2860vac_001DAACOACH0 =

Index Enable Destination IP Address Subnet Mask Gateway IP Address
1 true 192.188.2.0 255.255.255.0 19216837
2 false 0.0.0.0 0.0.0.0 0.0.0.0

o~
G

Network Interface

Info

New added profile will be displayed on the top side (index #1) of the
page. The default blank profile (index #2) will be moved to the

bottom.
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13.4.3 BGP

Border Gateway Protocol (BGP) is a standardized protocol designed to exchange routing and
reachability information among autonomous systems (AS) on the Internet.

Search... . Configuration =rouing

2862Lac(1) o

‘ Load Balance/Paolicy
LAY Route

Statistics Static Route IPv4
Basic Settings

Monitoring Static Route IPvé

) Enable Local BGP D
Configuration BGP
WAN Local AS Number
LAM )
Hold Time 180
Hotspot Web Portal
Routing Connect Retry Time 120
Ry Router ID 19216811
Hardware Acceleration
Firewall % Cancel
User Management
Objects Setting + Addd
Qo5 Enable  Index  AS Number Profile Name IF ABdress Status.
Applications Disable 1 None

Statir Matwnrk

These parameters are explained as follows:

Iltem Description

Basic Settings Set general settings for for local router and neighboring routers.
Enable Local BGP - Switch the button to enable the function.
Local AS Number - Dispaly the local AS nubmer.

Hold Time - Set the time interval (in seconds) to determine the peer is
dead when the router is unable to receive any keepalive message from
the peer within the time.

Connect Retry Time - If the router fails to connect to neighboring
router, it requires a period of time to reconnect.

Router ID - Specify the LAN subnet for the router.
+Add - Add a new neighbor profile.

Save - Click it to save the configuration.

Cancel Discard current settings.

Save Save the current settings and exit the page.
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Static Network +Add - Add a new static network profile by giving IP address and

subnet mask.

Save - Click it to save the configuration.

13.5 NAT Settings for CPE

13.5.1 Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN), such as web
servers, FTP servers, E-mail servers etc. It can only apply to incoming traffic.

Q . Configuration =wat

2860Vac_001DAACGACS50

DEVICE MENU
Dashboard
Monitering
Configuration

WAN
LAN

Routing

Port Redirection

DMZ Host

Open Ports

2860Vac_001DAACKACS0 =

Index Enabled PortRedirection Mode Service Mame Protacel PublicPortStart  Public Port End  Private IP Start  Private IP End

1 false Single - 0 [t} 0

To add a new port redirection profile, move the mouse cursor on the table and click the index number
#1 (default blank profile) to get the following page.

.. Configuration >nat

Port Redirection

DMZ Host

Open Ports

2360Vac_001DAACEACE0 = C
Index 1
Enabled [ @]

Port Redirection Mode

Service Name
Protocol

WAM Interface
Public Port Start
Source IP
Private IP Start

Private Port

B Clear

Singl

[test_1 v
Tcp [t
ALL .
200 v
Any .
|182.168.13.60 | v
[100 | v

X Cancel
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After finished the settings, click Save. A new port redirection profile has been created. And, the
modification for the CPE will take effect immediately.

(1)

Info New added profile will be displayed on the top side (index #1) of the
page. The default blank profile (index #2) will be moved to the
bottom.

13.5.2 DMZ Host

Port Redirection can redirect incoming TCP/UDP or other traffic on particular ports to the specific
private IP address/port of host in the LAN. However, other IP protocols, for example Protocols 50 (ESP)
and 51 (AH), do not travel on a fixed port. Vigor router provides a facility DMZ Host that maps ALL
unsolicited data on any protocol to a single host in the LAN. Use this function to configure DMZ host for
the specified CPE device.

Q .. Configuration st

‘0 Part Redirection 2860Vac_001DAACGACS0 =

‘ DMZ Host

DEVICE MENU

DMZ Host Setup WAN1

Dashboard Open Ports
Enable
Monitoring
Configuration LAN Hest [ 5 Address
Private IP 192.168.2.89
SYSTEM MENU
Maintenance
DMZ Host Setup WAN2
Reports
Enable
Provisioning
Network Management Private IP 0.0.0.0
System
User DMZ Host Setup WAN3
About Enable

Private IP 0.0.0.0

DMZ Host Setup WAN4

Enakle

Private IP 0.0.0.0

After finished the settings, click Save. And, the modification for the CPE will take effect immediately.

13.5.3 Open Ports

It allows you to open a range of ports for the traffic of special applications.

Common application of Open Ports includes P2P application (e.g., BT, KaZaA, Gnutella, WinMX, eMule
and others), Internet Camera etc. Ensure that you keep the application involved up-to-date to avoid
falling victim to any security exploits.

Q .. Configuration snar
Port Redirection 2860Vac_001DAACHACS0 =
DMZ Hose
DEVICE MENU Index Enable Open Ports Comment  WAN Interface WAN IP Local IP Address Source IP
Dashboard | Open Ports 1 false WANT WANY_IP_Alias[1] 00,00 Ay

Monitoring

Configuration

SYSTEM MENU
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To add a new open ports profile, move the mouse cursor on the table and click the index number #1
(default blank profile) to get the following page.

Q Z.. Configuration st
mcounc convmatoacso | o, (R 2860VzC_0071DAACGACS0 =
DMZ Host
DEVICE MENU Index 1
Dashhoard ‘ Open Ports Enmble ©
Monitering
Comment |test_33
Confguration
WAN Interface WANT
SYSTEM MENU
Source IP Any
Maintenance
R Local IP Address 0.0.0.0
Provisioning
Open Port List
Network Management
System Index Protocol Start Port End Port
User 1 uDp 0 0
About 2 — 0
3 TP o o
uppP
4 TCP/UDP. S i} i}
5 0 0
& 0 0
7 o o
8 0 0
] 0 0
10 0 0

Wlear
_ * Cancel

After finished the settings, click Save. A new profile has been created. And, the modification for the
CPE will take effect immediately.

I Configuration snat

bore Rediraction 2860Vac_007 DAAC64CS0 & c
DIZ Host Index Enable Open Ports Comment WAN Interface WAN IP Local IP Address Source [P
Open Fores 1 true test 33 AN WANT_IP_Alias[1] 0.0.0.0 Any

z false WANT WANT_IP_Alias[1] 0.0.0.0 Amy
Info New added profile will be displayed on the top side (index #1) of the
page. The default blank profile (index #2) will be moved to the
bottom.
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13.5.4 Port Triggering

It is a variation of open ports function.

Q, Search... Configuration >mar Fort Triggering
Vigor2a62ven ‘ Py .
Il Y )
{tang) sorredreon | YIBOr2862VBn @ G
DEVYICE MENU DWZ Host
Index  Enable  Comment  Triggering Protocol Triggering Fort Incoming Protacol IncomingPort SourceIP
Dashboard Open Parts
1 falze Any
Statistics R R
Pars Triggering  Reset to defavlc
Monitoring
ALG
Configuration
WAN
LAM

Hotspot Web Portal
Routing

NAT

Hardware Accelerarion

To add a new port triggering profile, move the mouse cursor on the table and click the index number #1
(default blank profile) to get the following page.

Q, Search... . Configuration smarportTriggering

YVigor2862¥Bn | © \

R 7

{teng} Port Redrection Vigor2862VEBn e c

DEVICE MENU DMZ Host
Dashboard Open Ports Port Triggering
Statistics
Port Triggering Enable
Monitoring
ALG service User Defined v
Configuration
Comment

WAN

LAN Source IP Any  Go to [P Object
Hotspot Web Portal

Routing Triggering Protocol e
NAT Triggering Port
Hardware Acceleration

. Incoming Protocol v
Firewall
User Managernent Incoming Port
Objects Setting
Qos i Note:

' ® The legal format of Triggering Port and Incoming Port should like this:

Manlicatinne

BClear % Cancel

After finished the settings, click Save. A new profile has been created. And, the modification for the
CPE will take effect immediately.

13,55 ALG

There are two methods provided by Vigor router, RTSP (Real Time Streaming Protocol) ALG and SIP
(Session Initiation Protocol) ALG, for processing the packets of voice and video.

RTSP ALG makes RTSP message, RTCP message, and RTP packets of voice and video be transmitted and
received correctly via NAT by Vigor router.
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However, SIP ALG makes SIP message and RTP packets of voice be transmitted and received correctly
via NAT by Vigor router.

Q, Search... I Configuration »war

Yigor2862vBn | © \

REr 24

{tang) porredrecion | VIEOr2862VEnN c
DEYICE MENU DMZ Hast

Dashboard Open Ports ALG {Application Layer Gateway)

SRR Port Triggering Enable [ @]

Monitoring

ALG ALG Profile

Configuration

WAN Indlex Enahle Protocol Listen Port TeP upP

LAM 1 e SIP 5080 true true

Hotspor Web Portal 2 false RTSP 554 true true

Routing

% Cancel B3 Save
NAT
Hardware Acceleration "D Resetto defsult

To edit ALG profile, move the mouse cursor on the table and click the index number #1 or 2 to get the
following page.

L Search... Configuration >mar

Vigor2862VBn

e Vigor2862VBn = G

Port Redirection

JEVICE MENU DIMZ Host

ALG Profile
Dashhoard Open Ports

Statistics Port Triggering Enable

Monitoring

ALG Protocol RTSP

Configuration

Lieten Port 554
WWAN

LAN Tep

Hotspot Web Portal

68

i uDP
Routing

NAT

Hardware Acceleration

Firewall "D Reset to default

After finished the settings, click Save. The modification for the CPE will take effect immediately.

13.6 Hardware Acceleration Settings for CPE

In such section, Vigor2862VBn is selected as an example for displaying hardware acceleration settings.

Hardware Acceleration is also called PPA in DrayTek for it is based on Protocol Processing Engine (PPE)

of Infineon. It can only support 128 sessions for network traffic (IN & OUT) with implementing three
kinds of modes - Disable, Auto and Manual.
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Search...

DEYICE MENU
Dashhoard
Statistics
Monitoring
Configuration
WAN
LAN
Hotspot Web Portal
Routing
NAT
Hardware Acceleration
Firewall
User Management

Objects Sewting

;T:_ Conﬂguration =Hardware Acceleration

Vigor2862VBn = G

Mode

Protocol

Option

Index

1

2

| Disahled | ALte .HM'

TCP upp

Specific Hosts -

Enahle Dest Port Start Dest Port End Private IP

O & & 0.0.0.0

% Cancel

These parameters are explained as follows:

Item

Description

Mode

Disable - The default setting.

Auto - When the hardware acceleration is configured with the Auto
mode, the sessions with the heaviest loading and the lower latency
traffic will be added into PPA. However, the Auto mode does not
support UDP protocol by designed.

Manual - The Manual mode implements three sub-items-- Accelerate

most heavy traffic sessions, Apply the Class Rule in Quality of Service,
and Specific Hosts. Each of these sub-items can support TCP and UDP
protocol.

Protocol

There are two types supported by this function, TCP and UDP.

Option

Accelerate heaviest traffic sessions - Such option is available in Auto
Mode, too. But the UDP protocol is only supported in this sub-item.

Apply the Class Rule in Quality of Service - Users can apply the
information provided by QoS in this sub-item.

Specific Hosts - This sub-item provides 5 hosts for adding NAT sessions
into the PPA. For the PPA only supports 128 sessions, these hosts will
share these sessions. Therefore, the performance will be lower than
only one host.

Choose this option to specify certain PCs on LAN to apply the hardware
acceleration.

® Enable - Check the box to make PC(s) specified in the
selected index entry to be applied.

® Dest Port Start - Type the starting port for the PC(s) in
LAN.
® Dest Port End - Type the ending port for the PC(s) in LAN.

® Private IP/Choose PC - Type the IP address as the selected
host. Or click the Choose PC button to specify one IP
address from the pop-up window.

After finished the settings, click Save. The modification for the CPE will take effect immediately.
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13.7 Firewall Settings for CPE

13.7.1 General Setup

General Setup allows you to adjust settings of IP Filter and common options.

Q 2. Configuration sAreval
fff‘“‘;'affo"' General Setup 2860Vac_001DAACGACS0 =
IWarketi -
I D Default Rule
Filter Setup
Dashboard Filter Rules
Call Filter [ @)
Monitoring Do Defense
- Call Filter Set Start S
Configuration APP Enforcement e
AN URL Content Filter DataFilter ©
LAN
V¥eb Content Filter Data Filter Set Start Sez
Routing
NAT DM Filter .
Inbound Policy
Firewall

Always pass inbound O

fragmented large packets

User Management

Objects Settin,
4 = {required for certain games and

=5 streaming.}

Applications

- Strict Security Firewall O

o~ Block the packets which the firewall cannat decide to pass or block,
Wireless LAN Block IPv4 Routing Packet

UISE Applications

Block IPw6 Routing Packet C
System
Copy Parameter

% Cancel

Advanced

After finished the settings, click Save. And, the modification for the CPE will take effect immediately.

13.7.2 Default Rule

Such page allows you to choose filtering profiles including QoS, Load-Balance policy, WCF, APP
Enforcement, URL Content Filter, for data transmission via Vigor router.
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Q, search...

e Configuration »frewsll

2860Vac_001DAACSALSD

General Setup

Default Rule
DEVICE MENU
Dashboard Filter Rules
Monitoring DoS Defense

Configuration APP Enforcement

SYSTEM MENU URL Content Filter

Maintenance Web Content Filter
Reports. DMS Filter
Provisioning

MNetwork Management

System

User

About

2860Vac_001DAACG4AC50

Default Rule

Default Action

Session Control 60000

Quality of Service MNone M
APP Enforcement Mone M
URL Content Filter MNone M
‘Web Content Filter Mone v
DNS Filter Mone N
User Management Mane N
Syslog Default Action

Session Control

URL Content Filter

DS Filter
Advanced Settings
Codepage AMSIM 2521-Latin | M
Window Size 65535
Session Timeout{min.} 1440

Quality of Service
APP Enfarcemnent
Web Content Filter

User Management

% Cancel

After finished the settings, click Save. And, the modification for the CPE will take effect immediately.

13.7.3 Filter Rules

Q search... .. Configuration »frewsi
2860Vac 001DAACGALS0 emeral S2up 2860Vac_001 DAACG4CS0 c
T Default Rule A
Dashboard Filter Rules set Comments Nexe Filter Set
Monitoring DaS Defense 1 Default Call Filter Mane
Configuration APP Enforcement z Default Data Filter Mane
SYSTEM MENU URL Content Filter
Binreraner Web Content Filter
Reports DN Filter
Provisioning
Netwark Management
To add a new filter rule profile, click +Add to get the following page.
. Configuration sFrewsl
General Setup 2860\/3(_00“ DAAC64C50 &)
Default Rule Index B
Filter Rules
Comments test
DoS Defense
Mext Filter Set Mone .
APP Enforcement
URL Content Filter Rule  Active Comments Direction SrclP DstIP Service Type Action
\Weh Content Filter 1 [ @ LAMDMZIRTAPH-=WAN Any Any Any Pass Immediately
DME Filter
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Then, move the mouse cursor on the rule table and click index number #1 to access into next

configuration page.

.. Configuration »frewsi

General Setup 2860\/3(7001 DAAC64C5O (&)

Default Rule
General Settings

Filter Rules
Filter Rule 1

DoS Defense
Comments test_only

APP Enforcement

URL Coneent Fileer Active o

Wieb Content Filter Filter Conditions

DS Filter Direction [ LAM/DMZRT VPN AN |
Source IP | Subnet Address M ‘ v
Source Start IP |192.168.2‘56 ‘ v
Source Subnet Mask |255.255.255.D ‘ v
Source Invert Selection
Destination IP | Subnet Address M ‘ v
Destination Start IP |192.168.2‘1UU ‘ v
Destination Subnet Mask |255.255.255.D ‘ v
Destination Invert Selection

After finished the settings, click Save.
I Configuration sFrewal
2860Vac_001DAACG4ACE0 c

General Setup

Default Rule Index 3
Filter Rules
Comments test
Do Defense
Mext Filter Set Mone
APP Enforcemnent
URL Content Filter Rule Active Comments Direction SrclIP
Web Content Filter 1 o test_only

DME Fileer 2 LAMIDMZRTAPM->WAN - Ay

LAMDMZRTAPM->WAN 1821682 56/ 255.255,255.0 1921682100/ 255,255.255.0  Any

DstIP Service Type Action
Pass Immediat

Ay Ay Pass Imrmediat

® Cancel

And, the modification for the CPE will take effect immediately.
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13.7.4 DoS Defense

As a sub-functionality of IP Filter/Firewall, there are 15 types of detect/ defense function in the DoS
Defense setup. In default, the DoS Defense functionality is disabled.

Q I Configuration sfrewsi
fo‘w W‘DMEIC“‘“O |e General Setup 2860Vac_001DAACGACS50 [¢]
i eting_carrie -
Default Rule
DEVICE MENU DoS Defense [ @)
Dashboard Filter Rules
Flood Defense
Monitoring DoS Defense
. SYN Flood Defense
Configuration APP Enforcement ©
SYN Flood Threshold {pktsfsec) | 2000
SYSTEM MENU URL Content Fileer
Maintenance Web Content Filter Session Time-Our {sec.} 10
Reports DS Filter UDF Flood Defense

Provisioning

ICMP Flood Defense
Network Management

Syst i
ystem Port Scan Detection
User
Port Scan Detection [ @]
About

Port Scan Threshold {pkts/sec} 2000

Others

SelectAll

Block IP Options. Block TCP Flag Scan
Block Land Block Tear Drop
Block Smurf Block Ping of Death

After finished the settings, click Save. And, the modification for the CPE will take effect immediately.
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13.7.5 APP Enforcement

You can define policy profiles for IM (Instant Messenger)/P2P (Peer to Peer)/Protocol/Misc application.

Q .. Configuration sfrewal
SECONRCORDARCSICEO | o IR 2860vac_001DAACGACH0 & c
Default Rul
DEVICE MENU ot +Add
Dashboard Filter Rules Index Profile Name
Menitoring DoS Defense
Configuration | APP Enforcement

SYSTEM MENU URL Content Filter

Maintenance ‘Web Content Filter
Reports DS Filter
Provisioning

Metwerk Management

System

To add a new filter rule profile, click +Add to get the following page.

= Configuration =Rrewal

General Setup 2860\/8(_001 DAACBACS0 = c
Default Rule Index 1
Filter Rules

Prefile Name
DoS Defense J—

M “olP P2F  Stream  Tunnel Remote Control  Weh HD Protocol
APP Enforcement

URL Content Filter Select Al
Al tver. 5.9) Albd ey, 8) Al
Web Cantent Filter Ares BaiduHi Fetion
DS Filter GaduGadu Protocal Google Chat Google Hangouts
([s1#) 1cuz JabberProtocoliGoogleTalk
K LINE Lavalava
=) Mobileht 3 POCO
Paltalk QETM Qnest
(8] WehlMURLS Whatstop
Fire i iMe=ssage
i5pa

® Cancel

After finished the settings, click Save. And, the modification for the CPE will take effect immediately.
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13.7.6 URL Content Filter

URL Content Filter not only limits illegal traffic from/to the inappropriate web sites but also prohibits
other web feature where malicious code may conceal.

Q . Configuration sFrewall

2860%ac_001DAACGACSD )

General Setup

Default Rule

2860Vac_001DAACHACS0 =

DEVICE MENU +Add
Dashkoard Filter Rules Index Profile Name URL Access Control  URL Access Control Action  Web Feature  Web Feature Action
Monitoring DaS Defense 1 false Pass false Pass

Configuration

SYSTEM MENU
Maintenance
Reports.
Provisioning
MNetwork Management
System

User

To add a new filter

APP Enforcement

URL Content Filter

Web Content Fileer

DM Fileer

Administration Message

<hody»<centers<bra<p>The requested Web page has been blacked by
URL Content Filter.<p=Please contact your systemn administrator for
further information.</renter=</hody>

O Default Message

rule profile, click +Add to get the following page.

Q

I Configuration »Arewal

ZSC‘OV“‘—W‘DME]C“‘ESO [ General Setup 2860Vac_001DAACOACE0 = [¢]
I = _
Default Rule
DEVICE MENU Index 1
Filter Rules ———
Dashboard Profile Name URL_Game v
Monitoring Do Defense
Priority Either : URL Access Control Fir 7
Configuration APP Enforcement
Log Mone M
SYSTEM MENU URL Content Filter
PEiEDE Web Content Filter URL Access Control
Reports. DS Filter
URL Access Contral [ o)

Provisioning

MNetwark Management

Prevent web access from IP

System address

User Action

About
Index Keyword Object Action
1 Mone v + Add
Index Keyword Group Action
1 Mone v + Add

Web Feature

After finished the settings, click Save. And, the modification for the CPE will take effect immediately.
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.. Configuration sfrewal

General Setup 2860Vac_001DAACGA(CE0 = C
Default Rule m £ Delet
Filter Rules Index Profile Name URL Access Control  URL Access Control Action  Web Feature Web Feature Action
Dos Defense ] 1 URL_Garne rue Pass false Pass
APP Enforcernent

Administratien Message <body=<center=<br><p>The requested Web page has been blocked by

URL Content Filter
URL Content Filter.<p>Please contact your systern administrator for

\Web Content Filtar further information.</center=</body>

DMS Filter

D Defaul Message

13.7.7 Web Content Filter

We all know that the content on the Internet just like other types of media may be inappropriate
sometimes. As a responsible parent or employer, you should protect those in your trust against the
hazards. With Web filtering service of the Vigor router, you can protect your business from common
primary threats, such as productivity, legal liability, network and security threats.

Q I Configuration >frews
e IR ED General Setup 2860vac_001DAACGACS0
Default Rul
DEVICE MENU ot +Add
Dashboard Filter Rules Index Profile Name Log Action Black/MWhite List:Action
Monitoring DoS Defanse 1 Default Black Block Black
Configuration AP Enforcement
URL Content Fiter Administration Message <bady><center<bra<braebra<p>The requested Web page <br> from
SYSTEM MENU WSIPY <br>to URLY <brrthat s categerized with WCLY <br>has been

blocked by BRMAMEY Web Content Filter.<p=Please contact your

Web Content Filter
system administrator for further information. <fcenter></hady>

Maintenance

Reports DINS Filter
Provisioning Legand:

BSIPS - Source IP, HDIRY - Destination |P, WURLY - URL
Network Management WHCLY - Categary, MRMAMEY - Router Narne
System
User 9 Default Message
About
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. Configuration >Frewall

To add a new filter rule profile, click +Add to get the following page.

General Setup
Default Rule Index

Filter Rules

Profile Name

DaS Defense
Syslog
APP Enforcement

URL Content Filter Action

Webk Content Filter

ONS Filter

White/Black List

Black/White List

Action

Index

Index

Category Selection

Child Protection

2860Vac_001DAACGACE0

Far_children

Block

oo

©
o I

Keyword Object

Mane

Keyword Group

MNone

Select/ Clear All

Alcohal & Tobacco
Gambling
lllegal Drug

v

Action

+ Add

Action

+ Add

Criminal Activity
Hate & Intolerance

MNudity

o~

After finished the settings, click Save. And, the modification for the CPE will take effect immediately.

2860Vac_001DAACEACS0

+ Add

Index

Administration Message

VigorACS 2 User's Guide

Profile Name
Default

For_children

Leg
Block

Block

Action

Elock

Block

<body=<center=<br><br><br=<p=The requested Web page <br= from
WSIPM <br=to WLRLY <br>that is categorized with WCLY <br>has been
blocked by WRMAMEM Web Content Filter.<p>Please contact your
systermn adrninistrator for further information.</center=</body>

Legend:
WSIPH - Source [P, WDIPH - Destination IP, WURLM - URL

WCLY - Category, WRMAMEW - Router Mame

~
r

Black/White List:Action
Elock

Elock

D Default Message
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13.7.8 DNS Filter

The DNS Filter monitors DNS queries on UDP port 53 and will pass the DNS query information to the WCF
to help with categorizing HTTPS URL's.

Q 2. Configuration sfrewall
[Z:vao\:'a:,ml DMC]MCSO ‘0 General Setup 2360Vac_001DAACKACED
Marketing_carrie -
Default Rule
DEVICE MENU +Add
Dashboard Filzer Rules Index Profile Name DNS Syslog DNS WrF DNS UCF
Monitoring Dos Defense | Hene Mone Hone
Configurati . .
onfiguration ARP Enforcement DNS Filter Local Setting
URL Cantent Filter N
SYSTEM MENU DNS Filter
i “Web Content Filter
Maintenance Syslog Mone
Reports. DNS Filter
ucF Hone
Provisioning
Metwork Management WCF Hane
System L N
Administration Message <body><centarm<brachbre<brcp>The requested Web page <br> from

WSIPM <br>to WURLY <br>thatis categorized with WCLY <br>has been
blacked by WRNAMEY DS Filter<p>Please contact your system
administrator for further information.<fcenters</body>

User
About
Legend:

¥SIPY - Saurce P, WURLY - URL
WCLY - Category, WRMAMEY - Router Mame

9 Default Message

DNS Filter Local Setting will be applied to DNS query from clients on LAN when router’s DNS server is
used.

To add a new DNS filter rule profile, click +Add to get the following page.

. Configuration =Frewall

General Setup 2860Vac_001DAACHAC50 C
Default Rule Index 1
Filter Rules
Profile Name DMS_Market v
DoS Defense
Syslog ALL
APP Enforcement
uck UCF1 URL Garne
URL Content Filter
WCF WCF-2 For children

Web Content Filter

DNS Fil
feer x Cancel

After finished the settings, click Save. And, the modification for the CPE will take effect immediately.

. Configuration =frewall

General Setup 2860Vac_001DAACGACS0 C
Default Rule + Add

Filter Rules Index Profile Hame DS Syslog DNS WCF DNS UCF

DS Defense 1 DIMS_Market ALL WCF-2 For_children UCF-1 URL_Game

ARP Bnforcement DNS Filter Local Setting

URL Content Filter DNS Filter
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13.8 User Management Settings for CPE

User Management is a security feature which disallows any IP traffic (except DHCP-related packets)
from a particular host until that host has correctly supplied a valid username and password. Instead of
managing with IP address/MAC address, User Management function manages hosts with user account.
Network administrator can give different firewall policies or rules for different hosts with different
User Management accounts. This is more flexible and convenient for network management. Not

only offering the basic checking for Internet access, User Management also provides additional firewall
rules, e.g. CSM checking for protecting hosts.

13.8.1 General Setup

General Setup can determine the standard (rule-based or user-based) for the users controlled by User
Management. The mode (standard) selected here will influence the contents of the filter rule(s)
applied to every user.

Q I Configuration >UserManagement

2860¥ac_001DAACBACS0 ‘0

General Setup 2860Vac_001DAACGACS0 =

o)

N — User Profile
Mode Selection

Dashboard User Group
Monitoring
o Authentication page
WAN
Weh Authentication HTTP s
LAN
Rauting Login Page Logo Diefault
NAT
Login Page Greeting
Firewall
User Management Display IP Enable
Ohjects Setting Display IP address on the dialog box pops up after successful login.
QoS
Landing page
Applications
VPN Landing Page <body stats=1 =<script
language="javascript’>
VelP window.lacation="http:/fwwn drayt
Wireless LAN ek.com'<fscript=<ibody>

Ed
USB Applicatians

Syt
yEtEm % Cancel

Copy Parameter

After finished the settings, click Save. And, the modification for the CPE will take effect immediately.

13.8.2 User Profile

This page allows you to set customized profiles (up to 200) which will be applied for users controlled
under User Management.

Q . Configuration sUserManagemen:

ZEVac 0IDMCACS0 | o, ST 2860Vac_001DAACKACS0
User Profile

DEVICE MENU Index Enable This Account  User Name Password Idle Timeout Max User Login  External Server Authentication Log Pop Brow
Dashboard User Group 1 true sdmin o 0 Hone Mone  false
Monitoring 2 true DialIn User 0 0 Mane None  false
Configuration 3 false 10 i Hone Hone  true
WAN L4

LAR

Routing

To add a new profile, move the mouse cursor on the table and click the index number #3 (index #1 and
index #2 are factory default settings) to get the following page.
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. Conﬂguration =UserManagement

General Setup 2860vac_001DAACBACS0 = c
User Profile

General Settings
User Group

Index 3

Enable This Account 0

Username |Tam v

Password torml 23436783

Leg All v

External Server Authentication Mone v

Login Settings
Idle Timeout 10
Max User Login 1}

Authentication:Web

Authentication:Alert Tool

668

Authentication:Telnet
Landing Page

Pop Browser Tracking Window [ @]

After finished the settings, click Save. A new profile has been created. And, the modification for the
CPE will take effect immediately.

.. Configuration sUserManagerment

General Setup 2860\’8(_001 DAAC64C50 = C
User Profile

Index Enable This Account UserName Password Idle Timeout Max UserLogin  External Server Authentication Log Pop Brow
User Group 1 true adrnin 0 0 Mone Mone  false

2 true Dial-In User 0 0 Mone Mone  false

3 true Torn 10 0 Mone All true

4 false 10 0 Mone Mone  true

1 3

13.8.3 User Group

This page allows you to bind several user profiles into one group.

Q I Configuration >UserManagemert
lsz_o"'“-""""‘_:‘_fcf"m |o General Setup 2860Vac 00N DAACGACS0D = G
User Profile
DEVICE MENU Index Name Selecred User Objects
Dashboard User Group |
Monitoring

Configuration

SYSTEM MENU

Maintenance

To add a new profile, move the mouse cursor on the table and click the index number #1 to get the
following page.
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an Conﬂguration #lserManagemernt

‘ General Setup 2860Vac_001DAACKACS0 = c
User Profile Index ;
‘ User Group
Name Class_1 "
Selected User Objects

Available User Object:

% Concel
2-Dial-ln User

After finished the settings, click Save. A new profile has been created. And, the modification for the
CPE will take effect immediately.

<. Configuration »UserManagement

General Setup 2860Vac_001DAACEACL0 = (¢}
User Profile

Index Name Selected User Objects
User Group 1 Class_1 3

2
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13.9 Modifying Objects Settings for CPE

13.9.1 Create / Edit an IP Object Profile

For IPs in a range in a limited range usually will be applied in configuring router’s settings, therefore
we can define them with objects for using conveniently. Later, we can select that object that can

apply it.

Advanced

Q . Configuration »0tjecs Sering
2860Vac 001DAACEACS0 |Q | 1P Object 2860Vac_001DAACHACS0 = L
IP Graup
DEVICE MENU Index Name Interface Address Type MAC Address Start IP Address
Dashhboard 1Pus Objece 1 Ay Subner Address 00:00:00:00:00:00
Monitoring Pt Group 2 Any Subnet Address 00:00:00:00:00:00
Configuration Service Type Object E Ay Subnet Address 00:00:00:00:00:00
AN 4 Ay Subnet Address 00:00:00:00:00:00
Service Type Group
LAN 5 Ay Subnet Address 00:00:00:00:00:00
Keyword Object
Routing 6 Any Subnet Address 00:00:00:00:00:00
NAT Keyword Group 7 Any Subnet Address 00:00:00:00:00:00
Firewall File Extension Object 8 Any Subnet Address 00:00:00:00:00:00
User Management SMIS Service bject g Any Subnet Address 00:00:00:00:00:00
Objects Setti
Jects Setting 10 Any Subnet Address 00:00:00:00:00:00
e Mail Service Object
11 Any Subnet Address 00:00:00:00:00:00
Applications Natification Object
12 Any Subnet Address 00:00:00:00:00:00
VPN 5 Qb
tring Dbject 13 Any Subnet Address 00:00:00:00:00:00
YolP
4 Ay Subnet Address 00:00:00:00:00:00
Wireless LAM
15 A Sub Add 00:00:00:00:00:00
([SEY - —— "y Hbnet Address
5 16 Ay Subnet Address 00:00:00:00:00:00
ystem
Copy Paramster 17 Any Subnet Address 00:00:00:00:00:00

To add a new profile or edit an existing profile, move the mouse cursor on the table and click the index

number to get the following page.

. Configuration :Objecs Setting

1P Object 2860vVac_ 001 DAACGACS0 &= G
IP Group Index 1
IPvE Object
MName Block_Produce v
IPvE Group
Interface A A
Service Type Object
Address Type Ranege Address MEs
Service Type Group Any Address
StartIP Address Mar Addres

Keywrord Object

End IP Add
Keywrord Group " ress

File Extension Object Invert Selection

SMS Service Object

Mail Service Object

After finished the settings, click Save
CPE will take effect immediately.
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ubnet Address.

® Cancel

. A new profile has been created. And, the modification for the
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.. Configuration »0bjecs Secing

IP Object 2860Vac 001 DAACO4C50 = c
P Grove Index Name Interface Address Type Information

IPvE Object 1 Block_Produce Ay Range Address 192168.2.85 ~ 1921682125

IPut Group 2 Ay Subnet Address

Service Type Object 3 Ay Subnet Address

4 Ay Subnet Address
Service Type Group

13.9.2 Create / Edit an IP Group Profile

For IPs in a range and service ports in a limited range usually will be applied in configuring router’s
settings, therefore we can define them with objects and bind them with groups for using conveniently.
Later, we can select that object/group for applying it. For example, all the IPs in the same department
can be defined with an IP object (a range of IP address).

Q I Configuration >Otjexs Seming
e xﬁ““o |g P Object 2860vac_001DAACHACED =
DEVICE MENU ‘ IP Group Index Name Interface Selected IP Objects Awailable IP Objects
Dashboard IPufs Object 1 Any 1-Block_Produce
Manitoring IPu6i Group 2 Ay 1-Block_Produce
Configuration Service Type Object 3 Ay 1-Block_Produce
N Semice Type Group 4 Ay 1-Black_Praduce
5 Ay 1-Black_Praduce
Maintenance Feywers Objecs 6 Any 1-Block_Produce
Repores Keyword Group 7 Any 1-Block Produce
Pravisioning File Extension Object 8 Ay 1-Block Produce
Bletacriiianasersnt SIS Service Object g Any 1-Black_Produce
System o Any 1-Block_Produce
e Mail Service Object
1 Ay 1-Block Produce
About otificetion eject 12 Ay 1-Block_Produce
String Object 13 Ay 1-Block_Produce
" Any 1-Black_Praduce
15 Ay 1-Block Produce
16 Any 1-Block_Produce
17 Any 1-Black_Praduce -

To add a new profile or edit an existing profile, move the mouse cursor on the table and click the index
number to get the following page.

.. Configuration »Okjecs Seting

IP Object 2860Vac_001DAACGACS0 & c
IP Group Index 5
IPv6 Obj
¥ fect Name Block_grpt
IPufi Group
Interface WA

Service Type Object
Available IP Objects 1-Block_Praduce
Service Type Group

Selected IP Objects
Keywaord Object

[ d G
Eyward sreup x Cancel

File Extension Object

After finished the settings, click Save. A new profile has been created. And, the modification for the
CPE will take effect immediately.
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13.9.3 Create / Edit an IPv6 Object Profile

Q T CONfiguration »Okjecs Settng
1P Object 2860Vac_ 001 DAACGACS0 = [¢]
IP Group -
DEVICE MENU Index Name Address Type Information Match Type  Prefix Len.
Dashbeard ‘ 1Pv6 Object 1 Submet Address  u - 0
Monitoring 1Pv6 Group H Subnet Address & - o
Configuration Service Type Object 3 SubnetAddress o - 0
4 Subnet Address - 0

SN Service Type Group

5 Subnet Address 4 - 0
Maintenance Keyword Dbject & Subnet Address 4 - o
Reports Keyword Group 7 Subnet Address u - o
Provisioning File Extension Dbject 8 SubnetAddress & - v
Network Management o115 Service Object 9 Subnet Address M - o
System 10 Subnet Address 5 B 0
Mail Service Object

User 1 Subnet Address f - o
About Motification Object 12 Submet Address @ - 0
String Object 13 Subnet Address y - 0
14 Subnet Address 4 - o
15 Subnet Address 4 - 0
16 Subnet Address i - o

17 Subnet Address 4 - 0 -

To add a new profile or edit an existing profile, move the mouse cursor on the table and click the index
number to get the following page.

.. Configuration »Objems Sering

IP Chject 2860Vac_001DAACOACSD = c
i
IP Group Index 1
IFv6 Obj
Ject Name [pass_va | v
IPvE Group
Address Type | Anv Address MEd

Service Type Object

Match Type ol Suffiz 54 Bits {Interface ID)

Service Type Group

K d Object
Fymor e x Cancel

Keyward Group

After finished the settings, click Save. A new profile has been created. And, the modification for the
CPE will take effect immediately.
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13.9.4 Create / Edit an IPv6 Group Profile

Q I Configuration »Objecs Settng
f‘)po "’r‘f'tf‘“““ |e P Object 2860Vac_001 DAACGACS0 = [¢]
carrie
IP Group
DEVICE MENU Index Name Selected IPv6 Objects Available IPv5 Objects
Dashboard Pt Object 1 1-PassVE
Monitoring ‘ 1PV Group 2 1-Pass V6
Configuration Service Type Object 3 1-Pass ¥8
. oo 4 1-Pass V6
SYSTEM MENU sriee Lype Broup
5 1-Pass V6
f Keyword Object
Maintenance 6 1-Pass V6
Reports Keyword Group ; | Pass 6
B Sioning File Extension Object g 1-Pass V6
Network Management
SMS Service Ohject 4 1-Pass V6
System 10 1-Pass V6
Mall Service Object
==y 11 1-Pass_6
About MNotification Object 12 | Pass VE
String Object 13 1-Pass V6
14 1-Pass V6
15 1-Pass V6
16 1-Pass V6
17 1-Pass V6 -

To add a new profile or edit an existing profile, move the mouse cursor on the table and click the index
number to get the following page.

.. Configuration >Objecs Seting

IP Object 2860Vac_001DAACOACS0 = c
IP Group Index 4
IPwE Object Name
IPv6 Group
Available IPvS Objects 1-Pass_Wo

Service Type Object
Selected IPv6 Objects
Service Type Group

Keyward Object X Cancel

Keyword Group

After finished the settings, click Save. A new profile has been created. And, the modification for the
CPE will take effect immediately.
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13.9.5 Create / Edit a Service Type Object Profile

Q I Configuration »Objecs Sering
260N OO'DA'?C]MB“ (] P Object 2860vac_001DAACGACE0 = C @
IP Group
DEVICE MENU Index Name Protacol Protocol Number Source Port Option Source Port From
Dashbaard P Object 1 Ay 0 - 0
Monitoring 1P Group 2 Any i - 0
Configuration Service Type Object 3 Any i - 0
e T G 4 Any i - I
SYSTEM MENU sriee Type broup
5 Any i - I
f Keyward Object
Maintenance 6 Ay o _ a
Reports Keyword Group ; . o R .
Pravisioning File Extension Object 2 Any 0 - a
Network Management _
SWIS Service Object g Any a = 0
System n Ay ] - o
Mail Service Object
User 1 Any i = 0
Morification Object
Rbers ! 12 Any i = 0
String Object 13 Any 0 - 0
14 Any i - I
15 Ay i - 0
16 Ay i - 0
17 Any i - I o

To add a new profile or edit an existing profile, move the mouse cursor on the table and click the index
number to get the following page.

= Configuration »Ohjecs Seting

IP Object 2860Vac_001DAACGACE0 = c
IF Group Index ;
IPvE Object

Name E] | v
1P Group

Protecol | TCR/UDP T v
Service Type Okject

Seurce Port Optien = v
Service Type Group

Source Port From 0
Keyword Object

S Port T
Keyword Group ouree Fort To v
File Extension Object Destination Port Option = v
EME Service Object Destination Port From 0
Mail Service Object Destination Port To 0

MNotification Object

® Cancel

String Object

After finished the settings, click Save. A new profile has been created. And, the modification for the
CPE will take effect immediately.

2 Configuration =Otjecs Sering

IP Object 2860Vac_001DAACGAC50 = Cc @
IP Group
Index Name Protocol Protocol Number Source Port Option Source Port From
PG Object 1 RD1_2 TCRAUDP 255 - S0
IPvE Group 2 Any i} = i}
Service Type Object 3 Ay 0 = 0
4 Any il = 0
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13.9.6 Create / Edit a Service Type Group Profile

Q T Configuration »Otjecs setng
P Objec 2860vac_001DAACHACE0 = ]
P Graup -
DEVICE MENU Index Name Available Service Type Objects Selected Service Type Objects
Dashboard IPvG Gbject 1 1RD12
Monitaring IPvE Group 2 1-RD1_2
Configuration Service Type Objert 2 1-RD1_2
4 1-RD1_2

R — Service Type Group

5 1.RD1 2
Maintenance Keyword Object . .
Reports Keyword Group 5 ROt 2
By Siching File Extension Object g 1-RD1_2
HNetwork Management
SMS Service Object 4 1-RD12
GEm 10 1RD1_2
Mail Service Ohject
User 11 1-RD1_2
Maotification Object
About ! 12 1-RD1_2
String Object 13 PR
14 1-RD1_2
15 1.RD1 2
16 1-RD1_2
17 1-RD1_2 -

To add a new profile or edit an existing profile, move the mouse cursor on the table and click the index
number to get the following page.

I Configuration »Otjess Serting

I Object 2860Vac 001DAACOAC50 = c
IP Group Index 1
IPwE Object
Name Development L
IPwE Group
Available Service Type Objects. 1-RD1_2

Service Type Object

Selecred Service Type Objects 1-RD1_2 @
Service Type Group

Keyword Object % Cancel

Keyword Group

File Extension Object

After finished the settings, click Save. A new profile has been created. And, the modification for the
CPE will take effect immediately.

I Conflguration »Objects Serting
IP Object 2860vac 001 DAACGACS0 = c
IP Group -
Index Name Available Service Type Objects. Selected Service Type Objects
1P Ob
R Hbjer 1 Development 1-RD1_2 1
IPvE Group 2 1-RD_2
Service Type Object E 1-RD1_2
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13.9.7 Create / Edit a Keyword Object Profile

Q = Configuration >0jects Setting
N e D TSI ) 1P Object 2860vac_001DAACGACS0 &
IP Group
DEVICE MENU Index Name
Dashboard 1Pw Object 1
Monitoring 1Pu6 Graup 2
3
Configuration Senvice Type Object .
s Type G s
SYSTEM MENU FrnE ype reep ;
Maintenance Keyword Object B
Reports Keyword Group 8
- ]
BeEioning File Extension Object 0
Network Management
SMS Service Object 11
System 12
WMail Service Object
User 13
ErE Maotification Object 14
String Ohject i
16
17
18

Contents

To add a new profile or edit an existing profile, move the mouse cursor on the table and click the index

number to get the following page.

T Configuration >ojects Setsing

IP Object 2860Vac_ 001 DAACGACS0 =
IP Group Index 3
IPv6 Object

Hame |Game5 | v
IPvE Group

Contents |games, play |
Service Type Object

Service Type Group

Keyword Object

x Cancel

After finished the settings, click Save. A new profile has been created. And, the modification for the

CPE will take effect immediately.

e CONFigUration »Objecs Sering

IP Object 2860Vac_001DAACSACE0 =
IP Group
Index Name
IPwE Object 1
IPwti Group 2 Games
3
Service Type Object
r
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13.9.8 Create / Edit a Keyword Group Profile

ol i i B ects Settir
Q 7. Configuration s0bjecs Seting
2800Vac 0IDANCACS) | ) ILEON 2860V2C_001 DAACHACS0 & ¢
Marketing_carrie
IP Group -
DEVICE MENU Index Name Available Keyword Objects Selected Keyword Objects
Dashhoard [Pt Object | 2.Games
Monitoring IPwé Graup 2 2-Games
Configuration Service Type Object 3 2-Games
r X
Service Type Group ZGames
SYSTEM MENU
5 2-Games
Maintenance Keyword Object . -
Reports Keyword Group B 2.Games
Heviticning File Extension Object 8 2-Games
MNetwork Management
SMS Service Object B 2-Games
5
ystem 1 2-Games
Mail Service Object
User " 2-Games
Notification Object
About 12 2-Games
String Object 13 2.Games
14 2-Games
15 2-Games
16 2-Games
17 2-Games -

To add a new profile or edit an existing profile, move the mouse cursor on the table and click the index
number to get the following page.

. Configuration »Chjecs Seting

IP Object 2860Vac_001DAACGACS0 = c
|
IP Group Index 1
IPvh Object
v i Name Children_1_18 L
IPwil Group
Available Keyword Objects 2-Games

Service Type Object
Selected Keywerd Objects

2-Games O
Service Type Group

keyword Object

*x Cancel

Keyword Group

After finished the settings, click Save. A new profile has been created. And, the modification for the
CPE will take effect immediately.

.. Configuration Objecs Serng

P bt 2860Vac_007 DAAC64C50 c
1P Group Index Name Auvailakle Keyword Objects Selected Keyword Objects :
PG Object 1 Children_1_18 2-Games 2
IPv6 Group 2 2-Games

E] 2-Garmes

Service Type Object

A - =
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13.9.9 Create / Edit a File Extension Object Profile

Q . Configuration »objeas Sering
[foo‘f?‘f“o"’“iﬁ“fso o IP Objecr 2360Vac_001DAACGACS0 = [¢]
IP Group
DEVICE MENU Index Profile Name
Dashboard [P Cbject
Menitoring IPve Group
Configuration Service Type Object

Service Type Group

SYSTEM MENU

Maintenance Keyword Object

[ = T TR T

Reports Keyword Group

Provisioning File Extension Object

Network Management
SMS Service Object

System

Mail Service Object
User
About MNotification Object

String Object

To add a new profile or edit an existing profile, move the mouse cursor on the table and click the index
number to get the following page.

= P Object 2860vVac_001DAACEACS0 = c
2860Vac_001DAACEICS
A i ] P Group Index 1
{ Mark ie )
IPufs Object
DEVICE MENU Profile Name Downloadone] v
1Pt Group
Dashboard
Monitoring Service Type Object Image Select/ Clear Al
Configuration Service Type Group bmp dib &t
Keywiord Object ipeg Jrg Jpg2
SYSTEM MENU 2 pet pex
Keyword Groy
Maintenance o P pic Jpict png
Reports File Extension Object 4if iff
Provisioning SMS Service Object Yideo Select/ Clear Al
Network Management Mail Service Object st - —
System - - o
Motification Object G .mpe & .mpeg 2 mpg
User mpd .qr rm
o String Object s 3gp Sgpp
3gpp2 3g2 v
s
Audio Select/ Clear Al
.aac aiff au
mp3 .mda mdp
0gE ra ram
wox away wma
Java Select/ Clear Al 4

After finished the settings, click Save. A new profile has been created. And, the modification for the
CPE will take effect immediately.
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I Configuration >0pjecs Serting

IP Oject 2860Vac_001DAACSAC50 = o]
IP Group
Index Prefile Name
IPvi Object 4 ——
IPvi Group 2
E]
Service Type Object
4
Service Type Group 5

13.9.10 Create / Edit a SMS Service Object Profile

Vigor router offers several SMS service provider to offer the SMS service. However, if your service
provider cannot be found from the service provider list, simply use Index 9 and Index 10 to make
customized SMS service. The profile name for Index 9 and Index 10 are fixed.

Q Z.. Configuration »Objecs Seting
[Z?SPVa:_OOI D-_"\_:’fflﬂfm |° P Object 2860vac_001DAACGACSO =
W .
P Graup
DEVICE MENU Index Profile Name Service Provider
1P O
Dashboard b bject 5 kotsms.com.w [TW)
Monitoring 1Pu6 Group B kaotsrms. corn.zw [TV
Configuration Service Type Object 3 Kotsms.cam.t [TV)
— Service Type Group 1 Kotsrmis. corn.tar [TW]
Maintenance Keyword Object 5 Kotsms,corm.ta [TH)
Reports. Keyword Group 6 kotsms.com.tw (TW)
isioni kotsrms, corn.zw [T
Heuienlor File Extension Object ’ orsms.corn.w [TW)
Network Management 8 Kotsms.com.tw [TW]
SMIS Service Ohject
System 3 Custom 1
Wall Service Object
User n Custom 2
About Motification Object
"D Setto Factory Default
String Object

To add a new profile or edit an existing profile, move the mouse cursor on the table and click the index
number to get the following page.
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= Configuration »0tjeds Sertng

IP Object 2860Vac 001 DAACGACE0 = <]
IP Group

Index 2
IPuti Object
IP6 Group Profile Name schoal v
Service Type Object Service Provider kotsmns.com. tw (T N
Service Type Group Username adminadrmin
Keyword Object Password 12343admin
Keyword Group Quota 10
File Extension Object

Sending Interval 3
SMS Service Object

i Mote:

Mail Service Object = Only one message can he sent during the "Sending Interval” time.

* |Ifthe "Sending Interval” was set ta 0, there will be no limitation,
Matification Object

St Object ail C|
ring Obje W Clear % Cancel

After finished the settings, click Save. A new profile has been created. And, the modification for the
CPE will take effect immediately.

.. Configuration >Objeds Sering

IP Object 2860vVac_001DAACEAC50 = c
IP Group
Index Profile Hame Service Provider
IPv6 Cbject 1 kotsms.com.tw [T
IPuf Group 2 school kotsrms.corm.o (T4
Service Type Object 3 kotsms.carn.tar (T
Service Type Group 4 kotsms.com.twr [TV

13.9.11 Create / Edit a Mail Service Object Profile

Q 2. Configuration »Otjess Settng
Iheonpanel | o TR 2860Vac_001DAACEACE0 = c
I ie -
1P Group
DEVICE MENU Index Profile Name SMTP Service SMTP Port Sender Address
Dashboard IPut Object 4 .
Monitoring 1Py Graup 5 .
Configuration Service Type Object 3 o
Service Type G 4 0
SYSTEM MENU srvive Type baroup
Maintenance Heyword Object 3 i
Reports Keyword Group 4 a
Redsichive File Extension Object 7 o
Network Management ] i
SMS Service Object
System q o
Mail Service Object
User 1 "
About Morification Object

D Set o Factory Default
String Object

To add a new profile or edit an existing profile, move the mouse cursor on the table and click the index
number to get the following page.
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I Configuration >Objecs Setting

IP Object

IP Group

IPwE Object

IPwf Group

Service Type Object
Service Type Group
keyaword Object
keyword Group

File Extension Object
SMS Service Object
Mail Service Object
Motification Object

String Object

2860Vac_001DAACOACE0 =

Index

Profile Name

SMTP Service

SMTP Port

Sender Address

Use SSL

Authentication

Username

Password

Sending Interval

i Note:

rmarketing! & +
| 5 |
|172.16.3.8 |
|100 | v

carrie_ni@draytek corm

O
©
raill 2345

pass112233

10 ¢

= Only one mail can be sent during the "Sending Interval” time,
= Ifthe "Sending Interval” was set ta 0, there will be no lirnitation,

W Clear

% Cancel

After finished the settings, click Save. A new profile has been created. And, the modification for the

CPE will take effect immediately.

I Configuration =Ohjecs Seting

IP Object
IP Group
P8 Object
IPwf Group

Service Type Object
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2860Vac_001DAACEACE0 =

Index Profile Name

1 rmarketing! 8

SMTP Service SMTF Port
1721638 100

o

il

Sender Address

carrie_ni@draytek.com
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13.9.12 Create / Edit a Notification Object Profile

Q T CONFIgUraTIon »Objes Sering
P Object 2860Vac_001DAACEACED = cC o
P Group
DEVICE MENU Index Profile Name Sertings
Dashhoard 1P Olbject 4
Monitoring P46 Group 2
Configuration Service Type Object 3
Service Type G "
SYSTEM MENU eriee ypes Bredp
Maintenance Keyword Object 5
Reports Keyword Group 8
HeeuBichinE) File Extension Object 7
Network Management 8
SMS Service Object
ST 9 Setto Factory Default
Wail Service Object S oetio Pactory Jetaut
User
e Hotification Object

String Object

To add a new profile or edit an existing profile, move the mouse cursor on the table and click the index
number to get the following page.

. Configuration >Chjecs Sertng

IP Object 2860Vac 001 DAACHAC50 = c
IP Group Index 1
IPui Object
Profile Name Disconnection v
IPui Group
WAN B Disconnected
s Type Obj
=rvice Type Ubject Reconnected
Service Type Group
YPH Tunnel 4 Disconnected
Keyword Object
Reconnected
keyword Group
Temperature Alert OutofRange
File Extension Object
SIS Service Object WAN Budget LimitReached
Mail Service Object
Central YPN Management CPE Offline
Notification Object CPE Config Backup Fail
String Object CPE Config Restore Fail

CPE Firmware Upgrade Fail
CPE VPM Profile Setup Fail

High Awailakility Failover Occurred Config Sync Fail Router

Unstable

After finished the settings, click Save. A new profile has been created. And, the modification for the
CPE will take effect immediately.
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13.9.13 Create / Edit a String Object

Q Z.. Configuration »0bjecs Setting

SN SUIDAACHICOT o IR 2860Vac_001DAACEACS0 o
DEVICE MENU P Group Index String

Dashboard 1P Object 1

Monitering IPvE Greup "D Set to Factory Default

Configuration Service Type Object

Service Type Group

SYSTEM MENU

Maintenance Keyword Object

Reports Keyword Group

(et Fil Extension Object

Network Management
SMS Service Object

System

Mail Service Object
User
About Metification Object

String Object

To add a new profile or edit an existing profile, move the mouse cursor on the table and click the index

number to get the following page.

I Configuration »0bjecs Setting

IP Object 2860Vac_001DAACEACS50 =
IP Group Indes .
IPuti Object
! String Testthe connection
IPwi Group

Service Type Object

Service Type Group
W Clear
Feywaord Object

Feywaord Group

*® Cancel

After finished the settings, click Save. A new profile has been created. And, the modification for the

CPE will take effect immediately.

<. Configuration =objecs Serng

IP Object 2860Vac 001 DAACEACS0 =
IP Group
Index String
IPvE Object 1 Testthe connection
IPwi Group 2
Service Type Object ‘D Setto Factory Default
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13.10 QoS Settings for CPE

Deploying QoS (Quality of Service) management to guarantee that all applications receive the service
levels required and sufficient bandwidth to meet performance expectations is indeed one important
aspect of modern enterprise network.

13.10.1 QoS WAN

This page allows you to configure the bandwidth ratio for QoS of the WAN interface. There are four

queues allowed for QoS control.

Q I Configuration »gss

QoS WAN

QoS Class

DEVICE MENU

Dashboard QoS Service Type

Monitoring
Configuration
WAN

LAN

Routing

MAT

Firewall

User Management
Objects Seting
QoS

@ica{ions

VPN

ValP

Wireless LAM

USE Applications
System

Copy Parameter

Advanced

2860vac_001DAACSACS0 =

[¢]

Index Enakle Direction Inbound idth  Outbound Class 1Ratio Class ZRatio Class 3Ratio  Others Ratioc  En:
1 false auTt i} i} 25 25 25 25 fals
2 false aut 100000 100000 25 25 25 25 fals
El false aut 100000 100000 25 25 25 25 fals
4 false aut 100000 100000 25 25 25 25 fale

3

To edit the parameters settings for each WAN (index #1 to 4), move the mouse cursor on the table and
click the index number to get the following page.

Q
QoS WAN

2860Vac_001DAACGALS0

‘0 Qos Class

[ Marke rrie )

DEVICE MENU QoS Service Type

Dashboard
Monitoring
Configuration
WAN

LAM

Routing

MNAT

Firewall

User Management
Objects Setting.
Qes
mica(ions

WRH

WalP

Wireless LAN
USE Applications
System

Copy Parameter

Advanced

2860Vac_001DAAC6ACS0 =

Interface Settings

WAN 1
QoS Policy O
Direction BOTH

Inbound Bandwidth {kbps}

Qutbound Bandwidth {kbps} [t}

Bandwidth Reserved for each Class

Class 1 Ratic (%} 25
Class 2 Ratic (%) 25
Class 3 Ratic (%} 10
Others (%) 40

Advanced Settings
UDP Bandwidth Contral [ @]
UDP Bandwidth Ratic (%) 5

Prioritize Outbound TCP ACK [ @)

v

% Cancel
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After finished the settings, click Save. The modification for the CPE will take effect immediately.

13.10.2 QoS Class

Class rules can be adjusted for your necessity.

Q . Configuration »gos

2860Vac_001DAACBACS0
[

rrie ] Uofs AN

QoS Class

DEVICE MENU Class 1

Dashhoard Qo Service Type

Monitoring Index

Configuration 1

AN Class 2

LAN

Routing Index

NAT 1

Firewall
User Management Class 3
Objects Setting.

QoS

Index

1
Applications

WPN

Yol

Wireless LAN
USE Applications
Systemn

Copy Parameter

Advanced

2860Yac_001DAACO4CE0 =

Marme |JolP

Status Local Address Remote Address DSCP Service Type

false Any Any

Mame E-mail|

Status Local Address Remote Address DSCP Service Type

false Any Any AMY

Marme

Status Local Address Remote Address DSCP Service Type

false Any Any ANY

To edit the parameters settings for class rules, move the mouse cursor on the table and click any one of
the class rules to get the following page.

I Configuration »gos

QoS WAN

Qo% Class Index
SS T

QoS Service Type AT

Local Address Type
Remote Address Type
Remorte Start IP Address
DiffServCedePoint

Service Type

After finished the settings, click Save
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2860Vac_001DAACBACS0 =

1

| Ay Mk
[ single v
[192188.2.00 |
| 1P_precedence 5 .|
|5MTP | v

% Cancel

. The modification for the CPE will take effect immediately.
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13.10.3 QoS Service Type

Q search... I Configuration »ges
fff_‘:_‘;':ff‘_'_’mﬁ““o (] oS WAN 2860Vac_001DAACGACS0 = c
Marketing carrie
QoS Class
DEVICE MENU Index Name Protocol Type Port Type Fert Number Frem Port Number Te
Dashboard QoS Service Type g . @
Monitaring

Configuration
WAN

LA

Routing

MNAT

Firewall

User Management
Objects Setting,
QoS
ﬁ\cauons

WPN

Vol

Wireless LAN
USE Applications
Systern

Copy Parameter

Advanced

To add / edit the parameters settings for service type, move the mouse cursor on the table and click
any index number to get the following page.

.. Configuration »ges

QoS WAN 2860Vac_001DAACGACS0 = c
QoS Class Index 1
QoS Service Type Name Gond

Service Type TCR/UDP M

Port Type Range [l

Port Number Start |100 |v

Port Number End |SDD ‘ v

® Cancel

After finished the settings, click Save. The modification for the CPE will take effect immediately.
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13.10.4 Others

Such feature is available for certain CPE (e.g., Vigor2133 series) only. It is used for enabling the first
priority for VolIP SIP/RTP and configuring port number for SIP UDP.

=
v

I Configuration =qes

. . o
o wAn Vigor2133FVac @
Qos Class
Enable the First Priority for [ @)
S & T
Q08 Service Type VolP SIPFRTP
Others
SIP UDP Port 5060

#® Cancel
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13.11 Applications Settings for CPE

In such section, Vigor2862VBn is selected as an example for displaying Applications settings.

13.11.1 Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via your ISP. It
means that the public IP address assigned to your router changes each time you access the Internet.
The Dynamic DNS feature lets you assign a domain name to a dynamic WAN IP address. It allows the
router to update its online WAN IP address mappings on the specified Dynamic DNS server. Once the
router is online, you will be able to use the registered domain name to access the router or internal
virtual servers from the Internet. It is particularly helpful if you host a web server, FTP server, or other
server behind the router.

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the DDNS service
providers.

2, Search... Configuration =applicatons
Yigor2862VBn .
|tang} | Dynamic NS Vlgor2862VBn = Setto Factory Default G
MAT LAM DMNS S DNS
) Forwarding Enable
Hardware Acceleration
Firewall DINS Securnty Auto-Update interval 14400
User Management Schedule
Objects Setin; S
U e External RADIUS £ Save
Qo5
|mcernal RADILS Index  EnahleAccount  Service Provider ServiceType  HostName DBomain Name  Login Name  Password  Wildcar
PETIEETE 1 false thyn.com_{www.cyn.com]  Dynamic false
VP External TACACS+
2 false dyn.com_{www.oyn.com)  Dynamic false
volP ?LES:; Directory 3 false dhyn.com_{www.dyn.com)  Dynamic false
Wireless LAN 4 false Hyr.com_wwewdyn.com)  Dynamic false
N URnp
Bandwidth Management 5 false dyn.com_{wvew.dyn.com)  Dynamic false
UsB Applications 1GMP 6 falze dhyn.com_{wwadyn.com)  Dynamic false
System Wake on LAN L] 2

Switch
SIS # Mail Alert

To edit the parameters settings for DDNS service, move the mouse cursor on the table and click any
index number to get the following page.
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Q Search.. = Configuration =applicatons
Yigor2862vYBn .
) Vigar2862VBn = Secto Fartory Default G
= Dynamic DNS
NAT LAM DN / DINS
Forwardin Enable Al it
Hardware Acceleration £ nebleAccoun O
Firewall D Securty WAN Interface WANI First v
User Management Schedule
. . Service Provider dyn.com (wenw.dyn.com) v
Objects Setting
External RADIUS
Qos service Type Dynarmic v
Internal RADIUS
Applications
—_— Domain Name ~
VP External TACACS+
VolP Active Directory Login Name
ILDAR
Wireless LAM
Password
Bandwidth Management Upne
USB Applications 1GNP Host Name
System wake on LAN wildcards
Switch
SMS f Mail Alert Backup MX
Copy Parameter Servire ackup
Advanced Borjour Mail Extender
@ Clear

High Awailahility % Cancel

After finished the settings, click Save. The modification for the CPE will take effect immediately.
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13.11.2 LAN DNS / DNS Forwarding

LAN DNS lets the network administrators host servers with privacy and security. When the network
administrators of your office set up FTP, Mail or Web server inside LAN, you can specify specific private
IP address (es) to correspondent servers. Thus, even the remote PC is adopting public DNS as the DNS
server, the LAN DNS resolution on Vigor router will respond the specified private IP address.

Q Search... T Configuration -applicadons
Vigor28s62¥Bn .
{tang} X V|g0r2862VBn = SettoFactory Defaut  C
S Dynamic DNS
NaT LAN DNS / DNS
. Forwarding Index Enahle Frofile Name Domain Name BNS Server IP Atvess SetTo Factory Defaul
Hardware Acceleration
1
- DNS Security false false
User Managerment Schedule

Objects Settin,
d e External RADIUS

Qos
Internal RADIUS
Applications
VPN External TACACS+
YaolP Active Directory
JLDAP
Wireless LAN

To edit the parameters settings for LAN DNS profile, move the mouse cursor on the table and click any
index number to get the following page.

Q, Search... T Configuration =spplicadons
Yigor2862VBn .
{tang} _ Vlg0r2862VBn = Setto Fartory Defaule G
& Dynamic DNS
NAT LAN DNS / DNS
Forwardin,
Hardware Acceleration & Enable ()
Firewall DINS Security Profile
User Management schedule

Domain Name

Ohjects settin
) g External RADILS

Qos DNS Server IP Address
Internal RADIUS
Applications
e External TACACS+ CNAME{Alias Domain Name}
VPN
VoIp Active Directory Index CNAME Action
JLDAP
Wireless LAN 1 + Add
Bandwidth Management \pne
USB Applications IGMP
System Wake on LAN
Switch
SKS £ Mail Alert
Copy Parameter Service
Advanced Bonjour
High Availability B Clear x Cancel

270 VigorACS 2 User's Guide



13.11.3 DNS Security

DNS security is able to ensure that the incoming data is not falsified and the source of the data is secure
and correct to prevent from DNS attack by someone.

Q Search... = Configuration »applicatons
Yigor2as2v¥Bn .
pra &
Y oynamie DS Vigor2862VBn @ <]
AT LAN DNS / DNS
) Forwarding
Hardware Acceleration General Setup

Firewall DNS Security

Index Enahle Interface Primary DNS Primary DNS Second Secandary DNS
User Management Schedule
1 false WWANT 0.0.0.0 false 0.0.0.0

Objects Setting

External RADILIS 2 false VIANZ 0.0.0.0 false 0.00.0
Qos

Internal RADIUS 3 false WWANI 0.0.0.0 false 0.0.0.0
Applications
_— 4 falze WANS 0.0.0.0 false 0.0.0.0

External TACACS+
VPN

Domain Diagnosis

VolP Active Directory

/LDAP
Wireless LAM Domain
Bandwidth Management HEng
USB Applications IGMP
System Wake on LAN Interface WANT v
Switch

SIS / Mail Alert DNS Server
Copy Pararneter Service
Advanced Bonjour

B3 Diagnose
High Awailakilicy
Domain Name 1P Arftress Interface Verify Result

All of WAN interfaces of Vigor router can be configured with DNS Security enabled respectively. To edit
the parameters settings for DDNS security, move the mouse cursor on the table and click any index
number to get the following page.

o Configuration =applicadons

. - c
oyname DR Vigor2862VEn u
LAM DME £ DMNE
Forwarding Enable C
DMS S it

eurty Interface VAN
Schedule .

Bogute DNS Reply |§Pass V|

External RADIUS Drop
Internal RADIUS % Cancel

After finished the settings, click Save. The modification for the CPE will take effect immediately.

In addition, the button of Diagnose is a simple way to manually detect if the domain used for the
specified CPE is secure not.

13.11.4 Schedule

The Vigor router has a built-in clock which can update itself manually or automatically by means of
Network Time Protocols (NTP). As a result, you can not only schedule the router to dialup to the
Internet at a specified time, but also restrict Internet access to certain hours so that users can connect
to the Internet only during certain hours, say, business hours. The schedule is also applicable to other
functions.
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2 Search... . Configuration =applicatons

Yigor2862YBn .
{tang} ) VlgDrZSBZVBn = SettoFartory Defsult & £
e Drynamic DNS
NAT LAN DNS / DNS
. Forwarding Index Enable Comment Start Year Start Monti Start Doy
Hardware Acceleration
1
F— DINS Security falze 2000 1 1
2 false 2000 1 1
User Management | Sschedule
. . 3 false 2000 1 1
Ohjects Setting Extarnal RADIUS
xema 4 false 2000 1 1
Qo5
Internal RADIUS 5 false 2000 1 1
Applications
- [ false 2000 1 1
VPN External TACACS+
7 falze 2000 1 1
VolP Active Directory
JLDAP 8 falze 2000 1 1
Wireless LAM
9 false 2000 1 1
Bandwidth Management YPnP
o 10 false 2000 1 1
WsB Applications 1GMP
i false 2000 1 1
System Wake on LAN
i 12 false 2000 1 1
Switch
SMS /Ml Alere 13 false 2000 1 1
Copy Parameter Service
14 false 2000 1 1
Advanced Eonjour
15 false 2000 1 1
High Availability

13.11.5 External RADIUS

Remote Authentication Dial-In User Service (RADIUS) is a security authentication client/server protocol
that supports authentication, authorization and accounting, which is widely used by Internet service
providers. It is the most common method of authenticating and authorizing dial-up and tunneled
network users.

Vigor router can be operated as a RADIUS client. Therefore, this page is used to configure settings for
external RADIUS server. Then LAN user of Vigor router will be authenticated by such server for network
application.

The option of Alternative Server is available for some CPE (e.g., Vigor2860ac).

After finished the settings, click Save. The modification for the CPE will take effect immediately.
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13.11.6 Internal RADIUS

Except for being a built-in RADIUS client, Vigor router also can be operated as a RADIUS server which
performs security authentication by itself. This page is used to configure settings for internal RADIUS
server. Then LAN user of Vigor router will be authenticated by Vigor router directly.

Q, Search... . Configuration =applictons
Yigor2862v¥Bn .
B ... Vigor2862vBno c
NAT LAN DNS / DNS
Ferwarding
Hardware Acceleration General Setup
Firewall DNS Security
Enable
User Managermnent schedule

e Silng External RADIUS

Qos
Internal RADIUS
Applications
e — ' . RADIUS Client Access List
VRN External TACACS
VolP Active Directory Index  Client Access Enahle  Cliant Access Shared Secret  Client Access IF Address  Clisnt Access IP Mask  Clisnt Access IPv6 Adtr
ILDAP
Wireless LAM 1 false 0.0.0.0 0.0.0.0
Banchvicth Management Upne 2 false 0.0.0.0 0.0.0.0
UsE Apglications 1GNP 3 false 0.0.0.0 0.0.0.0
@ falze 0.0.0.0 0.00.0
S Wake on LAN
Switch 5 false 0.0.0.0 0.0,0.0
SMS / Mail Alert
Copy Parameter Service 6 false 0.0.00 0.0.0.0
7 falze 0.0.0.0 0.0.0.0
Advanced Borjour
8 false 0.0.0.0 0.00.0
High Awvailability
qedategy drayd dns. com 8080 icet1 741 fappli Lradi i Clear

After finished the settings, click Save. The modification for the CPE will take effect immediately.

13.11.7 External TACACS+

TACACS+ means Terminal Access Controller Access-Control System Plus. It works like RADIUS does. The
TACACS+ server and client share a secret that is used to authenticate the messages sent between them.
Both sides must be configured to use the same shared secret.

Q Search... = Configuration »applications
Vigor2862v¥Bn .
{tang Vigor2862VBn = G
= Dynamic DNS
NAT LAM DNS / DNS
Forwarding Enabl
Hardware Acceleration nave o
Firewall DIE Securiey Server IP Addrees 172.17.6.254
User Management Schedule
bi . Destination Port 449
(CISJIHES Sy External RADIUS
Qo5 shared Secret
Internal RADIUS
Applications
VPN External TACACS+ @ Clear B Save
YolP Active Directory
ADAP
Wireless LAN
Bandwidth Management UPn@
USE Applications 1GMP
Wi Wake on LAN
Switch
SIS £ Mail Alert
Copy Parameter Service
Advanced Bonjour
High Availabilicy
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After finished the settings, click Save. The modification for the CPE will take effect immediately.

13.11.8 Active Directory/LDAP

Lightweight Directory Access Protocol (LDAP) is a communication protocol for using in TCP/IP network.
It defines the methods to access distributing directory server by clients, work on directory and share
the information in the directory by clients. The LDAP standard is established by the work team of
Internet Engineering Task Force (IETF).

As the name described, LDAP is designed as an effect way to access directory service without the
complexity of other directory service protocols. For LDAP is defined to perform, inquire and modify the
information within the directory, and acquire the data in the directory securely, therefore users can
apply LDAP to search or list the directory object, inquire or manage the active directory.

), Search... Configuration ~applicatons
Vigor28s2VYBn .
© Vigor2862VBn c
e Dynamic DNS
NAT LAM DNE /7 DNS
. Forwarding
Hardware Acceleration General Setup
Fireweall DNS Security
Enable
User Management schedule ©
. . . ) 3
Objects Setting External RADILS Bind Type Sirmple Mode
QoS
Internal RADIUS Server Addrees
Applications
WP Bxrernal TACACS+ Destination Part 535
YolP Active Directory
/LDAP Use ssL o
Wireless LAN
Bandwidth Management Weng
UsE Applications IGMP
System Viake on LAN Active Directory / LDAP Profiles
switch
SIS £ Mail Alert
Index  Name  Common Name ldentifier Bistinguisher Name Additional Filer Group Distinguished Name
Copy Parameter Service
1
Advanced Eonjour )
High Awailability E
4

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.

In addition, you can configure eight AD/LDAP profiles. These profiles would be used with User
Management for different purposes in management. To edit the parameters settings for AD/LDAP,
move the mouse cursor on the table and click any index number (e.g., index number 4) to get the
following page.

o COnfiguration »Applications

Dynammic DS Name RD1

DNS Securiy Commen Name Identifier uin

Schedule
Base Distinguished MName

External RADIUS
Additional Filter
Internal RADIUS

Group Distinguished Name
Exrernal TACACS+

Active Directery /LDAP

% Cancel
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13.11.9 UPnP

The UPNP (Universal Plug and Play) protocol is supported to bring to network connected devices the
ease of installation and configuration which is already available for directly connected PC peripherals
with the existing Windows 'Plug and Play' system. For NAT routers, the major feature of UPnP on the
router is “NAT Traversal”. This enables applications inside the firewall to automatically open the ports
that they need to pass through a router.

Q, Search... Configuration »agplicadons
Yigor2862V¥Bh .
© Vigor2862VBn o
e Dynamic DNS
MAT LAMN DMNS £ DNS
. Ferwarding WAN Interface Default WAN b
Hardware Acceleration
Firewall Dis Security Enable UPnP O
User Management Schedule
i . Enable Control [ @]
DR Sl External RADIUS
Qo Enable Status [ @]
Internal RADIUS
Applications
VBN External TACACS+ W Clear
VoIP Active Directory
SLDAP
Wireless LAN
Bandwidth Management UPnP
WsB Applications 1GNP
system Wake on LAN
Switch
SIS 7 Mail Alert
Copy Parameter Service
Advanced

Bonjour

High Awailahility

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.
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13.11.10 IGMP

IGMP is the abbreviation of Internet Group Management Protocol. It is a communication protocol which
is mainly used for managing the membership of Internet Protocol multicast groups.

Q, Search... . Configuration »applicatons

Yigor2862v¥Bn .
{ang) Vigor2862VBn & c

= Dynamic DNS
NAT LAN DNS 7 DNS

N Forwarding WAN Interface Default WAN 2

Hardware Acceleration
Firewall DS Securicy Enable UPnP [ @]
User Management Schedule

) ) Enable Control [ @]
Objects setting Excernal RADIUS
Qos Enable Status

Internal RADIUS ()

Applications
WPM External TACACS+ W Clear
VolP Active Directory

ILDAP
Wireless LAM

Bandwidth Management YPnP

USB Applications IGMP
ST Wake on LAN
Switch

SIS f Mail Alert
Copy Parameter Servica
Advanced Bonjour

High Availability

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.

13.11.11 Wake on LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake up a
specified PC through the router, he/she must type correct MAC address of the specified PC on this web
page of Wake on LAN (WOL) of this router.

In addition, such PC must have installed a network card supporting WOL function. By the way, WOL
function must be set as “Enable” on the BIOS setting.
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Q Search... 2. Configuration ~applicadons

Yigor2862vBn . B
{tang) — Vigor28e2VBn = c
MAT LAN DNS / DNS

Forwartding

Hardware Acceleration

Firewall DNS Security Wake by (P eHelEs

User Management Schedule 1P Addrese -~ v
{2 S External RADIUS MAC Addrese i i
QoS
Irternal RADILS
Applications
VBN External TACACS+
VolP Active Directory
ILDAP
Wireless LAN Result
Bandwidth Management PP
USB Applications 1GMP
S Wake on LAN
Switch
SMS 7 Mail Alert
Copy Pararmneter Service
Advanced Borjour
High Availability

Click Wake Up to wake up the selected IP. The result will be shown on the field of Result.

13.11.12 SMS/Mail Alert Service

The function of SMS (Short Message Service)/Mail Alert is that Vigor router sends a message to user’s
mobile or e-mail box through specified service provider to assist the user knowing the real-time
abnormal situations.

SMS Alert

Vigor router allows you to set up to 10 SMS profiles which will be sent out according to different

conditions.
Q, Search... e Conﬁguration =ppplicadons
Vigor2862YBn n
{ang) i Vigor2862VBn = G
S Dynamic DNS
MAT LAN DNS S DNS
. Forwarding
Hardware Acceleration SMS Alert
i DMNS Securi

Firevall " Index SMSEnahle  SMSProvider 515 Recipient Number SMS Notify Profile SIS Schedulel SMS Scheduled
User Management Scheduls 1 false 1 1
Objects Setting External RADIUS 2 false 1 o
Qo5 3 false 1- 1-

Internal RADIUS
Applications 4 false 1- 1-

External TACACS+
VPN 5 false 1- 1-
VoIP Artive Directory 6 false 1. 1-

JLDAR
wireless LAN 7 false 1- 1-
Bandwidth Management vene ] falze 1- 1-
UsE Applications 1GMP q false 1- 1-
System Wake on LAN 10 false 1- 1-
Switch

SMS / Mail Alert. Mail Alert
Copy Parameter Service

Index Mzl Enable sl service Tl Atress Ml Moty Profile sl Sscietiulel Tl Schetulel
Advanced Borjour
1 false 1 1-
High Availabilicy 2 false 1 1-

SMS Alert allows you to specify SMS provider, who will get the SMS, what the content is and when the
SMS will be sent.
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To edit the parameters settings for SMS alert service, move the mouse cursor on the table and click any
index number to get the following page.

T Configuration »applications

Dynamic DNS

LAMN DMS S DNS
Forwarding

DS Security
Schedule
External RADIUS
Internal RADIUS
External TACACS+

Artive Directory
JLDAR

Upnp
1GNP
Wake on LAN

SMS / Mail Alert
Service

Bonjour

High Awvailability

Vigor2862VBn =

Enable O

SMS Provider 1
Recipient Number

MNotify Profile 1
Schedule 1

Schedule 2

® Cancel

After finished the settings configuration, click Save. The modification for the CPE will take effect

immediately.
Mail Alert

Mail Alert allows you to specify Mail Server profile, who will get the notification e-mail, what the
content is and when the message will be sent.

To edit the parameters settings for mail alert service, move the mouse cursor on the table and click any
index number to get the following page.
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=
I

o Configuration »aplications

Vigor2862VBn = G
Dyrnamic DMS g
LAM DMS f DMS
Forwarding Enable O
DME Securi
Y Mail Service 1 -
Schedule
Mail Addrees
External RADILIS
Notify Profile 1 fv
Internal RADIUS P
Schedule 1 2
External TACACS+ 3
4
Artive Directory Schedule 2 5
/LDAP 6
7
URnP 8
n % Cancel Ed Sawve
1GNP
Wake on LAN

SMS / Mail Alert
Service

Bonjour

High Awailability

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.
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13.11.13 Bonjour

Bonjour is a service discovery protocol which is a built-in service in Mac OS X; for Windows or Linux
platform, there is correspondent software to enable this function for free.

Usually, users have to configure the router or personal computers to use above services. Sometimes,
the configuration (e.qg., IP settings, port number) is complicated and not easy to complete. The purpose
of Bonjour is to decrease the settings configuration (e.g., IP setting). If the host and user’s computer
have the plug-in bonjour driver install, they can utilize the service offered by the router by clicking the
router name icon. In short, what the Clients/users need to know is the name of the router only.

Q Search... .. Configuration »asplications
Yigor2ge2vBn .
{rang) Vigor2862VBn = G
= Dynamic DNS
MAT LAN DNS £ DNS
. Forwarding Enable Bonj Servi
Hardware Acceleration navle Bonjourservice ©
Firewall DNS Security HTTP Server
User Management Schedule

Telnet Server

Ol e Sl External RADIUS

Qo FTP Server
Internal RADIUS
Applications
— S5H Server
+
P External TACACS
VoIP Active Directory LPR Printer Server

ALDAR
wireless LAM

Bandwidth Managerent Upne

USE Applications 1GNP
Sy Wake on LAN
Switch

SIS £ Mail Alert
Copy Parameter Service
Advanced Bonjour

High Awvailability

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.
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13.11.14 High Availability

The High Availability (HA) feature refers to the awareness of component failure and the availability of
backup resources. The complexity of HA is determined by the availability needs and the tolerance of
system interruptions. Systems, providing nearly full-time availability, typically have redundant
hardware and software that make the system available despite failures.

The high availability of the Vigor router is designed to avoid single points-of-failure. When failures
occur, the failover process moves processing performed by the failed component (the “primary”) to the
backup component (the “secondary™). This process remains system-wide resources, recovers partial of
failed transactions, and restores the system to normal within a few seconds.

e COMNGUIETION »2pplications

Q, Search...
Vigor2ae2ven Vigor2862VBn = SettoFactoryDefault G
{tang} Dynamic DNS
LAN DNS £ DMNS
el Forwarding
Hardware Acceleration Enable High Availability [ @]
DNS Security
Frewiall Redund Method Active-Standh;
X v
schedule edundancy Metho ctive-Standby
User Management
Objects Setting External RADIUS General Setup
05
Q Internal RADIUS Group 1D ;
Applications
External TACACS+ .
VBN Priority ID 10
Active Directory
WLl ALDAP Authentication Key draytek
Wireless LAN
URnp
. Protocol 1Pt v
Bandwidth Management
. 1GMP
UsB Applications Management Interface LANT -
System Wake on LAN
Update DDNS
Switch SIS / Mail Alert o
Service
Copy Parameter Sytlog D

Advanced Bonjour

High Availability Config Sync
Local B021% Enahble Canfis Sync  Max.
General Setup

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.
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13.11.15 Local 802.1X General Setup

It allows you to configure general settings for Local 802.1X server built in Vigor router.

Q, Search...

Yigor2862VBn

{tang}

NAT

Harchware Acceleration
Firewall

User Management
Ohjects 5ewing

Qos

Applications

VPN

VolP

Wireless LAN
Bandwidth Management
UsB Applications
System

switch

Copy Parameter

Advanced

e CONTIELINGTON >Applications

Vigor2862VBn =

Dynamic ONS
LAN DNS / DNS
Forwarding Enable
DMNS Securi
"y Authentication List
Schedule

External RADIUS

Sync User Profile Setting
Intermal RADIUS to Internal Radiug
External TACACS+

Active Directory
JLDAP

Upnp
1GNP
Wake on LAN

SMS / Mail Alert
Service

Bonjour
High Awvailakility

! Local 802.1X

©

After finished the settings configuration, click Save. The modification for the CPE will take effect

immediately.
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13.12 VPN Settings for CPE

A Virtual Private Network (VPN) is the extension of a private network that encompasses links across
shared or public networks like the Internet. In short, by VPN technology, you can send data between
two computers across a shared or public network in a manner that emulates the properties of a
point-to-point private link.

13.12.1 VPN Wizard

This page displays the VPN status related to the specified device.

Q Z.. Conflguration swn

(et carte) (@ ‘wmm 2860vac 0071 DAACGACS0
Model a4~ G LAt LAN + Add Device [# Edit LAN IP @ Remave Device snow gevice name @0
4 & Root Networki364) Rermote Dial-In User — # PPTP Wizard 1 —

P da ALANWEN() i,/ # IPsec Wizard
b s Abarall) (3 # L2TP Wizard

ada Antipode(0) F
b e BMinet(n) 7 BELWizard
boala CANNDY = # Customized Wizard
b e DVeom(t) T
b Draytekin 4
I & EVERBEST(D)
I o England(0)
boada FAE(D} 2860r_004 D04 (ME230

& K1(2) 2860vac_001 DAACEACSD

N

i Marketing_carrie(1)

b Migrax3)

I Novanetn)

I ada Other(z)

4 & RDEZ)
2132Fn_001DARE4BECE
2133¥ac_001DAAG284C0
2B830I_001DAAADS41E
2860n+_001DAADTE280

2862Wac_0010AAFTC0S0 — PPTP = S5L = VPH Disconnected
2225Ln_T01DARDETED
Copyright @ DrayTek Corp. All Rights Reserved. Your relisbie nelworking sofulions partner
These parameters are explained as follows:
Item Description
Add Device Click this button to add a device for building VPN connection. If you

do not click this button first, you can not drag any device from
Network view.

Create VPN To build a quick VPN connection with
PPTP/IPsec/L2TP/SSL/customized settings, simply click this button
|m and choose one of the wizards for establishing VPN. Then, drag and
drop one device to another.

| # PPTP Wizard

# IPsec Wizard

# L2TP Wizard

# S5LWizard

# Customized Wizard

VigorACS 2 User's Guide 283



284 VigorACS 2 User's Guide



2860re+_00100ADT E230

= PPTP

2860Vac_001DAACGACE0 =

+ Add Device | # Create ¥PN -

tuork Momitor at left, and arren

WPMN Mame :p_280_C50
VPN Type : PRTP
Encryption : MPPE

TH Packets - 0

R¥ Packets : 0

TH Rate(Bns) | 0

R¥ RateiBps) . 0

_

2860Vac_0iH DAACSACS0

— S5L

Show device name D

ition with mow

= VPH Disconnected

Edit LAN IP If there is LAN IP segment conflict in VPN connection, please select
that device and click this button to change LAN IP setting.
Unlink VPN To disconnect a VPN connection, Click this button and move the

mouse cursor to the VPN connection that you want to disconnect.

Remove Device

Click this button to remove the selected device without VPN
connection.

Show device name

Click it to display / hide the name of the device.

Change LAN IP for Selected Device

If there is LAN IP segment conflict in VPN connection, you can change the LAN IP setting for the device
and avoid the conflict. Choose the device on the screen and click Edit LAN IP. The following dialog will

appear.

LAM IP 5ettings

Device ID
2871

LAN 1P
192168601

DHCP server enable @)

Start IP
1921686010

Gateway
192 168601

These parameters are explained as follows:
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Device IP
182.168.105.60

Subnet mask
255.255.255.0

Force DNS manual setting
EndIP
192.169.60.209

Primary IP
BHE8H844

x Cancel
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Iltem Description

Device ID Display the identification number of the selected device (CPE).

Device IP Display the WAN IP address of the selected device (CPE).

LAN IP Display the LAN IP address of the selected device. You can change it
with another IP address to avoid the conflict.

Subnet mask Display the subnet mask of the selected device. You can change it if
required.

DHCP server enable DHCP server has been activated. If you uncheck this box, you have to
specify static IP address for the selected device.

Start IP Type the starting IP address for the range that DHCP server can
utilize.

End IP Type the ending IP address for the range that DHCP server can utilize.

Gateway Type the gateway address of the selected device.

Primary IP Specify a DNS server IP address here for the ISP should provide you

with usually more than one DNS Server. If your ISP does not provide it,
the router will automatically apply default DNS Server IP address:
194.109.6.66 to this field.

13.12.2 Create LAN to LAN Profile for VPN Connection

To create a LAN to LAN connection for the selected CPE, choose LAN to LAN. You can create up to 32
profiles for such CPE.

These parameters are explained as follows:

Iltem Description

Alarm Enable Display the activation status for alarm mechanism.

Index VigorACS allows you to create up to 32 index numbers (profiles).
Name Display the name of the LAN-to-LAN profile.

Status Display if such profile is enabled or disabled for such CPE.

+Add Create a new LAN to LAN profile.
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The following setting page appears when +Add is clicked.

Q . Configuration v

2860¥ac_001DAACEACS0

‘o PN Wizard

{ Marketing_carrie )

LAN to LAN
DEVICE MENU

Dashkoard Remote Dial-In User

Monitoring
Configuration
WA

LAN

Routing

MNAT

Firewall

User Management
Objects Seting
05

Applications

VPN

vop

Wireless LAN
USE Applications
Systerm

Copy Parameter

Advanced

2860Vac_001DAACHACE0 =

Commen Settings

Profile Index 1

Profile Mame p_290_C50

Dial-Out Settings

Enable this profile D

Enable ACS Alarm

¥PN Dial-Out Through WAM1_First

Call Direction Dial-Out
Always on O

Server IP or Host Name 102.168.105.60

PPTP Settings

Username

These parameters are explained as follows:

Item

Description

Common Settings

Profile Name

Display the profile name. Modify it if it is required.

Enable this profile

Click it to enable such profile.

Enable ACS Alarm

Click it to enable the ACS alarm function.

VPN Dial-Out Through

Use the drop down list to choose one way for VPN connection.

Call Direction

Specify which direction that such profile will use Dial-In or Dial-Out.

Dial-Out Settings

VPN Type

When PPTP is selected, you have to fill the username and password,
choose PPP Authentication and specify if VJ compression should be on
or off for such connection.

Server IP or Host Name - Type the IP address for the server /
client or the host name.

Username
Password

PPP Authentication
VJ Compression

When IPsec is selected, you have to type IKE Pre-Shared Key, and
choose IPSec Security Method for such connection.

IPsec Tunnel with

Server IP or Host Name - Type the IP address for the server /
client or the host name.

IKE Pre-Shared Key
IPsec Security Method
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When L2TP is selected, you have to type required information for the
following options.

® L2TP with IPsec Policy

® Server IP or Host Name - Type the IP address for the server /
client or the host name.

Username
Password

PPP Authentication
VJ Compression

When SSL is selected, you have to type required information for the
following options.

® Server IP or Host Name - Type the IP address for the server /
client or the host name.

Server Port (for SSL Tunnel)
Username

Password

PPP Authentication

VJ Compression

TCP IP Network Settings

My WAN IP - Specify the WAN IP address for the selected CPE.
Remote Gateway IP - Specify the IP address for the remote client.
Remote Network IP - Specify the IP address for the remote server.

Remote Network Mask - Specify the network mask for the remote
server.

Save

Click it to save the settings and exit the screen.

Cancel

Click it to exit the screen without saving any change.
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13.12.3 Create Remote Dial-in User Profile for VPN Connection

The administrator can manage remote access by maintaining a table of remote user profile, so that
users can be authenticated to dial-in via VPN connection. The administrator may set parameters

including specified connection peer ID, connection type (VPN connection - including PPTP, IPSec Tunnel,
and L2TP by itself or over IPSec) and corresponding security methods, etc.

To create a remote dial-in user profile for the selected CPE, click Remote Dial-in User, the following

screen will appear.

These parameters are explained as follows:

Iltem Description

+Add Create a new LAN to LAN profile.

Index VigorACS allows you to create up to 32 index numbers (profiles).
User Display the name of the remote dial-in profile.

Status Display if such profile is enabled or disabled for such CPE.

The following setting page appears when +Add is clicked.
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These parameters are explained as follows:

Item

Description

Enable this account

Click it to enable such account.

Username Type a username for such account which will be used for
authentication.
Password Type a password for such account which will be used for

authentication.

Allow Dial-in Type

Allow the remote dial-in user to make a PPTP/IPSec/L2TP/SSL VPN
connection through the Internet. You should set the User Name and
Password of remote dial-in user below.

Specify Remote Node

You can specify the IP address of the remote dial-in user if you check
this box. If you want to build a VPN that all the IP address can connect
through the router. Do not check the box.

Remote Client IP

Type the IP address of the remote client that is allowed to pass
through VPN connection.

LAN Subnet

Type the subnet address for local CPE.

Assign Static IP Address

Assign an IP address for the client connecting to Vigor device for
accessing Internet. Later VigorACS 2 can make security configuration
for the specified IP address.

IKE Authentication
Method

It is available when IPsec is selected as Allow Dial-In Type.

IKE Pre-Shared Key - Type in the required characters (1-63) as the
pre-shared key if IPSec is selected as Allow Dial-in Type.

Save

Click it to save the settings and exit the screen.

Cancel

Click it to exit the screen without saving any change.
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13.13 VolIP Settings for CPE

Voice over IP network (VolP) enables you to use your broadband Internet connection to make toll
quality voice calls over the Internet.

In such section, Vigor2862VBn is selected as an example for displaying VolP settings.

13.13.1 General Setting

This page allows you to configure secure phone, set NAT Traversal Setting, and RTP for the VoIP
function.

Q, search.. I Configuration »var

General Settings

e | Vigor2862VBn o c

User hManagement
SIP Accounts

Objects Setting Enable C
Qos Phone Book
Applications Digit Map Secure Phone
REE Call Barring Enable Secure Phone [ @]
YolP (ZRTP+5RTP)

Regional
Wireless LAN

PSTI Settings Enable SAS Voice Prompt. D

Bandwidth Management

Phone Setting

USE Applications NAT Traversal Setting
System Log
STUN Server
switch
Copy Parameter External [P 255.255,255.255
Advanced
SIP PING Interval 150

SYSTEM MENU
RTP

Maintenance
Symmetric RTP

e e e Al A L S | o e e

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.

VigorACS 2 User's Guide

291



13.13.2 SIP Accounts
When you apply for an account, your SIP service provider will give you an Account Name or user name,

SIP Registrar, Proxy, and Domain name. (The last three might be the same in some case). Then you
can tell your folks your SIP Address as in Account Name@ Domain name.

Q, Search... . Configuration »vor

L Vigor2862VBn = o

General Settings

User Management

SIP Accounte

Objects Seming Index  ProfileName  CallWithout Registration  Bomain/Reahn  Proxy Display Naime  Account Number/Name  Authent!
Qos Phone Bock 1 10024 false 17217613 172176815 10024 10024 10024
Applications Digit Wap 2 falze

& | >
ket Call Barring
VoIP
— Regional
wireless LAN

. PSTN Settings
Bandwidth Management

UsE Applications Phone setting
System Lo
Switch

Copy Parameter

Advanced

SYSTEM MENU

Maintenance

To modify SIP Account profile, move the mouse cursor on the table and click any one of the index
number (e.g., #1) to get the following page.

Q Search... T Configuration -vop

Vigor2862VBn ‘ ®

{ang}

Vigor2862VBn = c

General Settings

User Manhagerment

SIP Accounts
Objects Setting
Phone Book

QoS5 Profile Name 10024
Applications Digit Map
Regicter Via Mone w

VPN Call Barring
YolP call without Registration @)
SR Regional
Wireless LAN ) SIP Port -

PSTN Settings
Bandwidth Management
UsB applications Phone Setting Domain/Realm 17217.615
ST Log Proxy 17217615

Switch
Act Ae Outbound Proxy
Copy Parameter

Advanced Dieplay Name 10024
SYSTEM MENU Account Number/Name 10024
Elaipienanee Enable Authentication D @)

® Cancel

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.
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13.13.3 Phone Book

It can help you to make calls quickly and easily by using “speed-dial” Phone Number. There are total
60 index entries in the phonebook for you to store all your friends and family members’ SIP addresses.

Q, Search... I Configuration =vore

Yigor2862VBn )

{tang}

Vigor2862VBn & G

General Settings

User Management
SIP ACCOLINTS

Objects sewting Index  Enshle  PhoneNumher Display Name SIPURL  Dial OutAccount  Loop Torough  Backup FhoneNumber  Secure Pl
Phone Book

Qo5 | 1 falze Default MNone Mone
- L | e

Applications Digit Map

VRN Call Barring

VolP

— Regional

Wireless LAN

PSTN Settings
Bandwidth Management

USB Applications Phone Setting
System Log
Switch

Copy Parameter

Advanced

SYSTEM MENU

Maintenance

To create / modify a phone book profile, move the mouse cursor on the table and click any one of the
index number (e.g., #1 for a new profile) to get the following page.

Q, Search... I Configuration »vor

- Vigor2862VBn = c

General Settings

User Manhagerment

SIP ACCOLINTS
Ohjects setting
Phone Book

Qos Enable C
Applications Digit Map
Phone Number

LAl Call Barring
YolP Digplay Name
— Regional
Wireless LAN SIPURL

PSTN Settings
Bandwidth Management
USE Applications Phone Setting Dial Qut Account Default 3
System Log Loop Through Mone b

Switch
Backup Phone Number

Copy Parameter
Advanced Secure Phone Maone b

SYSTEM MENU
® Cancel

Maintenance

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.
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o Configuration svop

Vigor2862VBn =

General Settings

SIP Accounts
Index  Enahle  FhoneWuwmber  Display Maaime  SIF URL

Phone Book 1 true 123456780 testfortest carrieni@draytek  Default

Digit Map 2 false Default
<

Call Barring

Regional

PSTM Settings

13.13.4 Digit Map

Dizl Cut Account  Loop Through  Beckup Phone Mumber

MNone 987654321

MNone

|

For the convenience of user, this page allows users to edit prefix number for the SIP account with
adding number, stripping number or replacing number. It is used to help user have a quick and easy way

to dial out through VolP interface.

Q, Search... . Configuration »vop

Yigor2862vVBn

Vigor2862VBn

{tang}

General Settings

DEVICE MENU SIP Accounts
Index Enable Match Prefix Mote

Dashboard Phone Book 1 false Nore
Statistics L

Digit Map
Maonitoring

Call Barring,
Configuration

Regional

SYSTEM MENU PSTN Settings

Maintenance Phone Setting
Reports Log
Provisioning

Network Management

System

User

About

OF Number Min Len Mex Len Route

i} i} PSTN

To create / modify a digit map profile, move the mouse cursor on the table and click any one of the
index number (e.g., #1 for a new profile) to get the following page.
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Q Search...

{rang)

DEVYICE MENU
Dashboard
Statistics
Monitoring

Configuration

SYSTEM MENU
Maintenance
Reports
Provisioning
Network Management
System
User

About

Configuration »vop

Vigor2862VBn =

General Settings
SIP Accounts

Phone Book

Enable
Digit Map

Match Prefix
Call Barring

Mode
Regional

OP Number
PSTN Settings
Phone Setting Min Len
Log Max Len

Route

©
[123455 %
A 3
e P
0
0
Pt 3

After finished the settings configuration, click Save. The modification for the CPE will take effect

immediately.

=
|

I Configuration svop

General Settings
SIP Accounts
FPhone Book
Digit Map

Call Barring

VigorACS 2 User's Guide

Vigor2862VBn =

Index Enahle Match Prefix
true 123456
false

Mode

Al

Mone

OF Mumhber Idin Len Max Len Route
5000 0 1] PSTHN
i} il PETN
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13.13.5 Call Barring

Call barring is used to block phone calls coming from the one that is not welcomed.

Q Search... I Configuration =vor
Vigor28s2VYBn .
i) © Vigor2862vBn = c
= General Settings
DEYICE MENU SIP Accounts
Index Enahle Call Direction  BarringType SpecHlic URIVURL  Route  TimeSchedule! TimeSchedule2  TimeSchedule3
Deshboend Fhone Book 1 false 140024 0 i i
isti < | >
Statistics Dl Maps 4 -
Monitoring

Call Barring

Configuration

Regional
SYSTEM MENU PSTN Settings

Maintenance Phone Setting
Reports Loe
Provisioning Block Anonymous
Metwork Management

Phonet C
System

Phone2
User
About TimeSchedule 1 0

To create / modify a call barring profile, move the mouse cursor on the table and click any one of the
index number (e.g., #1 for a new profile) to get the following page.

Q, search... I Configuration =vop
Vigor2862VBn .
i) o Vigor2862VBn = ¢
e General Settings
DEYICE MENU SIP Accounts
Enable ‘ )
Dashboard Phone Book
Statistics Call Direction INEQUT v
Digit Map
Monitoring . Barri w
call Barring arring Type SpecificURIIURL
Configuration
Regional Specific URIFURL
SYSTEM MENU PSTN Settings Route Al v
Maintenance Phone Setting
TimeSchedule 1 0
Reports Log
.. TimeSchedule 2 0
Provisioning
Network Management TimeSchedule 3 0
System
TimeSchedule 4 0
User
About % Cancel

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.
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—= Configuration v

Vigor2862VBn = c

General Settings

SIP Accounts

Index  Enahle  CallDirection  Barring Type Specific URIFURL Route TimeSchedule 1 TimeSchedule2  TimeSch
Phene Book 1 true  INEOUT SpecificURI/URL  www.draytek.com Al 0 0 0
Digit Map 2 false 110024 0 0 0
< \ >
Call Barring
Regional

PSTN Settings

Phone Setting

13.13.6 Regional

This page allows you to process incoming or outgoing phone calls by regional. Default values (common
used in most areas) will be shown on this web page. You can change the number based on the region
that the router is placed.

Q Search... Configuration =vop
Yigor2862vBn .
g Vigor2862VBn = G
General Settings
DEYICE MENU SIP Arcounts
Enable Regional ()
Dashhoard Phone Book
Statistics Lact Call Return [Miaz] *69
Digit Map
Manitoring CallBarring Last Call Return [in] )
Configuration
Regional Last Call Return [Out] *14
SEEIEMIVENL PSTN Sectings call Forward [All][Act] w72
Maintenance Phone Seting
Call Forward [Deact] *73
Reports Log
.. Call Forward [Busy][Act] *90
Provisioning
Network Management call Forward [No Ang][Act] *52
System .
Do Not Disturb [Act] 78
User
Do Not Disturb [Deact] 79
About
Hide caller ID [Act] *67
Hidea rallar IR INoard] HAQ
P

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.
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13.13.7 PSTN Settings

Some emergency phone (e.g., 911) or special phone cannot be dialed out by using VoIP and can be
called out through PSTN line only. To solve this problem, this page allows you to set five sets of PSTN
number for dialing without passing through Internet. Check the Enable box to make the PSTN number
available for dial whenever you need and type the number in the field of Phone number for PSTN

relay.
Q, Search.. Configuration »vor
Vigor2862vBn .
{tang) Ganeral Sesings Vigor2862VBn = o
DEVICE MENU SIP Accounts Index Enzhle Phone Number Far PSTN Relay
Dashboard Bhone Bock 1 false
A 2 false
Statistics Dieit Map
L 3 false
Monitaring )
Call Barring
4 false
Configuration
Regional 5 false
SYSTEM MENU PSTN Settings
Maintenance Phone Setting
Reports Log

Provisioning

Network Management
System

User

About

To modify a PSTN profile, move the mouse cursor on the table and click any one of the index number to
get the following page.

=
i

.. Configuration svo

_ Vigor2862VBn = G

General Settings
SIP ACcounts
Phone Book Enable o
Digit Map Relay Phane Number [12345678 v
Call Barring

. % Cancel
Regional

PSTN Settings

Phone Setting

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.
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13.13.8 Phone Setting

This page allows user to set phone settings for Phone 1 and Phone 2 respectively. However, it changes
slightly according to different model you have.

Q Search... 2= Configuration svoe
Vigor2862VEn .
o o cenerslsengs | VIBOT2862VBNn & c
DEVICE MENU SIP Accounts
Index  Enable  Fore EnzhleHotline  Hotline URL  EnahleSession Timer  Session Timer  EnahleT.38 Fax Function  Ervor Cor
Dashhoard
Phone Boak 1 true  Phonet  false false a0 REDUND
SLELEtics Digic Map 2 true  Phonez false false a REDUND
Monitoring £ 3
Call Barring
Configuration
Regional
SYSTEM MENU PSTH Settings
Maintenance Phone Setting
Reports Log

Provisioning

Network Management
System

User

About

To modify a phone setting profile, move the mouse cursor on the table and click any one of the index
number to get the following page.

Q Search... 2 Configuration »var

Yigor2862v¥Bn ©

{tang}

Vigor2862VBn = c

Gerneral Settings

DEVICE MENU SIP Accounts
Dashboard
Phone Book Enable O
Statistics Digic Map
. Enable Hotline
Monitoring
Call Barring
Configuration Hotline URL
Regional
Enable Secgion Timer
SYSTEM MENU PSTN Settings
Maintenance Phone Setting Semgion Timer an
REPCHtS Lo Enable T.38 Fax Function
Provisioning
Error Correction Mode REDUNDANCY 4
Metwork Management
System Enable DND
B Schedule Setup (1-15) o ] 0 0
About
Exception List (1-60) o 0 o i} o

® Cancel

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.
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13.139 Log

Q, Search...

Yigor2862vBn

DEVICE MENU
Dashboard
statistics
Monitoring

Configuration

SYSTEM MENU
Maintenance
Reports
Provisioning
Network Management
System
User

About

= Configuration »vop

From this page, you can connection and other important call status for each port.

General Settings
SIP Accounts
Phone Book
Digit Map

Call Barring
Regional

PSTN Settings
Phone Setting

Log

Index

Vigor2862VBn =

Date

00-00-

00-00-

00-00-

00-00-

00-00-

00-00-

00-00-

00-00-

00-00-

00-00-

Time

omomon

00:0moo

0momon

omomon

00:0moo

0momon

omomon

00:0moo

0momon

omomon

Duration

00:00:00

00:00:00

00:00:00

00:00:00

00:00:00

00:00:00

00:00:00

00:00:00

00:00:00

00:00:00

InfQur/Miss

Account ID

o

o

Peer Number
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13.14 LTE Settings for CPE

LTE WAN with SIM card can provide convenient Internet access for Vigor router. VigorACS system
administrator can configure LTE WAN settings for the selected CPE to perform SMS related operations.

13.14.1 General Setup

VigorACS user (with the privilege above the operator) can configure general settings of LTE router.
When SMS Quota Limit is enabled, you can specify the number of SMS quota, actions to perform when
quota exceeded, and the period of resetting SMS quota used.

This web page allows you to determine which policy shall be used for SMS inbox/outbox.

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.
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13.14.2 SMS-Inbox

This page will list the received SMS messages in the LTE SIM card. The SMS Inbox table shows the
received date, the phone number or sender ID where this message was from, and the beginning of the

message content.

13.14.3 Send SMS

This page is used to send SMS messages by the LTE SIM card. It also displays the number of SMS required
to send the message.

After finished the settings configuration, click Send Message to send this SMS message to the recipient
immediately.
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13.14.4 Router Commands

VigorACS system administrator can set functions to reboot Vigor router remotely and get the router
status via SMS.

13.14.5 Status

This page can display basic information about the embedded LTE module and the current LTE
connection of the selected CPE.
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13.15 Wireless LAN Settings for CPE

Wireless LAN enables high mobility so WLAN users can simultaneously access all LAN facilities just like
on a wired LAN as well as Internet access.

13.15.1 General Setting for 2.4G/5G

Such page allows system administrator / user to configure the wireless mode, the wireless channel, and
enable long preamble (2.4GHz / 5GHz wireless network).

Q

2860Vac_ 001DAACGACSO

{ Marketing_carrie )

DEVICE MENU
Dashbeard
Monitoring
Configuration
WAN
LAN
Routing
AT
Firewvall
User Management
Objects Setting
QoS
Applications
VPN
ValP

Wireless LAN

USB Applications
System
Copy Parameter

Advanced

I Configuration swirelessLa

240G 2860Vac_ 001 DAACGACS0 =
General
General SSID General Setup
Securiy Wireless LAN Enakle D
Access Control Mode Wixed(11b+11g+11n)
WPS Channel Channel 6,24371Hz
AP Discovery
Advance Setup
Station List
Long Preamble Enable O
5G
Frequency Domain Europe
General
General 5510 % Cancel
Security
Access Control
WPS
AP Discovery
Station List
T BIFAEREEYIi) Copyright @ DrayTek Corp. All Rights Reserved. Your relioble networking solutions portner

After finished the settings configuration, click Save. The modification for the CPE will take effect

immediately.

13.15.2 General SSID for 2.4G/5G

Such page allows system administrator / user to configure the SSID, isolate LAN user, isolate VPN, and
enable rate control (for 2.4GHz / 5GHz wireless network).
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Q search... .. Configuration »wirelessLaN

246G 2860Vac_001DAACGACS0 = c
General
DEVICE MENU
Index  Enable HideSSID  SSID Isolate Member  Rate Control Enable Upload  Download lsolate VPN
Dashboard General SSID
1 true false DrayTek false false 30000 20000 false
Monitoring Security
2 false false DrayTek Guest  false false 30000 30000 false
SR Aceess Contrel 3 false false false false 30000 30000 false
WA RS 4 false false false false 30000 20000 false
LAN
AP Discovery
Routing
MNAT Station List
Firewall -
User Management
General
Objects Setting
065 General SSID
Applications Security
VPN
Access Contral
ValP
Wireless LAN RS
USE Applications AP Discovery
s
ystem Station List
Copy Parameter
Advanced
(TN EIP R BRI Copyright © DrayTek Corp. All Rights Reserved. Your reiioble networking solotions portner

To modify SSID, move the mouse cursor on the table and click any one of the index number (e.g., #1) to
get the following page.

I Configuration »wirelessLan
245 2860Vac_001DAACGACE50 = c
General
General SSID General setup
Security Index 1
Access Control Enable $5I1D O
WPS Hide 581D
AP Discovery s<ip DrayTek
Sration List
Advance Setup
5G
Isclate Member [ @]
General
Isolate VFN
Genersl SSID soae ©
Security Rate Contrel Enable o
Access Control Upload 30000
WPS Download 20000
AP Discovery
Station List % Cancel

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.
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13.15.3 Security for 2.4G/5G

Such page is used for configuring security with different modes for SSID 1, 2, 3 and 4 respectively.

Q

2860Vac_001DAAS

DEVICE MENU

Dashboard

Monitoring
Configuration
WARN

LA

Routing.

MNAT

Firewall

User Management
Objects Setting
QoS
Applications

WP

WolP

Wireless LAN
USE Applications
System

Copy Parameter

Advanced

B4C50

= Configuration ssireless Lan

240G
General
General 5510
Security
Access Control
WPS
AR Discovery
Station List
5G
General
General 5510
Security
Access Control
WPS
AP Discovery

Station List

2860ac_001DAACEAC

Index Mode

1 Mined(WPAHWPAZ)PSE
2 Disable
3 Disable
4 Disable

50 =

WPA Encryption Mode

THIP_for WRAAES for WRAZ
THIP_for WRAAES_for WRAZ
THIP_for WWPAIAES_far WPAZ

TRIP_for WRATAES for WPAZ

WEP Encryption Mode

WEP Key Index

17216 2 2224acs2_ budld il ewice /2921 Avireless/2 4G wcurity

3 Copyright @ DrayTek Carp, All Rights

Reserved,

Your reliobie networking solutions portner

To modify the security profile, move the mouse cursor on the table and click any one of the index
number (e.g., #1) to get the following page.

DEVICE MENU

Dashboard
Monitoring
Configuration
VAN

LAN

Routing

MNAT

Firewall

User Management
Objects Setting
QoS
Applications

WPN

Vol

Wireless LAN
USE Applications
System

Copy Parameter

Advanced

I Configuration =freless AN

240G
General
General 5510
Security
Access Control
WPS
AP Discovery
Station List
5G
General
General 5510
Security
Access Control
WPS
AP Discovery

Station List

2860vVac_001DAACGACS0 =

General Setup

Index

Mode

WPA
WP# Encryption Mode

WPA Pre-shared Key

Mixed(WPAHWPAZIPSK v

THIP_for_WPATAES for_WPA2

Type 8+63 ASCIl character or 64 Hexadecimal digits leading by "0x"

% Cancel

(TN EIPAEER R Copyright ® DrayTek Corp, All Rights Reserved,

¥our reliohle networking solutions portner

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.
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13.15.4 Access Control for 2.4G/5G

Vigor router can restrict wireless connection to certain wireless clients only by locking their MAC
address into a black or white list. The user may block wireless clients by inserting their MAC addresses
into a black list, or only let them be able to connect by inserting their MAC addresses into a white list.

This page allows the administrator / user to configure access control settings for the router via
VigorACS 2.

In such section, Vigor2862VBn is selected as an example for displaying access control settings.

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.

13.15.5 WPS for 2.4G/5G

WPS provides easy procedure to make network connection between wireless station and wireless access
point (vigor router) with the encryption of WPA and WPA2.

This page allows the administrator / user to configure WPS settings for the router via VigorACS 2.
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After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.

13.15.6 Bandwidth Management for 2.4G/5G

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large of bandwidth
and affect the applications for other programs. Please use Bandwidth Management to make the
bandwidth usage more efficient.

In such section, Vigor2862VBn is selected as an example for displaying bandwidth management
settings.

To modify the bandwidth management profile, move the mouse cursor on the table and click any one of
the index number (e.g., #1) to get the following page.

I Configuration >wireless Lam

Vigor2862VBn = v

General

551D |
sSID

Enable ‘ )
Security
Arcess Control Bandwidth Limit Type Auto_Adjustment w
WRS Total Upload Limit{Kbpa) 30000
Bandwidth Total Dawnload Limit(Kbpe) 30000
Management
WDS Note:

» Download: Traffic going to any station.Upload: Traffic being sent from a wireless station.

Airtime Fairness * Allow auto adjustment could make the best utilization of available bandwidth.

Adwanced Setting
® Cancel

Band Steering

AP Discovery

Station List

Station List - Advance

Station List - Neighbor
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After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.

13.15.7 WDS for 2.4G/5G

In such section, Vigor2862VBn is selected as an example for displaying WDS settings.

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.

13.15.8 Airtime Fairness for 2.4G/5G

IN SPECIFIC ENVIRONMENTS, airtime fairness can reduce the bad influence of slow wireless devices and
improve the overall wireless performance. Suitable environment:

(1) Many wireless stations.

(2) All stations mainly use download traffic.

(3) The performance bottleneck is wireless connection.

In such section, Vigor2862VBn is selected as an example for displaying airtime fairness settings.
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After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.

13.15.9 Advanced Setting for 2.4G/5G

In such section, Vigor2862VBn is selected as an example for displaying advanced settings.

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.

13.15.10 Band Steering for 2.4G/5G

Band Steering detects if the wireless clients are capable of 5GHz operation, and steers them to that

frequency. It helps to leave 2.4GHz band available for legacy clients, and improves users experience by
reducing channel utilization.

In such section, Vigor2862VBn is selected as an example for displaying band steering settings.
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After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.

13.15.11 AP Discovery for 2.4G/5G

VigorACS 2 can scan all regulatory channels and find working APs in the neighborhood for Vigor router.
Based on the scanning result, users will know which channel is clean for usage. Also, it can be used to
facilitate finding an AP for a WDS link. Notice that during the scanning process (about 5 seconds), no

client is allowed to connect to Vigor router.

This page is used to scan the existence of the APs on the wireless LAN.

Q

2860Vac 001DAACGACS50

{ Marketing_carrie )

DEVICE MENU
Dashhoard
Monitoring
Configuration
VAN
LAMN
Routing
MAT
Firewall
User Management
Objects Setting
QoS
Applications
VRN
ValP

Wireless LAN

UISE Applications
Systemn
Copy Parameter

Advanced
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I Conflguration swireless Lan

240G
General
General 5510
Security
Access Control
WPS
AP Discovery
Station List
5G
General
General 5510
Security
Access Control
WS
AP Discovery

Station List

2860Vac_001DAACGACE0 =

Index

woom o o A oW o =

SSID
800_5b70_test
DrayTek-LAN-B
DrayTek

25ming.

RDE_APADZ
DrayTek
APSDZ-POC-Tang-2.4G
PQC_24G

Drayrek
DrayTek-LAN-B
DrayTek-LAN-A
Vigor2862-POC-VPN
rd8_810

staffs_4F

DrayTek

Draytek
WVFNL-E486C8
RDE_24G _wireless
RDB_2862_62

DrayTek

BSSID

001 DiAAZASE 7T

00:50:7F:52:2F:59

001 DiAA D54 758

00:1D:AAST:31:00

001 DuAASDHRT6

00:1 DeAATRSD:RC

001 DuAAGT:05:10

00:1DeAA D4R T4

001 DiAATERTBC

02:1D:AAORF2: 24

001 DiARaRF2: 24

00:1 DeAAFE:F:90

001 DuAATDAS 4

001 DiAASDRSAC

001 DuAAD1:E280

001 DiAASCAGGE

001 DuAA 245670

001 DiAASEADRCE

001 DuAAF?CO:E0

00:1 DiAAEA3T:FS

Channel

1004

100%

1004

3%
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13.15.12 Station List for 2.4G/5G

Station List provides the knowledge of connecting wireless clients now along with its status code. Each
tab (general, advanced, neighbor) will display different status information (including IP address, MAC

address, Associated with, AID, RSSI, Rate, BW, PSM, WMM, PhMd, MCS, Venfor, Approx. Distance, SSID,
Visit Time and so on).

Q I Configuration =freless AN
246 2860Vac_001DAACGACS0 =
General
DEVICE MENU
Index MAC Address Status Associated With IP Address

Dashboard General SSID
Monitoring Security
Configuration Access Control
VAN wos
LAN

AP Discovery
Routing
NAT Station List
Firewall -
User Management

General
Objects Setting.
QoS General SSID
Applications Security
WPH

Access Control
VolP
Wireless LAN wes
USE Applications AP Discovery
System Station List
Copy Parameter
Advanced

(T EEETETR) Copyright @ DrayTek Corp. All Rights Resenved Vour relioble networking solutions postner

13.15.13 Roaming for 2.4G/5G

The access points connecting for each other shall be verified by pre-authentication. This page allows
you to enable the roaming feature and the pre-authentication.

In such section, Vigor2862VBn is selected as an example for displaying roaming settings.
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After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.

13.15.14 Station Control for 2.4G/5G

Station Control is used to specify the duration for the wireless client to connect and reconnect Vigor
router. If such function is not enabled, the wireless client can connect Vigor router until the router
shuts down.

Such feature is especially useful for free Wi-Fi service. For example, a coffee shop offers free Wi-Fi
service for its guests for one hour every day. Then, the connection time can be set as “1 hour” and
reconnection time can be set as “1 day”. Thus, the guest can finish his job within one hour and will not
occupy the wireless network for a long time.

In such section, VigorAP 903 is selected as an example for displaying roaming settings.

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.
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13.16 Bandwidth Management Settings for CPE

In such section, Vigor2862VBn is selected as an example for displaying Bandwidth Management settings.

13.16.1 Sessions Limit

A PC with private IP address can access to the Internet via NAT router. The router will generate the
records of NAT sessions for such connection. The P2P (Peer to Peer) applications (e.g., BitTorrent)
always need many sessions for procession and also they will occupy over resources which might result in
important accesses impacted. To solve the problem, you can use limit session to limit the session
procession for specified Hosts.

Q, Search.. joll Conﬁguration =Bancwidth Managerent
Vigor2862¥Bn .
{tang) N Vigor2862VBn = G
= Seseions Limit
MAT
Hardware Acceleration 1Pvd
Firewall
Enable
User Management
Ohjects Setting Default Max Sessiong 65534
Qo5 L .
Limitation Liet Index Start IP End IP Miax Sessions
Applications f 0.00.0 0.00.0 o
VPN
& Clear All
YoIP
Wireless LAN [[:3%
Bandwidth Management
_ = Enable
USB Applications
System Default Max Seseione 100
Switch Limitation List Index Start IP End IP Max Sessions.
Copy Parameter 4 a
Advanced
 Coee

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.
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13.17 USB Applications Settings for CPE

In such section, Vigor2862VBn is selected as an example for displaying USB Applications settings.

USB device connected on Vigor router can be regarded as a server or WAN interface. By way of Vigor
router, clients on LAN can access, write and read data stored in USB storage disk with different
applications. After setting the configuration in USB Application, you can type the IP address of the
Vigor router and username/password created in USB Application>>USB User Management on the
client software. Then, the client can use the FTP site (USB storage disk) or share the SMB service
through Vigor router.

13.17.1 General Settings

It determines the number of concurrent FTP connection, default charset for FTP server and enable SMB
service. At present, the Vigor router can support USB storage disk with formats of FAT16 and FAT32
only. Therefore, before connecting the USB storage disk into the Vigor router, please make sure the
memory format for the USB storage disk is FAT16 or FAT32. It is recommended for you to use FAT32 for
viewing the filename completely (FAT16 cannot support long filename).

0, Search... i CONfiguration =use pplicadon
Yigor2862¥Bn .
{tang) ) Vigor2862VBn c
= General Settings
Hardware Acceleration User Management
Simultaneous FTP 5
Firewall
Temperature Connections
Sensar
User Management
Objects setting Disk Status Default Chareet English v
Qos Modem Status SMB File Sharing Service
Fppliicaiams Printer Status
Waorkgroup Name
VPN karoup
Sensor Status
YolP Hoet Name
Wireless LAM
Printer Server ‘ )
Bandwidth Management
USB Applications i Note:

* If character set is set to "English". only English long file name is
supported.

Switch * Multi-session FTP download will be banned by Router FTP server. If

your FTP client has a multi-connection mechanism, such as FileZilla, you

should limit client connections to 1 to improve performance.

Advanced * Aworkgroup name must be different from the host name. The

workgroup name can have up to 15 characters and the host name can
I - .

. e et bt e o E b El

System

Copy Parameter

SYSTEM MENU

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.

13.17.2 User Management

This page allows you to set profiles for FTP/SMB users. Any user who wants to access into the USB
storage disk must type the same username and password configured in this page. Before adding or
modifying settings in this page, please insert a USB storage disk first. Otherwise, an error message will
appear to warn you.
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T Configuration =use spplication

0r2862YEN .
Vigor2862VBn °
General Settings

Hardware Acceleration | Ueer Management

Q, Search..

Index Username FTP/SME User Home Folder File Access Rule Directory Access Rule

Firewall Temperature Sensor
1 false

User Management Disk Status »
A q "D Set to Factory Default
Objects Setting 2 oetio Pertory Jelaut

Modem Status

QoS

Applications Printer status
¥PN Sensor Status
VolP

wireless LAM

Bandwidth Managernent
USB Applications
System

Switch

Copy Parameter

Advanced

Click the number under index field to access into configuration page.

Q Z.. Configuration >Use Applization

General Sertngs Vigor2862VBn = ¢

User Management

DEVICE MENU Index 1
Termperature Sensor
Dashbeard P FTR/SMB User O
HMonitoring Disk Status S
Username |carrie_ni | v
Configuration Modem Status
Password

Printer Status

SYSTEM MENU
Ceonfirm Password
Maintenance Sensor Status

Reports Home Folder

Provisioning Create New Home Folder

Network Management

System
User i Note:
* The folder name can only contain the following characers: A-Za-z0-9 § W' - _ @~ * I[] and space.
About
Access Rule
File Read
[ Write
Delete
Directory List
Create
Remove
x Cancel
(TR ETEIF) Copyright © DrayTek Corp, All Rights Reserved, Vour relichle networking solotions partner

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.
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.. Configuration ~Use Application

General Settings
User Management
Temperature Sensor
Disk Status

Modern Status
Printer Status

Sensar Status

Index

Vigor2862VBn =

Username FTP/SMB User
carrie_ni true

false

13.17.3 Temperature Sensor

Home Folder

i

A USB thermometer attached to Vigor router can help monitor the server or data communications for
room environment, and notify if the server room or data communications room is overheating.

2, Search...

Yigor2862¥Bn

{tang}

Hardware Acceleration
Firewall

User Mahagement
Objects Setting

Qos

Applications

VPN

VoIP

Wireless LAN
Bandwidth Managernent
USB Applications
System

Switch

Copy Parameter

Advanced

SYSTEM MENU

Configuration »use applicaton

. Vigor2862VBn
General Settngs
User Management
Temperature Calibration
Temperature
Sensor Temperature Unit
Disk Status

Enable Syelog Alarm
Modem Status

Upper Temperature Limit
Printer Status

Sensor Status Lower Temperature Limit

Celsius (°C) Fahrenheit (*F)

After finished the settings configuration, click Save. The modification for the CPE will take effect

immediately.

13.17.4 Disk Status

This page allows you to set profiles for FTP/SMB users. Any user who wants to access into the USB
storage disk must type the same username and password configured in this page. Before adding or
modifying settings in this page, please insert a USB storage disk first. Otherwise, an error message will

appear to warn you.
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13.17.5 Modem Status

Q e Configuration »Uss Applicaton
[2390"“ SO General Settings Vigor2862VBn c
User Management N
DEVICE MENU Connection Status Disk Connected
Dashboard Temperature Sensor
Monitoring Disk Status
Write Protect Status Mo
Configuration Modem Status
Disk Capacity 7.43 GB
SYSTEM MENU Printer Status
Free Capacity 6.70 GB
Maintenance Sensor Status
Reports i Mote:
o [fthe write protect switch of USE disk is wrnzd on, the USB disk is in READ-ONLY mode, Mo data can be
Provisioning i D
Network Management
System "
2 USB Disk Users Connected
User
Index Service IP Address {Port} Username Drop
About
1 00.00(0)
AT TN P T T TWTLTh
(72162 223 bl Elovice 2071 Aevice e ne e a e Copyright @ DrayTek Corp. All Rights Reserved. Your relishie networking solutions portnes

This page displays current status for the USB modem connecting to Vigor router managed by VigorACS

Q, Search...

.. Configuration =uss applicaton

Yigor2862vVBn

{tang} .
R General Settngs

Hardware Acceleration User Management

Firewall Temperature Sensor
User Management Disk Status
Objects Setting
Modem Status

Qo5

- . Printer Statl
Applications rinterstatus
VPN Sensoer Status
WoIP
Wireless LAN

Bandwidth Management
USB Applications
System

Switch

Copy Pararneter

Advanced

SYSTEM MENU

Vigor2862VBn c

Index

Connection Status Manufacturer Model

No Modem Connerterd

No Modem Connerterd

Click the index number to open the following for viewing detailed information for parameter settings.
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Q, Search...

Yigor2862¥Bn

{rang}

Hardware Acceleration
Firewall

User Management
Objects setting

Qos

Applications

VPN

VolP

Wireless LAN

Bandwidth Management

USB Applications
Systermn

Switch

Copy Parameter

Advanced

SYSTEM MENU

Configuration -use Apglicaton

© Vigor2862VBn

General Settings
User Management

Temperature
Sensor

Disk Status
Modem Status
Printer Status

Sensor Status

13.17.6 Printer Status

Index

Connection Status

Manufacturer

Model

Revigion

Serial Number

IMSI

Signal Strength

Hardware

SIMPIN

Link speed

% Cancel

This page displays current status for the USB printer connecting to Vigor router managed by VigorACS 2.

Routing

NAT

Firewall

User Management
Objects Setting
Qos

Applications

WRH

YalP

Wireless LAN

USB Applications
Systermn

Copy Parameter

Advanced

SYSTEM MENU
Maintenance
Reports

Provisionine

il

2= Conflguration »Use Application

General Settings
User Management

Temperature Sensor

Vigor2862VBn

Connection Status.

Connected

Manufacturer Hewlett-Packard
Disk Status
Model hp Laserjet 1200
Modern Status
Serial Number OQ0CNEMO46162
Printer Status
5 Statl .
ensar At Printer Queue
Index User Files Name Sratus
1 idle
2 idle
3 idle
4 idle
ATRRCRETT SRR TITWEE Conyright ® DrayTek Corp, All Rights Reserved, Your reliable networking solutions portner

172162 23%acs2_build 4 021

13.17.7 Sensor Status

This page displays current status for the USB thermometer connecting to Vigor router managed by

VigorACS 2.

VigorACS 2 User's Guide

319



2 Search...

Configuration »uss applicaton

Yigor2862¥Bh

{tang}

Hardware Acceleration
Firewall

User Management
Objects Setting

QoS

Applications

VPN

ValP

Wireless LAN
Bandwidth Management
UsB Applications
System

Switch

Copy Parameter

Advanced

Vigor2862VBn

General Settings

User Management
Connection Statug
Temperature Sensor

Manufacturer
Disk Status
Modem Status Product

Printer Status

Seneor Status

Mo Temper Connected

no trper

no tper

13.18 System Settings for CPE

In such section, Vigor2862VBn is selected as an example for displaying Applications settings.

13.18.1 Maintenance

This page can be used for backup configuration for specified CPE, restoring configuration for specified
CPE, making firmware upgrade for CPE, and even reboot the specified CPE via VigorACS 2.

Q Search..

I Configuration =sysem

Yigor2ge2vBn

{ang} o ‘
MAT

Hardware Acceleration
Firewall

User Management
Objects Setting

Qo5

Applications

WPN

VolP

wireless LAM

Bandwidth Managernent
USB Applications
System

switch

Copy Parameter

Advanced

SYSTFM MFNLI

Vigor2862VBn

Maintenance
Tirne Settings
Admin Account Configuration Backup
Admin Local User

Backup Config
SMMP Settings
Nanagement Rertore Config
TROGS Settings
SysLog Settings

Mail Alart Download Config

Firmware Upgrade

Model Name
Modem Firmware Veraion
Firmware Verzion

Chooze a Firmware File

qcdategw drayddns com:8080Mveb#evice!] 741 feystemimaintenance F

320

Backup

I Last Config I Loral File

Shared Folder

Wigor2B62BYVn

07-07-02-08-00-01 Annex_A

3.88.2 RC3a

Local File Shared Folder
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13.18.2 Time Settings

It allows you to specify where the time of CPE should be inquired from.

Q, Search... . Configuration »sysem
Vigor2862¥Bn .
{tang) Vigor2862VEBn G
= Maintenance
DEYICE MENU Time Settinge
Current Local Time 2018-09-13T16:12:11
Dashboard Admmin Atcount
Statistics Local Time Zone +02:00
Admin Local User
Configuration
Management Time Server pool.ntp.org
TROAS Sett
SYSTEM MENU EHngs Priority Auto v
Maintenance SysLog Settings
Local Time Zone Name [GMT+08:00) Taipei v
Repaorts Mail Alert
Daylight Savinge Used
Provisioning Ve &
Network Management Daylight Saving Type Default By Weekday |
System
start Yearly on March last Sun
User
End Yearly on Octaber last Sun
About
Automatically Update 30 mins '3

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately

13.18.3 Admin Account

To configure the password for system administrator to access into the web user interface of device,
open this web page for editing.

In addition, when you want to access into the web user interface of Vigor router, the system will ask
you to offer username and password first. At that moment, the background of the web page is blank
and no heading will be displayed on the Login window. Login Greetings field allows you to specify login
title on the Login window if you have such requirement.
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2, Search...

Yigor2862YBn

{tang}
DEVICE MENU
Dashboard
Statistics
Monitoring

Configuration

SYSTEM MENU
Maintenance
Reports

Provisioning

Network Management

System
User

About

I Configuration »sysem

Maintenance
Time Settings

‘ Admin Account
Admin Local User
SMMP SEttings
Management
TROEY Settings
SysLog Settings

Mail Alerc

Vigor2862VBn =

Admin Account

Admin Password

i Note:

® Password can contain only a-z A-Z 0-9

User Account

Enable User Account

User Password

i Note:

it texFes | 7@EN()

e Password can contain a-z A-Z0-9, ;1. " == F e = [ 7@# ML)

* Password can't be all asterisks(*). For example, *' or *%*' js jllegal, but
"123% or '*45' is OK.

Enable Login Greetings

Title

Message

<h1=<bx<font color=red=Welcome
Message<font==ib=</h1><p=This

After finished the settings configuration, click Save. The modification for the CPE will take effect

immediately.

13.18.4 Admin Local User

The administrator can login web user interface of Vigor router to modify all of the settings to fit the
requirements. This feature allows other user in LAN (local user) who can access into the web user

interface with the same privilege of the administrator.

Q, Search...

Yigor2862¥Bn

{tang}

DEYICE MENU
Dashboard
Statistics
Monitoring
configuration
WAN
LAM
Hotspot Web Fortal

Routing

MAT

Hardware Acceleration

Firewall
User Managerment
Obijects setting

Qos

I Configuration »system

Maintenance

Time Settings

Admin Account

Admin Local Ueer

ShMP Settings

Management

TROAY Settings

SysLog Settings

1
Mail Alert

Index

Vigor2862VBn

Local User

Enable ‘admin’ account
login to Web Ul from the

Internet

Local User List

Administrator LDAP Satting

Enable LDAP/AD login for

Admin ueers

Enable ‘admin’ account

login to Web Ul from the

User Name

Password Action

+ Add

After finished the settings configuration, click Save. The modification for the CPE will take effect

immediately.
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13.18.5 SNMP Settings

This page allows you to configure settings for SNMP and SNMPV3 services.

The SNMPv3 is more secure than SNMP through the encryption method (support AES and DES) and
authentication method (support MD5 and SHA) for the management needs.

Q, Search.. o Configuration »sysem
Yigor2862¥Bn .
{zeng) _ Vigor2862VBn G
= Maintenance
DEYICE MENU Time Settings
Enable SNMP Agent [ @)
Dashboard Admin Account
isti Get Communit; ublic
SLatitis Admmin Local User ¥ .
Monitoring SNMP settinge Set Community private
Configuration
Management Trap Community public
SYSTEM MENU TROES Settings Trap Timeout 10
Maintenance SysLog Settings
Reports Wil Alere Manager Host IP {IPv4)
Provisioning Index 1: IP 0.00.0
sl IR Index 1: Subnet Maek b
System
Index 2: 1P 0.0.0.0
User
About Index 2: Subnet Maek b7

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.

13.18.6 Management

This page allows you to manage the settings for Internet/LAN Access Control, Access List from Internet,
and Management Port Setup

Q Search... . Configuration »sysem
Vigor28s2y¥Bn .
{tanz) Vigor2862VBn G
= Maintenance
DEYICE MENU Time Settings
Router Name Vigar2862vBn
Dashhoard Admin Account
isti Default:Disable ( )
EEAME Admin Local User
Auto-Logout
Monitoring )
SNIMP Settings
Configuration Enable Validation Code in
Management Int. L/LAN A
WAN nterne: ccess
TROAS Settings
LAN
Internet Access Control
Hotspot Web Fortal SysLog Settings
B Allow management from
Routing Mail Alert O
theInternet
NAT
Hardware Acceleration Domain name allowed
Firewall

FTP Server
User Managerment

HTTP Server
Chijects Setting

) Enforce HTTPS Access
Qo3
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After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.

13.18.7 TR0O69 Settings

Vigor device supports TR-069 standard. It is very convenient for an administrator to manage a TR-069
device through VigorACS 2.

Q Search... T Configuration »sysem
Yigor2862v¥Bn .
{uong) _ Vigor2862VBn G
= Naintenance
User Management §
Time Settings
Chijects setting
Admin Account ACS Server
Qo5
Tro6g Enable
Applications Admin Local User C
VPN SNMP Sectings ACS server on Internet ~
olP Management
Server URL heepef172.17.6.252:8080/ACS S erver/seric
Wireless LAN
TROSS Settinge
Bandwicth Managerment Acguire URL from DHCP option 43
SysLog Settil
UsSB Applications YSLOE Sertings
Username tang
Systemn Mail Alert
Switch Pageword

Copy Parameter
Client Settings

Protocol Hip

client URL hitp:f172.17.6.187:8089 cvurnl CRIM. hirm|

Advanced

SYSTEM MENU

Maintenance

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.

13.18.8 SysLog Settings

SysLog function is provided for monitoring Vigor router.

@, Search.. Configuration »sysem
Yigor2862¥Bn .
oy Vigor2862VBn = <
= Maintenance
DEVICE MENU Time Settings
Enable o
Dashhoard Admin Account
Statistics syslog Save to Syslog Server USB Disk
Admin Local User
Monitoring SNMP Sattings Router Name Vigar2862vEn
Configuration
Management Server IP Addrens
SYSTEM MENU TROGA Sermngs Destination Part 514
Maintenance SyeLog Settings
Mail Syelog
Reports Mail Alert
o Collect Syslog About Firewall Log VPN Log
Provisioning
User Access Log Call Log
Network Management
WAN Log Router/DSL Information
System
WLAN Log
User
About B Save
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After finished the settings configuration, click Save. The modification for the CPE will take effect

immediately.

13.18.9 Mail Alert

System administrator can make a simple test for the e-mail address specified in this page; send alert

message to the e-mail box when Vigor router detects DoS Attack, VPN and/ or APPE event.

Q, Search...

Yigor2862YBn

{mang}

DEYICE MENU
Dashboard
Statistics
Monitoring
Configuration
WWAN
LAM
Hotspot YWeb Portal
Routing
MAT
Hardware Acceleration
Firewall
User Management
Objects Setting

Qos

After finished the settings configuration, click Save. The modification for the CPE will take effect

immediately.

VigorACS 2 User's Guide

. Configuration »sysem

Maintenance

Time Settings

Admin Account

Admin Local User

SNIMP Settings

NManagement

TROAY Settings

SysLog Settings

Mail Alert

Vigor2862VBn =

Enable ()

Send A Test E-Mail

SMTP Server

SMTP Port 23
Mgil To

Return Path

Use SSL [ @)
Authentication D
User Name

Uzer Paseword
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13.19 Copy Parameter for CPE

13.19.1 Copy Parameter

VigorACS 2 supports to copy parameters from one of the registered CPE(s) to other CPE(s) with the
same model. It is convenience for duplication and configuration with large setting profiles.

Q = Copy Parameters =profie

Copy Parameter FAdd

2860Vac_001 DAACEACS0 | ®

[ Marketing_carrie )
Firewall Copy Parameter Status Frofile Name Action
User Management Mo data available in table
Objects Setting

QoS

Applications

WRM

WalP

Wireless LAN

USE Applications

System

Copy Parameter

Advanced

SYSTEM MENU
Maintenance
Reports
Provisioning
Network Management
System
User

About

Copyright © DrayTek Corp. All Rights Reserved. Your relioble networking soiotions portner
Follow the steps below to perform the operation of Copy Parameter.
1. Open Configuration>>Copy Parameter and click Add.

2. On the following page (©® Create Profile), type a name for the copy parameter profile.

. Copy Parameters profie

Copy Parameter o

Creat profile

Copy Parameter Status = Close

Frofile Hame Copy_for_2860

® Cancel ¥ Add Parameter

3.  Click Add Parameter to get the following page (® Add Parameter).
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. Copy Parameters sprafie

Copy Parameter o

Creat profile
Copy Parameter Status

Routing

MNAT

Firewall

User Management
Objects Setting
QoS

Applications

VolP

Wireless LAM-2.45
Wireless LAN-5G

USE Applications

A Barck to Profile List

Add parameters

Selectthe parameters to be copied

a Close

€ Previous & Parameter List

4. Here, we take LAN settings as an example. Move the mouse to LAN and click it to display the
submenu items. Then, click General Setup.

I Copy Parameters sprofie

Copy Parameter o

Creat profile

Copy Parameter Status

WAN

DsL

LAM
General Setup
WLAM
IP Bind MAC
DHCP Option Setup
InterL AN Routing
LAM P

Routing

MNAT

Firewall

User Management

Objects Setting

A Back to Profile List

Add parameters

Index

Paramerter

(12 parameters)
(12 parameters)
(12 parameters)
(12 pararneters)
(12 parameters)
[12 pararmeters)

[12 parameters)

Value

- Close

Add To Parameter List
© Add all
© Add all
© Add all
@ Add all
© Add all
© Add all

© Add all

€Previous ¥ Parameter List

There are 12 parameters available for copying for each index. Choose the parameter you want to

copy and click® . When the icon becomes @

copying.
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. Copy Parameters »prcfi=

Copy Parameter o

Creat profile
Copy Parameter Status

WAN

D&l

LAM
General Setup
WLAN
IP Bind MAC
DHCP Option Setup
InterLAN Routing
LAM IPufi

Routing

NAT

Firewall

User Management

Objects Setting

A Back to Profile List

Add parameters

Index

Parameter

(12 parameters)
{12 parameters)
DHCP Wax Address
DS Servers

Mat Or Routing Usage
IP Address

DHCP Relay

Subnet Mask

IP Routers

Enable

DHCP Server Enable

DHCP Win Address

= Close
Value Add To Parameter List
Q Addall
© Addall
192.168.2.108 (]
0.0.0.0,0.0.0.0 Q
For_NAT Usage [+]
19216821 [
false Qo
255.255.255.0 [+
19216821 (]
false ®
true []
192,188,210 [+]

€ Previous

5.  Next, click Parameter List to display the following page (® Confirm parameter list).

I Copy Parameters :prefie

Copy Parameter o

Creat profile
Copy Parameter Status

# Editf @ Delete

Parameter

M InternetGatewayDevice.LAMDevice. 2 LANHastConfighanagement. MaxAddress

Add parameters

Confirm parameter list

« Close

Value Is Copy

192.168.2.109

InternetGatewayDevice LAMDevice. 2 LANHostConfighanagerentIPinterface 1.IPInterfacelPAddress 192.168.2.1

InternetGatewayDevice.LANDevice, 2. LANHostConfighanagementlPRouters
InternetGatewayDevice LAMDevice,2 LANEthernetinterface Config 1.Enable

M InternetGatewayDevice.LANDevice.2.LANHastConfighlanagerment. DHCPServerEnable

4 Back to Profile List

192.168.2.1
false
true
€ Previous
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If required, click Edit to change the value(s) for parameter(s).

=+ Copy Parameters =profie

‘ Copy Parameter

Copy Pararneter Status

Creat profile Add parameters Confirm parameter list

# Edit/ W Delete

Parameter

InternetGatewayDevice.LANDevice.2 LANHostConfigManage ment MaxAddre ss

InternetGatewayDevice LANDevice. 2 LANHostCanfighManage ment IPlnterface 1 IPlnteface IPAddress

InternetGatewayDevice LANDevice. 2, LAMHo stConfigManagermentIPRouters

InternetGatewayDevice LANDevice.2 LANEthernetinterfaceConfig. 1 Enable

InternetGatewayDevice LANDevice.2 LAMHostConfighManage ment DHCPServerEnable

= Close
¥alue Is Copy
192.168.2.109 ‘3
192.168.2.1 (D
19216821 (D
false ‘3
true [ @]

After modifying the parameter, click Save to return to previous page.

6. Next, click Copy to Device to display the following page (@ Copy to device). Select the target

device by clicking it.

Z.. Copy Parameters »profie

Creat profile Add parameters

Copy Parameter Status

Select target devices

M 2860ac_00507FO00033
W M 2860ac_00507FO00036
W @ 2860ac_00S07F00003a
W @ 2860ac_00S07FO00048
W M 2860ac_00507F000049
W @ 2860ac_00507F00004a

Copy Time

[y Start day
05/04/2017

Confirm parameter list Copy to device

a Close

Wigor2860ac 3.8.2.1_RCab_STD
Wigor2860ac 3.8.2.1_RC4b_STD
Wigor2860ac 3.8.2.1_RCab_STD
Yigor2860ac 3.8.2.1_RC4b_STD
Wigor2860ac 3.8.2.1_RCab_STD

Vienr2RAN A I8 721 Rrdk STN

@ Starttime

11:00 AM

@ Endtime
11:00 AM

€ Previous

7. Click Finish.
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. Copy Paramerters =rrofie

Copy Parameter o ° ° ° °

Creat praofile Add parameters Confirm parameter list Copy to device Finish
Copy Pararneter Status = Close

+ Profile saved successful.

4 Back to Profile List ECheck Status

8. A Copy Parameter profile has been created. Later, the selected parameters will be copied to the
target device immediately or on scheduled time.

13.19.2 Checking the Copying Parameters Status

Only the operation that failed to copy parameters will be displayed in this page.

Q Z.. Copy Parameter »smus

Copy Paramneter <

Copy Parameter Status Time Type Start Day Start Time Endtime Status. Retry Number Time User Name

DEVICE MENU

Dashboard Mo data awailable intable
Monitoring
Configuration
MOAN

LAM

Routing

NAT

Firewall

User Management
Objects Setting.
Qad

Applications

VPN

Wireless LAN

USB Applications
System

Copy Parameter

Advanced

SYSTEM MENU

172162 2235053 arameter-shat SRR Copyright © DrayTek Corp. All Rights Reserved. Your reliohie networking solutions portner
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13.20 Advanced Settings for CPE

13.20.1 Parameter Tree

Q search...

DEVICE MENU

Dashboard
Monitoring
Configuration
WAN

LAM

Routing

MNAT

Firewall

User Management
Objects Setting.
oS

Applications

WP

WalP

Wireless LAN
USE Applications
Systemn

Copy Parameter

Advanced

172.16.2.222/0s2_budld

T Advanced - Parameter Tree

2860Vac_001DAACG4C50

Parameter Tree

Name
Exclude Parameters

4 @ InternetGatewayDevice,
@ LANDeviceWumberQfEntries
@ WANDeviceMurberOfEntries
I @ Devicelnfo.
I @ ManagermemServer,
4 @ Time.
& NTPServer]
™ CurrertLocalTime
™ LocaTimeZane
 LocaTimeZonzName
@ DaylightSavingsUsed
 TimeSetupUse
I @ LayerIForwarding.
I & LANDevice.
I @ WANDevice.

I @ Services,

Value DataType
7

r

pool.tp.org String

2017-05-04T03:21:48
+00:00 String.

Greenwich_Wean_Timer | String

false v Boolean

Use_Internet Time =+ | String

h Copyright © DrayTek Corp, All Rights Reserved,

Your relioble networking solutions portner

After finished the settings configuration, click Save. The modification for the CPE will take effect
immediately.

13.20.2 Exclude Parameters

Q search...

DEVICE MENU

Dashboard
Monitoring
Configuration
MOAMN

LAN

Routing

MAT

Fireveall

User Management
Objects Sering
QoS

Applications

VRN

WalP

Wireless LAN
USE Applications
System

Copy Parameter

Advanced
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2860Vac_001DAACO4ACE0 =

Parameter Tree

Exclude Parameters W Delete

Parameter

InternetGatewayDevice.X_00507F InternetAce MultiVLAN General 1.

Version [U.S FREEXIFI) Copyright @ DrayTek Corp. All Rights Reserved.
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Applications

A.1 How to create a VPN by using VPN Wizard?

Vigor ACS 2 supports VPN Wizard which provides an easy way to create a LAN to LAN VPN tunnel
between two Vigor routers. The following shows an example for PPTP tunnel created between

Vigor2860 and Vigor2925.

VPN server => Vigor2860, LAN network: 192.168.82.0/24

VPN client => Vigor2925, LAN network: 192.168.92.0/24

(1)

Info LAN IP address for both routers shall not be the same.

1. Click Root Network and display the tree view. Choose Vigor2860 as the VPN server.

Q

Root Network

(362)

> o Migraxi3)

[> a Metherlandsid)
[» « Optivisusio)
[ & Other(3)

4 5 RDB(8)

@ 2132FVn_001DAAE4BECE
@ 2133Vac_001DAADDDOOO
@ 2830i_001DAAADS4TE
@ 2860n+_001DAADIE220
@ 2862Vac_001DAAFFCOS0
@& 2925Ln_001DAADDYSED
@ 2952Pn_001DAAFEDE1E
@ 3220n_001DAAS54758

T Roct Network

2860n+_001DAAD1E290

Netwark Overview

Root Metwor...

moo OMLINE 337

OFFLINE 25

Alarm 26

Other

m“a OMLINE O

OFFLINE 3

Alarm 3

mamie

@GG OMLINE 1

OFFLINE 2

Clients -Top 10+

=C(ategory = .7 X

Netherlands

woo OMLINE O

OFFLINE 4

Alarm 4

ap

@Qo OMLINE 4

OFFLINE 7

Alarm 2

VPN

@GQ OMLIME ()

OFFLINE 1

Alarm 1

Py

@last2d4hours = 7 %

2. The Dashboard for the selected device will be shown as follows.
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3. Open DEVICE MENU>>Configuration>> VPN function on the top menu of VigorACS 2. Then the
VPN Wizard web page will appear as the follows:

4.  Press the Add device button, then choose the VPN client (e.g., Vigor2925) at the Network View.
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5.  Click the VPN client (Vigor2925) and drag it to the black area on the right side. Then release it.

6.  Press PPTP button, then Press the VPN client icon (Vigor2925) and drag it to the VPN server icon
(Vigor2860), release it when you see a yellow ring surrounding the VPN server icon.

Z.. Configuration >ven

VPN wizard 2860n+_001DAADTE290 = c

LAN to LAN

* =% @ X @

Remote Diakin User

Network @ PPTP M IPSec VEN Fail

7.  VigorACS 2 will pop-up a confirmation window, please click the OK button.

Y 172.16.2.105 88 x

Link ¥PN from 192.168.105.25 to 192.165.105.60
F Lk A R A RS 1R -

8.  Wait for device VPN configuration.
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After PPTP connection working, there will be a green arrow from VPN client to VPN server, you
could check the VPN tunnel status on the bottom of the VigorACS web as well.

9.

I Configuration >ven
2860n+_001DAAD1TE290 =

VPN Wizard
A m ¥ @ ¢

LAN to LAN
2 =
) ¢ D from Network Monitor at left, and arrang

Remate Dial-In User

Network VPN Fail
vir k TxPackets TxRate RxPack -
o 1
»

0

182 16826 124

Encryption
192.168.105.25

Index VPN Active VPN Name VPN Type
MPPE

PRTP

p_200_580

1 true

If you want to disconnect the VPN tunnel, to press the Disconnect button, then there will be a

10.
pair of scissors icon on the VPN line, click it.

335

VigorACS 2 User's Guide



Z.. Configuration >veN

VPN Wizard 2860n+_001DAAD1E290 = c
LAN 0 LAN +EET‘;”:"->‘(W$‘>"

Remote Dial-in User

3 vk Wrere W VPN Fail
Index VPN Active VPN Name VPNType Encryption

k TxPackets TxRate RxPack ~

1 true p_230_580 FPPTP MFPE 19216810626 18216825 0124 0 o 1

11. VigorACS will pop-up a confirmation window, please click the Yes button.

1

172.16.2,105 88T X |

Do o want fo disconnect thiz line 7
Fi Lk bR R B 4 R #EE iR -

12. Wait for VPN disconnection.

Z.. Configuration »ven

VPN Wizard 2860n+_001DAADTE290 =

LAN to LAN

Remote Dial-In User

VPN Fail

Waiting for device VPN configuration, retrieving VPN status in 14 seconds

13. After VPN tunnel disconnected, the web page will be shown as follows.
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A.2 How to create a VPN Connection with Advanced Settings by using VPN
Wizard ?

VPN wizard supports PPTP and IPSec tunnel, the default encryption for PPTP Tunnel is MPPE, for IPSec
Tunnel is AH-SHAL. If you want to set more details for VPN connection, you can use Advance
connection button.

1. Open DEVICE MENU>>Configuration>> VPN function on the top menu of VigorACS 2. Then the
VPN Wizard web page will appear as the follows:

2. Press the Advance button, then choose the VPN client (e.g., Vigor2925) at the Network View.
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Click the VPN client (Vigor2925) and drag it to the black area on the right side. Then release it

3.

v

Press the VPN client icon (Vigor2925) and drag it to the VPN server icon (Vigor2860), release it

4.
when you see a yellow ring surrounding the VPN server icon.
)

. Configuration sven
2860n+_001DAADTE290 =

¥ @

VPN Wizard
+ % =& n

LAN 1o LAN
Remote Dial-In User
2860n+_001DAAD1 E290

Device |d - 2671
1P 192.168.105.60

VEN Fail

VigorACS 2 will pop-up a confirmation window, please click the OK button.

5.

Y 172.16.2.105 88

Link WP from 192.168.105.25 40 192.165.105.60

FAib B EEE Hth#EE iR -
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6. A dialog appears as follows. Please set the corresponding parameters and settings manually and
click Save.

7.  Wait for device VPN configuration.

Z. Configuration >ven

VPN Wizard 2860n+_001DAADTE2S0 = c
LARK to LAN

Remote Diakn User

Wervork @ PETP M IPSec VEN Fail

Waiting for device VPN configuration, retrieving VPN status in 8 seconds
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8.

There will be a green arrow from VPN client to VPN server, you could check the VPN tunnel status

on the bottom of the VigorACS web as well.

.. Configuration >ven
2860n+_001DAADTE290 =

VPN Wizard
LAN to LAN

Remate Dial-in User

FPTP

p_280_5B0

1 true
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Chapter 14 Trouble Shooting

342

= DrayTek VigorACS2

This appendix will guide you to solve abnormal situations if you cannot access into the Internet after
installing the router and finishing the web configuration. Please follow sections below to check your
basic installation status stage by stage.

When you try to invoke VigorACS and get the following error message, please locate the file of
“server.log” from C:/Program Files/VigorACS 2/server/default/log and send the file to your dealer for
further assistance.

at org.jh -web._tomcat.-tch.Tomcath.startConnectors{Tomcaths. java:549> l’
at org.jboss.uweb.tomcat.tch.Tomcath . handleMotification{Tomcat5s.javaz586>

at sun.reflect.GeneratedMethodfAccessor4.invoke<{lUnknown Sourcel

at sun.reflect.DelegatingMethodAccessorInmpl.invoke{DelegatingMethodAcces

.javaz-25>

.reflect .Method.invoke{Method. java:5852>
.mx.notification.MotificationListenerProxy.invoke(MNotificati)

onLiztenerProxy.

at $Proxy2?7.handleMotification{Unknown Source)

at org.jboss.mx.util.JBossNotificationBroadcasterSupport.handleMotificat
ion¢JBossNotificationBroadcasterSupport.java:127>

at org.jboss.mx.util.JBossNotificationBroadcasterSupport.sendMotificatio
n<JBossMNotif icationBroadcasterSupport.java:188>

at org.jbhoss.system.server.Serverlnpl.sendMotification<ServerInpl. java:?
A >

at org.jhoss . system.server.Serverlnpl.doStart(Serverinpl. java:497>

at org.jhoss . system.server.Serverlnpl.start(Serverinpl.java:3eZd

at org.jhoss _Main.boot(Main.java:208)>

at org.j Main%1l.run{Main.java:464>

at java.lang.Thread.run(Thread.java:595>
11:45:51,484 INFO [Server] JBoss (MY MicroKernel) [4.8.4.GA (build: CUSTag=JBos
=_4 A_4 GA date=280685151888>1 Started in 1m:6s:35%ms

For Linux system, please locate the file of “server.log” from
/usr/local/vigoracs/VigorACS/server/default/log/ and send the file to your dealer for further
assistance.

14.1 Contacting DrayTek

If the router still cannot work correctly after trying many efforts, please contact your dealer for further
help right away. For any questions, please feel free to send e-mail to support@draytek.com.
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Chapter 15 Reference
Information

= DrayTek VigorACS2

15.1 For Linux System

Corresponding files on Linux system required for VigorACS will be stored in the following paths:

java: /usr/local/jdk1.5.0_07
mysql: Zusr/local/mysql
vigoracs: /usr/local/vigoracs/VigorACS/

log: /usr/local/vigoracs/VigorACS/server/default/log/server.log
bind ip: Zusr/local/vigoracs/VigorACS/bin/startway. txt

mysql data: Zusr/local/mysql/data/tr069

start/stop vigoracs : /usr/local/vigoracs/VigorACS/bin/vigoracs.sh

To check the current process of VigorACS, please use the following commands to inquire

ps(vigoracs): ps -ef | grep "/usr/javase/bin/java -server" |grep -v grep
ps(mysql): ps -ef | grep safe_mysqld|grep -v grep
or

ps -ef | grep mysqld_safe|grep -v grep

Some link files are required for VigorACS running under Linux system properly. If any one of them is

missed, unexpected problems might be happened.

In(java): /usr/javase >> /usr/local/jdk1.5.0_07/
In(mysql): Zusr/local/mysql >> /usr/local/mysql-5.1.41-linux-i686-glibc23
In(mysql): /tmp/mysqgl.sock >> /var/lib/mysqgl/mysql.sock
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15.2 For Windows XP System

Corresponding files on Windows XP system required for VigorACS will be stored in the following paths:

java: C:\Program Files\Java\jdk1.5.0_07
mysql: C:\mysql
vigoracs: C:\Program Files\VigorACS 2

log: C:\Program Files\VigorACS 2\server\default\log\server.log

license key: C:\Program Files\VigorACS 2 version\license.key

bind ip: C:\Program Files\VigorACS 2\bin\bindip.txt

mysql data: C:\mysql\data\tr069

start vigoracs : C:\Program Files\VigorACS 2\bin\StartVigorACS.bat
stop vigoracs : C:\Program Files\VigorACS 2\bin\ShutdownVigorACS.bat
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