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Limited Warranty

DrayTek warrants that (a) the VigorACS 3 (henceforth called the SOFTWARE) will perform substantially in
accordance with the accompanying written materials for a period of ninety (90) days from the date of
receipt, and (b) any support service provided by DrayTek shall be substantially as described in applicable
written materials provided to you by DrayTek, and DrayTek support engineers will make commercially
reasonable efforts to solve any problems. To the extent allowed by applicable law, implied warranties
on the SOFTWARE, if any, are limited to ninety (90) days.

Customer Remedies

DrayTek’s and its suppliers entire liability and your exclusive remedy shall be, at DrayTek’s option, either
(a) return of the price paid, if any, or (b) repair or replacement of the SOFTWARE that des not meet
DrayTek's Limited Warranty and which is returned to DrayTek with a copy of your receipt. This Limited
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To the maximum extent permitted by applicable law, DrayTek and its suppliers disclaim all other
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merchantability, fitness for a particular purpose, title, and non-infringement, with regard to the
SOFTWARE, and the provision of or failure to provide support services. This limited warranty gives you
specific legal rights. You may have others, which vary from state/jurisdiction to state/jurisdiction.

Please read the license screen in the installation wizard. You must accept the terms of the license in
order to install VigorACS 3.
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Chapter 1 Introduction

VigorACS 3 is a software which provides centralized device management for TR-069 based CPEs such as
broadband gateway, XDSL router, VolP gateway, wireless AP and switch. VigorACS 3 has device status,
monitor status of devices, or perform scheduling tasks such as firmware upgrade, configuration
backup/restore and parameter profile for mass deployment of CPE devices. It is easy to use through
intuitive Web-based GUI with security management. VigorACS 3 can be installed on different kinds of
platform e.g., Windows, Linux and so on.

1.1 Main Features and Benefit

Manage all kinds of devices complied with TR-069 specification.
VigorACS 3 server can be installed in Windows and Linux.
Intuitive Web-based GUI can be executed on all browsers like Edge, Firefox, Chrome and so on.

Support scheduling firmware upgrade, configuration backup/restore and parameter profile
deployment.

Support auto-discovery to survey all TR-069 devices.
Provide device inform management.

Support security management.

1.2 System Architecture

The following figure shows an overview for the application between VigorACS 3 and CPE devices. With
TR-069 protocol, VigorACS 3 can communicate and manage devices with ease.

r - AaAS &8
] BrapTe =
| TR-069 Standary
A 'Y
o e e oo O
-
K

ACS3 Saryer N - ARAS &=

O O
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Web service is a software system identified by a URI, whose public interfaces and bindings are defined
and described using XML. Its definition can be discovered by other software systems. These systems
may then interact with the Web service in a manner prescribed by its definition, using XML based
messages conveyed by internet protocols.

The basis for Web Services contains: XML, WSDL (Web Services Description Language), SOAP (Simple
Object Access Protocol), UDDI(Universal Description, Discovery and Integration). The procedure for the
structure of bottom layer: transform Web Service information into XML file format, use WSDL statement
to describe the objects for service. The remote end can get required information through such
description. It carries out transformation job to search or register from UDDI by means of SOAP
communication bottom layer.

For the designers of Java program: you can write java program to control VigorACS. Also, VigorACS
will offer some API for you to write and call it. For example, you can get all the connected CPE
devices controlled VigorACS through web service.

Corresponding files are placed in -
WebServices_TRO69API.zip

The documentation for web services api is placed in -
WebServices_ TRO69API/doc/

Sample program is placed in -
WebServices_TRO69API/example/src/tw/com/draytek/acs/test/TestMain.java

For the designers with other program language: you can define WSDL to control VigorACS through
SOAP(Simple Object Access Protocol)

VigorACS3 User's Guide 3
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Chapter 2 Install & Startup

Please follow the procedure listed below to install VigorACS completely. The installation for different
platforms might be different.

VigorACS 3 can be operated only by a host with 64-bit operation system.

2.1 Platform for Windows 10

To start up the VigorACS, the normal procedure is listed as follows:
0] Installation for Java,

(1) Installation for MariaDB

() Installation for VigorACS 3

(IvV) Start MySQL/MariaDB Database.

(V)  Edit VigorACS ip.

(VI)  Start VigorACS.

2.1.1 Installation for Java

1. Install Java by clicking “java-12-openjdk-12.0.2.9-1.windows.redhat.x86_64" (or later) to execute the
installation.

| N 0 | Application Tools Software ﬂ
Home  Share  Wiew Manage v 0

@ - 1 ‘J « ACS » Software v ¢ H Search Software P ‘

Y _lzl java-12-openjdk-12.0.2.9-Lwind
y. ¢ Favorites i L ows.redhat x86_64
L3

Windows Installer 355

B Desktop | mariado-103.12-winx64
- Windows Installer $73%
Downloads A in ==
" | T s23MmB

[ A D .
== WinPcao
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2. The first page will be shown as follows. Click Next to get into next page.

Welcome to the Open]DK
12.0.2-1-redhat Setup Wizard

The Setup Wizard will install Open]DE 12,0, 2-1redhat on
your computer, Click Mext to continue or Cancel to exit the
Setup Wizard.

redhat

1) OpenIDK 12.0.2-1-redhat Setup o] B |-

Back Mext ] I Cancel

3. Then, check “l accept the terms...” and click the Next button.

12! OpenIDK 12.0.2-1-redhat Setup o] @ /[
End-User License Agreement
Flease read the following license agreement carefully
The GMU General Public License (GPL) -

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation. Inc.
59 Temple Place. Suite 330, Boston, MA& 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this
license
document. but chanaing it is not allowed.

Freamble

The licenses for most software are designed to take away vour freedom ™

[#]1 accept the terms in the License Agreement

Erint I [ Back “ Mext ] I Cancel
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4. In this page, optional features will be listed for you to specify the destination folder for JAVA driver
installation. Choose the one you need and click Next.

1) OpenJDK 12.0.2-1-redhat Setup =] 2 ==

Custom Setup
Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

OpenIDK 12 runtime files,

Missin Contral

This feature reguires 314ME on
your hard drive, Ithas 2of 5
subfeatures selected, The
subfeatures require 3KE on your
hard drive.

Location: C:\Program Files\RedHat'java-12-openjdk-12.0.2-1Y

Reset ” Disk Usage H Back “ Mext ” Cancel I

5. Inthe following page, just click Install.

(44) OpenIDK 12.0.2-1-redhat Setup o] @ /[

Ready to install Open]DK 12.0.2-1-redhat ‘

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back “ '&'Install ] I Cancel
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6. Wait for a while to install the required features.

1) Open)DK 12.0.2-1-redhat Setup = = ==

Installing Open]DK 12.0.2-1-redhat ‘

Please wait while the Setup Wizard installs OpenlDK 12.0. 2-1-redhat.

Status:

Back [Hewt Cancel

7.  When the following page appears, the installation is completed. Click Finish to exit the installing
program.

(1) OpenIDK 12.0.2-1-redhat Setup = ® s

Completed the OpenlDK 12.0.2-1-redhat
Setup Wizard

Click the Finish button to exit the Setup Wizard.

redhat
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2.1.2 Installation for MariaDB

1. Install MariaDB by clicking “mariadb-10.3.12-winx64" (based on your PC condition) it to execute the

installation.
Haome Share Wiew hanage v 0
@ - 4 ‘ |« ACS » Software v ¢ H Search Software ye) ‘
n _@ java-12-openjdk-12.0.2.9-Lwind
... Favorites = = ows.redhatx86_64
l Y Windows Installer &35
B Desktop || mariadb-10.3.12-winx64
™ L Windows Installer £73%
i Downloads LRRT 523 e
Rorant nlaree e WinPcao

2.  When the welcome screen appears, please click Next for next step.

Welcome to the MariaDB 10.3 (x64)
Setup Wizard

The Setup Wizard will install MariaDE 10.3 (x64) on your
computer. Clids Mext to continue or Cancel to exit the Setup
Wizard.

MarioDB
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3.

4.

On this dialog box, check the box of “I accept the terms....

"and click Next.

15 MariaDB 10.3 (x64) Setup

End-User License Agreement

Please read the following license agreement carefully

e ==

MariaDB /7
Server —- —.!‘/J

GNU GENERAL PUBLIC LICENSE 7

Version 2, June 1991

Copyright {C) 1989, 1991 Free Software Foundation, Inc., 51 Franklin
Street, Fifth Floor, Boston, MA 02111-1301, USA Everyone is permitted
to copy and distribute verbatim copies of this license document, but

changing it is not allowed.

Preamble

The licenses far most software are desioned tn take awav vour freednm

[¥]T accept the terms in the License Agreement:

Print ] [ Back ][ Mext ] [ Cancel

Select the way for the features to be installed. Then click Next.

MariaDB /7
Server - —!/‘

Click the icons in the tree below to change the way features will be installed.

2 MariaDB 10.3 (x64) Setup

Custom Setup
Select the way you want features to be installed,

Install server

This feature requires 161ME on
your hard drive. Ithas 3 of 3
subfeatures selected. The
subfeatures require 49ME on your

hard drive.
Location: C:\Program Files\MariaDB 10.3),
Reset ][ Disk Usage ] [ Back ][ Mext ][ Cancel ]
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5. If you want to configure password for MariaDB server, please check Modify password... and enter
the password. It depends on your request. Otherwise, simply click Next.

’ﬁ! User settings E =] @ﬂ

Default instance properties M a HCI D B ) ;’F;?
MariaDB 10.3 (x64) database configuration Sarver i- _M

Modify password for database user ‘root’

New root password: || Enter new root password

Confirm: | Retype the password

1 Enable access from remote machines for
‘root’ user

[T use UTF8 as default server's character set

6. Modify the default instance properties if required. Then click Next.

ﬁ Database settings = = || 22

:
7

Default instance properties M a H a D B i
MariaDE 10, 3 (x64) database configuration Server _L/J

Install as service

Service Mame: |M‘;"5Q|-

Enable networking

TCP port: |33IZIG

Innodb engine settings

Buffer pool size: Q83 ME

Page size: KB

Back ][ Mext ] [ Cancel
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7.

8.

On this dialog box, click Next.

15 MariaDB 10.3 (x64) Setup

i

\:L

MariaDB 10.3 (x64) setup MariaDB T

Submit usage information Server i

[:Enable the Feedback plugin and submit anonymous usage information:

Maonty Program has created a Feedback plugin for MariaDB which, if enabled,
collects basic anonymous statistical information. This information is used by the
developers to improve MariaDE. Enabling this plugin is an easy way to help with
MariaDE development. Collected statistics, and more information on the plugin,
can be viewed at http: /fmariadb.org/feedbad:_plugin

Back ][ MHext ] [ Cancel

On this dialog box, click Install.

1 MariaDB 10.3 (x64) Setup = ® ==

Ready to install MariaDB 10.3 (x64) MariaDB 7
server —.UJ

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back ][ Hg Install ] [ Cancel
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9. The installation program starts to install required files for MariaDB to your computer. Wait for
several seconds.

4 MariaDE 10.3 (x64) Setup o] B /(e
Installing MariaDB 10.3 (x64) MariaDB /7

Server or—iA

Please wait while the Setup Wizard installs MariaDB 10.3 (x64).

Status:

10. After finishing the configuration, please click Finish to exit the wizard.

(44) MariaDB 10.3 (x64) Setup | @ ||

Completed the MariaDB 10.3 (x64) Setup
Wizard

Click the Finish button to exit the Setup Wizard.

MariabB

Back Cancel
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It is time to install VigorACS main program. Follow the steps below.

1. Click Setup to run VigorACS 3 setup wizard.

VRN ACS |=Opx
Home Share Wiew e

(© - [l «<Acs»Acs v ]| Search ACS e
.7 Favorites Name Date mod
I Desktop fg??,l setup 6/17/201¢

3 Downloads

=i Recent places

2.  When the following dialog appears, choose Local Database / Remote Database and click Next.

ﬁ Setup - VigorACSs

Database Access Type Selection

Please select Local Database if you want to update or install the TRO&S database on
the local MySQL, or select Remote Database if the MySQL database is on a remote
host, You will be asked for the connection details later.

Choose the one you need, and dick Mext.

(@ Local Database
* Create or update a local database on this host.

(7) Remote Database
* Connect to an existed database after finishing the installation procedure.

Mext = ] [ Cancel
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3. Select the directory that MariaDB being installed (done in 2.1.2) and click Next.

({8 Setup - VigorACS =] = ==

Select MySQL/MariaDB Install Path

Please spedfy the installation folder of MySQL/MariaDB and then dick Mext button.

C:\Program Files\MariaDE 10,3

< Back ” Mext = || Cancel

4. In this dialog box, choose Rebuild Database (for rebuilding the VigorACS database) or Upgrade

Database (for upgrading the database). For the first time using, please choose Rebuild Database.

Then click Next.

18 Setup - VigorACS o © [

VigorACS Install Type Selection

Please select Install or Uparade, then dick Mext.

(= %_Install i
{ This will remove exisiting data and create a new VigorACS Database, and renew
ithe “tr0a9. keystore” file, i

(7 Upgrade
This will keep existing data and update your VigorACS Database, and keep the
“troag. keystore” file.

< Back |[ Mext = ]| Cancel
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5.

Click Next. If you have configured MySQL/MariaDB previously and specified password for it, you
have to enter the password in this page and then click Next.

8 Setup - VigorACS =] & ==

MysQL/MariaDB Account Setting

Please spedfy password of root of MySQL/MariaDE, this step can be ignored if
MySQLMariaDB database has not been configured.

root password

confirm root password

Chedk password |

ﬁ Setup - VigorACS

The InfluxDB Install Path as below

dick Mext button,

C: i fluzdb] Browse. ..

< Back ][ Mext = ] [ Cancel
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6. Setthe maximum memory and minimum memory. Click Next.

ﬁ%’ Setup - VigorACS

Maximum And Minimum Memory
What is your maximum and minimum memory?

Please spedfy your maximum and minimum memery, then dick MNext.

Maximum Memory:
(Default maximum memary is 1024ME)

1024

Minimum Memary:
(Default minimum memory is 900ME, can not be less than 200ME)

200

< Back H Mext = ]| Cancel

7. Setup the system settings by clicking one of the options. Here, click "Use same port number..." and

click Next.

ﬁ Setup - VigorACS

System Settings

By default, the port number is same for the VigorACS portal and CPE communication.

@ {se same port number for the VigorACS portal and CPE communication.

IUse different port for the VigorACS portal and CPE communication.

< Back |[ Mext = ]| Cancel

VigorACS3 User's Guide
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8. Setup ACS HTTP and HTTPS port. It is suggested using other port instead of default 80 and 443 port
to prevent conflict.

8 Setup - VigorACS =] = ==

HTTP And HTTPS Port
What is your HTTP and HTTPS port?

Please specfy your HTTP and HTTPS port, then dick Mext,

HTTP Port:

]

HTTPS Port:
443

< Back ][ Mext = ] [ Cancel ]

ﬁ Setup - VigorACS

STUN And Syslog Port
What is your STUN and Syslog port?

Please specify your STUN and Syslog port, then didk Mext,
STUM Part:

Syslog Port:
514

< Back ][ Mext = ] [ Cancel

The port number defined here will be used for opening VigorACS later.
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9. Use the default item (standalone.xml) and click Next.

45 Setup - VigorACS == =™

JBoss Configuration Selection
The JBoss configuration which VigorACS used for Web and CPE communication.

For enhanced security select TLS 1.3 (standalone-secure. xml)

For security and compatibility with existing CPEs we recommend TLS 1.2
(standalone.xml)

For compatibility with older legacy CPEs use TLS 1.0 (standalone-compatible, xmil)

Choose the one you need, then didk Mext.

(") standalone-secure, xml
* Supported Protocols: TLS 1.3 only

@) standalone.xml (Recommended)
i ® Supported Protocols: TLS 1,2 only

(7 standalone-compatible. xml
* Supported Protocols: TLS 1.0 or above

< Back ][ Mext = ][ Cancel

10. Determine the home path and click Next. The default directory used by this program is C:\Users.
You can modify it if you want and please make sure the length of directory is not over 100
characters, otherwise you might encounter problem of VigorACS in installation.

ﬁ_%‘ Setup - VigorACS

Select Vigoracs user home path

Please specify the installation folder of Vigoracs user home and then didk Mext button.

This folder is for storing the statistics and configurations
Erowse...

< Back ][ Mext = ][ Cancel
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11. Determine the destination folder and click Next. The default directory used by this program is
C:\Program Files\VigorACS. You can modify it if you want and please make sure the length of
directory is not over 100 characters, otherwise you might encounter problem of VigorACS in
installation.

48 Setup - VigorACS =] = ==

Select Destination Location
Where should VigorACS be installed?

.g_ Setup will install YigorACS into the following folder,

To continue, dick Mext. If you would like to select a different folder, dick Browse.

Browse...

At least 535.3 MB of free disk space is required.

< Back ][ Mext = ] [ Cancel

12. Determine the start menu folder and click Next. The default directory used by this program is
VigorACS. You can modify it if you want and please make sure the length of directory is not over 100
characters, otherwise you might encounter problem of VigorACS in installation.

({5 Setup - VigorACS =] = ==

Select Start Menu Folder
Where should Setup place the program's shortouts?

E i Setup will create the program's shortouts in the following Start Menu folder.

To continue, dick Mext, If you would like to select a different folder, did: Browse.

m Browse. ..

< Back ][ Mext = ] [ Cancel
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13. In this dialog, check the box of “Create a desktop shortcut” for your necessity. Click Next.

ﬁ%’ Setup - VigorACS

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing Vigoracs,
then dick Mext.

Additional shortouts;

V| Create a desktop shortout!
Other tasks:

| Allow VigorACS access through Windows Firewall (Recommended)

< Back H Mext = ]| Cancel

14. Now, the program is ready to install necessary features and files to your computer. Please click
Install to start.

ﬁ Setup - VigorACS

Ready to Install
Setup is now ready to begin installing VigorACS on your computer.

Click Install to continue with the installation, or dick Badk if vou want to review or
change any settings.

Destination location: r
C:\Program Files\VigorACS

Start Menu folder:
VigorACSs

Additional tasks:
Additional shortouts:
Create a desktop shortout
Other tasks:
Allow VigorACS access through Windows Firewall (Recommended)

< Back || Install || Cancel
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15. Please wait for a while to complete the installation.

15J Setup - VigorACS

Installing
Please wait while Setup installs VigorACS on your computer,

Extracting files...
C:\Jsers\Carrie\AppDataLocal {Tempjs-0OEDPE. tmp'bininflux_stress.exe

i

, TTTTTTTT Ty

.................................

16. While installing, the following screen will appear to show the procedure of database generation.

EN CAWindows\system32\cmd.exe
Service "influxdbh” installed successfully!

Set parameter "AppParameters” for service "influxdb”.

Set parameter "AppDirectory” for service “influxdb”.

Reset parameter "AppExit” for service "influxdb” to its default.
Set parameter "AppPriority” for service "influxdb™.

Set parameter "Description™ for service “influxdb™.

(=] & s

m
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17. When the following screen appears, it means the program has completed the installation. Click
Finish to exit it.

15 Setup - VigorACS =] @ | =2

-

Completing the VigorACS Setup
Wizard

Setup has finished installing VigorACS on your computer, The
application may be launched by selecting the installed
shortouts,

Click Finish to exit Setup.

After installing VigorACS, install program will register MySQL/MariaDB to Windows Service. MySQL
/MariaDB will startup automatically after installing VigorACS or rebooting system.

Normally, you don't need to worry about this step on Windows. But if you find any problems on
VigorACS, you should check mysqgl/mariadb first. Please go to Windows Service check the
MySQL/MariaDB Service starts or not.

1. Login VigorACS. Use a web browser and enter “localhost:portnumber”. Note that the port number
must be the one defined for HTTP and HTTPS port while installing VigorACS. For example, if HTTPS
is defined as 8011, then the URL will be “localhost:8011".

2. The login page of VigorACS will be shown as the following. Please type “root” as user name and
“admin123” as password and type the authentication code. Then click Login.
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VigorACs

User Name

root

Password

Validation Cade

5817

Remember me 58 1.7

3. For the first time to access into the web user interface, a warning message appears first. Please click
the Change password button to change the default password for network security. If not, click
Cancel to access into the web user interface of VigorACS and change the password later.

[t | oon

4. After clicking Login, main screen of VigorACS 3 will be shown as below.

Root Network .

DrayTek veescs: N—

I €7 Dashboard AutoRefresh: 1Minte v G @&

== Map Overview X Network Overview P

- Steenti Zuidwolde Network Online Alarm a Network ¥

= E St rd Paddep o -

EE  REWR 0 53 68 172
G Alarm
E um
Network Online Offline Go To Dashboard

Total WAN VPN  LAN

Root Network 68 172 172 o 0 o
Padde
o 8 0 0 0
EAwE [15)
il gemeed o HOOGKIEN Groningen RD7 0 15 5 0 (] 0
w 1 Shang 0 0 [
8 He o o o ] 0
()
d o
S ANPhat VN 7 7 0 0 [
7 +
5 [ 0 [
Hoormsedilk .
1. I EREFID2020 GeoBasis-DE/BKG (£2009) {EFfE: EWEHE#IR
Active Clients Top 20 (D Last 24 hours SO% Traffic- Top 20 0 Last 24 hours SOX
Total
Total
25 100 % RD3/0 0% : 1 227.56 RD3/177.58 GB 1 3040 GB | 147.17 GB
258.79GB 131.23GB g . ‘ o
125 © Toul
RD2/14 6% 9.31GB © Touwl
100 A — RD2/72.85GE 1 434,40 MB | 70.38GB
A A 74568 -
75 "r“'f“ ’4“,‘/3'*"" vy V\] anel /9 36% e o
| | —— 559 GB
50 ‘ ; | [ "’ RD1/820.90 MB T 47.21 MB | 773.69 MB
RD1/2 &% erral | e B LAY o=

If you start it first time, VigorACS will ask you to input the server bind IP. Refer to 2.1.5.
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VigorACS is compatible with all of the Linux distribution, including Ubuntu, OpenSUSE, CentOS, Debian
and RedHat.

To start up the VigorACS, please execute "/usr/local/vigoracs/VigorACS/bin/vigoracs.sh" instruction. A list
of menu items will be shown as follows.

1. Start Mysql/MariaDB.

Shutdown Mysql/MariaDB.

Start InfluxDB.

Shutdown InfluxDB.

Start VigorACS.

Shutdown VigorACS.

Edit bind IP of VigorACS Server (please keyin IP or servername).

Memory Configuration.

O ® N o v M W N

Port Configuration.

10. Exit.

Follow the steps listed below to install VigorACS under Linux:

1. Login Linux with root or the root privilege.

2. Download the ACS installation tar.bz2 package and extract it via below command:
#bzip2 -cd VigorACS_Unix_Like_xxxxxx_xxxxx.tar.bz2 | tar xvf -
or
#tar -jxv -f VigorACS_Unix_Like_xxxxxx_xxxxx.tar.bz2

3. Decompress the setup packages

bzip2 -cd VigorACS_Unix_Like_xxxxxx_xxxxx.tar.bz2 |tar xvf -

rooti@bdfdl s690ane: fhome thm[ACS_Ver_Downlosd/ACS3 REL/2.5.3_REL
FEOLEEM 0011 EEIE: /i Pigorcs) rootBbdfdls e o fthm S, Ver_Downlosd,

dfdla693ae AEL® brip2 -cd Vigo Like Draytek P

4. Change the permissions mode of install.sh and uninstall.sh.
chmod 755 .install.sh
chmod 755 ./uninstall.sh

4 o o . - o v 2!

root 972 0 :39 Quick Start Guide.txt
1008 I

root root

root root

root root

root root

root root

I bt e Dt P et

root root

2 root root
3 root
root
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Execute ./install.sh installation file.

root root 64660 Oct 31 11:10
root root 4096 Jan 10 16
root root 0 10 16
root root 46 10 16
root root 9 11

./install.sh

! root root
root root

2 create fusr/local/vigoracs
2 it now? (y/n)

Next, the system will ask you to install xfonts-base, fontconfig and libncurses5, just enter “y” to
proceed.

entering /home/tim/ACS Ver Download/ACS3 REL/2.5.3 REL/linux......

Please create fusr/local/vigoracs
Create it now? (y/n)
v

We'll install the following packages for showing captcha (For some Linux version e.g. Ubuntu, Debian):
(fonts-base
- fontconfig

[

Next, please select the item number which you want to execute. Note that VigorACS supports Linux
OS. The program will detect the system you have in your computer.

Processing triggers for Libc-bin (2.23-0ubuntu9)
Processing triggers for systemd (229-4ubuntul9)

You must restart this ACS Server manually to finish the installation process
Notice:
* Installation ACS Server requires root privileges.
* After installing the ACS server, need to configure the Firewall to Allow HTTP and HTTPS port

Install MySQL/MariaDB

Change root password and security configuration of MySQL/MariaDB ( Default root password is blank )
Install InfluxDB

Install or Upgrade Java

Install VigorACS ( It will build one MySQL/MariaDB database : tr069 )

Upgrade VigorACS ( It will upgrade local tr069 database )

prarrkiitkk*For Remote Database Only**#xk*riiix
[7] Redirect the database path of VigorACS to remote host ( It will not upgrade remote database )

[8] Exit
input select num :

(1) Install MySQLI/MariaDB

(2) Change root password and security configuration of MySQLI/MariaDB
(3) Install InfluxDB

(4) Install or Upgrade java

(5) Install VigorACS

(6) Upgrade VigorACS

(7) Redirect the database path of VigorACS to remote host

(8) Exit
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input select num:

If your computer has installed MariaDB and java previously, ignore the installation of them.
Otherwise, install all the required items (MariaDB, Java and VigorACS) for your system. Iltem
number 6 is used to upgrade VigorACS, so it is not necessary for you to execute for the first time
of installation.

9. Input 1 to install MariaDB first. Notice that it will setup blank as default password. You can change
the password by using the following command.

#/usr/local/mysgl/bin/mysgladmin --defaults-file=/usr/local/mysgl/my.cnf -u root password
'new password'

The password set in this step is used for VigorACS 3 to login database.

You must restart this ACS Server manually to finish the installation process

Notice:
* Installation ACS Server requires root privileges.
* After installing the ACS server, need to configure the Firewall to Allow HTTP and HTTPS port

Install MySQL/MariaDB

Change root password and security configuration of MySQL/MariaDB ( Default root password is blank )
Install InfluxDB

Install or Upgrade Java

Install VigorACS ( It will build one MySQL/MariaDB database : tr@69 )

Upgrade VigorACS ( It will upgrade local tr069 tabase )

FRkkkikrtrtFor Remote Database Only*+hrtkiktt+s
[7] Redirect the database path of VigorACS to remote host ( It will not upgrade remote database )

[8] Exit
input select num :
1

Do you want to install mar b(mariadb-10.3.12) ... (y/n)?

Follow the instructions on the screen to finish the MariaDB installation.
10. Later, input 2 to change root password and security configuration of mysqgl/mariadb.

Install MySQL/MariaDB

Change root password and security configuration of MySQL/MariaDB ( Default root password is blank )
Install InfluxDB

Install or Upgrade Java

Install VigorACS ( It will build one MySQL/MariaDB database : tr@69 )

Upgrade VigorACS ( It will upgrade local tr069 database )

fFrakrttrst*For Remote Database Only******kxt*
[7] Redirect the database path of VigorACS to remote host ( It will not upgrade remote database

[8] Exit
input select num
2

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MariaDB to secure it, we'll need the current
password for the root user. If you've just installed MariaDB, and
you haven't set the root password yet, the password will be blank
so you should just press enter here.

Enter current password for root (enter for none): I

The password set in this step is used for VigorACS 3 to login database.
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11. Input 3 to install InfluxDB.

Install MySQL/MariaDB

Change root password and security configuration of MySQL/MariaDB ( Default root password is blank )
Install InfluxDB

Install or Upgrade Java

Install VigorACS ( It will build one MySQL/MariaDB database : trG69 )

Upgrade VigorACS ( It will upgrade local tr@69 database )

porookikicklkFor Remote Database Onlyx#kioriorx
[7] Redirect the database path of VigorACS to remote host ( It will not upgrade remote database )

[8] Exit

input select num
3
Do you want to install influxdb(influxdb-1.6.1) ... (y/n)?

Follow the instructions on the screen to finish the InfluxDB installation.

12. Input 4 to install Java.

ln -s /fusr/local/InfluxDB/bin influxdb

If you upgrade the ACS (from the version before 2.4.0) for the first time,
please remember to run the rrd2influxdb tool to convert the existed/old data after ACS upgrade.
It will on the /usr/local/vigoracs/VigorACS/convert_rrd2_Influxdb/ path.For more explanation,
you may refer the /usr/local/vigoracs/VigorACS/convert rrd2 Influxdb/readme.txt document.

Notice:
* Installation ACS Server requi root privileges.
* After installing the ACS server, need to configure the Firewall to Allow HTTP and HTTPS port

Install MySQL/MariaDB
Change root password and security configuration of MySQL/MariaDB ( Default root password 1s blank )
Install InfluxDB
Install or Upgrade Java
Install VigorACS ( It will build one MySQL/MariaDB database : tr069 )
[6] Upgrade VigorACS ( It will upgrade local tro69 database )

IkxxtxttxtxxFor Remﬂte Database Onlyxtxttxtxxxt
[7] Redirect the database path of VigorACS to remote host ( It will not upgrade remote database

[8] Exit
input select num :
4

'Do you want to install jdk(openjdk-12.8.2.9) ... (y/n)?

Follow the instructions on the screen to finish the Java installation.

13. Input 5 to install VigorACS. It is suggested to use ACS customized MariaDB database. When asked to
enter MariaDB password, press “Enter” if you haven't changed the password via the command.
Then, confirm that TR-069 database has been installed successfully.

<-x64/man/manl/serialver.1l
9.2.9-1inux-x64/man/manl/unpack200.1
openjdk-12.0. -linux-x64/release
1n -s /usr/local/openjdk-12.0 9-linux-x64 fusr/javase

Notice:
* Installation ACS Server requires root privileges.
* After installing the ACS server, need to configure the Firewall to Allow HTTP and HTTPS port

[1] Install MySQL/MariaDB

[2] Change root password and security configuration of MySQL/MariaDB ( Default root password is blank )
[3] Install InfluxDB

[4] Install or Upgrade Java

[5] Install VigorACS ( It will build one MySQL/MariaDB database : tr@e9 )

[6] Upgrade VigorACS ( It will upgrade local tr@69 database )

*EEXEEEXXEEEQr Remote Database Only****sxxxxxx
[7] Redirect the database path of VigorACS to remote host ( It will not upgrade remote database )

[
[8] Exit
input select num :

5
[Install VigorACS]

[Warning] It will clear the existing ACS database and create a new one.Do you want to continue? (y/n)
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Wait and follow the instructions on the screen to finish the installation.

input select num :
5

[Install VigorACs]

[Warning] It will clear the existing ACS database and create a new one.Do you want te continue? (
¥

Do you want to use remote, cal database? (1: Local side database, 2: Remote side database, Enter for Local side database)
Which Mysql you want to u ? (1: ACS , 2: 0S default, Enter for AC

MySOL is running!!
Please keyin password of root of MySQL/MariaDB.

Do you want to test password now 7(y/n)

standalone-secur: ml
* Supported Protocols

TLS 1.0 or above

- The TLS 1.2 and TLS 1.3 protocols might cause the CPE with older firmware failing to register on VigorACS.
- JAVA 11 will be a mandatory requirement to run the configuration in standalone-secure.xml.

Configuration: standalon:
default tr@69.keystor

After installing Vi

iStart to cre

te tro6d datab.
tro69 datab

14. Now, input 7 to redirect the database path of VigorACS to remote host. For remote database, please
execute such step on remote host.

Installation ACS Server requires root priv
* After installing the ACS server, need to confi the Firewall to Allow HTTP and HTTPS port

Install MySQL/MariaDB

InfluxDB
Ins or Upgrade Java
Install VigorACS ( It will build one My lariaDB database : tr@g9 )
Upgrade VigorACS ( It will upgrade local tr@69 d

Only***sssessss
of VigorACS to remote host ( It will not upgrade remote database )

Please keyin IP:Port of root of Remote MySOL/MariaDB.
Please keyin IP (default IP: 127. -1)

15. Input 7 to finish and exit the installation.

Step 14 is required for establishing remote database only. You can ignore it while building local
database.

To prevent port conflicts, we'll suggest that using other ports for HTTP and HTTPS instead of
default 80 and 443.
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After installing VigorACS, mysql/mariadb daemon has started. You can check it using "ps -ef| grep
mysql" instruction. Use the menu item 1/ 2 to start / shutdown mysql/mariadb.

NigorACS5/bin#® . /vigora

lysql process
InfluxDB proce:
igorACS process id :

. Start Mysql/
. Shutdown

. Start InfluxDB

g utdown VigorACS

. Edit bind IP of VigorACS Server (please keyin IP or servername)
. Memory Configuration

. Port Configuration

After installing InfluxDB, access “/usr/local/vigoracs/VigorACS/bin” and execute “./vigoracs.sh”. Next, it is

necessary to start InfluxDB for VigorACS.

root@bdtdlac93aee: /usr/local/vigoracs /VigorACS/bin& . /vigor

lysql process id :
3 proce
igorACS process id :

. Start Mysql
aDB

o VigorACS Server (please keyin IP or servername)
8. Memory Configuration
0. Port Configuration

Select item 3 to start InfluxDB.
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After installing VigorACS, access “/usr/local/vigoracs/VigorACS/bin” and execute “./vigoracs.sh”.

VigorACS/bin® . /vig

3 process id :
igorACS process id :

. Start Mysql
. Shutdown ariaDB
. Start InfluxD

g
0 f VigorACS Server (please keyin IP or servername)
8. Memory Configuration
Port Configuration

gorACs Server (ple keyin IP or servername)
y Configuration
t Configuration
lect num :
ich HTTP port do you want to bind for VigorACS service ( port number or Enter for 80 port)
'Which HTTPS port do you want to bind for VigerACS service { port number or Enter for 443 port)?
:Whlch ip address do you want to bind for VigorAl ervice ( x.x.x.x or Enter for bind 6.8.8.8 address)?

Which STUN port do you want to bind for Vigor ice { port number or Enter for 3478 port)?
Which syslog port do you want to bind for VigorACS service ( port number or Enter for 514 port)?

How ny memory do yo it to set for VigorACS service? (Enter for default MAX Memory is 1824, MIN Memory is 988 MB)
fMAX Memory What you wi (Unit: MB)

MIN Memory What you want? (Unit: MB)

* Starting WildFly Application Server vigoracs

If you ever reboot the machine after installing VigorACS, just select item 1 to start mysql/mariadb first.
Then, select item 5 to start VigorACS.

When starting the VigorACS at first time on Solaris or Linux, startup program will ask you input Server IP
or input Enter key by using the IP address of the host. Once you input the IP address, VigorACS will keep
it on startway.txt. Next time, if you want to change it, you can select item 7 to edit startway.txt using vi
editor.
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2.3 Registering VigorACS

For the first time to activate VigorACS, the system will ask you to register VigorACS onto DrayTek
MyVigor server. Refer to the following sections to register VigorACS on different platforms.

@ While installing VigorACS, install program will register MySQL/MariaDB to Windows Service.
MySQL/MariaDB will startup automatically after installing VigorACS or rebooting system.
Normally, you don't need to worry about this step on Windows. But if you find any problems on
VigorACS, you should check mysql/mariadb first. Please go to Windows Service check the
MySQL/MariaDB Service starts or not.

After installing VigorACS, the software will startup automatically. Normally, you don't need to
worry about this step on Windows. But, if you find any problem on VigorACS, you could shut
down VigorACS and start VigorACS again.

2.3.1 Registration for VigorACS via Windows Platform

Below shows the steps to register VigorACS:

1. Login VigorACS. Use a web browser and enter “localhost:portnumber”. Note that the port number
must be the one defined for HTTP and HTTPS port while installing VigorACS. For example, if HTTPS
is defined as 8011, then the URL will be “/ocalhost:8011".

2. Thelogin page of VigorACS will be shown as the following. Please enter “root” as user name and
“admin123" as password and enter the authentication code. Then click Login.

& EN ~

VigorACS

User Name

root

Passward

ssssssse -3

Dray Tek Validation Code

5817

Remember me 581 ?

32 VigorACS 3 User's Guide



“root” and “admin123” are default settings.

3. AlLicense Error dialog appears as follows. Simply click Active.

4. Alogin page for MyVigor web site will be popped up automatically. Type your account (user name)
and password in this page. Check the box of “I'm not a robot”. Then, click Login.

ticn with the exceptice: cf your [P Address which i recorded after login for security purposes.

DrayTek

MyVigor

Terma of Sarvce | Pevacy Poscy

If you do not have any account, simply click Create Account to create a new one for using the
service provided by MyVigor web site.
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5.

6.

MyVigor will verify and authenticate if the user account you typed is allowed to access into the web
site. If yes, the following screen will appear. Enter a nickname for VigorACS and click Submit.

Product register ( Add Device )

Device Name VigorACS3_carrie

Model VigorACS3

MAC ACS3200700013

Serial Number ACS3200700013

The information related to VigorACS has been added to the database and has been registered to
myvigor website successfully. Clilck Activate License.

MyProduct  WigorACS3camle © Service Status

License Status .
wsensencion | | EUTR | roce sie

Licenise Hstory

Toduy

Procuct Regiatraton
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7.

8.

9.

When the following page appears, click Accept.

License Agreement for ACS 3

A, A1, ey s A R | e A1) A Ry R

States Government shall be governed by the terms of this License Miscellaneous. This License will be governed
by and construed in accordance with the laws of the State of California, U.S.A . without reference fo its conflict of
law principles. If a court of competent jurisdiction finds any provision of this License invalid or unenforceable, that
provision will be amended to achieve as nearly as possible the same economic effect as the original provision and
the remainder of this

License will remain in full force. Failure of a party fo enforce any provision of this License shall not waive such
provision or of the right to enforce such provision. This License sets forth the entire agreement between the
parties with respect to your use of ihe Supplier Software and supersedes all prior or contemporaneous
representations or understandings regarding such subject matier. Mo modification or amendment of this License
will be binding unless in wriing

and signed by an authorized representative of Supplier. You will not export, reexport, divert, transfer or disclose,
directly or indirectly, the Supplier Software, Supplier Products or any technical information and materials supplied
under this Agreement without complying stricily with the export control laws and all legal requirements in the

relevant jurisdiction, including without limitation, obtaining the prior approval of the U.S. Department of Commerce.

Cancel

Make sure the registration date of VigorACS. Click Next.

Activate License of ACS 3

License Trial

Activate Date 2020-01-31

January 2020

Su Mo Tu We Th Fr Sa

Cancel

Confirm the content and click Activate.

Activate License of ACS 3

Please confirm the below information then activate the license.

Service ACS
Service Provider ~ DT-ACS-3
License  Trial

Activate Date  2020-01-30

Expire Date  2020-02-29

cance'

VigorACS3 User's Guide

35



36

10. When the License Information page appears, the service is ready for you to use. Click Login to ACS

to use VigorACS service.

DrayTek

VigorACS License Information

OPERATION 1000 : License Key OK
LICENSE 1D 0002097

START DATE 2020-01-30

EXPIRE DATE 2021-02:29

MAX NODE 00000020

TRIALLICENSE  Ne

Login to ACS

11. The login page will appear as follows. Type the default settings of User Name (root) and Password

(admin123) and type the authentication code. Then, click Login.

DrayTek

User Name

root

Password

ssesenee

5817

Validation Code

Remember me

@ EN -
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12. Now, the main screen of VigorACS will be shown as follows.

: carrie
Dray 1k v - T
I (7 pashboard AutoRefresh: 1Minte + C &
Map Overview % Network Overview
Steent Zukdwokle Network Online Alarm o || Network
| OmE wiEwE o 53 68 172 ‘
g . Alarm
[o—— Network Online Offline Go To Dashboard
- Total WAN VPN  LAN
y
0 0 [
He
o 0 [ [
D 0 ] 0
0 0 [
[ 0 0 [
B
L 0 0 [
7 7 0 0 [
I 2 +
0 o ]
020 GeoBasis-DE/BKG (£2000) (EF3{EsY EHRHE#S
Active Clients Top 20 (® Last 24 hours Sox Traffic- Top 20 ¥ Last 24 hours
Tos .
Tosa!
% D3/0 % D3/177.58 G 40GB | 147176
25 100 RD3 of 25879GB 131.23 GB 227 56 RD3 /17758 GB 1 30.40 GB d kséu}
125 o Toul —
RD2/14 56% 031G8 ° Towl
100 A RD2/70.85GB T 484.40 MB | 79.38G8
M A 745G8 1%
‘r Wy "\ AWy \H amel /o 36% °e :
50 | N [ / RD1 /82090 MB T 47.21 MB | 773.69 MB
| RD1/2 3% " Ll o

2.3.2 Troubleshooting for Unstable CPE Status

In some cases, the online status of CPE is unstable, which displayed offline when it is online. Check the
following if you meet such kind of problem.

o ®
" ¢
o paw S ..
VigorACS 3 CPE

Allow TR-069 server access from the Internet

Please make sure you have enabled the TR-069 server remote access from System Maintenance
>> Management of CPE WebUI if your ACS server is on the Internet/WAN side.

System Maintenance »> Management d
IPv4 Management Setup IPv6é Management Setup LAN Access Setup
Router Name | DrayTek |
[J Default:Disable Auto-Logout Management Port Setup
[[JEnable Validation Code in Internet/LAN Access ® User Define Ports O Default Ports
Note: |ES and below version does NOT support Dray0S Telnet Port (Default: 23)
CAPTCHA auth code. HTTP Port (Default: 80)
Internet Access Control HTTPS Port (Default: 443)
M Allow management from the Internet I FTP Port (Default: 21)
omain name allowed| | TROE9 Port 8069 (Default: 8069)
CIFTP Server SSH Port (Default: 22)
[_JHTTP Server [JEnforce HTTPS Access Note:
HTTPS Server Ports 38001 and 8043 are used for Hotspot Web Portal.
LI Telnet S
Finet sener Brute Force Protection
TROGY Server ) )
[CJEnable brute force login protection
[128H Sarvar —_—
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Enable Periodic Inform

The periodic inform option should be enabled from System Maintenance >> TR-069 of CPE WebUI.
It is recommended to configure the 900 seconds as the inform interval. Sending inform too
frequently may increase the loading of the ACS server.

CPE Client

Protocol @HTTP  OHTTPS
URL

Port 8069

Username vigor

Password

Note: Please enable TR-069 server to allow access from Internet on System Maintenance >> Management
page.

Periodic Inform Settings

® Enable O Disable

Time Interval second(s)

Apply Settings to APs/Switches

O Enable ® Disable
AP/Switches Password

AP/Switches Password

Check TR-069 authentication

There are two sets of authentication info displayed on the CPE TR-069 setting page, which have
different meanings.

- Register to the network of VigorACS 3

ACS will check the username and password fields from the TR-069 setting and assign to the
corresponding network group.

Register ACS Network

e i

VigorACS3 CPE
CCED Dray Tek wesc: o K System Maintensace 3> TR63 Seming ]
PSR
» )
1 000 Dot Primary ACS Servar
Genaral Settings ACS Sarvar On v

3 Frabis TROG Servar on Sysiem Mainienance »» Management =2 Inermet &ccess Conirsd
L ey

Azgure URL fram DHCP opton 43

A
A 4

Pasyword —
—
STUN Seftings. Enabie # Cosabie
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- Get CPE information

The authentication is required while ACS initiates the connection to CPE for information requested.
The username and password between System Maintenance >> TR-069 >> CPE client (within CPE's
GUI) and Network Management >> Device (on ACS) should be the same.

Get CPE Information

cssennsssssasnsaslp

I |
VigorACS3 CPE
Syutem Maintenance =» TRO8) Satting 9
L 1 S — ACE and CPE Setiings Repedting Configurasion Export Parameters
© L0n_0OIOMSITIE TR-DEY Duatie ® Enatle
General Settings Primany ACS Server
e s ACS Server On ntemet v
Tnakia Sanun EJ Evabis TROES Sarver on System Maistesence >> Mansgament = intemat Access Control
fre Syalem Mainlenance >> Manggement
- Periodse Inform Settings
Check STUN setting
If the CPE is behind NAT, do not forget to enable the STUN setting. Also, the STUN server is only
allowed to use our ACS server. Please DO NOT use the 3rd party STUN server.
ACS and CPE Settings Reporting Configuration Export Parameters
TR-069 O Disable ® Enable
Primary ACS Server
ACS Server On
Enable TROES Server on System Maintenance >> Management == Internet Access Control
URL | |[ wizard |
[CJAcquire URL from DHCP option 43
Username |acs |
Password senrases |
STUN Settings ® Enable O Disable
Server Address |acsfaq.draytek.c0m
Server STUN Port 3478
Minimum Keep Alive Pericd second(s)
Maximum Keep Alive Period second(s)
Check the ACL setting
Make sure the IP of ACS server is also added into your access list once you enable it.
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Access List from the Internet
Apply Access List to PING
List Type Index

Description

[IP Object v |[None

[Jcwm sSsL Port 8443 Default: 5443
1 q 11.22.33.44/255 255 255 25¢ © IR )

[IP Object v |[None

[IP Object v |[None

[IP Object v |[None

[IP Object v |[None

[IP Object v |[None

[IP Object v |[None

L= = = L I

[IP Object v |[None

10 [IP Object v|[None

CVM Access Control

CJcvM Port 3000 (Default: 000)

AP Management
Enable AP Management

4 Device Management

[JRespond to external device

Check the firewall on ACS server

Make sure your ACS server has correct firewall setting which allows those incoming traffic:

HTTP port (Default tcp port 80)

HTTPS port (Default tcp port 443)
STUN port (Default udp port 3478)

&

N
i

Open HTTP/HTTPS/STUN port

—a ._=

VigorACS 3
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Chapter 3 Getting Started

3.1 Accessing Web Page of VigorACS

1. Login VigorACS. Use a web browser and type “localhost:portnumber”. Note that the port number
must be the one defined for HTTP and HTTPS port while installing VigorACS. For example, if HTTPS
is defined as 8011, then the URL will be “localhost:8011",

@ EN ~

VigorACS
User Name
root

Password

sssssnee @

Dray Tek Validation Code

5817

Remember me

2. After clicking Login, main screen of VigorACS 3 will be shown as below.

Dray Tek vigeracss
)
== Map Overview &% Network Overview -/ %
Network: Online Alarm
- " y Network v
= e r a
£E #®aEkR F - 2 14 50
T, F Alarm
L r Network Online  Offline Go To Dashboard
BN bt %, Total WAN VEN  LAN
= -
E oy -
Ly & PUBL | Root Netwark 14 50 6 0 ] )
=]  tay |
T N + ani® L rdf 2 39 38 ] o o &
- mon 3 e
B v [ SDAWAN 0 2 2 0 ] ] &
» 2] &
<N 2 $ ta-m
@ . 4 an > DESWARS ] 0 ] 0 o o o &
LR @ *,
(>} % Marketing_carrie 0 0 0 0 L] o &
& : 3
'y
iy aanaas(123) o 0 0 (] 0 (] &
s »
b rdg-2 1 0 0 0 0 o &
y +
~ an
0] g, simulatar 10 0 0 o o o &
N ®ED  BAR -
R BRI
Active Clients. Top 20 @lastMhours . — o X Traffic - Tep 20 Olat2ahoure . — « ¥
Towl Toml
6 * Towl 143.05 ME ° Toul N
4 100 % 1.72G8B 41323 M8 11.32GB
5
N rdgi2 50% 9537 M8 dB/1.05GB T 1S233MB | G2TTOME  B1%
3
rd2 /1 5% rd8-2/679.96 MB T 26052 M8 | 419.44 MB
2 47.68 MB 30%
! QEsHE. O [
- 0 Byre simulator / 76919 KB T 386.06 KB | 38313 KB
20:00 0000 0400 0800 12:00 1600 20:0000:00 04:00 08:00 12:0016:00
Marketing... /0 o -
QEsWAR.. [0Bye T BBye | OB 0%
SO-WAN /0 [ - B ” e
Marketing_. f0Byte T 0 Byze | 0 Byze 0%
L L -
[ ]
Mo D) = x
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3.2 Dashboard

3.2.1 Dashboard for Root Network

C—__ )

The Dashboard displays general information and quick overview for all the devices (CPE, Access Point)
managed by VigorACS.

B

Druy Tek wimracsa

Dasl

42

hbaard

TR
Groningen

£ L, B by

2207 GB 317 6B 2490 GE

FL 23R KE

104 ME | 2 EOKE

WG WOT AL | SRR L AR

A: Menu Bar - Displays the menu items related to the network.

B: Display Tab - Displays current selected item, e.g., root network, group network and CPE model. In
this page, the Root Network is selected.

C: Capture Packets - Offer options to view what packets that VigorACS server transmits or receives. To
enable the function, open System>>System Parameter and choose True for ID number 81:
PacketCaptureTool.

D: Selections - Display current used account and offer selections for setting password, two-factor
authentication, theme change and logout.

E: Auto Refresh, Manual Refresh, and Widget - For the widget, there are six display views to select,
including Network Overview, Map Overview, Clients, Traffic, New Devices and Reset to default. Only the
selected one(s) will be displayed on the dashboard.

F: Overview - There are five types (Network Overview, Map Overview, Clients, Traffic, New Devices) of
overview under the Root Network.
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3.2.2 Dashboard for a Network Group

Under the selected network group (e.g., RD8 in this case), there are two tabs to choose. One is Summary;
the other is SD-WAN.

B C D

Dray Tek v == =8)
—
£ Dashboard Aut Refresh: | Minute ~ | O £
S
- ™~
Map Cverview " Ketwork Overview S ox
Sub Network Onkne Marm N
tE  dised 4 1 57 -
nog
Alarm
nstwark warzbars Oniine Offline Ga To cashboard
A T
o L]
C o 0
Q {1 0 o
4 L] o
L] o
&
T
PR £} toorie #MEE ER:EGR
—
Active Clients- Top 20 Lagdhess = 0 X Traffic-Top 20 LAMmn = X
Tot Totst
i) 0 avbest /0 o 0 Byte 0 Byte 0 Byte ayteit /0 Bte | DByt Dyte
B Tual 18ye 8 Tuld
huard | 0 B By
okin, b By By
£ wwantesd 10 Briw te
n " JaFvm_ga_ ¢ oy :
L] -
New Devices - o X
Acion 1P Address Device kame Device Type
B VIEOAP 1000C
[ -] o 1120
] VigerAP 1000
(- ] Vigor 2160Vn
B VigorSwitch P1280

A: Menu Bar - Displays the menu items related to the network.

B: Display Tab - Displays current selected item, e.g., root network, group network and CPE model. In
this page, the group network (e.g., RD8) is selected.

C: Capture Packets - Offer options to view what packets that VigorACS server transmits or receives. To
enable the function, open System>>System Parameter and choose True for ID number 81:
PacketCaptureTool.

D: Selections - Display current used account and offer selections for setting password, two-factor
authentication, theme change and logout.

E: Auto Refresh, Manual Refresh, and Widget - For the widget, there are six display views to select,
including Network Overview, Map Overview, Clients, Traffic, New Devices and Reset to default. Only the
selected one(s) will be displayed on the dashboard.

F: Overview - There are five types (Network Overview, Map Overview, Clients, Traffic, New Devices) of
overview under the Root Network.

G: Summary and SD-WAN - There are two tabs bringing different page contents.
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3.2.3 Dashboard for a Device

44

This page offers device information such as system resource, connectivity and alerts for such device,
wireless LAN configuration, wireless station overview, WAN overview, LAN overview, VPN overview,
Port Status, Network Status, LTE Information, USB Modem Information, Map, VolP Status, and Quick
Tools for the selected device.

B C D
o= o

2762Vae ODIDANBSI30E e Asrmsl AzieChemmU Ao etz [isasie -

Dray Tek viseracss

[_'e\i:e&:l:u:‘ 2

Vo Staws

WAN Uvandaw

Tl
\ A A
Aoah
’y AUA N
0 00 1602 260 2240 0000 0200 0400 D600 OR00
Foral |54 ME | SME 1A ) W
Cevice In"ormat on DSL Irformatien WAN1 |[0Eyz { #0Baz 4 0Byc) 0%
Device Name DSL Status TRAN NG WANZ [530WB | $3GTME 417116 100%
2 g
1P Addrcas DSt Type WANI |0Bya ( FOBy 4OBye) 0%
Notmork Name g Madulation Type Mukimod -
Muxdel Dovenlond Saeed(kbps) wan Linelttede w Uprime Asthie Made
Firmweare Yersion Uplood Specd(kbps] 2 Sraie 1P e e an
MAC Bcress SNR Margin
Up Time: 39 days 02:43:13 Loop Attenuation(0.1d3)
L -
showrmo -
Systen: Resource Last 24 hours™
N [T — 9 Lasc 24 haurs~
& 6% Memery o o
® Actve Dieres
o Wi
o
¥ UK O 5
Cernectvity ard Alere 00 4 Lont 7 daya+ 4 oy "
o wan -
U Len 1321
®Daan ian 18706821
Wirsess Statiae |1et 245 (e N
Ll
Wiraless Stanian List 56
’ §
VST Madem Imfarmetion g
; ot 3 +
Status \ot Cannected
Signol Guadity (TINR) -
) H0:2020 Google (FEL: BRI EIER
B350 Signal
- + ird
Link Spesd
Marutacturer
Mece
Revision " <
P Quis Taele
v shaw mror .
[ " 0 Remere Last Tl & 2. g | DR
¥olb Status
SIP Account Registered Recount RingPort In Calls Out Calis
1 L] 23 o 2
[ ] [ 2

A: Menu Bar - Displays the menu items related to the selected device (CPE).

B: Display Tab - Displays current selected item, e.g., root network, group network and CPE model. In
this page, a CPE device (e.g., Vigor2927 series) is selected.

C: Capture Packets - Offer options to view what packets that VigorACS server transmits or receives. To
enable the function, open System>>System Parameter and choose True for ID number 81:
PacketCaptureTool.

D: Selections - Display current used account and offer selections for setting password, two-factor
authentication, theme change and logout.
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E: Status - Display current status (online/offline) of the CPE and allow to refresh current page.

F: Time Setting - Display the clients detected within 24 hours, 7 days or 30 days.

G: Overview - There are several types (Network Overview, Map Overview, Clients, Traffic, New Devices)
of overview under the selected device (CPE).

H: Quick Tools - Offer a quick method to backup configuration, restore last configuration, download
last configuration and perform immediate reboot.

Displays the menu items available for the network or network group or selected device (CPE).

Menu Bar for Root

Network.

Dashboard

Monitoring

Configuration

Maintenance

Reports

Provisioning

Network

Management

System
User

About

CHD

Configuration

VPN

AP Profile

Load Balance

Route Policy (Sp-wan)

VoIP WAN ((spwan)

VigorACS3 User's Guide

Menu Bar for Network

Menu Bar for Selected

Group.
Dashboard I () Dashboard
Statistics Statistics
Monitoring Monitoring

Configuration

Hotspot Web
Portal

Maintenance

Configuration

Maintenance

Reports Reports
Provisioning Provisioning
Network Network
Management Management
System System

User User

About About

Move the mouse cursor to each
icon to open the drop down menu
list.

Select the menu item and access
into the configuration web page.
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3.2.5 Root Network, Group Network, and Selected CPE

46

The information on the dashboard will be shown according to the root network, the network group or a
CPE selected.

3.2.5.1 The Display Tab, Root Network

Click the Display Tab to display a drop-down list. This tab will display the name of the network group or
the name of the selected CPE based on your selection. In default, Root Network will be shown on the
Display Tab.

(er—

Root Network[267)

& W)
£ ROsm
& RS
& ROT(LS)
& FDR[SE)
& B

& ROA(1)

When the Display Tab shows a network group / CPE, and you want to return to Root Network, please
move the mouse cursor on the Display Tab. Click to display the drop-down list and select the Root
Network.

3.2.5.2 The Display Tab, Network Group

Click the Network Tab. Move the mouse cursor on the network groups. Scroll and click the one (e.g.,
RD8) you want. Later, the selected network group will be shown on the Display Tab.

[ Co— |
Rool Hetwork[267) Dashboard
= SD-WAH
& R34 > Map Overview
e e :3 =z

s HO6C)

& RS

& ROB1(T)

RO

3.2.5.3 The Display Tab, CPE Device

Click the Model Tab. Next, click the > button to list other CPE devices with the same model as the
selected device. Select the device you want, then the selected CPE will be shown on the Display Tab.

2862Vac_001DAAFTCOED VJ
Foot Network{267)
‘Metiiork 2862Vac_O001DAAFTCOEQ
OB W IUAROLNRS
s Vigor2830(1) .
286TVac_DOIDAMFICTOL Port Status -
B Vigor2832(1)
- 286 Vac_ D01DAAFDZIBA0 -
o Vigor2B50{15) o« @ ® Yo mens I L
o Vigor2852(9) ....E.,. ACT WANZ Line L b4 .LCh.
2B671ac_001DAAGZ1018 et . & =S =
B VigoraBes() b . USB DSL Phonel - '
26620 _001DAAEAIRAR Faciory - ®
& Vigoe2865(1) ®us’ 246 56 Phone2 - =

DrayTek

o Vigor201216)

B Vans 20160

2667Vac_D01DANFTCOCD
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3.2.6 Capture Packets

Offer options to view what packets that VigorACS server transmits or receives.

The system administrator might want to inspect what packets that VigorACS server transmits or receives.
He/she can perform the packet capturing by using Wireshark or use the Capture Packets icon on the
top-right of VigorACS web page. The captured packets information between VigorACS server and CPE
client will be the basis of debugging.

M Capiure Packeis ~
Select a network interface to capture:

== Oracle
MAC: 0a:00:27:00:00:10
IPv4: 192.168.56.1

1Pv6: feB0:0:0:0:5c57:b309:2494:bbd6

¢ &= Intel(R) Ethernet Connectlon (2) 1219V
MAC: 34:97-f6:81:c1:41
IPv4: 172.16.2.222

IPvE: fc00:0:0:0:2189:63d 1:c0e0: 14f6

== Realtek PCle GbE Family Controller
MAC: ec:08:6b:06:5f:4b
IPv4: 192.168.105.2

IPvE: feB0:0:0:0:830:9fe0:7168:6b42

This function can be enabled or disabled on System>>System Parameter, ID 81 PacketCaptureTool. In
default, it is disabled.

If no WinPcap or Libpcap installed on VigorACS server, the following message will be shown on
the screen instead of Capture Packets icon.

He:1d A No network device detected, please check if libpcap/WinPcap is installed. £

After clicking the Capture Packets icon, all of the network interfaces possessed by VigorACS server will
be shown on a drop-down list. Under the network interface, corresponding IP address and MAC address
also will be listed.
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Click one of the network interfaces to configure settings for and perform the packet capturing.

[ Capture Settings

Filter Settings

Filter Examples TCP only A
Custom Filter | tcp | ~
You can type filter normally, for more expression syntax, please visit:
Time Settings
Enable Time Limit O
Time Limit (Minute) 5

Cancel I Start Capturing

These parameters are explained as follows:

Item Description

Filter Settings Filter Examples - Choose a filter for filtering the packet corresponding to
the type selected.

For example, when TCP Only is selected, only TCP packets will be captured
and recorded. When IPv4 address 127.0.0.1 is selected, then only the
packets coming from/sending to that IP address will be captured and
recorded.

Custom Filter - Variation of Filter Examples will change the setting in
Custom Filter. However, the system administrator can define the filter by
entering correct syntax (e.g., host 172.16.2.222) if required. Packet
capturing will be executed according to Custom Filter setting.

Time Settings Enable Time Limit - If enabled, VigorACS server will capture the packets
within the time limit defined below.

Time Limit (Minute) - Enter a value as a time limit.

Start Capturing Click to start packets capturing.

After clicking it, VigorACS server will continuously capture the packets
until time up or manual stop. While capturing, the system
administrator can perform any job on VigorACS still. The status will
be shown as the following figure. If Time Limit is disabled, the status
bar will not show the timer information.

B Stop Capturing (Stop Timer: 04:25)

When the time is up or stop the job manually, the status of Pcap will
display the icons of Download and Delete and create a new capture.
Click Download to store the file on the hard disk. Later, use the tool

of Wireshark to check the content of the file.

& Download W Delete and create a new capture
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Click the Refresh button on the right side of Pcap status bar to check if

After clicking Delete and create a new capture, VigorACS server will

delete the packets just captured and restore the Capture Packets

icon for next time using.

In considering the network security, when someone performs the
packet capturing on VigorACS server, other users are not permitted
to use Capture Packets until the one finishes or stops the job. Only

the one who performs the packets capturing can download the
packet capture file.

A Pcap is now in use by “root”, please wait for current capturing finished. &

someone else uses Pcap or not.

The default file format of Pcap file: user ID_date (YYYY-MM-DD.hhmmss). The following example figure
shows the content of pcap file by using Wireshark.

A= i@

M users 1514856095133 2018-10-23.175419. pcap

Fle Edit View Go Capture Analyze Statistics Telephony @ireleﬁ Tools Help

ERE Res=2=FT L 5EaqaH

(W 202k & display filter -+ <Ctel-/>

<

No Time Source Destination. Protoool  Length  Info
3 0.001688 192.168.50.1@ 192.168.185.59 TCP 54 647508 ~ 8869 [ACK] Seg=1 Ack=1 Win=64248 Len=8

- 4 9.001821 192.168.50.18 192.168.105.59 HTTP 155 GET /cwm/CRN.html HTTP/1.1

o 5 @.e04362 192.168.185.59 192.168.56.18 HTTP 262 HTTP/1.1 401 Authentication Failed
8 ©.0805541 192.168.185.59 192.168.56.18 TCP 60 8069 -+ 64750 [ACK] Seq=289 Ack=183 Win=25600 Len=8
10 O OOCEAY 107 1£2 Co 10 107 1£2 105 CaO Tro CA CATEQ & Q060 TAMK] Can-103 Ark=710 LWSn-£A02Y | an-0

>

> Frame 4: 155 bytes on wire (124@ bits), 155 bytes captured (1240 bits)
» Ethernet II, Src: AsustekC 56:f7:99 (88:d7:f6:56:f7:99), Dst: Draytek_69:4a:e8 (00:1d:a2a:69:4a:e8)
> Internet Protocol Version 4, Src: 192.168.50.168, Dst: 192.168.105.59
> Transmission Control Protocol, Src Port: 64750, Dst Port: 8063, Seq: 1, Ack: 1, Len: 101

0000
0e18
0828
0038
0e40
eese
0868
0a70
0o8e
098

00 1d aa 89
@@ 8d 1@ fa
69 3b fc ee

4a e8 88
40 @@ 88
1f 85 3c

d7
86
14

fa f@ 1d 16 68 0@ 47 45

52 4e 2e 68
@d Ba 55 73

74 bd 6c
65 72 2d

20
a1

6b 61 72 74 61 2@ 43 6f

74 78 43 6c
73 74 3a 20
35 39 3a 38

69 65 be
31 39 32
38 36 39

74
2e
ed

f6 56
e ee
c@ Be
54 28
48 54
67 65
6d 6d
2f 33
31 3e
0a @d

7
c@
e5
2f
54
6e
6f
2e
38
Ba

99
a8
83
63
50
74
Ge
31
2e

@8 @@ 45 8@ ---il--- V.- E-
32 Ba cB a8 @ e 2.
a5 64 50 18  dij----< oo dpP-
77 6d 2f 43 - GE T /cwum/C
2f 31 2e 31 RN.html HTTP/1.1

3a 20 4a
73 2d 48
ed @a 48
31 3@ 35

61 - -User-A gent: Ja
74 karta Co mmons-Ht
6f  tpClient /3.1--Ho
2e  st: 192. 168.1@5.
59:8069. - -

Q7

vsers_1514856005133_3018-10-23.175419.peap

|| Packets: 502 *Displayed: 502 (100.0%) || Profile: Defalt
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3.2.7 Set Password, Two-factor Authentication, Change and Log Out

Display current used account and offer selections for setting password, two-factor authentication,
theme change and logout.

carrie
I System Administrator C
1 Auto Logout ()
Change Language

Set Password
Two-factor Authentication
Change Theme

¢ Log Out

GO 10 DasnDoarag

3.2.7.1 Change Language

The web pages of VigorACS can be expressed with different languages,
&= Change Language X

Please select a language below:

(i) After changing the language, the page will automatically reload.

OCN ©ODE @®EN ONL OTW

—

CN means Simplified Chinese; DE means German; EN means English; NL means Dutch; and TW means
Taiwan's Traditional Chinese.

3.2.7.2 Set Password

The login password for current user account can be changed simply and easily by using Set Password
from the drop down menu on the top-right corner.
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Set Password

Account:
MNew Passward L3
Confirm Password @

3.2.7.3 Two-factor Authentication

Usually, the system administrator can access into VigorACS by using user account and password. If
network security is highly concerned, two-factor authentication will be strongly recommended.

For using two-factor authentication for accessing VigorACS;
1. Get and install Google Authenticator (i0S/Android) first.

2. Login VigorACS 3 by using the user account and password.

VigorACS

DrayTek Vodncom Cods

5817

Remember me 5 s 1 7 >

3. Open Root>>Two-factor Authentication and enable the button of Enable two-factor authentication.

Two-factor authentication
Erable two-factor suthentication O

= hum on Tam Fachr Authenfcation plise $ofow the instrudtions bakm.
* il s el Cccaghe e st | |

* Sewn o bartods o el ol wcret bey

* Clhck sowe bufinn o ey code which penscted from e

*  Socomemerndation: You shoukd beckun secret by or barrnds:
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4, Use your cell phone to scan the QR-Code shown on the Two-factor Authentication page.

4:52
« App Stare

=  Google Authenticator

VigerACS (root@VigorACS)

443 987

W AG .

+

5. Akey will be created randomly on the cell phone. Enter that key on the box of Verification Code

6.

and click the Save button.

Two-factor suthentication

Emable twe-factor suthestication O

= Turm om T Facar Asttrtication plesss koliow (e meurtioes beloe.

= et el inatall Geocghe Asthenticator | | 1
* Scana barcods or manusl npt secet key
- Cleck e it i vy conke wée b st freem AFR

- Mol Tous skl b g e et bey e harade

Veriication Code I—"m

Logout VigorACS 3.

VigorACS 3 User's Guide



7. Re-login VigorACS 3. The first login web page requires you to enter the original user account and

password.

@ EN -

VigorACS
User Name
root

Password

sesssses @

DrayTek

5817

Remember me

After clicking the Login button, the second login web page appears. Please enter the verification
code (created randomly) obtained from the APP (Google Authenticator) on your cell phone and click
the Verify button.

VigorACS3 User's Guide

EEN -

VigorACS

123 456

Dray Tek

Verification code

Copyright © 2017-2021 DrayTek Corp. All Rights Reserved.
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3.2.7.4 Change Theme
Click Change Theme icon to choose light theme or dark theme for screen display.

Change Theme

Theme

71 Automatically detact system or browser theme (Detected: Light Theme)

cCo— Dray Tek s

3.2.7.5 Logout VigorACS

Click Logout icon to logout VigorACS immediately. Or, switch the toggle of Auto Logout to enable the
function of exiting VigorACS after five minutes without any operation.

carrie
| C

Auto Logout (j

Change Language
Set Password
Two-factor Authentication

Change Theme

Log Out

GO 10 Dasnooarag
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3.2.8 Auto Refresh, Manual Refresh, and Widget

Auto Refresh: ] Minute v | O &

Item Description

Auto Refresh Select the time interval for refresh the web page automatically.

Auto Refresh:| | Minute =~ |

1 Minute

5 Minute
10 Minute
Disable
Manual Refresh Click to refresh the web page immediately.
Widget There are six display views to select, including Network Overview, Map

Overview, Clients, Traffic, New Devices and Reset to default. Only the
selected one(s) will be displayed on the dashboard.
Auto Refresh: 1 Minute ~ & &
Network Overview
Map Overview
Clients
Trafflc

Mew Devices

Reset to default

VigorACS3 User's Guide
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3.2.9 Overviews

There are five types (Network Overview, Map Overview, Active Clients, Traffic, New Devices) of overview
under the Root Network. Use the Widget drop menu to select or deselect the type of the overview.

Active Clients Tep 20 Last 24 hours Traffic- Top 20 ©) Last 24 how

el Total
27 100 % RD3/0 0% 251.28 GB 30.38 GBGBZzU.UU RD3/17267GB 1 20.52GB '-Z'EGB;”’

48% 93168 © Toral

|
o

|‘|‘ | M

TV TR
WUV Y

i
1

New Devices

Action IP Address Device Name Device Type

VigorAP 810

DEEoe

3.2.9.1 Network Overview / Device Overview

This area displays the Network Overview or the Device Overview.

Item Description
Category Switch between Network or Device.
Device

Metwork

Device

-/ -(Collapse) - Hide the page.
o (Fullscreen) - Display the page in fullscreen.

X (Delete) - Delete this widget.

Under Network Overview, all of the networks with names can be seen on this area. Use the scroll bar
to view others networks. Icons of W, V and L represent WAN Alarm, VPN Alarm and LAN Alarm. The digit
next to the word, Alarm, indicates the number of warning message received by that network. The
number next to ONLINE indicates how many devices are active; the number next to OFFLINE indicates

how many devices are inactive.
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Netwark Overview — £ X

Metwark Online Alarm a Network
12 3 56
Alarm
Network Online Offline Go To Dashboard
Total WAN VPN LAN

Root Network 3 56 36 0 0 Q

rd@ 1 39 39 0 0 0 &

simulator 0 10 10 0 0 Q &

SD-WAN 0 2 2 0 0 1] &

tetd 0 1 1 0 0 ] i3
2020-01-14_addNetwork_A 0 0 0 0 0 1] &
DESHAEF_H T4 0 0 0 0 0 ] &
Marketing_carrie 0 0 0 0 0 ] &

Under Device Overview, move the scroll bar left and right to check basic information for each device.
Click >> (Next) or << (Previous) arrow to display next page for checking information for other devices.

Device Overview — & X
Routers APsg Switch a Device v
44 12 3
Device Name Madel MAC UP Time Firmware Version LAN Clients VPN
2026LVac_1449B8CFFFOAR Vigor2926LVac 1449BCFFF2AS 0d:0h:0m:0s r86993_beta 0 0
2926Vac_001DAASDCAFD Vigor2926Vac 001DAASDCAFD 0d:0h:0m:0s r86955_beta L] 0
810_001DAATDE514 VigerAP 810 001DAATDES14 0d:0h:0m:0s 1.25 0 0
902_001DAA3DAF16 VigorAP 902 001DAA3D4LF1E 0d:0h:0m:0s 1.2.34 0 0
130_001DAABIADS4 Vigori30 001DAAB3ADSS 0d:0h:0m:0s a 0 0
130_001DAAB411CE Vigor130 001DAAZ411CE 0d:0h:0m:0s r70663_beta 0 0
130_001DAABS4204 Vigor130 001DAARS4204 0d:0h:0m:0s r72469 _ beta L] 0
130_001DAABD3FAD Vigeri30 001DAASD3FAD 0d:0h:0m:0s ] 0 0
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3.2.9.2 Map Overview

This map displays the location of the devices managed by VigorACS. The number on the map points the
quantity of the devices classified under the root network or network group. Move your mouse on the

number and click it. The map will be zoomed in with more detailed information.

Map Overview will vary according to the root network or the network group selected.

Root Network ~

Dashboard
Map Overview

Map Satellite _j‘

¥ 330 Rang
RD8
Dashboard
Summary SD-WAN

Map Overview

i

i

#E EEER

Xinfeng
g

DrayTek vierac

ra
La

To

s
L)

i R0
g o™
a0

Hukou

+

a0 shuffangRd  Yanhe Streat

Map data ©2020 Google Terms of Use Report a map emar

DrayTek

i
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3.2.9.3 Active Clients

This area displays the top 10 clients or top 20 clients accessing into VigorACS during the last 24 hours, 7
days or 30 days.

Active Clients- Top 20 Ulast24hours — 7 X
Total
8 100 RDZ /8 100%
10 O Total
ALANWEN /0 036
B rl
6 ‘ m Alvaco /0 0%
4 v
i = | AnPhat_VN /0 0%
2 VAT AN VAN WA VAR A - :
Angela [0 1)
12:00 16:00 20:00 00:00 04:00 08:00 =
L]
Item Description
Last 24 hours Use the drop down list to specify the time period, last 24 hours, 7 days or
30 days.
-/ - (Collapse) - Hide the page.

2 (Fullscreen) - Display the page in fullscreen.

X (Delete) - Delete this widget.
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3.2.9.4 Traffic

The figure displays the traffic for top 10 or 20 groups/devices during the last 24 hours, 7 days or 30

days.
Traffic- Top 20 (Clast24hours — 7 X
Total
5.54 GB 101.25MB “5.44 GB RD2/5.54GE T 10L25MB | 5.44 GB 100%
3.26 GB o Total
- ALANWEN /0 Byte © 0 Byte | 0 Byte 0%
233GE
L86GE Alvaco /0 Byte T 0Byte | 0Byte 0%
1.40 GB l
953,67 MB | AnPhat_VN /0 Byte ™ 0 Byte | 0 Byte 0%
476.84 MB | -
0 Byte | Angela /0 Byte T 0Byte | O Byte 0%
12:00 16:00 20:00 00:00 04:00 0B8:00 =
@
Item Description
Last 24 hours Use the drop down list to specify the time period, last 24 hours, 7 days or
30 days.
-/ - (Collapse) - Hide the page.

< (Fullscreen) - Display the page in fullscreen.

X (Delete) - Delete this widget.
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3.2.9.5 New Devices

New added device(s) can be found on the field of New Devices. When you move your mouse on the
device name of the device and click it, a detailed information page for that device will be displayed on

the screen.

New Devices

Action IP Address

cppEn

Deyice Nam Device Type

Vigar2862Vac

Vigor2926LVac

igor2926Vac

Port Status

- Vigor2B62Voc

A VAL Sty Frmenl

ey 2 [ . . A e um

.88
@ act e e ;
e e e

usE w5t Phaner
B

240 5G Phoned

Device Information

Device Name 2862Vac_001DAKEA3ECO
IP Address

Network Name AutoTestMetwork

Model Wigor2862Vac

Description
- (Collapse) - Hide the page.
o (Fullscreen) - Display the page in fullscreen.

X (Delete) - Delete this widget.

Click the button to add a new device onto the network.

Refer to "Applications, A.3 How to Assign a New Added CPE to a Network?"
for detailed information.

3.2.9.6 Reset to Default

Use the Widget drop menu to select or deselect the type of the overview. Or, click Reset to default to
restore the factory default overviews on the dashboard.

Auto Refresh :

VigorACS3 User's Guide

l'.:}

Minute O

MNetwork Overview
Map Overview
Clients

Traffic

MNew Devices
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3.2.10 Icons Used in VigorACS 3

Item Description

+ Add a new device.

-/ Hide the page / Display the page in fullscreen.

” Delete the selected widget.

() / Switch these two icons by click the mouse cursor on it.

D - means “Enable”.

- means “Disable”.

3.3 Operation Procedure

62

Follow the instruction listed below to operate VigorACS 3:

Create networks.

Create users and user groups.

A user can own several CPE devices; however, each CPE device can be assigned to one “user
group” only.

User shall be assigned under different user groups. RootGroup is the default user group.
Edit and modify the settings for the TR-069 devices.

Below shows a brief illustration to describe the relationships among CPE, user group, network and
network group.

Network
Group1

Network

Group2

Nerwork! m m

User Group1 User Group2 User Group3
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Applications

A.1 How to Register a CPE onto VigorAcCS 3?

This section briefly shows a simple way to register a CPE onto VigorACS 3 with few steps. For detailed

information, refer to Chapter 4.

The CPE to be managed by VigorACS 3 must be configured and restarted. Here we take Vigor2927Vac as

an example.

Note that STUN setting is required if CPE is behind a NAT device, for the purpose of keeping the

connection between VigorACS 3 and Vigor device up.
1. Access into the web user interface of Vigor router.

2. Open System Maintenance>>Management.

3.

System Maintenance =» Management

IPv4 Management Setup IPv6 Management Setup
Router Name DrayTek
Default:Disable Auto-Logout Management Port Setup
Enable validation Code in Internet/LAN Access ® User Define Ports Def.
Telnet Port
Internet Access Control HTTP Port
¥
Allow management from the Internet HTTES Port
Domain name allowed
FTP Part
FTP S5
erver TRO69 Port
HTTP Server LI Enforce HTTPS Access
S5H Port
HTTPS Server
Note:

Telnet Server
« TROGYS Server

Ports 8001 and 8043 are usec

SSH Server Brute Force Protection
SNMP Server Enable brute force login p
¥ Disable PING from the Intarnat FTP Server

- Allow management from the Internet - Enabled.

- TR-069 Server - Enabled.

Open System Maintenance>>TR-069.

System Maintenance »>> TR-069 Setting

ACS and CPE Setting Reporting Confi i Export Parameters
TR-069 O pisable ® Enable
ACS Server On LANNVPN 7
ACS Server
URL http-/1192 168.1.110:8011/ACS Server/senices/ACSSende [ Wizard

Acquire URL from DHCP option 43

Usamama

Password

Test With Inform | Event Code | PERIODIC M

Last Inform Response Time :Sat Jan :(NA) .

CPE Client
Protocol @ HrTP O HTTPS

URL http:##192.168.1.1:6069/cwr/CRIN. htmil
Port aoes |

Username .vigor |
Password |

Note: Please enable TR-069 server to allow access from Internet on System Maintenance >>
Management page.
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- Specify the interface for ACS Server On.
- Set URL, username, password for network group.

Click OK and click Test With Inform. When the green light appears (on the Last Inform Response
Time), the settings on CPE have been configured well.

Last Inform Response Time :Sat lan 11 0:12:57 2020

Open the homepage of VigorACS 3.
Now, Vigor2927Vac has been registered onto VigorACS 3 and displayed on the homepage.

New Devices — 7 X

Action IP Address Device Name Device Type
172.17.5.151:4433 3910_001DAA1BETA0 Vigor3910
2.165:443 2912Fn_001DAASCOROC Vigor2912Fn

123.20.123.2:443 2912 _001DAABTFAE4 Vigor2912

EE00
S
:

14.167.99.211:443 2926_001DAABS040C Vigor2926Vac
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A.2 How to Create a New Network?

VigorACS allows the administrator to build several networks (and sub-network) for different CPE devices
under the root network.

1. Only the administrator has the right to create a new user group.

2. From the MENU bar, click Network Management.

.@.
w

MNetwork Management l ; . ! L

3. When the following page appears, click the link of +Add New Network.

General Settings

Network ID
2

Name

Root Network

Location

4. A pop-up window appears. Type the required information.
+ Add Network

Parent Network

Root Network

Mame

Marketing_carrie

Location

HSinCHU

o m
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- Name - Enter a new name of the network.

- Location - Define the location of such network.

- User Name - Enter a user name for such network.
- Password - Enter a password for such network.

5. Click +Add to save the settings. The new created network will be seen under the Root Network.

Network Management

Search by Device ID/Name/Model/MAC/IP Address =
4 & Root Network(63)

I aa 2020-01-14_Wholesale_GA_D{0)

[» & 2020-01-14_Whaolesale_GA_E(D)

I* & 2020-01-14_addNetwork_A[D)

I i @#FHARF_ )" Tea/-H0)

[ ah AutoTestMetwark(1)

I[ & Marketing_carrie(0) ]

6. Click the Map tab. Manually input specific location of the device on the input box; GoogleMap will
show the location for the new created network.

Network Management

66

Search by Device ID/Name/Model/MACHP Address = Sett ,,{ Map ]
4 & Root Network{63) - . e
[ #E EEWE _
I s 2020-01-14 Wholesale_GA_D(0) = e FsinChu
e e mER ™ l
b sk 2020-01-14_Wholesale_GA_E(D) s BRmE
S ERED
[ & 2020-01-14_addNerwork_A[D) mxH
r “RERE Somen
[ i @#GHAR*_+{}"T>c/-+{0) L +tEHR . EaiT ] d
[ & AuroTestNetwork(1) g BEE A . MET
PiE - _
I aln Marketing_carri=(0) BEmE i
It R .
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A.3 How to Assign a New Added CPE to a Network?

New added device can be grouped under Network. If no assignment, the new device will be grouped
under Root Network in default.

1. On the Dashboard, locate the device from New Devices. Here, we take Vigor3910 as an example.

Active Clients rop 20 Traffic. on 20

2 109N e . ::uhh:—i M;?r)_:n 35.49 GB = i

.'-__I-'--'...I". . s v AR TR e
L ] : : L
"
[}
[+]
[+ ]
( )

2. Click the add icon (+). The following dialog will appear.

| -+ Add New Device

i Add to Network Root Metwork Q
‘

Device name: 3910_001DAA1TSETA0

Location:

Emergency phone:

Set to known device: o

4

- Add to network - Choose the network from the drop down list.

- Location - Enter the location of the selected device.

- Emergency phone - Enter the mobile phone for communication.
- Set to known device - Click to make the device visibly or invisibly.

3. Click Apply to save the changes.
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A.4 How to Create a New User Group?

Only the administrator can create a new user group.

1. From MENU bar, open the User menu.

User

User Management

Group Management

Network Group

External Authentication Server
Mail Server

Function Management

@ Wholesale Wizard
SMS Server
SNMP Server
&

2. Click Group Management. The following page will appear.

Uner | Group Managemen

[rRp—

Grrusp s e " e [ Expen Date Emabng Gt Mt Socver Frsbin Glctial CNME Larver

[ e Lisst Wb 1 [ oo — [ £t ]

RootGroup is a default setting.
3. Click +Add to open the following page for creating a new one.

User | Group Management

Management

Add Group

Giroup name Marketing
Nodes,

Enabie CPE Notity Mail/SMS/SNMP [ @)
Enabl Global Mail Server

Enable Global SNMP Server O
Enabie Expire Date O

Expire Daze 2020/00/22

- Group name - Enter a new name.

-Nodes - Use A or V¥ toadd or decrease the number of nodes.

- Enable Global Mail Server - Click to enable or disable the service.

- Enable Global SNMP Server - Click to enable or disable the service.

- Enable Expire Date - Click to enable the Expire Date mechanism.
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- Expire Date - If it is enabled, click the entry box to choose the date.
Click Save to save the settings and exit the dialog. The new network group has been created and

displayed on the screen.

user | Group Management

Management
TAdd

Growp Kame Max Nodes T Used Nodes Enabie Expire Date Expire Date Enabie Clobal Mall Server Enabie Clotal SNMP Server

RoatGroup Mo Limit Nodes (] [ wisatiied ] [ Fruabied ] [ Fruabied ]

Markating NoLimit Noes 1 [ isatica {otsanicd [ otsabied
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Chapter 4 SD-WAN Solution

Traditionally most business applications were running on the private servers in the HQ, and MPLS that
routes all traffics to the center site made this model quite efficient.

However, with adopting more and more Saa$S and private/public cloud applications, we need new
technologies that can efficiently and dynamically route different traffics either to the central site or to
the cloud directly.

SD-WAN is the solution to make the complex routing scheme simple and intuitive. Based on traditional
load balancing and failover functions, SD-WAN further improves user experience by focusing on
interface and application quality.

Take a look at the following two figures. The right one expresses a traditional network connection which
is tunneled via the central site at a higher cost. However, the left one shows the direct Internet access
with lower cost with the feature of SD-WAN.

Branchi

Direct Internet Access with lower cost Tunneled via Central Site with higher cost

4.1 Topology of SD-WAN, Edge Router and ACS Server

72

VigorACS is the central software where network administrators perform the configurations, provisioning,
and monitoring the activity. The multitenant capability makes xSP services easy.
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Branch

=

The physical routers installed in HQ and branches are named edge router.

The network administrators can establish VPN tunnels (IPsec by default) from the branches to the HQ to
form a Hub-and-Spoke topology. These routers can receive SD-WAN configurations from the VigorACS

server, perform the edge computing according to SD-WAN policies, and upload the data to the VigorACS
server for monitoring.

At present, the edge router (supporting SD-WAN) includes Vigor2927 series and Vigor2865 series.

4.1.1 Enabling SD-WAN on VigorACS

To enable SD-WAN function on VigorACS, simply open Network Management under Root Network.

Specify a network group (e.g., RD8) which contains the CPEs supporting SD-WAN features. On the
Setting page, turn on the toggle button of Enable SD-WAN. Then click Reset Bulk Data Profiles to
Default to use the bulk data with the default values. At last, click Save.

Root Hetwark ~ DrayTek vucss = Capture ckers « lan.l gy

a5 draytek_rd7(5)

2 draytek_rd&(14)

1@ 2135FVac_ 144901 T0DME

Advanced Settings

Enable SD-WAN

@ [ @)

Bulk Data Settings

enatie @) Profiem eratie ) Avaliable  Disabled Bulk Data Categorles
epor Repoet iterval (sec)
120
Bulk Data Categrries Bk Data Categories
= WAN and VPN Sl = Usersand Apps Sire &
= volp Sires )
) Reset Bulk Data Profiles to Default | @ Désable All Bulk Data Profiles

The main features for SD-WAN are manifested in three aspects:

Auto VPN
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VolP WAN, and

Full Traffic Control with SD-WAN Route Policy

There are two types of Auto VPN, Hub and Spoke and Full Mesh.
For Hub and Spoke(s)

Select one of the devices as a hub router; other devices will be regarded as "spokes". VigorACS
server will automatically create one IPsec tunnel, with AES256 encryption method, from each

spoke to the hub router. If a subnet conflict occurs, VigorACS server is capable to design and
suggest LAN subnets for all devices.

New York

For Full Mesh

VigorACS server will create tunnels between each router automatically. If a subnet conflict occurs,
VigorACS server is capable to design and suggest LAN subnets for all devices.

L]
]
by
by
by
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4.1.3 VolP WAN
The router can automatically detect the best quality interface, named with VolP WAN, from existed WAN
interfaces to optimize VolP performance.

SIP registrations will follow the VolP WAN to make sure the upcoming inbound & outbound VolP Call will
be sent via VolP WAN.

WAN1T : mos4.3 »
WAN? : mos 4.0 »
WAN3 : mos 3.6

.

In a Route Policy, the Administrator can select VolP WAN as the Interface for VolP. So VolP will always
been sent via best quality WAN.

Real-time Call Quality Monitoring

Every single call is continuously monitored with MOS (mean opinion score), from the beginning till
the end.

Supported interface including WAN and VPN.
Live Failover when Having Poor Call Quality

Even being sent via best-quality WAN, sometimes call quality could still be poor due to some hops
along the path.

If enable this function, router will failover the RTP sessions for the poor quality calls (while good
quality calls remain with VolP WAN).

Live Failover Scenarios
Interface is selected as VolP WAN => failover to 2nd VolP WAN.

Interface is selected as VPN to Hub=> manually select your failover interface.
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4.1.4 Full Traffic Control with the Route Policy

SD-WAN provides complete routing control by allowing Network Admin to specify the desired route for
selected applications/domains to make sure the specific routing scenarios can be accomplished.

(Configuration>>Route Policy>>+Add New Route

+ Add a New Route Policy

Source Any

Policy)

Destination ‘ App Services

App Service Profile Create a new profile

From an existing profile

Selected App Service

[ Amazon.om © [ voutube © K

Send via Interface WAN 1

(D Note

If you want to send via VPN (to the Hub), please dial VPN Hub and Spoke connection
first.

Send via Gateway Default Gateway Specific Gateway
Packet Forwarding to WAN/LAN Force NAT Force Routing
via
Failover ()
Falloverto | Default WAN w | when
interface offline.
Failover to Gateway Default Gateway Specific Gateway
Failback
— Baslc Mode

Cancel @ Save and set to CPEs

76
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4.2 Dashboard for SD-WAN Network Group

To display the SD-WAN dashboard, select a network group first. Find the one you want from the
Network list under the Root Network. In this case, we choose RD8 as an example.

RD8 . Drc

Root Network(251)

&= RUL(4)

25 jaytest(2)
& RD2(7)

a2 richard(2)
2 RD3(14)

2% robin_test(2)

2 RD5(8)

=% sdwantest2(0)
a5 RDE(2)
2132FVn_001DAAEABECE
£ RD7(15)
2133Vac_001DAABGED2O

2135Vac_1449BC03B0OGD
2. RD8-1(1}

Click the SD-WAN tab to display the page of dashboard (for monitoring).

simulator w DruyTek VigorACS 3 W Capture Packets ~ inisirtor 2
I ¥ (C Auto Refresh: | 5 minutes -
Active Physical WAN Active VPN Active VolP Call = Detected 67117 . Failovered 33451
Last 1 hour
Wired 0 1PSec 9
10 ® Wireless 246 /56 0 ® ssL 0 7 A A
WAN Online ®UTE [ VPN Online ® P 0 / )
» usa 0 » TR 0
Active Physical WAN Quality Active VPN Quality Active €all Quality
Great 4.3-50 2 Gt 4350 — 3 Great43-50 - 60
Good 4.0-42 [} Goodd 47 —— 1 6000 4,043 et 0098
Okay 3.6-3.9 m— 1 Okay 36739 m— 1 Ohiay 3.673.9 e— £ 1)
Poor31-35 2 Poor 3.1-15 0 Poor 3.1-35 186
Bad 16~30 5 Bad 1.0-30 4 Bad 1030 °
2 Routars are Having Poos Active Phiysical WAN Quality. 4 Tunnels are Having Bad Active VPN Quality. 10 Rioutess are Having Poor ACtive Cail Quallty
S Roaiters are Haning Bad ACtive Physical WAN Quality,
More More More
Item Description

Wired WAN / Wireless Wired and Wireless WAN (including wireless 2.4G/5G WAN, LTE WAN, and

WAN USB WAN) quality monitoring are separated as wired WAN usually provides
better quality. Only VPN tunnels that are established by the SD-WAN VPN
tool are counted for VPN MOS.

IPsec VPN / Other Displays the quality levels (Great, Good, Okay, Poor and Bad) for active
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VPN
VolP

More

VPN.

Every NATed VolP call is monitored with MOS (routed calls or VoIP via VPN
are not counted at the moment).

VigorACS only captures the signals from the SD-WAN CPE with VolIP feature.

Click to access the Monitoring>>WAN, VPN, or VolP web page to get more
detailed information.
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4.3 Statistics for SD-WAN Network Group

The page offers statistics for all the devices listed under root networks, including usage overview,
wireless clients Overview, data traffic, device ranking, and client ranking. By clicking Last 24 Hours, Last
7 Days, Last 30 Days or Custom setting (define the period), the administrator can obtain various
statistics within the time period.

DrayTek vimnce T
Statistics c
Last 24 Hours o5t 7Doys  Last30Days  Custom | Swam: 20200308 End: 20200309 -‘-“"“"
Usage Overview -, -7 ox Wireless Clients Overview - %
Total Number of Clients Wireless Clients Wired Clients
2 1(50%) 1(50%)
Total amount of Traffic Download i Uplosd .
270.79 MB 254.05 MB (93.8%) 16.75 MB (6.2%)
1000%
Max. Number of Concurren: Client Aug. Numbier of Hourly Client @ 100.0% 10a0%
1
245 WG w2 aet
Clients -7 %
Traffic -
Wired OWireless
W Wirel
| 628 Mi
’ 0 o 0 0 : 08y
0 00 0 0 04:00 6: 0 0 2 O I3 0 v 0: 0 00 00 o 0 0 0
Device Ranking S0iem~ — S X Client Ranking STrafice — & X
Device MAC Client Hast Name Mac Traffic
28650¢_001DAADOB000 001DAAD00000 1 1 MKHL 40BCAFSZSERF 260.33 ME (99.6%)
2026Vac_001DAATO33E0 001DAATO33E0 1 2 AngelaCYsiPhone DCOCSCEESS3E 936.13 KB (0.4%)

In addition, the statistics can be exported as “.XLS" file if you click the Export button on the top side.

4.4 Monitoring for SD-WAN Network Group

Monitoring menu offers options for monitoring the normal and abnormal actions for network group
and CPE. Here, we choose RD8 as an example.

rd8 ~
Monitoring

Alarm
| Logs
Devices
Clients
Cellular Data Usage
Floor Plan
Rogue AP Detection

WAN (SD-wan)

VPN ((sD-waN)

VoIP (so-wan)

Data Usage (Sowan)

In which, the usage and settings for Alarm, Logs, Devices, Clients, Cellular Data Usage, Floor Plan and
Rogue AP Detection are totally the same as the network group without SD-WAN enabled. For detailed
information, refer to Chapter 8 Network Group Menu.

This section will describe configuration pages for WAN (SD-WAN), VPN (SD_WAN), VoIP (SD-WAN) and
Data Usage (SD-WAN).
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4.4.1 WAN (SD-WAN)

80

This page displays the location, name, interface/IP, uptime, usage, latency, jitter, packet loss and

interface MOS of the routers within the group.

Menitoring / WAN /[ rd8

Dray Tek vigoracss

WAN Status

</ Re-Center
WAN List
Total Source
é 3
Usage
Router Interface [ IP Uptime 1
Upload Download

WAN2

> 292TLac_1449BC023720 102168 11T 0days 06:15:14 60.87 KB 3.06 MB
WANL

> 2926Vac_001DAATO33ED Discomeded 0 Byte 0Byte

> 3910_001DAA2125B8 WANL 0 Byte 0Byte

Disconnected

These parameters are explained as follows:

Item Description
WAN Status

WAN List
Click the name link of the router to get the following page.

29271ac_1449BC023T20 ~

Monitoring / WAN / rd8 / 2627Lac_1449BC023720

Dray Tek viorncss

2027Lac_14408C023720

DrovTek Yao 18498C023720
ay Tel .

ACT, WANZ LTE

Adays 054121

</ Re-Center

WANOverview = WANL ~ WAM2 | WANZ [WISloss24G) | WANA (WIreless56) | WANS(LTE) | WANG (USB)

192.168.105.120 101:36:28

Usage

Latency

Peak

216 ms

Displays the location of the network group.

Average

2ms

carrie

C AutoRefresh: | 2minutes ~ |

&

+

H#EFH 0200 Goople kK EEiEEs

(O last2hours

Displays the total number of CPEs within the selected group.

Search.. a
Jitter Packet Loss Interface MOS
Bms  000% 42
oms  000% 00
oms 0.00% 0.0
¢ Capture Packets + bl

C AutoRefresh: | 2minutes ~ |

422 RO2

2020-09-1415:07:15

WA 6202 Google oS s
(%) Last 2 hours.
= upicad = Download

Interface MOS

Interface MOS Score
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4.4.2 VPN (SD-WAN)

The monitoring page will vary based on VPN established or not. Before establishing VPN, the page will

be shown as follows:

a8 W
Monitoring / VPN | rd8
VPN Status
I =2 ©F

mEwE

0 Tunnel(s)

® Great

+ Add VPN Tunnelis) <7 Re-Center

Tunnel List
& Total Saurce
o

# 17 Source Destination Type Uptime

T
Upload

Dmy Tek vigorncs3

- L]
L]
Usage Latency
Jitter
Download Low Peak Average

= " _ arie .

C AutoRefresh: | 2 minutes

+

WEEE 02020 Goocle fomim EE@EM

© Last 2 haurs -~

Packet Loss Interface MOS

4.4.2.1 AutoVPN Establishment

As a Hub-and-Spoke network,

®  VigorACS will create 1 IPsec tunnel from each spoke to the hub.

®  VigorACS can auto create tunnels among the Routers.

®  Vigor ACS is capable to design and suggest LAN subnets for all CPEs if meeting subnet conflicts.

4.4.2.2 Creating VPN with Basic Mode

1.  Click +Add VPN Tunnel(s). In default, the settings based on Basic Mode will be shown as follows.

VPN Setup
Type Huband Spoke  Full Mesh
Support spokes count 64

+ Advanced Mode

% Cancel [ Save and set to CPEs

These parameters for Basic Mode are explained as follows:

Item Description

Type

be spokes automatically.

VigorACS3 User's Guide

Hub and Spoke - Simply select a router as the hub router, the rests would
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VPN Setup

Type Huband Spoke  Full Mesh
Hub Devices 2927Lac_14498C023720 (Vigor292TLac) &
Support spokes count 64

Full Mesh - It is effective only when there are more than three CPEs on

the group.
VPN Setup
Type Hub and Spoke ~ Full Mesh
Support spokes count B84
Hub Devices / Lists the name of the hub device or full mesh device. Select one device as
Full Mesh the hub device.

Devices

Support spokes Displays the total number of devices, excluding the main device.
count

+Advanced Click to open the configuration page with more options.
Mode

Save and Set to Save the above configuration and set to CPE devices.
CPEs

2. Click Save and set to CPEs.

C— Dray Tek v=s .

Creating VPN Hub and Spoke Connections...
o 3ot

3. The VPN tunnel has been set successfully.

4.4.2.3 Creating VPN with Advanced Mode
1. Click +Add VPN Tunnel to get the following page.

VPN Setup
Type Hub and Spoke  Full Mesh
Hub Devices 2927Lac_1449BC023720 (Vigor2927lac) ®
Support spokes count 64

+ Advanced Mode

% Cancel [B Save and set to CPEs

2. Click +Advanced Mode to get the following page.
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VPN Setup

Type
Hub Devices

Support spokes count

Spoke Devices

VPN Connection Through

Dial Type

IPsec

Customize IKE Pre-Shared
Key

IKE Pre-Shared Key

IPSec Security Mathod

Hub and Spoke Full Mesh

29271 ac_1449BC0237ES (Vigor292TLac) ®
WAN First v

IPsec Tunnel PPTP L2TP S5L

Required, Please input IKE Pre-Shared Key o
AES v

— Basic Mode

x Cancel B Save and set to CPEs

These parameters for Advanced Mode are explained as follows:

Item
Spoke Devices

VPN Connection
Through

Dial Type

IPsec - IPsec Tunnel

IPsec

VigorACS3 User's Guide

Description
Lists the name of the devices. Select one device as the spoke device.

Select a WAN interface.

WANX First - While connecting, the router will use WANXx or LTE as the
first channel for VPN connection. If WANX or LTE fails, the router will use
another WAN interface instead.

WANX Only - While connecting, the router will use WANXx or LTE as the
first channel for VPN connection. If WANXx or LTE fails, the connection will
be off.
Select one of the tunnels for this VPN profile.

IPsec Tunnel

PPTP

L2TP

SSL

is selected as Dial Type

Customize IKE Pre-Shared Key - Click to enable or disable the IKE PSK
setting.

IKE Pre-Shared Key - Enter a string as PSK.

IPsec Security Method - Authentication Header (AH) means data will be
authenticated, but not be encrypted. The Encapsulating Security Payload
(ESP) protocol can be used to provide authentication and encryption to
IPsec traffic. Three encryption standards are supported for ESP: DES,
3DES and AES, in ascending order of security. DES_NO_AUTH,
3DES_NO_AUTH and AES_NO_AUTH means the packets will be encrypted
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with no authentication.

AES N

AH
DES_MO_AUTH
DES
3DES_NO_AUTH
3DES

AES_NO_AUTH
CAES

PPTP - PPTP is selected as Dial Type

PPTP

Username - Enter a username for establishing VPN connection.
Customize Password - Click to enable the password configuration.
Password - Enter a username for establishing VPN connection.

PPP Authentications - Authenticate dial-in users using the PAP protocol
only or PAP/CHAP/MS-CHAP/MS-CHAPV2.

V] Compression - Click to enable Van Jacobson (V) header compression
to improve throughput on slow connections.

Dial Type IPsecTunnel | PPTP  L2TP | SSL
PPTP
Username Generate E"C\T'ﬁt\:il}
Customize Password
PPP Authentications PAPICHAPMS-CHAP/MS-CHAPYV2 v
VJ Compression (}

L2TP - L2TP is selected as Dial Type

L2TP

L2TP with IPsec Policy - Allow the remote dial-in user to make a L2TP
VPN connection through the Internet. You can select to use L2TP alone or
with IPsec. Select from below:

None - Do not apply the IPsec policy. Accordingly, the VPN
connection employed the L2TP without IPsec policy can be viewed
as one pure L2TP connection.

Nice to Have - Apply the IPsec policy first, if it is applicable during
negotiation. Otherwise, the dial-in VPN connection becomes one
pure L2TP connection.

Must - Specify the IPsec policy to be definitely applied on the L2TP
connection.
Username - Enter a username for establishing VPN connection.
Customize Password - Click to enable the password configuration.
Password - Enter a username for establishing VPN connection.

PPP Authentications - Authenticate dial-in users using the PAP protocol
only or PAP/CHAP/MS-CHAP/MS-CHAPV2.

V] Compression - Click to enable Van Jacobson (V) header compression
to improve throughput on slow connections.
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SSL

-Basic Mode

Save and Set to

CPEs

Dial Type IPsec Tunnel | PPTP | L2TP  SSL
L2TP
L2TP with IPsec Policy None ~
Username Generate automatically
Customize Password ()
Password Required, Please input passworc
PPP Authentications PARICHARMS-CHAPMS-CHARY2 w
VJ Compression [ @)

Server Port (for SSL Tunnel) - Enter a port number for SSL Tunnel. The
default is 443.

Username - Enter a username for establishing VPN connection.
Customize Password - Click to enable the password configuration.
Password - Enter a username for establishing VPN connection.

PPP Authentications - Authenticate dial-in users using the PAP protocol
only or PAP/CHAP/MS-CHAP/MS-CHAPV2.

V] Compression - Click to enable Van Jacobson (V) header compression
to improve throughput on slow connections.

SSL
Server Port (for SSL Tunnel) | 443
Username Generate automatically
Customize Password ()
Password Required, Please input password
PPP Authentications PAPICHAP/MS-CHAP/MS-CHAPv2 v
VJ Compression [ @)

Click to return to configuration page with less options.

Save the above configuration and set to CPE devices.

3. After finished and save the above settings, the VPN tunnel has been set successfully.
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= de ay
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9 Tunnel(s} i L™ R0 . . BN
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q * Poor ot £ v -
® Bad 5 At % . .
. g % s “ay s
@ ., Osconnecind Pelid g '° y L] ” 7 . +
- & s %
:l:: W Remave All VPN Tunnels <7 Re-Center -
o - MEEE 2020 Gooele PN EPeEmE
Turinel List () Last 2 hours
i
- G Tt souee T
@ k]
usage Latency
* Source Destination Type uptime T Jitter Packetloss |1 Interface MOS
Upload /1 Download 1 Low 1 Peak 1 Average
2952Pn_001DARGO000G 2952Pn_0010ARO0000L §
T einime 21881174 1PSec Tunnet Ldays 21:27:05 HTeytes  200K8 ®/ms 16Tms s0ms 2ms 200% 26
952Pn_0010ARIO000S 952Pn_001DARICO00L :
4 192168131724 192.168.0.1/24 1Psec Tunnel 1days 21:27:05 177 Bytes LIS KB 2ms 193ms asms 2ms 4.00% a5
F952Pn_001DAAG0000A 7952Pn_001DAA000001
9 197168181724 192.1681.1/24 IPSec Tunnel 1 days 20:22:01 245 Bytes 236 KB 12ms 18T ms s2ms Bms 4.00% i1
2952Pn_0010ARG00002 2952Pn_001DARO0000L
9 FEae Frain 1PSec Tunnet Ldays 191515 SeBjtes  A51KB Ims  I%ems  60ms Bms  400% 34

To have a sankey diagram, please click the right-top icon to display the following page.

cC— Dray Tek oo g

Refresh: | 2 minutes

Monitoring [ VPN [ simulator

C auto

el $ankey Diagram @
| @
. I552Pn_001DAAD00002

. 2952Pn_001DAAID0003

[ 2 concscoones

> 1552Pn_001DAADOO00S
[ 520 oonoasononce.
= 2952Pn_001DANIDD00

[ 2552Pn_001DAAO0000T
I 7952Pn_001DAAO0N0S

Tunnel List

® Last 2 hours
™ Oy g Searcn
w 9
Usage Latency
w' Source * Destination Type i uptime t Jitter 1 Packetloss 7 Interface MOS
Upload Download ' Low . Peak 7 Average
2952Pn_001DAAD0000S 852Pn_001DAAD00001 e
2 19216613124 1921681124 IPSec Tunned 1days 21-3828 496 Bytes 434 KB 1ms 181 ms aTms 12ms 200 % 31
FS52Pn_001DAADOOO0T T852Pn_001DAADOO00L
T lsateeaeint 11680028 IPSee Tunnel Ldays 212105 M5Bytes  221KB 2ms 19lms  48ms Mms 200% 41
2352Pn_001DAADOOOCS 2953Pn_001DANDOO00L
4 192168121124 192.168.1.124 1PSex Tunnel 1days 20:20:57 177 Bytes 195 KB ms 193ms 48ms 24ms 4.00% 35
2952Pn_0010AADIODOA 2952Pn_0010AND0000L
9 187 1AR 1R 104 187 1RR 1 174 IPSec Tunned 1 days 20:28:37 450 Bytes 484 KB 12ms 190ms S0ms Zms 5.00 % 13

From the Tunnel List, click any CPE link to display the detailed information (e.g., Usage, Interface
MOS, Latency and etc.) of the CPE. Here we take Vigor2952Pn as an example.

VPN Overview © Last 2 hours -
G| To2952Pn_DDIDAADODOO3 1P 192.168.105.52
Total
| To1952Pn 0010AAG00002 vsag = Upload = Downigad
, To2952Pn_0D1DAAGO003
;3 To2952Pn_0010AAD0004
Interface MOS
4 ToZ952Pn_D0IDAADOOOS = Interface MOS Score
\
Y
g To2951Fn_D0IDRADOOOS e
5 To2952Pn_0010AAG0000T
Latency fms) =low =Average = Peak
; To2952Pn 0010AAGO008

To2952Pn 0D1DAADDO0OY
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(® Last 2 hours

Last 1 hour

S Last2hc

Last 3 hours
Last 6 hours

Packet Loss

Custom...

3.00 %

VoIP call list displays the communication status related to incoming and outgoing calls via VolP WAN.

Last 8 hours

Latency

CallI0L Via lnterdnce Start Time Failvered inteddace Up Teme

Law Feak Average

These parameters are explained as follows:

Item

Great, Good, Okay,
Poor, Bad

Status

LAN IP

Peer IP

Call ID

Via Interface

Start Time
Failovered Interface
Up Time

Latency

VigorACS3 User's Guide

Description

All the VolIP calls will be separated with different levels according to its

quality.

Enter the IP address (LAN IP/ Peer IP) as a condition to search the VolP call.

Displays the status of the phone call.

\S

—

- Active call. Quality level is Good.
- Finished call. Quality level is Good.

- Finished call. Quality level is Okay.
Displays the IP address of the local side.
Displays the IP address of the peer side.
Displays the ID number of the caller.
Displays the interface that VolP call passing through.
Displays the start time of the VolP call.
Displays the failover interface for VolP calls passing through.

Displays the time length of the VolP call.

Displays the transmission latency data (low, peak and average values) of
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the VolIP call.

Jitter Displays the packet jitter value of the VolP call.
Packet Loss Displays the packet loss of the VolP call.
MOS Displays the mean opinion score of the VolIP call. 1 means the worst; 5

means the best.

4.4.4 Data Usage (SD-WAN)

CE—_— Dray Tek v = =@
Monitering | Data Usage | rdd (5 At efresh: | & minutes
| HE SEws
= -
e L
. v
App Source Oveiview T Lo oy =
& {, sowy Sy Devicr Mame | Temck
19 TLac _'.-l-f:ll's."u):.--- 28650c_001DAADDO0N BE5ec_ 144300058 LAR
W.IMD;II '.'!I.I..Iil}MR ﬂh‘u‘.?ll;(ll I:lI\‘Hh;H Illilyllnl\ "‘;iy‘;'
0 ac_D0LIMATOIIED 2077Lse_L443BC02ITAD 2937Lac_IA49BC023TER
4.4.4.1 Data Usage of Selected CPE
Click a device link (e.g., Vigor2927Lac in this case) under App Source Overview.
Dray Tek vsc:: = o 8

Moaitoring | Data Usege [/ rd8 [ 23370ec 144980023720 (3 Ao hetreste | Sminutes

TMLac 1SS0

| Usage Sorting by | Aeplication  Client Devize i
& Proool VB B e ™
® o Message un ® e 1
® rppinSarvcs i 2
- i

Teafhic Line Chart | Uesd/lomniosd Gy Intertace

- Upioad = Downiosd

Usag Listbry| AplicRElSn | Cilent Device

These parameters are explained as follows:

Item Description

Usage Sorting by Displays a pie chart related to various application usage.
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Traffic Line Chart

Usage List by

VigorACS3 User's Guide

Application - Click to display a pie chart for various application usage.
Client Device - Click to display a pie chart for the selected CPE.

Displays a line chart related to data upload/download, or traffic via the WAN

interface.

Upload/Download - Click to display data upload/download.

By Interface - Click to display a line chart related to traffic via the WAN
interface.

Displays the data usage for common Apps or for connected client.

Application - Click to display the data information related to various
applications, including name of application, number of users, upload and
download usage.

e Dray Tek veic ===m

Client Device - Click to display data information for the selected CPE,
including host name, IP address, MAC address, connection type, operation
system, upload and download usage.
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Chapter 5 SD-WAN CPE

The menu items related to a CPE:

(%) —————— Dashboard
LUl — Statistics

_—_ — Monitoring
'_’_:: ————— Configuration

5.1 Dashboard for SD-WAN CPE

To display the SD-WAN CPE dashboard, find the one (a CPE with SD-WAN feature) you want from the list
under the Model tab.

Root Network(3)

2% MKT_manual(3)

292TLac_1449BC023720

3720n_001DAASS4TSE
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In this case, we choose Vigor2865 series (e.g., Vigor2865ac) as an example.

came
G113 Dray Tek vwms oo I
I (7  2865ac_001DAA0OO00D Device Status:online  Alarms:0  Active Clients: 1 Auto Refresh: Disable ~ (3
Ll Port Status. WAN Overview (D) Last 24 hours:
1629M8 o Toal
. 2 & Dy Telk Yawzesss
R — . R ~ S122MB
o uss  psL wor : i
23ty ASAAAEE B -
i [ R T R ) -
= 107TME \J“l'
§ 0By
=y Device Information DsL information 1800 200 nm 0000 o 00 06:00 0a:00 1000 o 1400 1600
Total | (17042MB & 529.86 M8) 100%
Device Name 7865¢_001DAADOM00 DSL Status
WANL | (tOByte 40By=) 0%
o 1P Address hittps:f/192 168.105.123:443 DSL Type vosL2 ‘
- WANZ | (TTOM2MB L5296 MB) 100%
Network Name 148 Modulation Type Muitimade
WANZ | (tOByte L0Byte) 0%
Model Vigor2065ac & Download Speed(ibps) 0 .
WAH4 | [ tOByte LO0Byte) 0%
Flrmware Version 42015T0& Upload Speed(kbps) 0 .
WANS | (tOByte LO0Byte) 0%
LY MAC Address. DO10AAD0000 SHR Margin 0 .
WANG | (+0Byte +0Byte) 0%
¢ up Time 2days 02:25:01 Loop Attenuation{0.1dB) 0 B
rasam— chive mare WAN LUng/Mode [ Uptime Active Mode
WANL  VDSL2/ PPPoE 0d 0h 00m Aways On
System Resource (5 Last 24 hours -
WANZ  Ethemet / Static IP 192.168.105.123 24 02h 23m Always On
i 5% CPUTemperature 100 WAID  Wireless 246/ 04 00h 00m Aiways On
0% e WAN4 Wireiess_56 | — 0d 00h 00m Always On
A% I = e
J: ng WANS  USB/ 04 00h 00m Always O
n2o 02:40 0800 130 1120 0240 0800 130
WANE Use 0 00h 00m Always On
Memory 0%
100%
T 1 AN Ovorviow (0 Last 24 howrs

VigorACS3 User's Guide

91



5.2 Statistics for SD-WAN CPE

The page offers statistics for all the devices listed under root networks, including usage overview,
wireless clients Overview, data traffic, device ranking, and client ranking. By clicking Last 24 Hours, Last
7 Days, Last 30 Days or Custom setting (define the period), the administrator can obtain various
statistics within the time period.

Droy Tk v —cy

Statistics C
Lest 24 Hours ost7Days  Last30Days  Custom | Star: 2020003003 End: 20200309
Usage Overview . -5 % Wireless Clients Overview - x

Total Number of Clients Wireless Clients Wired Clients
1(50%) 1(50%)
Total amount of Traffic Download Upload
270.79 MB 254.05 MB (93.8%) 16.75 MB (6.2%)
1000%
Max. Number of Concurrent Client Avg. Number of Hourly Client @ 1wo0%
1 W angroid B iOS W Windows:
w2 mss W 258 miengels-2 WL W Others
Clients -7 %
Traffic -7 %

Wired ()Wireless
Wired O Wireless
190.73 M8

143.05 M8

Wimme 9537 MB
\ | 7538
R 2. - o N - o 0Byt Ay N
16:00 1800 2000 2200 00:00 02:00 0400 0600  08:00 10:00 2:00 2:00 16:00 1800 20:00 22:00 00:00 (02:00 0400 0800 0800 10:00 200 1400
Device Ranking SCliemt~ — % | ClientRanking &, STraffice — & %
Device MAC Client Host Name MAC Traffic
28655¢_001 DAAD00000 001DAAD00000 1 1 MKHL 40BCBFS258FF 260.33 ME (99.6%)
2 2006Vse_0D1DAATO33ED 001DAATO33E0 1 2 AngelaCYsiPhone DCOCSCEESB3E 986.13 KB (0.4%)

In addition, the statistics can be exported as “.XLS" file if you click the Export button on the top side.

5.3 Monitoring for SD-WAN CPE

92

Monitoring menu offers options for monitoring the normal and abnormal actions for network, group
and CPE. This section offers Monitoring menu items for a selected SD-WAN CPE.

In this section, we choose Vigor2927Lac / Vigor2865ac series as an example.

.

(9 Monitoring
|
Alarm
7 - i @ | Logs
Monitoring
E Flow
fal _
Alarm Diagnostics
= Logs > WAN
= e
m  VoP

. Data Usage

&
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5.3.1 Alarm

Alarm message will be recorded on VigorACS 3 server when there is a trouble happened to the selected

device (CPE).

Monitoring / Alem

HEstary

Jelete o 4 Downioad

(% Ak Srarus

2927Lac_ 144980023720 ~

Monltoring / Alarm

Alarm

'—_— & Delete All +: Download
No. Time
63328 2020/09/10 01:50:36 PM
63274 2020/09/10 01:19:26 PM
63240 2020/09/10 10:12:13 AM
63056 2020/09/07 10:43:29 AM
63008 2020/09/04 03:32:37 PM
62878 2020/09/02 03:51:10 PM
62615 2020/08/26 01:13:59 PM
61863 2020/08/24 11:14:47 AM

Dray Tek vierncss [rp—— nbingl] [
B
Tima Devies Hama MAC Address - Alarm Massage Alarm Type
Dray Tek vioracss W« Capture Packets « bl ©
020/08/15t0 2020/09/14~ | search No./ Device Name /MAC  Q
K < 1 > m oo

Device Name MAC Address Clear Time Alarm Level Alarm Message Alarm Type
2977Lac_1449BC023720 1419BC003720  2020/09/10 02:07:47 PM OWaming  WAN2Loss Connection Interface Lost Connection
2977Lac_1449BC023720 144980003720 2020/09/10 01:45:58 PM OWaming  WAN2 Loss Connection Interface Lost Connection
2927Lac_1449BC023720 44980023720 2020/09/10 0L:18:19 PM OWarning  WAN2 Loss Connection Interface Lost Connection
2927Lac 1449BC023720 144980023720 2020/09/07 1L05:53 AM Crtical  Device Loss Connection Device Lost Connection
2971ac 1449BCO23720 L440BCORTI0 020/09/07 10:35:33 AM Crtical  Device Loss Connection Device Lost Connection
2971ac_1449BC023720 L440BCORTI0 2020/09/02 03:51:36 PM Crtical  Device Loss Connection Device Lost Connection
29271ac_1449BC023720 L440BC0T20 2020/08/26 01:38:00 PM Critical  Device Loss Connection Device Lost Cannection
29271ac_1449BC023720 440B0BTI0 2020/08/24 11:14:42 AM Critical  Device Loss Connection Device Lost Cannection

These parameters are explained as follows:

Item

Alarm / History

Delete
Delete All
Download

No.

Ack Status

Time

Device Name
Network Name
MAC Address
Alarm Level

Alarm Message

VigorACS3 User's Guide

Description

Alarm - Displays the alarm records recently.
History - Displays all the alarm records that have been solved and cleared.

Clear the alarm record which has been solved by VigorAcCS 3.
Clear all of the alarm records which have been solved by VigorACS 3.
Click to save alarm log as a XLS file.

Display the index number of the alarm. It is offered by VigorACS 3
automatically.

Display the status of the records with the type specified here (Not Ack or
Acked).

Displays the time of the device to be monitored.

Displays the name of the monitored device.

Displays the name of the network group.

Displays the MAC address of the monitored device.

Displays the alarm message with the severity (e.g., Critical) specified.

Displays a brief explanation for the alarm sent by VigorACS 3
automatically.
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5.3.2 Logs

94

Log provides administrator records for all CPE Actions, Device Reboot, Reboot by CPE, Reset System
Password, Set Parameter, File Transfer, Setting Profile, Device SysLog, CPE Notify, Device Register and
Device Operate. Click each tab to get more detailed information.

The following page shows the log for all CPE actions executed, device name, MAC address, Device IP,

and Current Time for CPE device managed and monitored by VigorACS.

2865a¢_001DAADO0O0D ~
Monltoring / Logs
Device Reboot  Reboot By CPE
| Detete Al Downicad

|:| Davica Hams
57063 2865ac_001DAADDOO0O
ST060 2865ac_001DAADDOOOO
57055 28653¢_001DAADDDO0O
ST04 28653 001DAADD000
57032 2865a¢_001DAADDOO0O
57031 2865aC_001DAAOD0000
57030 2865ac_001DAADDOO0O
§7029 2865ac_001DAADDOOOD
57028 28653¢_001DAADDDOOD
sToa1 28653_001DAADDDO00
57026 2865ac_001DAADD000O
57025 2865ac_001DAADDOOOD
7024 28653¢_001DAA000000
57023 F8653¢_001DAADDOOOD

Reset System Password  Set Parameter

166

166

166

166

MAC Address

001DAADIOI00

001DAADI0N00

001DAADIOI00

001DAANIO0N

001DAADIOI00

00 1DAAN00000

001DAADIOI00

0O1DAADION00

001DAADIOI00

001DAADIC00

001DAADIOI00

001DAABI0000

001DAAD00000

00IDAADI0N00

DrayTek veesss

File Transter

These parameters are explained as follows:

Item

Log Type

Delete
Delete All

Download

Description

Satting Profile

Devica P

192.168.105.123

192.168.105.123

192.168.105.123

192.168.105.123

192.168.105.123

192.164.105.123

192.168.105.123

192.168.105.123

192.168.105.123

192.168.105.123

192.168.105.123

192.168.105.123

192.168.105.123

192.168.105.123

DeviceSyslog  CPE Notiy

Action

Set Parameter Values

Set Parameter Values

Set Parameter Values

‘Set Parameter Values

Set Parameter Values

Add Object

Add Object

‘Add Object

Add Object

Add Object

Add Object

#Add Object

‘Add Object

Add Object

= - E
08,26
Device Reglster  Device Operate

ActioniD Time

618 2020/09/25 03:02:51 PM
6715 2020/09725 03:02:48 PM
6771 2010/09/2302:25:41 PM
6768 0200323 0224:59 PM
6768 2020/09/2302:24:20 PM
2613 2020/09/2302:24:19 PM
2612 2020/09/2302:24:1T PM
2611 2030/09/2302:24:16 PM
610 2020/09/23 02:24:14 PM
260 00009723 0224:12PM
2608 202009723 02:24:11 PM
2601 2030/09723 02:24:09 PM
2606 2020/09/23 022407 P
22605 2070/09/23 02:24:06 PM

Click one of the tabs (e.g., All CPE Actions, Device Reboot, Reboot By CPE,
Reset System Password, Set Parameter, File Transfer, Setting Profile,
Device SysLog, CPE Notify, Device Register, Device Operate and etc.) to
display related log on this page.

Enter the condition for VigorACS to search and display relational
information.

Clear the selected record.

Clear all of the records.

Click this button to save log as a XLS file.
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5.3.3 Flow

Vigor router adopts the function of NetFlow to collect the quantity and data of incoming and outgoing
packets. With analysis of the collected data, the network administrator can get the source and
destination IPs of the packets, type of network service, and the reason for network congestion.

Type 1: The working diagram among VigorConnect, Vigor router, and Standalone VigorACS.

E Stun - 30 seconds
E 1
3 TTR—
Router
Standalone VigorACS

VigorConnect

Type 2: The working diagram among VigorConnect, Vigor router, XMPP Server, and Cloud/Cluster
VigorACS.

E Stun - 30 seconds, XMPP E
E 3

y ETT— < Node (VigorACS)
Router -
NGINX
XMPP
Server
VigorConnect
Node (VigorACS)
The following page appears if visiting this page for the first time.
Dray Tek vevs: :
Monitoring | Flow
Acy
| N
4 VigorCannest
LY
[ g o |

Click Login Device to display the advanced page.
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The device must support and enable the NetFlow protocol. In addition, it has to be registered to
both VigorACS and VigorConnect first.

5.3.3.1 Device Overview

NetFlow uses several types of data to identify the data flow, for example, source IP address, destination
IP address, source port number, destination port number, IP protocol, interface, and so on.

This page displays the pie charts and tables related to the IP address(es) and the transmission data
usage of the selected device.

Dray Tek v

Manitoring / Flow

s
3
=

Device Attack Menitor Dwvico Atack Defonss Setting

Fap 10 Destinations From 192 168 237 234 Top 10 Sournes To 192.188.237 234

Flw Unage L3 Protacel Vish Rate

5.3.3.2 Device Attack Monitor

This page displays data information related to attacks on the device. Use the scroll bar to the right side
of each column to get/view the detailed information.

0T ASOCIIRAY = Dmy're vigoracs 3 fu ] el
Monitoring | Flow
Dievice Overview yevice Mlack Monitor Device Attisck Defense Setting
| - -

Packets Per Min Packets infoemation

-
)
4
-|

¥ Fload Mositol YN Flead Mositor

5.3.3.3 Device Attack Defense Setting
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The purpose of this page is to configure the attack defense settings to detect the router from being
attacked by external hackers or system attacks. When the volume of the transmitted packets arrives at a

certain value and reaches the timeout, the system will notify the administrator through the mail, SMS, or
SNMP service.

= Draynﬂk Vigoracs 3 ® o

Device Upstream Flow

Device Downstream Flow

Inspect Source Flow

These parameters are explained as follows:

Item Description
Device Upstream Flow / Device Downstream Flow

Enable Switch the toggle to enable the function of monitoring all upstream flow /
downstream flow via this router.

o - means “Enable”.

- means “Disable”.
Frequency Set the timeout value.
Volume Set the threshold value.

See the following example figure

Inspect Source Flow / Inspect Destination Flow

Enable Switch the toggle to enable the function of monitoring the data flow for
specified source IP / destination IP.

Frequency Set the timeout value.

Volume Set the threshold value.
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See the following example figure

APP Flow

Enable

Frequency
Volume
SYN Flood

Enable

Frequency
Volume
ICMP Flood

Enable

Frequency
Volume
UDP Flood

Enable

Frequency
Volume
Land Flood

Enable

Switch the toggle to enable the function of monitoring the data flow
coming from various APPs via the router.

Set the timeout value.

Set the threshold value.

Switch the toggle to enable the function of monitoring SYN flood defense.

When the arrival rate of SYN packets exceeds the Threshold value, the
router will start to randomly discard TCP SYN packets for a period of time
as defined in Timeout. This is to prevent TCP SYN packets from exhausting
router resources.

The default values of threshold and timeout are 2000 packets per second
and 10 seconds, respectively.
Set the timeout value.

Set the threshold value.

Switch the toggle to enable the function of monitoring ICMP flood defense.

When the arrival rate of ICMP packets exceeds the Threshold value, the
router will start to randomly discard TCP SYN packets for a period of time
as defined in Timeout.

The default values of threshold and timeout are 250 packets per second
and 10 seconds, respectively.

Set the timeout value.

Set the threshold value.

Switch the toggle to enable the function of monitoring UDP flood defense.

When the arrival rate of UDP packets exceeds the Threshold value, the
router will start to randomly discard TCP SYN packets for a period of time
as defined in Timeout.

The default values of threshold and timeout are 2000 packets per second
and 10 seconds, respectively.

Set the timeout value.

Set the threshold value.

Switch the toggle to enable the function of monitoring LAND attack events.
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Frequency
Volume
Tiny Fragment

Enable

Frequency
Volume

Push ACK Flood
Enable
Frequency
Volume

RST Flood

Enable

Frequency
Volume

Save

VigorACS3 User's Guide

Set the timeout value.

Set the threshold value.

Switch the toggle to enable the function of monitoring SYN packet
fragments.

Set the timeout value.

Set the threshold value.

Switch the toggle to enable the function monitoring the ACK Flood attack.
Set the timeout value.

Set the threshold value.

Switch the toggle to enable the function of monitoring the RST Flood
attack.

Set the timeout value.
Set the threshold value.

Click to save the settings.
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5.3.4 Diagnostics

The menu items for Diagnostics will vary based on the CPE model. In this case, we take Vigor2865 series
as an example.

5.3.4.1 Ping
& Configuration 2865ac_001D I / D c
Protocol 1P -
Ping Through Auto -
Ping To DN5S-8.888
Saurce IP Auto

1P Address 8888

1. H you want to ping a LAN PC or you don't want to specify which WAN to ping through, please select ‘Auto’ in Ping Through

= .M you select "Auto” In Source IP, we will Il Source IP according to the interface you ping through.

=
These parameters are explained as follows:
Item Description
Protocol Select the protocol (IPv4 or IPv6) to perform the ping operation.
Ping Though Select a WAN interface from drop down list to through which you want to

perform the ping operation, or choose Auto to be let the router select the
WAN interface.

Ping To Select the type of target (Host/IP, DNS, Gateway) to which you wish to ping.
‘ DNS-8.8.8.8 ~ |
Host/IP
DNS-8.8.8.8

Gateway2-192.168.105.1

Source IP Select a WAN IP as the source IP.

If Auto is selected, the source IP will be specified according to the interface
chosen for ping through.

IP Address Enter the IP address of the Host/IP that you want to ping.

Run Click to perform the job.

5.3.4.2 Trace Route

This page allows you to trace the routes from router to the host. Simply Enter the IP address of the host
in the box and click Run. The result of route trace will be shown on the screen.

€ Configuration i / /. N
Ping Type VA IPVE
Trace through WaNL »
Protocol IcNP UDP
1P Address  Domaln
=1
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These parameters are explained as follows:

Item
Type
Trace through

Protocol

IP Address / Domain

Run

Description

Select the IP version (IPv4/IPv6) used to perform the trace route.

Select the WAN interface used to perform the trace route.

Select either UDP or ICMP used to perform the trace route.

Click to perform the job.

5.3.4.3 Routing Table

This page displays the IPv4/IPv6 routing information.

€ Configuration

Ping

Trace Route:
ARP Table

DHCP Table

Sessions Table

VigorACS3 User's Guide

2865ac_001 ) /D
IPv4 Routing Table
Indéx Destination
1 00.00
2 192.168.105.0
3 192.168.10.0
4 192.168.10
5 211100880
C:Connected  S:Static  R:RIP
IPV6 Routing Table
Show Detail
Destination Prefix Length
FES0: 64
FESO: 6
FESD: 64
FESD: 64
FESD: 64
FESD: 64
FESD: [
FESO: 64
FESO: [
FFO0: 3
FRO0:: 8

*: default

Subnet Magk
00.0.0
255.255.255.0
255,355 255.255.
255.255.255.0
256.265.255.255

-: private

B: BGP

Gateway
192.168.105.1
directly connected
19216812
directly connected

19216813

©c € € € € = € € € &

won oA

Mtric Neat Hop.

Enter the hostname or the IP address of trace route destination.
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5.3.4.4 ARP Table

This page displays the contents of the ARP (Address Resolution Protocol) cache held in the router. The
table shows the mappings between Ethernet hardware addresses (MAC Addresses) and IP addresses.

2865ac_001DAAD00000 | Monltoring / Diagnostics &
B Clear
LAN WAN
Show LAN ALL LANS
Show VLAN ALLVLANS
Index 1P MAC Address HOSTID Intertace Port Device Description Comment
15 192.168.L.10  18-D6-CT-01-A2-34 RI0006TS LANL P2
00 Di. i o
« Configurmtion b ! =
Ping
Trace Route WAN
Routing Table
Show WAN ALLWANs
DHCP Table
[ MAC Address HOST I Interface Port Device Description Comment
192.168.10552  00-10-AA-F8-D8-19 WAN2 =
192.168.10559  00-1D-AA-86-E0-21 WAN2Z =
102.168.10562  00-10-AA-FT-CO-E2 WAN2 =
192.16810571  00-50-TF-F1-00-16 WAN2 -
192.168.10581  00-1D-AA-TD-65-14 WANZ
19216810596 00-10-AA-BA-BB-CY WAN2
192.168.10557  00-10-AA-BA-BE-51 WANZ -

These parameters are explained as follows:

Item

Show LAN / VLAN /
WAN

Description

Select the LAN(s), VLAN(s) and WAN(s) to display ARP table information.
By default, information on all LANs, VLANs and WANSs is displayed.

5.3.4.5 DHCP Table

This page provides information on IP address assignments. This information is helpful in diagnosing
network problems, such as IP address conflicts, etc.

2865ac, !

! <

|Pv4 Address Assignment Table

Name » Mask Start P End IP DHCP Sarver

LANL 152.168.1.1 285.255.255.0 152.168.1.10 192.168.1.209 On

D Note:
* Please dlick on a specific LAN to display the detailed information of the DHCP client.

IPv6 Address Assignment Table

Intertace IPVE Address. Wo LinkLayer Address Leased Time DU

/N
41

No data avatlable
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5.3.4.6 Sessions Table

This screen shows the 128 newest entries in the NAT sessions table.

& Configuration

Ping

Trace Route:

Routing Table

ARP Table

DHCP Table

VigorACS3 User's Guide

) 7 Diagnosti
Private i IPrivate Port
192.168.1.10 4325
192.168.1.10 64325
192168 1.10 65186
192,168 1.10 6519
192168110 65289
192.1681.10 65433
192.168.1.10 49770
192.168.1.10 49300
192.168. 110 49304
192.168.1.10 4932
192.168.1.10 49364
192.168.1.10 49366
192.168.1.10 49388
192.168.1.10 49399
192.168.1.10 49437
192.168.1.10 49443
192.168.1.10 49469
192.168.1.10 50192

Erict)
3|
33668
33708
33801

T
0728
50749
51472

Pt 1P
8844

8888
21658300227
£2.229.206.30
4050189 152
20479197219
21061.142.105
1921681211
112163136
19216821
20.184.57.067
21061.142.105
19216812415
19216812411
192.16850.17
192.168.50.101
192.168.20.1
5222920630

53
53
443
a3
443
443

30613

a3

20513

8069
8069

8069
43
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5.3.5 GPS

It is available only when the selected CPE supports GPS feature.

The GPS page will display the moving path (including time and coordinate position, latitude, and
longitude) of the Vigor device.

Lathude
1486536881 THIE26E

4 BEAMA05 05629

14.BEBIIAIEIMITI

§0501:20 T4 ATASD 1485344
20200805 05:08:19 4 BETRILARIRITS 120987452 TEIR2950
=X
AT €000 Gooele WAME EEEE

5.3.6 WAN (SD-WAN)

It is available when the selected CPE supports SD-WAN feature.

This page displays the location, MAC address, firmware used, uptime of the selected CPE and WAN
overview.

Drety Tek v S an o

Monitoring / WAN / rd8 | 2027Lac_l449BC023720 ( AutoRefresh: | 2 minutes ~
2027Lac_1449BC023720

144980023720 422 RC2

4days 05:41:21 2020-09-14 15:07:15

i
(i

7 Re-Center -

M €020 Google el BEEs

WANOVerview | WANI | WAND | WAN3(Wircless246) | WANS (WIrelessSG) | WANS(LTE) | WANG(USB) @ a2 hours

192.168.105.120 101:36:28

A A
[\
)

Usage
= upioad = Downioad

Interface MOS
Interface MOS Score

These parameters are explained as follows:

Item Description
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Google Map Displays the location of the selected CPE.

WAN Overview Click the number of the WAN interface to display information related to
traffic usage, estimated MOS score, latency, jitter, packet loss and so on.

This page displays the location, MAC address, firmware used, uptime of the selected CPE and the traffic
for data download/upload by VPN.

The monitoring page will vary based on VPN established or not. Before establishing VPN, the page will
be shown as follows:

Dray Tek e ==

T XIDANRRN
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VolP call list displays the communication status related to incoming and outgoing calls via VolP WAN.

Semtus 1 LANTR Paer P

.......

Saart Time Faligversd Interface o0 Up Time

These parameters are explained as follows:

Item

Great, Good, Okay,
Poor, Bad

Status

LAN IP

Peer IP

Call ID

Via Interface

Start Time
Failovered Interface
Up Time

Latency

Jitter
Packet Loss

MOSs

Description

All the VolP calls will be separated with different levels according to its

quality.

Enter the IP address (LAN IP/ Peer IP) as a condition to search the VolP call.

Displays the status of the phone call.

—

- Active call. Quality level is Good.

- Finished call. Quality level is Good.

- Finished call. Quality level is Okay.
Displays the IP address of the local side.
Displays the IP address of the peer side.

Displays the ID number of the caller.

Displays the interface that VolP call passing through.

Displays the start time of the VolP call.

Displays the failover interface for VolIP calls passing through.

Displays the time length of the VoIP call.

Displays the transmission latency data (low, peak and average values) of

the VolP call.
Displays the packet jitter value of the VolP call.

Displays the packet loss of the VolP call.

Displays the mean opinion score of the VoIP call. 1 means the worst; 5

means the best.
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5.3.9 Data Usage (SD-WAN)

This page displays the data usage for a SD-WAN CPE.

260TLac_J445RC023TH

| == Ubaapy Serting by Application

Tramc Une Chart  Upload Townload

carme

Dray ek ve-s: - ;
Maoniloring | Data Usage | 8 | 29270 ac_14498C023720 (3 Auto fetresh; | S minutes

Ellent Deier {3} Lawt 3 hour

@ Poineni 13 Onhars 547 b
& oo ansces i @ instant Messape L3k
L L% ® Tumeieg KRG K

® doges Saraces T B webim A0T6 K

By Infirlace

= Uplad = Diwmloss

UsageListby  Application

These parameters are explained as follows:

Item

Usage Sorting by

Traffic Line Chart

Usage List by

VigorACS3 User's Guide

Description

Displays a pie chart related to various application usage.

Application - Click to display a pie chart for various application usage.
Client Device - Click to display a pie chart for the selected CPE.

Displays a line chart related to data upload/download, or traffic via the WAN
interface.

Upload/Download - Click to display data upload/download.

By Interface - Click to display a line chart related to traffic via the WAN
interface.

Displays the data usage for common Apps or for connected client.

Application - Click to display the data information related to various
applications, including name of application, number of users, upload and
download usage.

D DrayTek we-s e=r=n ¢

%

iy

o —

Client Device - Click to display data information for the selected CPE,

107



including host name, IP address, MAC address, connection type, operation
system, upload and download usage.

;;;;;;

5.4 Configuration Menu for SD-WAN CPE

The configuration menu will vary in accordance with the CPE model. For more detailed information,
refer to Part V, Chapter 9 Device Menu, Section 9.4 Configuration.
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System Menu
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Chapter 6 System Menu

System menu contains:

Maintenance

Reports

Provisioning

Network Management
System

User

About VigorACS

6.1 Maintenance

Settings in Maintenance can be applied onto numerous TR-069 CPEs instead of configuring settings for

each CPE one by one.

()

Maintenance

Scheduled Backup
Configuration Restore
Firmware Upgrade
% | Device Reboot

System Password Reset
Schedule Profile

File Manager

Batch Activation

110
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Maintenance menu is available only for the role of System Administrator, Group
Administrator, Administrator and Standard (limited in VigorACS cloud version).

6.1.1 Scheduled Backup

6.1.1.1 Networks & Devices

This page is used to specify a backup profile for the device / network. Later, the configuration backup for
the device/network will be executed automatically by VigorACS.

Rodx HeTwon. W

Maintenance | S<heduled Backup
User Growp:  Rooetimup
Backup Settings Profile
Mame Flle Type
4 () SO0t etworkieo:
1@ ALANWEN(E)
£ AnPRIR_VNIE)
@ ArtesTest
b @ sy
@ P
@ Marketmg, carmeil
@ OCTORER(Y)
@ R
@ SEsly
b Sanace(s)

@ Treehepthiesn)

@ USAlL

o T ..
Backup Setting
Ermgrty
As Parent
As Parent.
A Parent
BK_T1E (Not 86 this User Groug]
555
As Parent
As Parent
As Parent.
A Parent.
AsParent
Ax Parent
As Parent
As Parent.
A Parent.
BK_T1E {Not w this Uer Groug)
Ax Parent
As Parent
As Parent.
A Parent.
=

These parameters are explained as follows:

Item

User Group

File Type
Backup Setting

VigorACS3 User's Guide

Description

Specify a user group for applying the backup settings profile.
Each user group can be configured with different backup settings profiles.

Display the file type used for the device.

Choose a profile defined in Backup Settings Profile for applying onto the
selected CPE.

As Parent -

Empty
Default

As Parent - The backup setting for the selected network / device is the
same as the top setting.

Empty - No backup setting for the selected network / device.
Default - Use the default backup setting for the selected network / device.
Others - In addition to As Parent, Disable and Default, profiles defined in
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Backup Settings Profile also will be listed in this drop-down list.

Save Save the current settings.

This page determines the trigger time and method for firmware backup.

Malntenance e Backup

Usar Growp :

Mams Parisd(Days Typs Temabateral  Action

These parameters are explained as follows:

Item Description
User Group Specify a user group for applying the backup settings profile.
Each user group can be configured with different backup settings profiles.
+Add Click to create a new profile.
Edit Click to modify, change the selected profile.
Delete Click to delete the selected profile.

The following setting page appears when +Add is clicked.

Malntenance | Scheduled Backup

User Group: | RootGroup

i m

These parameters are explained as follows:

Item Description

User Group Specify a user group for applying the backup settings profile.
Each user group can be configured with different backup settings profiles.

Name Enter a name of the backup profile.
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Backup Period(days) The number typed here means the interval for the backup executed by
VigorACS. The unit is “day”. If you type 1, that means the backup will be

executed one time by one day.

Keep Files Choose to keep all of the files (router's configuration files) or the last 20
files.
Backup Time Set a time interval for executing the backup work for networks and

devices.

Now - The backup work will be executed immediately after clicking

the Save button.

Scheduled - The backup work will be executed at the specified time
and date after clicking the Save button.

Schedule Profile - The backup work will be executed according to
the selected schedule profile after clicking the Save button.

Scheduled

00
55 o 05
50 10
45 * 15
40 20 & Profile
35 30 25
|1 | ‘01-.10

Specify Start Date - Click to enable the time setting.
Date - Click to pop up a calendar to choose a date as the starting date.

< Jan v 2022

Su Mo Tu We Th

e 1r 18 19 20
23 2 B » I

30 31

Schedule Profile
default schedule profile.

VigorACS3 User's Guide

Fr

14

21

28

Sa

15

22

29

Start Time / End Time - Click Select time to display a clock. Set the hour
and minutes by clicking the number on the clock.

Choose a trigger profile from the drop down list. In which, VigorACS offers
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Save

reset_password_wizard

reset_password_wizard
reboot_wizard
restore_wizard
backup_wizard
default

testl

test2

test3

test4

tests

test6

testT

ttl

Save the changes on this page.
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6.1.2 Configuration Restore

6.1.2.1 Apply to Devices

This page can determine which device or network will be applied with restore profiles. Later, the
configuration restoration for the device/network will be executed automatically by VigorACS.

Maintenance [ Configuration Restore
UserGroup:  RootGroup -
Restore Settings Profile

& Quick Setting

Name Apply

4 @ Root Network(d1)
4 (@ ALANWLN{I)
@ 2952n_OD1DAAEDGIER C|
& 2960_00S0TFFFI00
@ 3910_001DAALBET4D
@ AnPhat VN(S)
@ Arleslest[0)
& Cshihi2)
@ David Test_nl(3)
I @ FAE()
@ Marketing carie{0}
@ OCTOBER(L)
@ Aol
@ SEGL()

B A Scanfccessid)

Flle List Restore Profile

Empty

restore_wizard
Datautt

ARD8Test Tost Test
11

un

1133

These parameters are explained as follows:

Item

User Group

Quick Setting

VigorACS3 User's Guide

Description

Specify a user group for applying the restore settings profile.

Each user group can be configured with different restore settings profiles.

This wizard offers a series of steps to specify configuration file which can
be applied to multiple APs / Switches at one time.
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Apply
File List

¥ Quick Setting

Common Config File JAP903_20190715.cfg

/I Netice:

To apply ACL CFG file to APs, please make sure the firmware version is 1.2.5 or newer. With old
firmware, your AP might be reset to factory settings, so the selected AP with old firmware will be
ignored automatically.

Common Restore Profile ~
Device Filter APs | Switches
Select Devices

Name Model Name Flrmware Version
4 @ Root Network(0)

@ ALANWEN(0)

@ AnPhat_VN(6)

@ AriesTest(0)

@® Cshih(0)

@ David_Test_n1(0)
@ FAE(L)

@ Marketing_carrie(0)
@ OCTOBER(0)

@ RD1(1)

@ SEGL(0)

x Close Next >

In which, click the Common Config File to select a "cfg" file. Then select a
restore profile and specify the device filter (AP or switch). From the Select
Devices list, select one or more APs/Switches required to apply the
configuration file. Click Next to get the following page.

¥ Quick Setting

Common Config File JAP903_20190715.cfg

/N Notice:

To apply ACL CFG file to APs, please make sure the firmware version is 1.2.5 or newer. With old
firmware, your AP might be reset to factory settings, so the selected AP with old firmware will be
ignored automatically.

Common Restore Profile

DeviceID Device Name Model Flrmware Version User Group
136288 AP 903_00507FF19216 VigorAP903  1.3.5RCT RootGroup

% Close < Previous

4

Check if the selected devices are correct or not. If yes, click Apply. The
selected configuration file will apply to all of the selected devices.

Click the icon to enable configuration restoration for the selected CPE.

Open a dialog to choose one of the files for the file restoration of the
selected CPE.
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Select a config file

Filename +  Property Size Last Modified File Path
= Directary 0 Byte

7 APL000C_20190604.cfp cfg file 9.41 KB fRoovGroup
7 APSIOC acl 201812056z ofg file 210 Byre 06/04/2019 11:22:24 JRootGroup

/1 Notice:

» To restore a CFG file from a different model, please make sure the firmware on both devices is up to date.

* To apply ACL CFG file to APs, please make sure the firmware version is 1.2.5 or newer. With old firmware, your
AP might be reset to factory settings., 5o the selected AP with old firmware will be ignored automatically.

X Clase

Restore Profile Choose a profile defined in Restore Settings Profile for applying onto the
selected CPE.

Empty w

restore_wizard
Default
MRD8TestTestTest
1111

2222

3.333

Empty - No restore setting for the selected network / device.
Default - Use the default restore setting for the selected network / device.

Others - In addition to Empty and Default, profiles defined in Restore
Settings Profile also will be listed in this drop-down list.

Save Save the current settings.

6.1.2.2 Restore Settings Profile
This page can determine the trigger time and method for firmware restoration.

Maintenance / Configuration Restore

UserGroup:  RootGroup

Apply to Devices
Add
Hame Trigges Profile Thme Interval Atlen
restore_wizard resstare_wizand 05:12-05:17 Edit Delete
Detault default 00:00-00:00 Edit [herlietae
~ROBTest Test Test 06212 AM-DG: LT AM Edit Delete
1 How Edit Delets
prrys Now Edit [helites
3333 Now Ed Delet
These parameters are explained as follows:

Item Description
User Group Specify a user group for applying the configuration restore settings profile.

Each user group can be configured with different configuration restore
settings profiles.

+Add Click to create a new profile.

Name Displays the name of the restore setting profile.
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Trigger Profile
Time Interval

Action

Displays the time schedule selected for the restore setting profile.
Displays the time period to trigger the setting restoration.

Edit - Click to modify, change the selected profile.
Delete - Click to delete the selected profile.

The following setting page appears when +Add is clicked.

Maintenance | Config

UserGroup:  RootGroup

Apply to Devices

Name

Restore Time

Specity Start Date

iration Restore

Cancet m

These parameters are explained as follows:

Item

User Group

Name

Restore Time

Now

Scheduled

Description

Specify a user group for applying the restore settings profile.
Each user group can be configured with different restore settings profiles.

Enter a name of the restore setting profile.

Set a time interval for restoring the configuration settings for networks and
devices.
Now - The setting restoring work will be executed immediately after
clicking the Save button.

Scheduled - The setting restoring work will be executed at the
specified time and date after clicking the Save button.

Schedule Profile - The setting restoring work will be executed
according to the selected schedule profile after clicking the Save
button.

The configuration restore will be executed after clicking Save.

Start Time / End Time - Click Select time to display a clock. Set the hour
and minutes by clicking the number on the clock.

00
55 w0 05
50 10
45 ' 15
40 20 2 Profile
35 20 25
|‘ | "31:10

Specify Start Date - Click to enable the time setting.
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Date - Click to pop up a calendar to choose a date as the starting date.

< Jan v 2022 v 2

Su Mo Tu We Th Fr Sa

16 17 18 19 320 21 22
23 24 2 2% 21 18 29

a0 31

Schedule Profile Trigger Profile - Choosing a trigger profile from the drop down list. In
which, VigorACS offers default schedule profile.

reset_password_wizard w

reboot_wizard
restore_wizard
backup_wizard
default

testl

Save Save the current settings.

6.1.3 Firmware Upgrade

When VigorACS server receives information from CPE about firmware upgrade, it will check if the
received model name, modem firmware version, and software version correspond to the information
recorded in VigorACS server. If everything can match but software version not, VigorACS will judge that
the remote CPE requiring firmware upgrade. Next, VigorACS server will execute firmware upgrade with
the file listed in Job List automatically at specified time.

This web page allows you to specify required information for matching with the CPE device. The profiles
created here will be regarded as a basis that VigorACS server uses to compare information coming from
CPE router with the information stored in VigorACS server's database.

The firmware upgrade profile created in such page can be applied to single and selected devices
(but not applied to the whole network).

For applying an upgrade provision profile to the whole network / group, please go to
Provisioning>>Firmware Upgrade for more detailed information.
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Malntenance / Firmware Upgrade

UserGroup:  RootGroup v

Firmware Upgrade Job List

+ Add Delate All Complete Jobs
Name 4 File Path Schedule/t Device Count Status Result Action
2052_3892tw (RootGroupiv2252_3692_TW.all Ary 1 Disabled  Success:0 Fait0 Edit 17 Deleie
2052 390 /RootGroup/v2052001 .3l Arvy 1 Complete  Success:d Faik0 Edit T Delete

These parameters are explained as follows:

Item Description

User Group Specify a user group. The job list under that group will be displayed on this
page.

+Add Click to create a new job profile.

Delete All Complete Click to delete all profile.

Jobs
Edit Click to edit / modify the settings for the selected profile.
Delete Click to delete the selected profile.

The following setting page appears when +Add is clicked.

Maintenance | Firmware Upgrade

User Group :

Firmware Upgrade Job Settings

Device to Upgrade

Mama MAL Addroas Modol Namo  Firmware Version  Modem Varsion

These parameters are explained as follows:

Item Description

Name Enter a name of the job profile.

Status Click Enable to activate the firmware upgrade profile.

Upgrade Time Set a time interval for executing the firmware upgrade job for networks

120 VigorACS3 User's Guide



and devices.

Now - The firmware upgrade job will be executed immediately after
clicking the Save button.

Scheduled - The firmware upgrade job will be executed at the
specified time and date after clicking the Save button.

Scheduled Start Time / End Time - Click Select time to display a clock. Set the hour
and minutes by clicking the number on the clock.

01:14

111}
3 13

12

n U A n
10 /2

21 9 / 3 15

01:14 o ‘ .

Date - Click to pop up a calendar to choose a date as the starting date.

< Jan v 2022 v 2

Su Mo Tu We Th Fr Sa

6 17 18 19 20 21 22
23 24 2 w 21 18 19

a0 31

Apply Firmware Click to open a dialog to select a firmware file. VigorACS will upgrade the
selected CPE with the selected file.

Select a firmware

Filename Property 1 Size Last Modified File Path
= Direczony 0 Byte 0241972020 13:10:11
T SharedFimmware Dii 0 By JRootGroup
[ Vigae2960_001DAASIAESR Directorny 0 Byze JReeeGraup
T PublicAses Diirectory 0 Byze
|
1
¥ Close
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Device to Upgrade Click the Filter icon to set the filtering conditions.

Device to Upgrade

Filter
Device Name
MAC Address
Model All v
Firmware Version All ~
Modem Version All ~

Device Name - Enter the name of the device to be shown on the table.
MAC Address - Enter the MAC address of the device to be shown on the
table.

Model - Select a model of CPE.

Firmware Version - Select a firmware version. CPE with the selected
firmware will be shown on the table.

Modem Version - Select a modem version. CPE with the selected modem
will be shown on the table.

Apply - After clicking Apply, the table below will show the devices
according to filter conditions.

Table Select one device or more devices to apply the firmware upgrade
provision.

Device to Upgrade v

Name MAC Address  Model Name Firmware Version Modem Version

4 (@ Root Network(91)
4 @ ALANWEN(3)
M 2952n_DO1DAAEOBIES 001DAAEOGIEB Vigor2952n 39.1.1 RC3 No DSL

@ 2960_00507FFF3900

F3900  Vigor2960 1.3.0_Beta undefined
3910_001DAA1BET40 001DAA1BET40 Vigor3910 3.9.2_Betarl064_84359 NoDSL
)
[ @ AnPhat_VN(8)

b @ AriesTest{0)

Model Name - Display the model name for identification.
Firmware Version - Display the firmware version that the model used

currently.
Cancel Discard current settings and return to previous page.
Save Save the current settings and exit the page.
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You can define the time schedule for rebooting the selected CPE(s) automatically by VigorACS. Open
Maintenance>>Device Reboot to display the following page.

This page is used for configuring the reboot setting for network(s) & device(s)

Maintenance | Device Reboot

User Group:

Reboot Settngs Profiie

Hame Model Hame Fiomware Version  Modem Yersion oot Setting

4 (@ Root Networkiog]

e

5 & & & & ©

e e e
g 5 =
£
»

e

e

=
These parameters are explained as follows:
Item Description
Reboot Setting Choose a profile defined in Reboot Settings Profile for applying onto the

selected CPE.
Reboot ::.ettmg
Empty ~

As Parent

As Parent
Empty
reboot_wizard
Default

As Parent - The reboot setting for the selected network / device is the
same as the top setting.

Empty - No reboot setting for the selected network / device.

Default - Use the default reboot setting for the selected network / device.
Others - In addition to As Parent, Empty and Default, profiles defined in
Reboot Settings Profile also will be listed in this drop-down list.

Save Save the current settings.
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This page can determine the trigger time and method for device reboot.

Maintenance | Device Reboot

User Group:

Priod{Dapa) Tisa Intereal Retian

These parameters are explained as follows:

Item

User Group
+Add

Edit

Delete

Description

Specify a user group.

Click to create a new device reboot profile.

Click to edit / modify the settings for the selected profile.

Click to delete the selected profile.

The following setting page appears when +Add is clicked.

Maintenance [ Device Reboot

User Growp:  RootG

Netwoarks & Devices.

These parameters are explained as follows:

Item
Name

Period(days)

Reboot Time

Description
Enter the name of the profile.

Determine the frequency for the CPE reboot by VigorACS. The default
value is 1 day.
Set a time interval for executing the device reboot.

Now

Scheduled

Schedule Profile Now - The device reboot will be executed
immediately after clicking the Save button.

Scheduled - The device reboot will be executed at the specified time
and date after clicking the Save button.

Schedule Profile - The device reboot will be executed according to
the selected schedule profile after clicking the Save button.
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Scheduled Start Time / End Time - Click Select time to display a clock. Set the hour
and minutes by clicking the number on the clock.

03:10

o0
5

0310 Salect time

Specify Start Date - Click to enable the time setting.
Date - Click to pop up a calendar to choose a date as the starting date.

< Jan v 2022 v 2

Su Mo Tu We Th Fr Sa

6 17 18 19 20 21 22
23 24 2 w 21 18 19

a0 31

Schedule Profile Trigger Profile - Choosing a trigger profile from the drop down list. In
which, VigorACS offers default schedule profile.

reset_password_wizard ~
reset_password_wizard

reboot_wizard
restore_wizard
backup_wizard
default

testl

test2

test3

testd

Cancel Discard current settings and return to previous page.

Save Save the current settings.

VigorACS3 User's Guide 125



This page is used to reset the default factory password for the administrator of CPE.

Maintenance [ System Password Heset

Select devices

Name Model Name Flrmware Vershon Madem Verston

These parameters are explained as follows:

Item Description

Reset Time Now - Reset the password for the selected device(s) immediately.

Scheduled - To specify a certain time to perform the job, choose this one
and specify start day, start time and end time respectively. VigorACS will
perform the job for the selected CPE (s) according to the schedule set here.

Start Time / End Time - Click Select time to display a clock. Set the
hour and minutes by clicking the number on the clock.

[=]
]
-
=

Date - Click to pop up a calendar to choose a date as the starting date.
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Select devices

Save
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Choose the device that you want to do device password reset.

Save the current settings.
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Schedule profiles can be set to apply to devices managed by VigorACS 3. Later, you can not only
schedule the router to dialup to the Internet at a specified time, but also restrict Internet access to
certain hours so that users can connect to the Internet only during certain hours, say, business hours.
The schedule profile is applicable to several functions driven by VigorACS 3.

Malntenance | Schedule Profils

UserGreup:  BoolGroup

These parameters are explained as follows:

Item Description

User Group Specify a user group. The schedule profiles under that group will be

displayed on this page.

+Add Click to create a new schedule profile.
Edit Click to modify, change the selected profile.
Delete Click to delete the selected profile.

The following setting page appears when +Add is clicked.

Maintenance [ Schedule Profile

UserGroup: R

These parameters are explained as follows:

Item Description

Profile Name Enter a name of the schedule profile.

Date Type VigorACS 3 will perform the job for the selected CPE (s) according to the

schedule set here.
Now - When CPE meets settings configured in the profile, the job (e.g.,
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Start Day

Check End Day

upgrade) for the CPE will be performed immediately.

Schedule - To specify a certain day to perform the job, choose this one
and specify start day and end day respectively.

Use the drop down calendar to specify the day you want to start the
operation.

Click to enable the end day to determine if the job is performed or not. For
example, the end day for firmware upgrade is out of date, then the
upgrade will not be executed for the selected CPE.

End Day Use the drop down calendar to specify the day you want to end the
operation.

Time Type Now - When CPE meets settings configured in the profile, the job (e.g.,
upgrade) for the CPE will be performed immediately.
Schedule - To specify a certain time to perform the job, choose this one
and specify start time and end time respectively. VigorACS will perform the
job for the selected CPE (s) according to the schedule set here.

Start Time Use the drop down menu to specify the hour and minutes you want to
start the operation.

End Time Use the drop down menu to specify the hour and minutes you want to
finish the operation.

Cancel Discard current settings and return to previous page.

Add Save the current settings and create a new profile.

Firmware driver, configuration file for devices (VigorAP, Vigor router or Vigor switches) can be managed
or classified with different folders.

Maintenance / File Manager

User Group:  RootGroup

Fllename

These parameters are explained as follows:

Item

User Group

VigorACS3 User's Guide

Device Name

Description

all fite

all file

all file

¥ size

19.238 KB

6.T6 MB

15.88 MB

Last Modifled

Flle Path

[RootGroup

[RootGroup
RootGroup
RootGroup
RootGroup
RootGroup
RootGroup

[RootGroup
RootGroup
RootGroup

[RootGroup
RootGroup

RootGroup

Specify a user group. The devices (represented with MAC address) under
that group will be displayed on this page.
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Upload Click to upload a file to VigorACS 3 server.

X Upload File

Target: ./RootGroup

The file must be less than 50MBE.

% Cancel v Apply

Download Download a driver (*.all, *.rst and etc.) related to CPE device from VigorACS
3 server.

Delete Click to delete the selected profile.

New Folder Create folders for files classification/management.

<+ New Folder

Folder Name: |

% Cance + Add

DrayTek FTP After clicking the link, the following page will appear for you to download

file from DrayTek FTP directly.
Maintenance / Draﬂel»; FTP

4 Back to Local Files

L3 MiniVigor128 Directory 4KB 06/24/2008 00:00:00
O Signature Directory 4KB 08/14/2019 00:00:00
0 Smarz Monitar Directory 4KE 01/0:4/2012 00:00:00
0 Usiliry Directory 4KE 01/20/2020 03:30:00
L3 Vigor N&1 Directory 4KE 06/07/2016 00:00:00
L3 Vigor N&S Directory 4KB 06/07/2016 00:00:00
o Viger1000 Directory 4KB 06/07/2016 00:00:00
I Vigor120 Directory 4KB 07/15/2016 00:00:00
T Viger120 V2 Directory aKB 02/17/2017 00:00:00
o Viger122 Directory 4KB 09/21/2016 00:00:00
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Batch activation is convenient for a distributor to activate WCF filter service for multiple routers at one
time. It is available only for Cyren web content filter service. In default, Batch Activation is disabled. To
enable the feature, open System >> System Parameter. Locate the ID 48 and change the value as True.
Then, open Maintenance>>Batch Activation to get the following page.

= = DrayTek viesess —a S

Malntenance / WCF Batch Activation [ For Cyren

Creass 1ma 47 resausar owices Coumt ncvon

VigorACS will perform the job after creating a new profile. The execution result will be shown on the
screen immediately.

1. Click +Add to create a new batch activation profile.
Maintenance / WCF Batch Activation ( For Cyren )

Login MyVigor First

/i Note:
s Batch Activation is the feature which provided to the distributor enly, please login Myvigor
with the distributor privilege account.

* Ifyou have the requirement of batch activation, please contact your local distributor for
further assistance.

Password 000 | sessssesees

4 Back to profile list

Item Description

Username Enter a user account with the distributor privilege.
Once authenticated by MyVigor server successfully, the username will be
brought out automatically next time.

Password Enter the password.

Once authenticated by MyVigor server successfully, the password will be
brought out automatically next time.

Back to profile Return to the previous profile list page.
list
Login Access into next page.

2. Enter the username and password and click Login. After authenticated by MyVigor server, the
following page will be shown.
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Import WCF batch activation data

Upload file

& Download entry sample file

“ Back to profile list
& Upload

Item Description

Upload file Click Browse to locate the CSV file with name of
import-batch-activation-file.

Maintenance / WCF Batch Activation ( For Cyren )

Import WCF batch activation data

Upload file import-batch-activation-file.csv

&, Download entry sample file

4 Back to profile list

If there is no file existed, click "Download entry sample file" link to
download one file.

Download entry  Click to download an entry sample file (import-batch-activation-file.csv).

sample file Open the CSB file and enter the "MAC address" and "WCF KEY" for each
device.

Back to profile Return to the previous profile list page.

list

Login Access into next page.

3. After locating the CSV file, click Upload. Later, the result will be shown as follows.

Maintenance / WCF Batch Activation ( For Cyren )

Upload Result

&, Export
4 Device Name Device MAC Network License Key ACS Check Status
v 2865Lac_1449BCODAF00 1443BCODBFOD MKT_manual 6F6CD-CF2A6-EETCE-6C5D2 Check OK
A Back to profile list

4. Click Next. If one of the CPE device not registered to the MyVigor server yet, a dialog will appear as
follows.

Confirmation

Do you want the devices to be associated with the specified MyVigor account?

Yes No
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5. Click Yes to get the following page. Click NO and skip to step 6.

Maintenance / WCF Batch Activation ( For Cyren )

Binding device with MyVigor account

name mail

4 Back to profile list

6. Enter an existed account name and account e-mail. The CPE device will be registered to the MyVigor

server with this account.
Maintenance / WCF Batch Activation ( For Cyren)
MyVigor Devices & License Check

& Export

+ Device Name Device MAC Network License Key MyVigor Check Status

v 2865Lac_1449BCODSF00 1449BCOD8F00 MKT_manual 6F6CD-CF2A6-EETCE-6C5D2 @ Check OK

“ Back to profile list

7. Click Activate. Wait for a minute.

Root Net- Dray Tek vigoracss

Maintenance| " MiE= 0

Result

8. The batch activation profile has been created. The activation logs (time, user, device count and
action) will be shown on this page.

Root Net- Dray Tek vigoracss

Maintenance / WCF Batch Activation ( For Cyren )

+Add

Create Time 47 Create User Devices Count Action

2021-02-26 06:27:12 root 1 Q viewlog @@ Delete
Item Description

+Add Click to create a new batch activation profile.

View Log Click to view the records of the WCF batch activation.
Delete Click to remove the selected record.
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Click View Log to see current processing status.

example 1

Maintenance [ WCF Batch Activation [ For Cyren )

Dray Tek vieoracss

All | Processing | Complate | Fail

£ Export
Device Name 4 MAc License Key Number License Date Netwark
7865Lac_1449BCODEFD0 1449BCODEFO0 BI0T2-ASI5A-FETCI-FTCEF 2021-02-26-202103-28  MKT_manual

4 Back to profile list

example 2
Device Mame 4 MAC License Key Wumber Ucense Date Metwork
2860n+_DOLDAAD 1E290 001DAAD]IEZS) 03F10-DGAGE-2B0A1-400AG 1019-02-13-2019-03-15 RDE
26250n_001DAADDTSE0 001DAADDTSBO BT1C8-8220F S5F4E-90TCR 02-13~2019-03-15 RODE

T Badk to profike st

Item Description

All, Processing,

Complete, Fail application.
Export

Back to profile
list

Return to the previous profile list page.

root
W Capture Packets ~
Last Update Time Status. Result
202102-26 06:21:14 Processing  MyVigor added license succosstully
Last Update Time Statuy Result
2015-04-L 041 Complete CPE sync ioense successhully

20190402 11:32:40 Fai Cannot connect to CPE (timeout)

Switch among these tabs to display the detailed information for the WCF

Click to export current log to VigorACS server.
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VigorACS will send reports to certain users periodically based on the report task profile defined in this
page. The report task profile can be configured what kind of data (e.g., LAN statistics, traffic or firmware
used) will be recorded, with different CPE, content of report, time, recipient, and so on.

Reports

Report Tasks

Reports

N
=

Reports

Open Reports>Reports Tasks to get the following page.

Report | Report Tasks

User Group:

Title Wetwork Device Report Content fepart Delfvery Schedule/Period Last implemented Action

Deventoad

These parameters are explained as follows:

Item Description

User Group Use the drop down list to choose a group (e.g., RootGroup).

Only the report task profiles defined for the selected user group will be
shown on this page. If there is “no” profile displayed for the selected group,
you may click the link of +Add to create a new one.

+Add Click to create a new report task for specified CPE.

Action Edit - Click to modify an existing report task.
Delete - Click to remove the selected report task.

Download - Click to download the report task as a "*.pdf" file for
reference.

The following setting page appears when +Add is clicked.
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+ Create new report Task

Enable This Task

Task Title

Report Content

Report delivery

File Type

Created By

Run Report

Email Subject

Fmail Ernm

Traffic v
LAN Statistic e
Send By Email Download File

PDF Ccsv Excel Word

Once Repeat
Later v 02/25/2021 00:00

LAN Statistic Report

Cancel

These parameters are explained as follows:

Item

Enable This Task

Task Title

Report Content

Description

Enable this feature to make the system send report e-mail to the recipient
on schedule.

Enter a name for such report task profile.

At present, VigorACS offers several types of report, including traffic,
firmware, network, status, information and device configuration.

Traffic A

Firmware
Network

Status
Information
Device Configuration

Use the scroll bar to choose the type you want and select an option for
that type.

Next, select the way (statistic or graph) to show the report.
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Report delivery

File Type

Parameter List

Run Report

Email Subject

Email From

Email Content

Email To

Select devices

VigorACS3 User's Guide

LAN Statistic v |

--select an option --
WAN Statistic

NAT Statistic

LAN Graph

WAN Graph

NAT Graph

Choose the method to process the report.

Send By Email - The report will be sent out based on the mail conditions
set in this page.

Download File - The report can be downloaded to local host.

It is available when Device Configuration is selected as Report Content.
Choose PDF, CSV, Excel or Word as the file format for device configuration
report.

It is available when Device Configuration is selected as Report Content.

Enter the TR-069 parameter on the entry box and click +Add. Later, the
report will be created with the configuration of the specified parameters
listed in Parameter List.

Parameter List

Once - The report will be made just for one time. Specify the date and
time.

Repeat - The report will be made repeatedly. Click the Edit link to open a
dialog. Set the day, starting date and starting time.

It is available when Send By Email is selected as Report delivery.
Specify the subject for the email.

It is available when Send By Email is selected as Report delivery.
Enter the email address of the sender.

It is available when Send By Email is selected as Report delivery.

Enter the content of the email.

It is available when Send By Email is selected as Report delivery. Enter
the email address of the recipient.

+Add - If there is more than one recipient for adding, click the link to have
more entry box(es) for adding more recipients.

Only the CPEs under the selected User Group (e.g., RootGroup in this case)
will be shown in this field.

Check the box to the left of the network group to select the device(s) you
want to make report.
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Select devices

Name Model Name

4 [ @ Root Network(11)
bl @ @#5%ARE ) Tea/-H0)
b 1 @ Marketing_carrie(0)
[ @ sazsasz(123)0)
I @ rdg(0)
b @ rdg-2(1)
% @ 2262Vac_001DAAEA38CO  Vigor2862Vac

[ € 2927Lac_1449BC023768  Vigor2927Lac

Firmware Version

3.8.8.1_5TD

4.1.0_RC2_SDWAN

Save Save the settings and return to previous page.

VigorACS3 User's Guide



6.2.2 Reports

This function can print out VigorACS report based on the settings configured in this web page.

Report / Report

Create a Report

Click Create a Report to get the following page.

+ Create new report

Select report type

Traffic ~ ~

Select devices

Model Name Modem Version Severity

~ ALL ~

Critical

Major
Name Model Name Firmware Verslon | Minor

Warning

Root Network(263
i @ Root Network(263) Normal

X Cancel

These parameters are explained as follows:

Item Description

Select report type At present, VigorACS offers five types of report, including traffic, firmware,
network, status, information and device configuration.

Traffic b

Firmware
Network

Status
Information
Device Configuration

Use the scroll bar to choose the type you want and select an option for
that type.

Next, select the way (statistic or graph) to show the report.
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LAN Statistic v |

--select an option --
WAN Statistic

NAT Statistic

LAN Graph

WAN Graph

NAT Graph

Select devices Model Name - All of the model names will be displayed in this field. Select
the one you want. The default is “All". All of the model names will be seen
on the bottom of this page.

Modem Version - The default is “All”. However, some models do not have
modem version, choose “No DSL" instead.

Severity - Specify the severity of the selected device(s).

Name The models displayed here depend on the conditions set in Select
devices.
Query After specifying the conditions (report type, device selection...), click Query

to create a new report.

Report / Report

x

VigorACS Report
LAN Statistic Report

| Count:3

De
De e
2952n_001DAAEDBIES

P s
172.16.2.73

inc
1 00B 0.0B

2952n_001DAAEDG1ES 172.16.2.73 2 00B 008

2952n_001DAAEQG1ES 172.16.2.73 3 0.0B 0.0B

2952n_001DAAEQGIES 172.16.2.73 @ 00B 008
5

20830 NNADAAFDAR1FR 7218273 boR 00B

Create a Report - This button appears after the first report created. If
required, Click to create more reports for reference.

Report 1/ Report 2 ... - Each tab represents different reports created.
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Provision functions allow users to set provision profiles for applying in numerous TR-069 CPEs instead
of configuring settings for each CPE one by one.

Provisioning

Global Parameters
CPE Set Parameters
CPE Keep Parameters

Firmware Upgrade

Provisioning menu is available only for the role of System Administrator, Group
Administrator, and Administrator.

Global Parameters configured in this page can be applied to all of the CPEs/APs at the same time by
using VigorACS instead of configuring them one by one.

It is suitable and convenient when there are several CPE (with the same model) devices required
to be configured with the same settings and values.

This page listed the parameters profiles with profile names, model, and the status of the profile to be
kept or not.
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Provisioning / Global Parameters

User Group:  RoatGroup

Proflie Name

Profiie EdIt Mode Model AlwaysKeep  Fevision  Last Modification At Action
No
1
No 1
4l W G 03, 1 M
Web Ul View G Ha 11720 00:43:12 AM
W W L L}
Web Ul View L 5/18 11:17:30 PM
Na

These parameters are explained as follows:

Item

Profile Edit Mode

+Add
XML Template

Profile Name
Profile Edit Mode
Model

Always Keep

Revision

Last Modification At

Description

All - Displays all of the profiles.
Web Ul View - Displays the profiles related to web Ul view.
XML File - Displays the profiles with the file format of "XML".

Parameter List - Displays the profiles related to parameter settings for
different CPEs.

Click to create a new provision profile.

Click to store current global parameter configuration as a file (*.xml).
| XML Template

The XML is separated into two parts. you may edit it based on your requirement:

* Item: Specify the unigue "item id" for each TR-069 parameter that you want to configure
» Profile: Specify the parameter value for each “parameter id", ACS will check the parameter id(mapping to item id) with
the parameter name

- Profile Name: The profile name will display in the global parameter page.

- iskeep: We could decide whether to keep the value of this parameter. Setup true then ACS will detect and change it back
f someone edits the value:

- ord: ACS will apply the setting based on the order of parameters

Close Download XML

Displays the name of the profile.
Displays the edit mode.
Display the model name of the device.

Yes - Such profile is kept always.
No - Such profile is not kept always.

Displays the time for last modification.

Displays the time and date of the last modification of the provision.
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Action Edit - Click to configure settings for the selected profile.
Delete - Click to delete the profile.

Copy To - If the administrator wants to apply the provision to certain user
group, such action shall be used.

X Copythe profile to ...

Copy Ta:

F CE Some user group

RestGroup
SDWAN
roé

o

View Log - Click to review detailed information for the selected profile.

Provisioning / Global Parameters

User Group:  RootGroup -

Global Profile  Network & Devices

Profile Information Status Overview
Profile 1D 0
Profile Name root_group_always_keep
profile Edit Made Web Ul View —
Model General
Aways Keep Yes
Revision 550 W Porameterinitiste B Not yet applied M Complete M Faled
Last Modified 2017/11/20 05:4%:56 PM
Reboot after Provisioning No
Device ]y Device Name MAC Address Network (ID) Time Result Seatus
203 2952 001DAAEOSTES 001DAAEDSTER ALANWEN (82) 201909127 12:00:46 AM Compleze.
205 2960_00SO7FFFIS00 00S07FFF3900 ALANWEN (82) Not yet applied.
141243 3910_001DAATBET40 001DAATBE?40 ALANWEN (82) Not yer applied.

The following setting page appears when +Add is clicked.

Provisioning | Global Parameters

UserGroup: | HoolGroup v
Global Profile  Network & Devices
Add a Profile
Create Profile by —choose an action — w
Ay Keep Sampling from an Online Device
Sampding from an XML file
Reboot after Provisioning Creating a New Parameter List
i Note:
= After applying the parameters, ACS will check the CPE responses and ask the CPE to reboot If needed.
Provisisning Time Now  Scheduled Schedule Profile

-

These parameters are explained as follows:

Item Description
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Create Profile by There are three methods (Sampling from an Online Device, Sampling from
an XML file, Creating a New Parameter List) to create a profile.

For Sampling from an  Profile Name - It is available when Sampling from an Online Device /
Online Device, Creating a New Parameter List is specified on “Create Profile by".
Enter a name for the parameter profile.
Select Device - Click Edit to choose the device.

Name Model Name Firmware Version

4 & Root Network
b ah ALANWEN
[> & AnPhat_VN
[ e Cshih

[> & FAE

For Sampling from an = Select XML file - Click Browse to choose afile.
XML file,

For Creating a New Profile Name - Enter a name to create a new profile.
Parameter List,

Always Keep Some ISPs do not wish CPE client changing the parameters of CPE device,
therefore make the profile being kept is required.

Reboot after Enable it to reboot the CPE after the provisioning is applied by certain CPE.

Provisioning

Provisioning Time Set a time interval for executing the backup work for networks and
devices.
® Now

® Scheduled
(] Schedule Profile

Scheduled Start Time / End Time - Click Select time to display a clock. Set the hour
and minutes by clicking the number on the clock.

03

[=]
]
-
=

Specify Start Date - Click to enable the time setting.

Start date - Click to pop up a calendar to choose a date as the starting
date.
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< Jan v 2022 v 2

Su Mo Tu We Th Fr Sa

16 1r 18 19 20 21 22
23 24 2% w 2T 28 1M

i 3

Schedule Profile Trigger Profile - Choose a trigger profile from the drop down list. In which,
VigorACS offers default schedule profile.

Now Scheduled Schedule Profile

reset_password_wizard
reboot_wizard
restore_wizard
backup_wizard

default

testl

test2

test3
Cancel Discard current settings and restore the default settings.
Add Save and create the new profile.

6.3.1.2 Network & Devices

Specify certain profile (global parameter) to be applied in selected network, selected CPE/AP by clicking
on the tree view structure.

Locate a CPE/AP by unfolding the tree view structure displayed under Name. Use the drop down list of
Profile Id to specify the global parameter profile required for that CPE/AP.
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Provistoning | Global Parameter

User Geoup:  Deatroup

These parameters are explained as follows:

Item Description

User Group Specify a user group. The devices under that group will be displayed on
this page.

Name Display the CPE/AP with the authority of the selected group.

Profile Id Choose a profile (with global settings) defined in Global Profiles to be

applied in such selected CPE/AP.
(As Parent)- Use the same setting as the previous layer.

Cancel Discard current settings and restore the default settings.

Save Save the settings.

CPE parameters configured here can be applied to all of the CPEs at the same time by using VigorACS
instead of configuring them one by one.

CPE Set Parameters is suitable and convenient when there are several CPE (with the same
model) devices required to be configured with different settings and values.

However, Global Parameters is suitable and convenient when there are several CPE (with the
same model) devices required to be configured with the same settings and values.
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Provisioning | CPE Set Parameters

User Group:  RootGroup

File i | Proifibe i FProfile Name | Device Hame Complete Actlan
26 CPE 5et Parameter Test.aml B Delete
ENS 13.13.13.13 Modw Reboat:l | o ser, @ Ve Pt © ViewLog
Renew Count. 2 Retry. 0
467 D01DAASDSESA Heon REDED | Noiset. @ View Paraneters. & View Loy
Renew Lount 0 Retry: 0
P CPE_Sed_Pasamatir_Examplessaae.sml

These parameters are explained as follows:
Item Description
User Group Specify a user group. The devices under that group will be displayed on
this page.
+Add Click to create a file saved with the file format of XML.

Import XML Click to upload a file to VigorACS 3 server.

Upload File

et [

F

XML Template Click to store current global parameter configuration as a file (*.xml).
| XML Template

The XML is separated into two parts. you may edit it based on your requirement:

* Item: Specify the unigue "item id" for each TR-069 parameter that you want to configure
»  Profile: Specify the parameter value for each "parameter id", ACS will check the parameter id(mapping to item id) with
the parameter name

- Profile Name: The profile name will display in the global parameter page.

- iskeep: We could decide whether to keep the value of this parameter. Setup true then ACS will detect and change it back
f someone edits the value:

- ord: ACS will apply the setting based on the order of parameters,

File Id / Profile Id Displays the number of parameter file or the ID number of the profile.
Profile Name / Device @ Displays the profile name or the device name.
Name
Action Delete - Click to delete the profile.
View Parameters - Click to display parameter settings for the selected
profile.

View Log - Click to review detailed information for the selected profile.
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The following setting page appears when +Add is clicked.
PlO\-‘lSIDIliI]g CPE Set Parameters

Create a XML File

o

Cancel

These parameters are explained as follows:

Item Description
File Name Enter a name for the parameter profile.
Device MAC or IP Enter the MAC address or IP address.

After typing the address, VigorACS 3 will search from the database and
locate the one you specify.

Reboot after Enable it to reboot the CPE after the provisioning is applied by certain CPE.
provisioning

Cancel Discard current modification.

Continue Click to get into next setting page.

The following web page appears after clicking Continue.

Provisioning / CPE Set Parameters

Device: 172.16.2.222

Web Ui View
Salect the paramaters to be set
LAM
Object Settings
Qos
revall
These parameters are explained as follows:
Item Description
Device Display the name of the device which will be applied with the parameters
configured in this page.
Web Ul View Parameters (including WAN, LAN, NAT, Object Settings, QoS, Firewall,
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Parameter List

Back to Profile List

VigorACS3 User's Guide

System, Routing, Wireless, Applications and etc.) ready for each CPE
provision profile can be seen and configured in this page.

The setting page for each parameter listed in left side will be displayed on
the right side. Simply click the parameter to expand the sub-menu items.
Then, choose a sub-menu item and click +Add to open setting page. After
entering the required information for that menu item, click Save.

Display an overview of settings configured in Primary View.

Return to Profile List page.
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6.3.3 CPE Keep Parameters

This web page listed the parameters profiles with index number, profile names, and the status of the

profile to be kept or not.

Provisioning / CPE Keep Parameters

User Group: = RootGroup

Device

4 @ Root Network(91)

b @ ALANWEN(3)

4 (® AnPhat_VN(8)

@ 2012_001DAABTFAE4
@ 2912 _001DAASB040C
@ AP 810_001DAAOF3320
@ AP 910C_O0LDAAOFCB44
@ AP 910C_00LDAAOFCCBC
@ AP 910C_001DAAOFDOLC
@ AP 910C_O00LDAATCEDLC
@ AP910C_001DAATCEEAS

[» @ AriesTest(0)

b @ Cshih(2)

[» @ David_Test_n1(3)

b @ FAEQ3)

b 6 Marketing carriefl)

Actlion

& Edit
& Edit
& Edit
& Edit
& Edit
& Edit
& Edit
& Edit

& View Log
& View Log
& View Log
& View Log
& View Log
& View Log
& View Log

& View Log

These parameters are explained as follows:

Item

Edit

150

Description

Click to open the configuration page.

Rebogt After Provisiening

i Note:
« After applying the parameters. ACS will check the CPE responses and ask the CPE to reboot If needed.

Enable

. -

The menu list to the left will show available parameters regarded to the
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When VigorACS server receives information from CPE about firmware upgrade, it will check if the
received model name, modem firmware version, and software version correspond to the information
recorded in VigorACS server. If everything can match but software version not, VigorACS will judge that
the remote CPE requiring firmware upgrade. Next, VigorACS server will execute firmware upgrade with
the file listed in Job List automatically at specified time.

The firmware upgrade profile created in such page can be applied to the whole network /
group.
For applying an upgrade provision profile to single and selected devices (but not applied to the

whole network), please go to Maintenance>>Firmware Upgrade for more detailed
information.

This web page allows you to specify required information for matching with the CPE device. The profiles
created here will be regarded as a basis that VigorACS server uses to compare information coming from
CPE router with the information stored in VigorACS server's database.

Provisioning / Firmware Upgrade

User Group: | RootGroup &

Firmware Upgrade Job List

Add

Name 4" status Model FW Version FW Flle Schedule start Date Actlon

0131-1 Disabled Vigor 1.1.0_RC1 /RootGroup/ap810_r6227_1171.all Now N/A Edit [T Delete
123 Disabled Vigor2910V 3.26 Now N/A Edit T Delete
5555 Disabled 44 44 ./RootGroup/ap900_r4669_1153RC3.all Now N/A & Edit T Delete
AP902 Enabled VigorAP 902 1.2.0RC6a ./RootGroup/ap902_r6078_117L.all 15:05-18:43  N/A Edit T Delete
ap920r Disabled Vigor2910V 3.26 ./RootGroup/ap920r_r7233.all Now N/A # Edit T Delete
CSHIH_TEST Enabled Vigor2762 3.8.4.6_RC2a_VT2 /RootGroup/ap810_r6227_1171.all Now N/A Edit [T Delete
Period_2860 Disabled Vigor2860ac 3.8.5_RCha ./RootGroup/v2860std_r51496_001.all Now N/A Edit T Delete
sample Disabled Vigor2760n 3.1.1.1_RC6 v2kTv_a_3.1.1.1_RC6.all Now N/A 7 Edit T Delete
v2860_fang Disabled Vigor2860Vac 3.85_RC2 ./RootGroup/v2860_385_00_en.all Now N/A Edit T Delete
v2922 Fang Disabled Vigor2922n 3.85 ./RootGroup/v2922001.all Now N/A & Edit T Delete

Exclude Devices

tAdd  Edit
47 MacC Address

00:1D:AA:08:DE:26

These parameters are explained as follows:

Item Description
User Group Specify a user group. The job list under that group will be displayed on this
page.

Firmware Upgrade Job List

+Add Click to create a new job profile.
Edit Click to modify, change the selected profile.
Delete Click to delete the selected profile.
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Exclude Devices

+Add Specify the device that the firmware upgrade job configured and displayed
on the job list will not perform for it.

Click to display an entry box. Enter the MAC address of the device.

Edit Click to modify the MAC address of the devices one by one.

Delete Click to delete the selected device.

Check box Check the box to specify a device. Later, the selected one can be deleted if
required.

MAC Address Displays the MAC address of the device.

The following setting page appears if +Add for Firmware Upgrade Job List is clicked.

Provisloning / F

User Group :

Firmware Upgrade Job Settings

Job Type
Device Criterla

odel ©

Firmware Upgrade & Network selection
Apply Firmiware

Hame Model Mame  Flrmware Verslon  Modem Verslon  Apply

4 @ Foot Network(l

These parameters are explained as follows:

Item Description
Firmware Upgrade Job Settings
Name Enter a name of the job profile.

Status Disable - Firmware upgrade is not allowed for such job profile.
Enable - Firmware upgrade is allowed for such job profile.
Upgrade Time Set a time interval for executing the backup work for networks and
devices.
® Now
® Scheduled
®  Schedule Profile

Scheduled Start Time / End Time - Click Select time to display a clock. Set the hour
and minutes by clicking the number on the clock.
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Specify Start Date - Click to enable the time setting.
Date - Click to pop up a calendar to choose a date as the starting date.

Schedule Profile Trigger Profile - Choosing a trigger profile from the drop down list. In
which, VigorACS 3 offers default schedule profile.

reset_password_wizard v
reboot_wizard
restore_wizard
backup_wizard
default
testl
test2

Job Type Normal - VigorACS 3 performs firmware upgrade without using any
authentication key.

Auth Key Check - To avoid hacker's attack via Vigor device (router or AP),
special authentication key is used for communication between Vigor
device and VigorACS 3. That is, VigorACS 3 will verify all of the Vigor devices
via authentication key issued by DrayTek to ensure the network security.

Device Criteria
Model Choose a model for firmware upgrade.

Upgrade Type Select Target or Current.

Target - If the firmware version of the CPE is different from the one listed
in "Device matches firmware version", the firmware upgrade job will be
performed immediately.

Device does not match firmware version - Displays current
firmware version recorded on VigorACS server.

Current - If the firmware version of the CPE is the same as the one listed in
"Device matches firmware version", the firmware upgrade job will be
performed immediately.

Device matches firmware version - Displays current firmware
version recorded on VigorACS server.
Modem Version Available versions from VigorACS 3 database will be displayed in this field.

Choose the correct modem version of the device, e.g., Annex A, Annex B
and etc.

Before performing firmware upgrade for the CPE, VigorACS 3 will check if
the received model name, modem firmware version, and software version
match with the information recorded in VigorACS 3 server or not. If you
type “*" in this filed, the modem version will not be regarded as a
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comparison condition in the process of firmware upgrade. It will be
ignored.

Firmware Upgrade & Network selection
Apply Firmware Click to open a dialog.
Select a firmware

Filename Property T Size Last Modified File Path

T SharedFirmyvare

Available versions from VigorACS 3 database will be displayed in this field.
Select the firmware version of the device and click Close.

Apply As Parent - The setting for the selected network / device is the same as the
top setting.
NO - No setting for the selected network / device.
YES - Use the firmware selected above for the network / device.

Cancel Discard current settings and return to previous page.

Save Save the current settings and exit the page.

Network Management allows you to modify the information for Networks and Devices.

[ Metwork Management }

It can
Add new network (s) for new client which will be managed by VigorACS.
Delete existed network if the client will not be managed by VigorACS.

Modify the name and location of the network for management.
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Network Management is available only for the role of System Administrator, Group
Administrator, Administrator and Standard (limited in VigorACS cloud version).

To add, change or delete a network, please open Network Management.

Network Management

4 &b Root Network(253)

These parameters are explained as follows:

Item Description

Search device Enter the ID, name, model or MAC address of the device you want to
ID/name/model/MAC  locate.

+Add New Network Click to add a new network.

General Settings

Network ID Display a number which is given by VigorACS randomly for the selected
network.

Name Display the name of the parent network. You can modify it if required.

Location Type the location (e.g., HsinChu, New York) for such network.

User Name Display the name of the selected network. Change it if required.

Password Display the password of the selected network. Change it if required.

Save Click to save the change.
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The following setting page appears when +Add New Network is clicked.

4+ Add Network

Parent Network

Root Network

Name

Marketing_carrie

Location
HsinChu

Username

carrie

These parameters are explained as follows:

Item Description

Parent Network Display the name of the root network. New created network will be the
sub-network of the parent network.

In default, Root Network is the parent network for any new created

network.
Name Enter a name for the new network.
Location Enter the location for the new network. Later, you can locate such network

on the web page of Network Management>>Map.

Username Enter a login name (e.g., Marketing_carrie) for the new network which will
be used for communication between Vigor device and VigorACS.

Password Enter a password (e.g., admin123) for such new network. If you are going
to group several devices under such network, please open System
Maintenance>>TR-069 in the web configuration page of CPE. Then, type
the user name and password defined in this page (e.g., in this case, they
are Marketing_carrie and admin123) in the corresponding fields.

Cancel Discard current modification.

+Add Save the current settings and exit the page.
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To add, change or delete a network group, please specify a network group (under Network

Management).

Notwork Management

General Settings

Metm ) Unarnasme

Advanced Settings

Bulk Data Settings

Profibe 81 e Profile 57 stoe ) Mwallabie | Disabled Bulk Data Categories

These parameters are explained as follows:

Item

Search device
ID/name/model/MAC

+Add New Network

Delete This Network

Change Network

General Settings

Network ID

Name
Location

Username

VigorACS3 User's Guide

Description

Enter the ID, name, model or MAC address of the device you want to
locate.

Click to add a new network. New created network will be the sub-network
of current selected network.

Remove current network group.
Click to change the network / group for the selected CPE.

+ Change Network

Move the mouse cursor on the network you want and click Apply.

Display a number which is given by VigorACS randomly for the selected
network.

Display the name of the parent network. You can modify it if required.
Type the location (e.g., HsinChu, New York) for this network.

Display the name of the selected network (e.g., rd8, in this case). Change it
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Password
Advanced Settings
Enable SD-WAN
Bulk Data Settings
Profile #

Report Interval (sec)

Bulk Data Categories

Available / Disabled
Bulk Data Categories

Reset Bulk Data
Profiles to default

Disable All Bulk Data
Profiles

Save

if required.

Display the password of the selected network. Change it if required.

Enable or disable the SD-WAN function for current network group.

Enable - Click to enable or disable the profile.
If you disable bulk data categories, it will affect the SD-WAN operation.

Specify the report interval for the profile returning a bulk data to VigorACS
server.

Set the category of data to be collected for statistical analysis. You can
freely select the data you want to count.

Use drag and drop to place each category in the corresponding profile, and
specify the report interval at which the profile returns a bulk data to
VigorACS server.

At present, available categories include VolP, WAN and VPN, Users and Apps.
Each category can be joined to the selected profile or be removed from the
selected profile, by using drag-and-drop.

Click to reset to factory default settings of Bulk Data Settings.

Profie 51 inatie @) Promesa inatle @) Awatiable | Disabled Bulk Data Categories

After clicking the link, all data categories on Profile # will be removed. The
data report for all CPEs under the selected network group will not be
collected for VigorACS. Thus, no data, message can be collected by and
displayed on the sub items based on SD-WAN feature under Monitoring
menu.

However, the SD-WAN functions such as Hub and Spoke, Full Mesh VPN,
Route Policy, and VolP WAN for the selected network group are still active.

Prefile a1 " Frofile 52 Awallable | Disabled Bulk Data Categories

Click to save the change.

The following setting page appears when +Add New Network is clicked.
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+ Add Network

Parent Network
rd3

Name
MKT

Location
HsinChu

Username
YEN

Password

These parameters are explained as follows:

Item Description

Parent Network Display the name of the selected network group (e.g., rd8 in this case).
New created network will be the sub-network of the parent network.

Name Enter a name (e.g., MKT) for the new network.

Location Enter the location for the new network. Later, you can locate such network
on the web page of Network Management>>Map.

Username Enter a login name (e.g., YFN) for the new network group which will be
used for communication between Vigor device and VigorACS.

Password Enter a password (e.g., admin123) for this new network group.
Cancel Discard current modification.
+Add Save the current settings and exit the page.

After clicking +Add, the new network group (MKT) will be listed below its parent network, rd8.

Network Management

search by Device IDyName/Model/MAC/IP Addres
4 2 Root Network(70)

b o @#S0NET +H]"F=f-+(0)

| 5o Layer2(0)

|+ s% Marketing_carrie{0)

I oo SD-WAN(Z)

I* o a3aaaa(123)(0)

[ ses rdT(0)

4 .2, rds(s2)

[ 5o MET(D)
© 902_001DAA3DAF16
© 130_001DAAB41ICE
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The administrator can create several sub networks for different CPEs. Also, the administrator can
change the network for the CPEs.

Open Network Management. This web page allows to:
Modify the name of the device (CPE) for easy identification and management by VigorACS.

Modify the location of the device (CPE) easily. It can be identified precisely while using GoogleMap
to search it.

Modify the user name/password of certain device (non-DrayTek CPE) to be managed by VigorACS.
Enable or disable the management of the device (CPE) for VigorACS.
Select certain protocol (e.g., TR-069) for the device (CPE) for management.

Choose and click any one of the CPE displayed on Root Network tree view to get the following web
page.

Network Management

Search b Satting Map
. RD8(3) FIDelete This Device +% Change Network
2. RDT(15)
4 L RDB(S8) General Settings
a5 Jaytest(3)
N Status Disable Enable Known Device| Known = Unknown
22 richard(2)
4% robin_test(2) Device 1D Network 1D
o2, sdwantest2(0) 141307 =
@ 2132FVn_001DAAE4B6CE Model Name Davice Name
@ 2133Vac_001DAAGEEO20 Vigor282TLac 2977Lac_1449BC023720
© 2135vac_1449BC03B060 Notel Note 2
© Z762Vac_001DAAGS3308
@ 2830n+v2_001DAA0D000D serlal number MAC Address
1449BC023720
@ 2860n+_001DAAD1E290
© 2862vac_001DAAED3B40
@ 2862vac_001DAAFTCOED(2)
Location CPE Cllent 1P
@ 2865ac_DO1DAA4IDFIS 192.168.105.120
© 2865 DOIDAAIDFTS Phone No. CPE Cllent Port
@ 2866ac_001DAA4LDFCO 8069
© 2912n_001DAASEL4B0 Domain Name CPE Cllent URI
@ 2922n_001DAABCACB4 fowm/CRN.html
@ 2925Ln_001DAADDTSBO Management Protocol CPE Cllant User Name
© 2925ac_DO1DAAS12820 CPE default (hitps) http https
@ 2926Vac_001DAASDCADD Management Port £t
© 2927Lac_l449BC023720 4433 CPE Cllent Password
@ 2927Lac_l449BC023740 Edit
Delete Devices
These parameters are explained as follows:

Item Description

Delete This Device Click to remove the selected CPE from current group.

Change Network Click to change the network / group for the selected CPE.

160 VigorACS3 User's Guide



General Settings

Status

Known Device

Device ID / Network
ID

Model Name / Device
Name

Note 1/ Note 2

Serial number / MAC
Address

Location

Phone No.

Domain Name

Management Port

Management
Protocol

CPE Client IP / Port /
URI

CPE Client User Name
/ Password

VigorACS3 User's Guide

Move the mouse cursor on the network you want and click Apply.

Disable - The selected device will be hidden on the tree view.
Enable - The selected device can be displayed on the tree view.

Known - The selected CPE is known(E-") to VigorACS 3.

Unknown - If the selected CPE is new added device, it will be identified as
Unknown (ﬂ').

Device ID - Display the number of that device which is given by VigorACS 3
randomly.

Network ID- Display the ID number of the network that selected device is
grouped under.

Model Name - Display the model name of the selected device. Model
name cannot be changed.

Device Name - Display the name of the device for identification. It can be
changed if required.

Note 1 - Display brief description for the selected device.

Note 2 - Display brief description for the network.

Serial number - Enter a number for identification of the device.
MAC Address - Display the MAC address of the device.

Display the position of the device.

It is optional and is used to offer additional information for reference. If
required, Enter a phone number for such device.

Enter a domain name for a CPE. Later, simply click the domain name to
access into the CPE.

Enter a port number which will be used for accessing into web user
interface of the CPE.

Choose HTTPS or HTTP.

Display the IP address, port number and URI.

Display the username and password that VigorACS 3 can use to access into
the CPE.

Edit - Click to change the username and password.
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6.4.2 Map
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This page displays the location of the network / device on Google map / Leaflet map.

Network Management

Search by Device IDINameModelMACAP

b d OCTOBER(1)

b RDAE)

b s RD2(20)

I o RD3(13)

I o RDS(9)

b i ROS(2)

b ro7(1S)

4 & Rog(es)
b jaytestia)
I+ &b richard(o)
4 robin_test(2)

b coie_testagn)

b b yre testing(2)
© 2132Fvn_001DAAEBSCE

e PN DO DS A0
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H et
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b g L0101y
b o
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b s Manual_Carrie(l)
© AP0 D0SOTFFIGIEC

Click the Save button to save any changes to this map.
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6.5 System

System menu varies according to the role (System Administrator, Group Administrator,
Administrator, Operator, View Only Operator, Auditor and Standard (limited in VigorACS cloud
version) used for logging into VigorACS. Here we take System Administrator as an example.

System

System Parameter
Language

External Monitoring Server
Access Control

Clear Logs

Upload Serial Number
Google APl Key
Certificate

Backup Database
Login Bulletin

Adverts Carousel

Logs

XMPP Profile

Delete Logs Actions

Server Support Settings
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Open System >> System Parameter to get the following web page:

System / System Parameter

Name value

false

standalone.xmi

false

S

true

false

30

true

false

false

true

true

true

web

click me!

These parameters are explained as follows:

Item

™
—

Description

Reset to default
Click the link to reset all of the system parameters with factory default values.

ProvisionKeepParameter
It can be set with true or false.
True - Enable the function of Keep Profile (profile or parameters in provision).

False - VigorACS will disable the function of Keep Profile.

ProvisionWaitCount

It means how many times VigorACS will compare the parameter values got from CPEs with
the parameter values set within profiles. If these values are different from each other (from
CPEs and from profiles), VigorACS will increase the count number by one. When the count
increases to the value that users defined here, VigorACS will perform Keep Profile function.
ProvisionFactoryResetEnable

True - The function of keep profile will perform immediately for CPE without reaching the
value of 'ProvisionWaitCount'.

FirmwareUpgradeCount

The value indicates how many CPEs can perform firmware upgrade at the same time. Set a
proper value to prevent hardware from over loading and causing a crash.
ProvisionDeviceAutoEnable

False - The CPE would not be added in Homepage when a profile defines a CPE with
different names but with the same serial number.

True - The CPE would be added in Homepage when a profile defines a CPE with different
names but with the same serial number.
ProvisionChangeDeviceNameEnable

True - If it is set with true and a profile defines a CPE with different name but same MAC
address, VigorACS would modify current CPE name with the pre-defined setting in profile.
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That is, if the device name in profile is not the same as the log recorded in VigorACS
database, the system will modify the device name automatically.

7 SettingProfileSpaceSetEnable
True - Users can use space as character in parameter values. For example, users can use the
space character as their password.

8 ParameterListLongWaitCount

It is a positive integer (ms). After upgrading firmware, VigorACS will scan and get all
parameters to restore the parameter backup. The value determines how long the waiting
time out is. Multiplying the value with 50 is the maximum waiting time in millisecond.

It will take effect after VigorACS restarts. Default is 1200.

12 GetSetParameterCount

When applying the provision onto CPEs, VigorACS tries to get or set parameter from or onto
CPEs. This value determines how many parameter values can be obtained or set at the
same time. For example, set the value as 20. That means there are 20 parameters which can
be obtained at the same time.

Set this value properly to prevent CPEs from crashing or improve the efficiency.

13 IsDownloadUsedHttps
When a CPE connects to VigorACS with Https, users can enable this parameter (set with
true) to let CPE download file from VigorACS via Https.
14 ProvisionProfileFormat
It can be set with 1, 2, 3 or 4.
This value indicates the format of text configured profile.

If the value is set with 1, the format is defined as serial number, network_device name,
isreboot, and [parameter1, parameter2,.. and so on].

If the value is set with 2 (as the default format), the format is defined as serial number,
device name, isreboot, network, and [parameter1, parameter2,.. and so on].

If the value is set with 3, the format is defined as serial number, network_device name,
isreboot, address and [parameter1, parameter2,.. and so on].

If the value is set with 4, the format is defined as serial number, network_device name,
isreboot, network, address and [parameter1, parameter2,.. and so on].
15 IsRebootAfterDownload
True- After downloading and upgrading the firmware, reboot the CPE.
False - Users must reboot the CPE manually.

16 KeepProfileUpdateRule
It can be set withis 1, 2 or 3.

The value 1 means after uploading profile, keep original Keep Profile settings and add extra
parameter settings (if the profile contains more parameter settings).

The value 2 means after uploading profile, delete original Keep Profile setting if the device
name changed.

The value 3 means after uploading profile, delete original Keep Profile settings every time.

17 IsSetGlobalParameter
False - Disable global parameter configuration function. When it is disabled, even users set
global parameters, these parameters won't be applied.

19 IsTurnOffPeriodicinform

True - If Periodicinform interval (configured in 59. CPEPeriodicInforminterval) is too
short, CPE may send too much information to VigorACS and cause the server crash. Set this
value true only if the case happened (server crashed). The default interval setting shall be
900 seconds.
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False - After adjusting the PeriodicInform (configured in 59. CPEPeriodicinforminterval) of
CPEs, remember to set this value false.

20 PollingDeviceCount

The value determines the maximum number of CPEs to poll at one time. If this value is set
too small (e.g., 500), it might cause server overload. However, if it is set too big (e.g.,
600000), it could make CPE status refresh very slowly.

Note: After changing this parameter value, restart VigorACS to apply the change.

21 DeviceAutoEnable

True - If itis set true, after obtaining the information from CPE, the newly added device
would be added in the tree view of Homepage.

False - When VigorACS receives information from new added device, it will not display the
CPE on the tree view of Homepage until make configuration in SYSTEM MENU>>Network
Management.

22 Pollinginterval

Set the polling interval for VigorACS to examine CPE. The unit is milliseconds. Default is
900000.

23 CPEWebUiPort
Set a port number for VigorACS system accesses into CPE's WUL.
26 VPNIPSecDefaultSecurity
Set the default security method for establishing VPN based on IPsec.

27 CheckDeviceStatusCount

Determine how many times shall VigorACS system check the device before the device
becomes offline.

28 VPNChangeEnable

True - If one of the WAN IP addresses changes on both ends of VPN, VigorACS will change
the setting automatically to rebuild the VPN tunnel.

False - Default value.
29 WANSeverity
Set the severity (critical, major, minor, warning and normal) for WAN connection.

30 VPNSeverity

Set the severity (critical, major, minor, warning and normal) for VPN connection.

32 EnableHttpChunkedMode
True - Use chunked mode (chunked transfer encoding) for HTTP.
False - Default value.
33 CPEWebUiProtocol
Set HTTP (default) or HTTPs as the protocol for accessing CPE's web user interface.

34 EnableValidateCodeCheck
True - Enable the function of validating code check on the login page.

False - Disable the function. It is the default value.

35 VPNIPSecDefaultMode
Set the default mode for IPsec VPN connection.
Main
Aggressive

36 StatisticsStep

Set the time interval (default is 900) for data collection for RRD traffic.
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38

1

43

44

46

47

48

49

50

51

52

54

55

56

EnableWebServices
True - The third party software can get/set VigorACS functions through web services.

False - Default value.

HidePassword
True - Hide the password value on provision page.

False - Default value.

VPNEnablePingKeepAlive

True - Enable the function of Enable PING to keep VPN alive for CPE while creating VPN by
using the VPN wizard.

False - Default value.

CPEDetectMode
Set the CPE detection mode. 0 means TR069; 1 means ping.

EnableRRD
True - Enable the function of data collection (StatisticsStep) for RRD traffic.

AutoDetectRouteName
True - Get CPE's router name.

False - Default value.

EnableBatchActivation
True - Enable the batch activation license to MyVigor portal server function.
False - Default value.

DefaultSetDeviceKnown
True - Set the new added CPE as a known device.

False - Default value.

KeepProfileRebootByBOOTSTRAP
True - VigorACS will ask the CPE to reboot if receiving CPE request including BOOTSTRAP.
False - Default value.

DisableAlarmMailByACSReboot
True - VigorACS will not send alarm message within 15 minutes after turning on VigorACS.
False - Default value.

DeleteOldDeviceBySamelP

True - If a new CPE with an IP address which is the same as an old device recorded on
VigorACS database, VigorACS will delete the information for the old device.

False - Default value.

DisablePolling
True - Disable VigorAP to poll CPE. Restart VigorACS after finished the configuration.
False - Default value.

DisableAlarmMailByClear

True - Disable the function of sending alarm e-mail when alarm status is clear. It is the
default setting.

False - VigorACS will send alarm e-mail when alarm status is clear.

UseStunAddressForVpn
True - Remote IP address will use the STUN IP address for VPN connection.

False -Default value.
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57 EnableChangeNetworkByNetworkUser

True - Default value. When VigorACS finds that the username and password sent from the
CPE changed, it will move the CPE to the network group with the same username and
password.

False - Disable such function.

58 FWUpgradeFaillnterval
If the firmware upgrade failed, the next firmware upgrade will execute after the time
interval configured here. Default value is 86400 seconds.

59 CPEPeriodicinformInterval
CPE will send general information to VigorACS periodically. The default value is 900 seconds.
If required, enter the time interval for the CPE to send general information to VigorACS.

60 EnableForceSetCPEPeriodicinforminterval
True -Default value. Enable the function of CPEPeriodicInforminterval.

False - Disable the function of CPEPeriodiciInformInterval.

61 TimeFormat
Display the time format. 0 means 24-hour clock; 1 means 12-hour clock.

62 EnableRecordActionLog
True - Enable the function of record action log. It is the default value.

False - Disable the function of record action log.

63 EnableBackupCheck

True - VigorACS will check the parameter value of
“InternetGatewayDevice.X_00507F_System.ConfigBak.ConfigChanged” and perform the
configuration backup automatically if any change made for CPE’s configuration.

False - Default value.

64 CheckCPEValidByAuthKey
True - VigorACS will check if the authentication key informed by CPE is valid or not.
False - Default value.

65 New_DeleteOldDeviceBySamelP

True - If a new CPE with an IP address which is the same as an old device recorded on
VigorACS database, VigorACS will delete the information for the old device and write the
configuration on the database related to the old CPE onto new CPE.

False - Default value.

66 CheckCPEValidByNetworkUser

True - Each network can be set with a group of username and password individually. All of
the CPEs grouped under the network shall use such username and password for connecting
to VigorACS. Such function let VigorACS check if the username and password sent from the
CPE match with the settings on the network or not. If not, VigorACS will ignore the CPE
request and change the group of the CPE into root network.

False - Default value.

67 EnableAutoChangeWebPort
True - Enable for changing web port automatically. It is the default setting.

False - Disable the function.

68 DisableSavelnformLog
True - Disable the function of Save Inform Log.

False - Default value.

70 ShowTreeCount
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Set how many devices will be shown on the home device tree. Default value is 100.

71 EnableSendCPENotify

True - When the value of parameters for CPE is changed, a notification of
'IntenetGatewayDevice.X_00507F_Notify' will be sent to VigorACS. VigorACS will send the
message to the specified user by e-mail, SMS or SNMP.

False - When the value of parameters for CPE is changed, a notification of
'IntenetGatewayDevice.X_00507F_Notify' will be sent to VigorACS. VigorACS will not send the
message to the specified user.

72 HealtherExposelp
It means the exposed IP in Monitoring Server message. Default is one of VigorACS host IP
addresses. You can change to any IP without restarting ACS Server.

73 HealtherWebFolder

It means the folder name of VigorACS in JBoss deployment folder. It is used to create the
URL for the device in Monitoring Server message.

Default folder name is set as “web".

74 EnableFirmwareCheck

True - VigorACS will compare current firmware of the device with the file version detected
from DrayTek website. Therefore, while viewing the Firmware Version on the dashboard of
the selected device, a pop-up window with current firmware version detected will appear if
both firmware versions are different.

75 EnableGatewayGrouping

True - Enable the function of grouping VigorAP devices by using gateway addresses and
displaying AP devices behind the gateway routers.

False - Default value.

76 EnableUlGraph
True - Enable the function of displaying graph of web user interface. It is the default value.
False - Disable the function.

78 EnableAuditorActionLog

True - The auditor action will be recorded and displayed on SYSTEM MENU >> System >>
Delete Logs Actions.

False - Default value. When the auditor deletes logs or protects identity information on
clients, the action will NOT be recorded.
79 EnableAuditorDeletedLog

True - The selected logs will be moved to another table which can be read by auditors.
While protecting client identity information, the protected value can be recovered for
auditors.

False - Default value. The selected logs will be deleted from database permanently. While
protecting client identity information, the protected value cannot be recovered for auditors.
80 HttpProxyPort

It can be set with 0 to 65535, or a port range (e.g. 10000-10005). If the value set to 0, the
proxy port number will be automatically allocated. If you start the proxy server before
change this value, you have to restart VigorACS Server to apply this change on the current
proxy. If the proxy port is only one number large than 0, you can only create one proxy
server for each time.

81 PacketCaptureTool

True - VigorACS will capture the packets automatically and the result will be specified from
the drop down list of Capture Packets on the top-right of the screen.

False - Default value.
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82

83

84

85

86

87

88

89

91

922

Save

ClientRecordAliveTimelnDays

Set the number of days for reserving the record (about client traffic). When exceeding the
day limit, VigorACS will delete the record.

Default value is 30(days).

IsDeleteExpiredClientTrafficByTimestamp
True - Enable the function of ClientRecordAliveTimelnDays.

False - Default setting.

EnableClientRecord

True - Default value. Enable the function of recording client traffic and displaying related
information on NETWORK MENU >> Monitoring >>Clients.
NotifyServerProcessCountPerMinute

It can be set with -1, 100 to 100000. This parameter determines how many Emails, SMS, and
health parameters notification items the notification server can process per minute.

-1 means unlimited.

ForceWUIRedirectHttps

True - Force ACS WUI to HTTPS only. If you encounter login failed error after changing this
parameter, please clear the browser's cache then try again. If the
EnableSecureCookieSessions parameter is set to "true", this parameter will be automatically
enabled and disallow set to false.

JbossConfigForStandaloneMode

The Default Configuration for standalone Mode is "standalone.xml" (default). The
standalone-secure.xml will enhance the security protections of your ACS website with
plugins that prevent hacking.

EnableSecureCookieSessions

True - Secure flag is to prevent cookies from being observed by unauthorized parties due to
the transmission of a the cookie in clear text. If the value set to true, the
ForceWUIRedirectHttps parameter will be automatically enabled and the cookie will only be
sentin a secure manner (i.e. Https).

False - Default setting.

LogRotationHandlerType - Select one of the following types for log.
Size
Periodic
Periodic-size

MapServiceProvider

There are two mechanisms to display maps on VigorACS, Google and Leaflet.

EnableUsermailValidation

True - If it is enabled, the user will receive an e-mail first and be guided to pass the
authentication when he tries to log in to VigorACS.

After switching the toggle to enable this function, the VigorACS system will open the
User>>Mail Server page. You have to check if the mail server is enabled and other options
have been configured correctly.

False - Default setting.

Save the current settings.
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6.5.2 Language

VigorACS 3 can be displayed and operated with different language texts. Choose the language system
from the top-right of the login page. Later, VigorACS will be shown with the language you want.

DrayTek

EEN -
N
DrayTek -
VigorACS _
NL
™
Username
Password @

Remember me

Copyright © 2017-2020 DrayTek Corp. All Rights Reserved.

In general, lang_EN.txt is the default language for VigorACS 3. If necessary, you can download a text file
with VigorACS 3 settings; translate/edit the file with the language you want; and upload the edited file

onto VigorACS.
System / Language
JUpload
Fliename Size

[m] lang_CN.txt 206882
[m] lang_DEtxt 35T818
] lang_EN.txt 421645
o lang_NLtxt 24518
] lang_TWidt 404617

These parameters are explained as follows:

Last Modified

07/01/2020 20:00:21
07/01/2020 20:00:21
08/26/2020 20-:30:11
08/13/2020 20:30:04

08/26/2020 20:30:11

Item Description

Upload Click this button to upload a language file from your host to VigorACS.
Delete Remove the selected language system.

Download Click this button to download a txt file from VigorACS to your computer.

User can edit such text file (containing all of the fields) if required.
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6.5.3 External Monitoring Server

6.5.3.1 Health Server
The health information for CPE can be transferred to the server of third party periodically.

Systom | External Monitoring Server

Enable Server O

URL SpLIptechviewcom
Userrame Stx.doaadng com
Password

APl Heasth_ Detault G108AL

e B

These parameters are explained as follows:

Item Description

Enable Click the icon to enable / disable the server.

URL Enter the URL or IP address of the third party's server.

User Name Enter the user name for accessing into the third party’s server.
Password Enter the password for accessing into the third party's server.
API Use the drop down menu to specify the third party's server.
Cancel Discard current settings and restore the default settings.

Save Save and activate the current settings.

6.5.3.2 Wireless Client Information Server
The sever defined in such page is used to record information for wireless client information periodically.

Systom | External Monitoring Server

User Group FootGioup
Enable Server [ &

Authentication N CEMIINS TN G

gL it o chraytiok coul

Al Warsless_Client_Dedmill_GLOBAL

These parameters are explained as follows:

Item Description

User Group Use the drop down list to specify a user group.

In which, RootGroup contains all of the users with the role of system
administrator in default.

Enable Server Click the icon to enable / disable the server.
Authentication Enter a string for authentication.

URL Enter the URL or IP address of the third party’s server.

API Use the drop down menu to specify the third party's server.
Save Save and activate the current settings.
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VigorACS can restrict network connection for clients by locking their IP address into a black or white list.

Regardless of web login, CPE service or APl web service, you can set a blacklist or whitelist to allow
clients in the list to use or prohibit use.

System / Access Control

WUI Login None = Blacklist  Whitelist
CPE Service None Blacklist Whirelist
APl WebService None Blacklist Whirelist

These parameters are explained as follows:

Item Description

WUI Login None - It means no limitation for any client.

Blacklist - It means clients in the list are not allowed to login the WUI
managed by VigorACS.

Whitelist - It means clients in the list are allowed to login the WUI
managed by VigorACS.

CPE Service None - It means no limitation for any client.
Blacklist - CPE clients in the list are not allowed to connect to VigorACS.
Whitelist - CPE clients in the list are allowed to connect to by VigorACS.

APl WebService None - It means no limitation for any client.

Blacklist - It means clients in the list are not allowed to use APl web
service managed by VigorACS.

Whitelist - It means clients in the list are allowed to use APl web service
managed by VigorACS.

This page is used for creating blacklist profiles.

System / Access Control

General Setting Blacklis Whitelist

add Limit: 2/256
P ¥ Description WUI Login CPE Service APl WebService
172.16.2.116 Edit

192.168.105.170 192.168.105.170 = Edit

These parameters are explained as follows:

Item Description

VigorACS3 User's Guide 173



174

Search IP/
Description

+Add
Delete

Check box

IP
Description

WUI Login,
CPE Service,
API WebService

Edit

Save

Enter an IP or a brief description for searching the profile.

Click to create a new access control profile.
Click to delete the selected profile.

Check the box to specify a profile. Later, the selected one can be deleted if
required.

Displays the IP address, IP range, or subnet specified on the profile.
Displays the comment of the profile.

Displays the type(s) selected for the profile.

Click to modify, change the selected profile.

Click to save the settings.

The following setting page appears when +Add is clicked.

< IP Address Form

Description

Address Type

Start IP Address

Service Enable

Markating_CAN

Single IP Address ~

M WUI Login [ CPE Service

[ APIWebSearvice

F

These parameters are explained as follows:

Item
Description

Address Type

Start IP Address

Description
Enter a name of the blacklist profile.

Specify the address type to enter the IP address.

Single IP Address o

Single IP Address
Range IP Address
Subnet IP Address

Single IP Address - Select it to specify one IP address.
Range IP Address - Specify a range of IP addresses.
Subnet IP Address - Specify a subnet IP address.

It is available when Single IP Address or Range IP Address is selected.

Enter an IP address as a starting point.
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End IP Address It is available when Range IP Address is selected.

Enter an IP address as the ending point.

Subnet Mask It is available when Subnet IP Address is selected.
Enter a mask address.

Service Enable Select the service for this blacklist profile applying to.
Cancel Discard current settings and restore the default settings.
Save Click to save the settings.

This page is used for creating whitelist profiles.

System / Access Control

General Setting  Blacklist Whitelist
Add Limit: 1/256
P & Description WUl Login CPE Service APl Webservice

192.168.1.12 white_for_market = = -] Edit

=1
These parameters are explained as follows:
Item Description
Search IP/ Enter an IP or a brief description for searching the profile.
Description
+Add Click to create a new access control profile.
Delete Click to delete the selected profile.
Check box Check the box to specify a profile. Later, the selected one can be deleted if
required.
IP Displays the IP address, IP range, or subnet specified on the profile.
Description Displays the comment of the profile.
WUI Login, CPE Displays the type(s) selected for the profile.
Service, API
WebService
Edit Click to modify, change the selected profile.
Save Click to save the settings.

The following setting page appears when +Add is clicked.
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<+ IP Address Form

Description white_for_markat

Address Type Single IP Address ~

Start IP Address | 123.12.1.14

Service Enable & WUI Login [ CPE Service

B APl WebService

F

These parameters are explained as follows:

Item Description

Description Enter a name of the whitelist profile.

Address Type Specify the address type to enter the IP address.
Singla IP Address ‘v

Single IP Address
Range IP Address
Subnet IP Address

Single IP Address - Select it to specify one IP address.
Range IP Address - Specify a range of IP addresses.
Subnet IP Address - Specify a subnet IP address.

Start IP Address It is available when Single IP Address or Range IP Address is selected.
Enter an IP address as a starting point.

End IP Address It is available when Range IP Address is selected.

Enter an IP address as the ending point.

Subnet Mask It is available when Subnet IP Address is selected.
Enter a mask address.

Service Enable Select the service for this blacklist profile applying to.
Cancel Discard current settings and restore the default settings.
Save Click to save the settings.
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VigorACS will keep log until overload the capacity of hard disk. To avoid such trouble, use Clear Logs to
delete the log periodically.

System / Clear Logs

Delete Time All -
Delete Type @ @ log M Alarm [ Device log

Auto Clear [ @)

Duration EveryDay = EveryWeek  EveryMonth
Periodic(weeks) 1

Week Tuesday -

These parameters are explained as follows:

Item Description

Delete Time Use the drop down list to specify the timing to delete the log.
All - All of the logs recorded.
Before 1, 3, 6 Month - Log recorded before 1, 3 or 6 month ago.
Before 1, 2 Years - Log recorded before 1 or 2 years ago.

Delete Type At present, there are three types (Log, Alarm, Device log) that
corresponding log can be deleted through such feature.

Auto Clear When it is enabled, VigorACS will periodically delete the logs based on the
conditions configured below.

Duration Every Day - VigorACS deletes the log every day.
Every Week - VigorACS deletes the log every week.
Every Month - VigorACS deleted the log every month.

Periodic (days / Remove the log per days, per weeks or per months. For example, type “2”

weeks / months) for Periodic (months). That means the system will clear the log every two
months.

Day It is available when Every Month is selected as the Duration. Specify the

day within a month that VigorACS performs the log deletion. For example,
choose 4 means VigoACS will delete the log on the fourth day of every
month.

Week It is available when Every Week is selected as the Duration. Specify
Monday, Tuesday, Wednesday, Thursday, Friday, Saturday and Sunday. For
example, choose Saturday means VigoACS will delete the log on Saturday
every week.

Delete Now Click to remove the log immediately. A pop-up window will appear for

confirmation. If yes, click Clear Now; if not, click No to discard the action.

Clear Logs

Are you sure you want to delete the log type selected for the specified
time range immediately?

A\ WARNING! This operation cannot be undone.

-
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Cancel

Save

Discard current settings and restore the default settings.

Save and activate the current settings.

The information for serial number on the rear side / bottom of the CPE or VigorAP can be uploaded onto
VigorACS as a reference to be inspected by the administrator.

System / Upload Serial Number

Upload Download Template Delete

Mac Address

= 001DAAABBCES

001DAAABCAS0

001DAAABD100

001DAAABD10a

001DAAAED1Os

001DAAAED10Z

001DAAABDL1Z

001DAAABD12Z

001DAAABD13Z

001DAAAEDA00

001DAAAEDS1O

serlal Humber Device Name Network Model WAN 1P LAN P ]
12A002099451
124002099452
124002099453
124002099453
12A002099453
12A002099453
124002099454
12A002099455
12A002099456
12A002099453

12A002099453

These parameters are explained as follows:

Item

Upload

Download Template

Delete

Check box

Description

Click to upload a “.CSV” file (located on host) to VigorACS.

After comparing the MAC address listed on the file with the information of
device(s) managed by VigorACS, the result (device name with serial
number) will be shown on this page immediately.

X Seolect SerialNumber File

upload_serial_number Il].-:s

|

Click to download a template from the VigorACS server to your local host.

This template is convenient for the system administrator to enter the
required information for lots of devices at one time. Later, the template
can be uploaded to VigorACS server.

Please open the template with a software which can read and write ".CSV"
file. Fill the MAC address and serial number (printed on the rear side /
bottom) of a device.

Click to delete the selected entry.

Check the box to specify an entry. Later, the selected one can be deleted if
required.
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Before using the API of Google Map, it is necessary to apply and get a key from Google. Later, enter the
key in this page to activate the Google Map. After clicking Save, VigorACS will be granted to display the
map on the dashboard.

System [ Google APl Key

Google Maps API Key @
Function Management

System Parameter

Google Analytics AP1 Key @

These parameters are explained as follows:

Item Description

Google Maps APl Key  Enter the key you obtained from Google.

Function Management - Click this button to open the setting page.
Determine which user role can view the map and switch the toggle to
enable the map display for the user.

i

L & « « [ & L ¢ L ¢
L 8 « L & L & L L
« « « L ¢ « «
L 8 « L ¢ QO L 8
« L ¢ L & Q
a L ¢ L
L ¢ L L & ¢
=

System Parameters - There are two mechanisms to display maps on
VigorACS, Google and Leaflet. Select the one you need.

Google Analytics API Enter the analytics API key for tracking the data.
Key

On website browsing, at present, the security offered by HTTP is less than HTTPS.

It is suggested to use HTTPS protocol for encrypting the connection between the browser and the web
server for every website to prevent private information (such as account, password, personal data,
credit number, and others) entered by users from leakage.

Browsed by Google Chrome Browsed by Google Chrome

A prompt for HTTPS web site encrypted with | A prompt for HTTPS web site encrypted with VALID
INVALID certificate certificate
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A Notsecure o & acs I
v : o x . x
Your connection to this site is not Connection is secure
secures : - r - oL .
Your information (for example, passwords or credit

You should not enter any sensitive information on card numbers} is private when it is sent to this site.

this site (for example, passwords or credit cards), earn more

because it could be stolen by attackers. Learn more
) B Certificate (Valid)
B Certificate (Invalid)

& Cookies (0in use) & Cookies (4inuse)

L2 Site settings L Site settings

For using HTTPS, it is necessary to prepare a certificate issued by the third-party certificate authority.

This page can generate CSR (certificate signing request) file for certificate signing and import the HTTPS
certificate file from third-party certificate authority to VigorACS server. Later, after restarting VigorACS
server, Vigor system will apply such HTTPS certificate.

System | Centificate

=
[t | e |
T
3
These parameters are explained as follows:
Item Description
Generate a CSR Click to generate a CSR certificate.
Import Certificate Click the Browse button to specify a file to apply the HTTPS certificate.
Root CA Certificate
Intermediate CA Certificate
Trusted Certificate
Save Save current settings and uploading/pasting the certificate.
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Some of certificate authority (third-party) does not submit CSR file but generate a private key and sign a
certificate (e.g., SSL for free, COMODO, and so on) to be applied by other web site. This page is used for
uploading a certificate with private key from a certificate authority (third-party) to VigorACS server.

System | Certificate

=3
=
e
[ e |
E3
These parameters are explained as follows:
Item Description
Certificate form Confirm the file format of the certificate issued by the certificate authority

and then select a file with corresponding file format for uploading or
pasting on this page directly.

With Root and Intermediate Certificate(s)

With CA Bundle

One PEM File - The certificate issued by the certificate authority
contains only one PEM file.

None of above - The certificate issued by the certificate authority
contains only one certificate (CRT file) with a private key.
Import Method Upload Files - The content of the certificate / key shall be obtained by
uploading a file.
Paste Contents Directly - The content of the certificate / key shall be
pasted from clipboard.

Private Key (.key) Click the Browse button to select one key file or obtain the content of the
key from the clipboard.

Trusted Certificate Click the Browse button to select one Trusted CA certificate or obtain the
(.cer, .crt) content of the certificate from the clipboard.

When With Root and Intermediate Certificate(s) is selected

Root CA Certificate Click the Browse button to select one root CA certificate or obtain the
(.cer, .crt) content of the certificate from the clipboard.
Intermediate CA Enter the name of intermediate CA certificate or Click the Browse button to

Certificate (.cer, .crt)  select one intermediate CA certificate or obtain the content of the
certificate from the clipboard.

Add - If there is more than one intermediate CA certificate file, Click to
import more.

When With CA Bundle is selected

CA Bundle (.cer, .crt) Click the Browse button to select one certificate or obtain the content of
the certificate from the clipboard.
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When One PEM File is selected
PEM File (.pem) Click the Browse button to select one PEM file.

Save Save current settings and uploading/pasting the certificate.

The following example shows the file formats of certificates issued by Comodo. It is suitable for “With
Root and Intermediate Certificate(s)".

n AddTrustExternal CARoot.crt
o

The following example shows the file formats of certificates issued by SSL For Free. It is suitable for
“With CA Bundle”.

The content of PEM file shall contain at least one group of Private Key and Certificate or one Private Key
with multiple certificates. See below:
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6.5.8.3 PKCS #12

PKCS #12 file indicates a valid certificate which can be output and protected with a password setting.
Also, it means a file which merges the private key with signed certificate by using keytool and protected
with a password setting.

This page is used for importing PKCS #12 file and applying to VigorACS server with specified password.

System / Certificate

Certificate Certificate with private key PRCS #12

Import PKCS #12 file (==

PKCS #12 Password

@© Note:
Please use the "tr069" as the entry name for your PKCS #12 certificate file.

These parameters are explained as follows:

Item Description
Import PKCS #12 file = Click the Browse button to specify the file.
PKCS #12 Password Enter a string as password for PKCS #12 certificate.

Save Save and activate the current settings.

6.5.9 Backup Database

6.5.9.1 Backup Tasks

VigorACS system will backup database periodically / immediately according to the selected task profile.

The purpose of task profile is to avoid failing to backup database in VigorACS server when transferring
VigorACS server from one platform to another one due to damage on the database or hard disk.

The backup file will be stored on the hard disk of VigorACS Server located.

System | Backup Database

Backup Tasks  Backupfiles  Emor Logs

+-add a Task Auto Befreh: 30 Seconds ~

Tk N Sehuadale Paricd Lt Irnplasmanted Statert it brplasmmmmtnd Dt Crvated By Aathenti ation Aetion
ARSECRAINOW How Comghetid U041 0975 yretw el BN B Decte
ek Daty Mow 2 Compheted 150321 1417 yriew el Bt & Detete
testikckDasyPM Dagy Completed H00-11-02 2000 oW Ienemal At [
taskBekNowERCude How o Completed 200-10-29 1555 yrenw el e Drbete
backup Mow Compheted 20003030020 artes Il Edn 1 Delele

* This feature aaly supports MariaDfl databiess peovided by ACS and installed on the local side.
* Blackup file path Sor Windows: SUSEPROFILES\EMS|sql-backup
LM /sgl-backup

*  Aackug file path for Linue fervfL

These parameters are explained as follows:

Item Description

Search Profile Name  Specify the conditions (type the profile name, creator) for database task
/ Created by searching.
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+Add a Task
Task Name
Schedule/Period

Last Implemented
Status

Last Implemented
Date

Created By
Authentication

Action

£ Backup Database Task

Task Settings

Enable This Task

Task Name

Scheduling

Run Backup

Backup Options
Backup Type
lgnore License Tables

Compress Backup File

After backup delete log tables

Email Notification
Enable Email Notification
Email Subject

Email From

Crnail Fandnnt

Item

Task Settings

Scheduling

Click to add a backup database task.
Display the name of the task.
Display the schedule profile or period of time of database backup.

Display the status (completed or backup failed) of database backup.

Display last implemented date of database backup.

Display the name of the creator of such task.
Display the identity (internal/external) of the user.

Edit - Click to modify, change the selected profile.
Delete - Click to delete the selected profile.

The following setting page appears when +Add a Task is clicked.

Once  Repeat

Later 4 11/03/2020 00:00
Backup all tables v
Yes No

These parameters are explained as follows:

Description

Enable This Task - Click to enable the task.
Task Name - Enter a name for the new task.

Run Backup - Choose Once to perform the backup immediately or at
certain time. Choose Repeat to perform the backup periodically.
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Backup Options

Email Notification

Cancel

Save

VigorACS3 User's Guide

Later / Now - It is available when Once is selected as Run Backup.

Starts on xxxxx - It is available when Repeat is selected as Run
Backup. Click Edit to open the following web page for modifying the
time setting.

Repeat
Repeats Weekly

Repeat on sun Mon Tue Wed

Starts on

Starts time

Summary weekly on Sunday

Sonce m

Backup Type - Choose an option to perform the backup.

Backup all tables b

Backup all tables
Exclude syslog tables
Exclude syslog and log tables

Ignore License Tables - VigorACS system performs the database backup
by ignoring the tables concerning of backup and license (such as syscd,
syssn, dslpmid, dslpmshow and etc.,) to prevent from license error while
transferring VigorACS server. The default value is "Enabled".

Compress Backup File - The backup file will be compressed.
After backup delete log tables - Delete the log tables immediately when
VigorACS server finishes the backup job
Enable Email Notification - If enabled, VigorACS server will send a
notification email about database backup to the recipient.
Email Subject - Enter the subject for the email.
Email From - Enter the email address of the sender/agent/registrar.
Email Content - Enter the content of the email.
Email To - Enter the email address of the recipient.
+Add recipient - Add more recipients to receive the email from
VigorACS server.
Discard current modification.

Save the current settings and exit the page.
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6.5.9.2 Backup Files
This page shows a list of backup files generated by VigorACS server.

System / Backup Database

Filename Size Last Modified r

backup_ACS_Trunk AutoBuild 13635_ExcludeSyslogAndLogVer_2020-02-24.2000.5q1 188 MB  02/24/2020 20:00:02

backup_ACS_Trunk AutoBuild 13635_ExcludeSyslogandLogVer_2020-02-22.2000.sq1

1.85MB  02/22/2020 20:00:03

backup_ACS_Trunk AutoBuild 13622_ExcludeSyslogandLogVer_2020-02-21.2000.5q1

1.86 MB  02/21/2020 20:00:03

backup_ACS_Trunk AutoBuild 13584_ExcludeSyslogAndLogVer_2020-02-19.2000.5q1

186MB O

=

/15/2020 20:00:01

backup_ACS_Trunk AutoBuild 13569_ExcludeSyslogAndLogVer_2020-02-18.2000.5q1

186 MB  02/18/2020 20:00:01

backup_ACS_Trunk AutoBuild 13548_ExcludeSyslogandLogVer_2020-02-15.2000.sq1 B7MB  02/15/2020 20:00:01

backup_ACS_Trunk AutoBuild 13546_ExcludeSyslogAndLogVer_2020-02-14.2000.sq1

186 MB (O

=

/1472020 20:00:02

backup_ACS_Trunk AutoBuild 13532_ExcludeSyslogAndLogVer_2020-02-13.2000.5q1

185MB  02/13/2020 20:00:01

backup_ACS_Trunk AutoBuild 13508_ExcludeSyslegAndLogVer_2020-02-12.2000.5q1 185MB O

[

12/2020 20:00:02

1.85 MB

o
|4

backup_ACS_Trunk AutoBuild 13451 _ExcludeSyslogandLogver_2020-02-10.2000.5q1 10/2020 20:00:01

backup_ACS_Trunk AutoBuild 13427 _ExcludeSyslogAndLogver_2020-02-08.2000.5q1

183MB 02/08/2020 20:00:03

These parameters are explained as follows:

Item Description
Delete Click to remove the selected filename.
Download Click to download the file from the hard disk of VigorACS server located for

restoration or transferring.

System | Backup Databace

eted Deowmiioad
P -
-] hackep ACS_ Trunk AutoAulid 3015 EscudeSysiogAndLogver 2000- 11003000 50 5p LOOME  11/00/2000 200004
backup ACS Trunk Autofuiid 2006 FecudeSysiogAndlogber 2000- 1101 2000 sl np LOANE  11/0A2000 20000
backep ACS_Trunk AutoBulid J016_ExdudeSysiogAndLogier 2000- 10213000 2L op LOOME  BOVEE000 200007
tuacksp ACS_Trunk Autoftuied 3016 EvchudeSydnpndl ogier 2020- 10-30. 00 1l np. LOOME 070000 200047
Filename Display the name of the backup file.

Size Display the size of the backup file.
Last Modified Display the last modified time.
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This page will display logs of the task which failed to back up the database.

System | Backup Database
Rackup Task Rackup Files
(]
Filename Sizw Last Modtified *
backup ACS Tronk AutoBuld 1004 ExchudeSyudophndloger 2020-07-15.2000 efrociog OByte  OT/15 2070 200000
Lackup ACS Trumk AutoBulld 342 ExcludeSystophndiLogher 2020-07-03.2000 envlog
backup_ACS_Trank AutoBulld 802_ExcludeSysiopAndlogvier_2020-07-01.2000_emorlog, OBye O
backup ACS_Trumk AutoBuikd 780_ExchudeSysiopAndiogver J020-06-20.2000_emcriog Oiyte OG220 X00:00
backup ACS Trumk AutoBulld T61_ExcludeSyslophndLogher 2020-06-24. 2000 ermmorlog 0Byle 06/24/2020 20:00:00
backup_ACS_Trsnk ke Sy RopAndl oy 200 _pToebog OBye  DG/I32 0000
Oiyte  OG/192020 200000
Byle 06/18/2020 20-00:00
20:00:00
yiopAndLogver_J020-06-12.2000_emcriog Obyie 06/12/2000 200000
These parameters are explained as follows:
Item Description
Delete Click to remove the selected error log.
Download Click to download the selected error log from the hard disk of VigorACS

server located.

The downloaded log file can be browsed by any text editor. If the content
of the log contains the error message output by the program of
“mysqldump”, the system administrator can get the reason for backup
failure by analyzing the error message.

If Email Notification is enabled, the error log file will be sent by e-mail to
the recipient(s) defined in System>>Backup Database>>Backup Tasks.

Filename Display the name of the error log.
Size Display the size of the backup file.
Last Modified Display the time that such error occurred.
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6.5.10 Login Bulletin

VigorACS server operator can put several important messages on VigorACS login page.

6.5.10.1 Preview

This page displays a preview of bulletin with specified content on the login web page of VigorACS.
CIID DrayTek v

(5] System | Login Bulltin
Frurvaw Cormsd Settings Bulletin S
Vigaracs
7652
.....
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6.5.10.2 General Settings

It allows the user to enable and configure settings for login bulletin.

] Dray Tek v S e

System | Login Bulletin

These parameters are explained as follows:

Item Description

Enable Login Bulletin | Ifitis enabled, a bulletin with specified content will be shown on the login
web page of VigorACS.

Style The message on the bulletin will be displayed with carousel animation or
listed one by one.
Carousel - Messages in bulletin will be displayed with carousel animation.
List - All of the messages in bulletin will be listed at one time.

Transition Effect Slide -The messages will appear automatically from left to right or right to
left by sliding.
Fade - The message will appear one by one.

Cycling Delay Set the time delay for every bulletin message item. The available range is
1000 to 60000 ms.

Show Carousel Small arrows below the messages will be shown on the page if this
Control function is enabled.

Show Carousel Indicators of the slides below the message will be shown on the page if this
Indicators function is enabled.

Shuffle Message The messages will appear randomly if this function is enabled.

Save Save the current settings.
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6.5.10.3 Bulletin Items
This page is used for creating new message or modifying existing message.

= DrayTek ve-scs> = i

System | Login Bullstin

Provarm Carval Sattings  Puslltios fwmrs
“+Add 3 massape
These parameters are explained as follows:
Item Description
+Add a message Create a new message.
=+ Add a message
EditMessage Preview
Title (Optinal) Title Here
Messoge #~v e w B|J U|& 5| Opensars~ 13- A |-
= =v & o a - B o< 2

@ Title Here

Messags Here

lcon - Specify one of the types as the icon in the front of the title.
Title (Optional) - Enter a string as the heading for the message.
Message - Enter the content of the message.

Preview - The changes made above will be shown in this area
immediately.

Save - Save the message and exit the dialog. Refer to the following setting
result.
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Praview General Settings  Bulletin ltems

-+Add a message

Edit Modify the selected message.

¢ Edit a message

Edit Message Preview

lcon LEXFOSS; fa-check-cirde

Title (Optinal) Titie Here

M
e v e~ B|J U ® § OpenSansv 15v A v

EE =¥ W oo m - EHY o 7 @ Title Here

Message Here

\/

3] m

lcon - Specify one of the types as the icon in the front of the title.
Title (Optional) - Enter a string as the heading for the message.
Message - Enter the content (including text and/or image) of the message.

Preview - The changes made above will be shown in this area
immediately.

Save - Save the message and exit the dialog.
Drag this control item to change the sequence of the selected message on
| = || the list. After changing, click Save.

If the option Shuffle Message in Login Bulletin>>General Settings is
enabled, the messages will not be displayed in the order of the list, but will
be displayed randomly.

Enable If enabled, the message will be USED and shown in the login bulletin. If
disabled, the message will NOT be used and shown in the login bulletin.

Delete Remove the selected message.

Save List Sequence Save the list sequence for all messages.
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6.5.11 Adverts Carousel

VigorACS server operator can add adverts which will be shown on the banner of VigorACS login page or
the dashboard of VigorACS server.

6.5.11.1 General Settings

This page determines if displaying the adverts on the login page or not, enabling the auto play carousel
function, selecting cycling delay time and using the shuffle items.

System / Adverts Carousel

Adverts Carousel Preview £

—_

ﬁ; e — ! S Giveita try!
= - Cacom

-

Show on Login Page ()
Auto Play Carousel ()
Cycling Delay (ms) 5500
Shuffle items ()
When enable it, the advert items will showing in random order.

These parameters are explained as follows:

Item Description
Adverts Carousel Display a preview of the adverts carousel with specified images. When
Preview adding, deleting, enabling or disabling any advert item, or changing any

setting configuration, this field will display the content of the modification.

Show on Login Page If enabled, the adverts carousel will be SEEN on the login page.
If disabled, the adverts carousel will NOT be seen on the login page.

Auto Play Carousel If enabled, the adverts carousel will be PLAYED automatically.
If disabled, the adverts carousel will NOT be played automatically.

When the number of advert item is smaller than 1, the system will not
perform the adverts carousel.

Cycling Delay (ms) Set the time delay for every advert item. The available range is 1000 to
60000 ms.

Shuffle Items If enabled, the advert items will be played randomly on the adverts
carousel.
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6.5.11.2 Advert Item Settings

This page is used to upload a selected image onto VigorACS server and enter words (title, message of
the image and color specified) on the image for advertisement.

General Settings Advert ltam Sertings
A Notice: Option “suffle items” in general settings has been enabled. The adverts items will not showing by following order but in random.
“+Add an advert item

Long Banner Test
Here

era

Enable () Edit

These parameters are explained as follows:

Item Description
Adverts Carousel Display a preview of the adverts carousel with specified images. When
Preview adding, deleting, enabling or disabling any advert item, or changing any

setting configuration, this field will display the content of the modification.

+Add an advert item Create a new advert item to be used on adverts carousel.

To add an advert item, do the following steps.

1. Click +Add an advert item to display the following setting page.
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|
|+ Add anitem

{ Upload Image Please select an image.

(@Note:
* Height will automatically adjust to 180px.

A Notice:
* Image width needs to be greater than or equal to height.

Preview

Upload an Advert Image

Please upload an image first.

Cancel B Save

These parameters are explained as follows:

Item Description

Upload Image Click Browse button to locate the image file (supporting .gif, .jpg,
and .png format). After clicking Upload, the images will be stored to
the ACS Server. Note that the height of the image will be automatically
adjusted to 180 pixel. Image width needs to be greater than or equals
to the height. Different adverts can use the same image which is
uploaded to VigorACS 3 server.

Upload Upload the selected image to ACS server as the advert image.
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2. After specifying an image file, click the Upload button. Later, a page with detailed settings will
appear as follows:

<+ Add anitem

Upload Image Please select an image
&, Upload

Title (Optinal) Title Here

(Max. 60 characters)

Title Color =i

Message (Optinal) Message Here

(Max. 250 characters)

Message Color LT
Enable Hyper Link ()
Link Address hitp:/fiwww.draytek.com/
Text Block Position 4] 1 2
3 4 5
Preview

These parameters are explained as follows:

Item Description

Upload Image Click Browse button to locate the image file (supporting .gif, .jpg,
and .png format). After clicking Upload, the images will be stored to
the ACS Server. Note that the height of the image will be automatically
adjusted to 180 pixel. Image width needs to be greater than or equals
to the height. Different adverts can use the same image which is
uploaded to VigorACS 3 server.

Title (Optional) Enter a string as a title for this image.

Title Color Assign a color to apply to the title. (Default color is #ffffff).

Message (Optional) Enter a brief description for the advertisement.

Message Color Assign a color to apply to the message. (Default color is #ffffff).
Enable Hyper Link Choose Enable to activate hyper link for the advertisement.

Link Address If Enable Hyper Link is enabled, enter the URL of the link.

Text Block Position Determine the position of the title and message on the advert image.
Preview Any changes on this setting page will be shown in this field.
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Preview

If the width of the advert image uploaded to VigorACS server is smaller
than the advertisement area, the blank space will be filled with
repeated advert image.

Cancel Discard current modification.

Save Save the current settings and exit the page.

3. Enter the value(s) required for the image, then click Save.

4., Now, the selected image has been added and shown on this setting page. If the image width is
smaller than the banner width, the advert images will appear repeatedly.

Give it atry!

General Sertings Advert ltem Settings

A Notice: Option "Suffle Items" in general settings has been enabled. The adverts items will not showing by following order but in random.

+add an advert item

Enable @) Edit

Long Banner Test

Message Here

Enable Edit |

B Save

These parameters are explained as follows:

Item Description

Drag this control item to change the sequence of the selected advert
item on the list. After changing, click Save.

If the option Shuffle Items in Adverts Carousel>>General Settings is
enabled, the adverts items will not be displayed in the order of the list,
but will be displayed randomly.
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-

4 will be akayIn the end.
kay. s not the end,

ensoie @D £ [EEE

whon you fail to correct It

If enabled, the advert item will be USED and shown in the adverts
carousel.

If disabled, the advert item will NOT be used and shown in the adverts
carousel.

Enable

Edit Click to modify settings for the selected image.
[ Editan item

Upload Image

Title (Optinal)

Giveitatry!

(Max, 80 characters)

Title Color #Tde0O

Message (Optinal) Change it on SYSTEM MENU > System = 2

Delete Delete the selected advert item.

Save Save the current settings.

6.5.12 Logs

Information displayed here shall be useful for the administration to viewing the status for user access.

System | Logs 00430/04 10 JR0/11/03

acEsplonilos  Systemlog  Loginlog  AccessControl Log

Select buttons to filter Severity | Category [ Result:

Crneal | Major | Menor | Waming | Meemal | | Maintemance | Meports | Provisioning | Metwork | System | User | | ApplySucceeded | ApplyFalled

" Ve Buthentkation  Seweelty  Inbsilace  Category Everview Bealt Tisne
1118 o il omcal W st = Giroup Managhment Ui 0t P Bt remonsed B HGSRGrouy's froup suctieded 001103 10:71:38 AM
3nir anpris Internal Major W Protssoning > Global Patametirs UAngeta) Profme Lesd_ angisla bur been acdod. Sucteeded 17216113 00/ 10730 114257 AM
LT Wit il Minge W Photwork Managemnent ALANWEN {52} Network location has been changed. Suctevded 19216810599 UL/ ZE04T2ES M
ms Dasd Imtermal Minor WU Mectwork Management. AP 1050C_O0IDAASOFED (141445) Desvice has been deleted. Sutceeded  192.168.105.135 2000/10/22 03:35:37 "M
w Dard Itermal Minor WU Hetwork Manspement Network hirs been moved to another parent network. Succeeded  192.168.105.135 020/10/28 0XITAT PM
m Dasid Internal Critical  WIN User = Uner Manusgement User david has been crested. Sotreeded 192168 105.1%5 TO20/10/28 030444 PM
e anes Imernal Mingr  WLN Mecwork Manapement RO (53) Necwork information has been updated Sucreeded  192.168105.120 H020/10/78 01-16:30 PM
nu ik chiang  Imernal Minor  WIN Hetwork Management ROZ (128) Metwerk information has been updated. Succeeded  172.16.2.145 H0/10/26 022054 P
e anes Imernal Miner WU Hetwork Manapement RO (53) Metwerk Information has been updamed Succeeded 1901681062 031076 030400 PH
e s Inernal Minor WA Hetwork Management RD# (53) Metwork informanion has been updated. Suceeded  192.168105.2 10726 030333 PM

These parameters are explained as follows:
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Item Description

ACS System Log / Click one of the types to display log of ACS System, System and Login.
System Log /

Login Log /

Access Control Log

Search ID / Username Specify the conditions (type the ID number, username, the IP address or
/ Login IP / Overview  overview) for log searching.

Time Setting
2021/01,26 to 20210225 soarch 1D mame / Loginlp O
Tima | Last 30 Days - |
ACS System Log Display the ID, username, login IP, category, overview, severity and time for
clients accessing into VigorACS.
Select buttons to filter Severity / Category / Result - Click the one of the
buttons (Critical, Major, Minor, Warning, Normal, Maintenance... and so
on). The log related to the selected type will be displayed on the screen.
System Log Display the ID number, model name with MAC address for the CPE, and
the action executed in CPE.
Export All - Log information can be exported as a file.
Login Log Display the log information, including status, username, login IP, login time
and logout time for clients accessing into VigorACS.
Export All - Log information can be exported as a file.
Access Control Log Display the log information, including ID, Source IP, Service Type, Access

Control Policy, Overview and Time for clients based on ACL profile applied.
Export All - Log information can be exported as a file.

This page is used for configure settings for XMPP (Extensible Messaging and Presence Protocol) server.

It is only available for VigorACS, Cluster version.
System | XMPP Profile C

Status Disconnected
Enable

Server IP Address

Server Port 5222
Username admin

Password

These parameters are explained as follows:
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Item Description
Status Displays current status (Disconnected/Connected) of the XMPP server.

Enable Switch the toggle to enable/disable the XMPP server.
VigorACS will try to connect to the XMPP server.

If failed, a button of Connect to XMPP Server will appear. Click the button
to reconnect.

Server IP Address Enter the IP address of the XMPP server.

Server Port Enter a port number for the XMPP server.
Username Enter a string as username for accessing the sever.
Password Enter a string as password for accessing the server.
Save Save the settings.

Information displayed here shall be deleted.

Delete Logs Actions is available only for the Root user and the user with the role of Auditor.

System | D

Categery tiner: QST . ox 0 ;. pwork C ’

T Cmmpery.t LegTabM.  OpMMIST .| ASCETOIOSE  (SERID Datered Oigert e Tima

All logs with the Information including an ID number, category filter, log table, operator, authentication,
login IP Deleted Object, Overview, and time will be displayed on this page. They will be kept forever until
they are deleted from this page.
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This page is used for configuring the settings of Terms of use and Privacy Policy on the Login page.

System / Server Support Settings G
Support Service Type Email Website
Support Website https://www.draytek.com/supportfcon
Support Email Format HTML Format Plain Text
Enable Terms of use
Enable Privacy Policy (
Privacy Policy s e~ B 1 lul = s wuv || Alvl=]=] = ) .| - fv ” 9

These parameters are explained as follows:

Item Description
Support Service Type  Specify the type of link that appears in the account activation notification
letter.

Email - The system will direct the user to write an e-mail after the user
presses the link of Contact Us.

Website - The system will direct the user to a website after the user
presses the link of Contact Us.

Support Website If Website is selected as the service type, enter the URL of the server
website in this field.

Support Email If Email is selected as the service type, enter the email address of the
Address receiver in this field.

Support Email If Email is selected as the service type, select the email format.

Format HTML Format - The content of the email will be shown in HTML format.

Plain Text - The content of the email will be shown in plain text.

Enable Terms of use Switch the toggle to enable/disable the terms of use display.
Terms of use - Enter the content.

Enable Privacy Policy = Switch the toggle to enable/disable the privacy policy display.
Privacy Policy - Enter the content.

Save Save the settings.
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VigorACS allows a user to manage CPE/AP devices through VigorACS server. However, the user has to
type specific name and password defined in this page. Different users must use different names and
passwords for accessing VigorACS.

This chapter will guide you to define users. It can be set with different roles (such as System
Administrator, Administrator, Group Administrator, Operator, and etc.); each role has different
administration authority.

User

Group Management

Network Group

External Authentication Server
Mail Server

Function Management
Wholesale Wizard

SMS Server

SNMP Server

User menu is available only for the role of System Administrator, and Group Administrator.

The user management function allows a user to set name, password, and e-mail address as
identification in VigorACS system.

To add, delete a user or check information for a user, open User and choose User Management. This
page displays basic information including username, role (system administrator, administrator, group
administrator, operator, view only operator), status (active, inactive), mail notify (yes or no), SMS notify
(yes or no), email address, telephone number, other description for the user.
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User | Liser Managemen

Showing 1 to 10 of 144 entries Shimy! 15+ jackais

[ ) Aathenticacion Boie Stann B Mty M5 Mosify Emas

Lt
Jorman [ At ]
. - D
dni '] P aciis |
wedemo i «m
A wmal [ictien
These parameters are explained as follows:
Item Description
+Add Click to add a user.
Delete Click to remove the selected user.
User Batch Setting Click to configure user batch settings (for Out-of-box experience).
User Batch Settings
Apply to Users operator (Internal) ”
Enable OOBE feature @ [ @)
OOBE pages to display Read the Agreements V

Disable Auto Logout ()

Cancel m

Apply to Users - Select the user type (root, admin, operator) to apply the
batch settings.

Enable OOBE feature - Switch the toggle to enable/disable the function. If
enabled, the user will be guided to OOBE pages to modify settings (e.g.,
password, e-mail, notification, etc) for the next time to login VigorACS.

OOBE pages to display - Select the pages to display on the screen.

Disable Auto Logout - Switch the toggle to enable/disable the function. If
disabled, the user has to logout the screen manually.

The following setting page appears when +Add is clicked.
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Usor [ User Management

Add User Profile

Password

Descrigtion

added to il wsar group it

oloNo

These parameters are explained as follows:

Item
Enable
Username
Password

Role

VigorACS3 User's Guide

Description

Click to enable the user profile.
Enter a name for the new user.
Enter the password for the user.

Choose the role for the selected user. Different role represents different
authority that the user group will have. The great the authority is, the more
functions the user can have.

‘ Operator e

System Administrator
Group Administrator
Administrator
Commissioning

View Only Operator
Auditor

System Administrator - Have the highest authority.

Group Administrator - Have the middle authority high than
“Administrator”.

Administrator - Have the middle authority.

Commissioning - Have the authority to add a new network and view
SD-WAN settings.

Operator - Have the low authority higher than View Only Operator.
View Only Operator - Have the lowest authority.

Auditor - Have limited authority different from other roles. It is
available for choosing only when the system administrator accesses
into VigorACS with the role of Root (default account). The only action
allowed is to view the deleted log information (on the page of
System>>Delete Logs Action).
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Enable Auto Logout Switch the toggle to enable / disable the function.
If disabled, the user must logout VigorACS manually.

Enable OOBE feature  Switch the toggle to enable / disable the function.

When it is enabled, the user is allowed to access into the web user
interface of VigorACS and allowed to view the OOBE page(s).

OOBE pages to display - If the OOBE feature is enabled, select the page(s)
to display on the screen.
Email Notify Click to enable/disable the function.

When it is enabled, an email will be sent to the user as a notification when
the connected device gets alarms.

Email - Enter the email for communication between the user and VigorACS
server.
SMS Notify Click to enable/disable the function.

When it is enabled, an SMS will be sent to the one listed here as a
notification when the device gets alarms.

Telephone - Enter the telephone number for receiving the SMS

notification.
Description Enter a brief description for the user.
Cancel Discard current modification.
Create Save the current settings and exit the page.

After finished the above settings, click Create to add a new user account.
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This page allows you to add a new user group containing with many users (with different roles or
authorities). To add, delete a user group or check information for a user group, open SYSTEM
MENU>>User and choose Group Management.

RootGroup is defined in factory and owns the highest authority. You can define new user group(s) to fit
your requirement.

Ermup Harma Man Moo T e Hdes Fable Fapirs Dute Expics Busle Ul Gisal Ml Sarwe Tmalsle Sisbsat SHMF Sarvm

......... R1s [ atsien: ] [ st oD
p_pros [ [ oroeani ] { e ] [ ]
ena 0 [ ] €= o=

[ Dhabied ] [ Labisd [ Lnabied ]
[ Disaisied ] T a
et 0 o o o
Seantioces ] [ Diabiad | [ Disasied o
at | Disabled § | Disabsied § | Disabied §

Y s | Disabled § | Disabsied § | Disabied §

work 3 [ Dbabiled § [ Dbatied § [ Dbabled §
Antipode NoLimit Hodes o [ Ohabsled § [ Dhabsled J [ Ohabsled §
Hovanet s o [ Ohabsled § [ Ohabsled §
acsolutions No Limit Hodes o [ ohatsied § [ Dhatsied J [ ohatsied §
syt s o [ ohatsied § [ Dhatsied § [ ohatsied §
dvcom_laswait N ¥ [ Oratsied § [ Oratsied §

= No Limi s o —— [ Oiatsied ] ——)
These parameters are explained as follows:
Item Description
+Add Click to add a user group.
Delete Click to clear the selected group. Before using such function, check if the

group is blank or not by switching to the Management tab.

If the selected group still contains any user in it, such group is unable to be
deleted. In this case, use Delete with Whole Sale instead.

Export Click to open a dialog for typing SQL syntax to export the settings.
Delete with Whole Click to delete the selected user group.
Sale

Click any one of the existed entries to access into the configuration page for making modifications. Or,
click +Add to create a new group.
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206

User / Group Management

Add Group

Group name

MNodes

Enable CPE Notify Mail/SMS/SNMP

Enable Global Mail Server

Enable Global SNMP Server

Enable Expire Date

Expire Date

olleloNe

These parameters are explained as follows:

Item
Group Name

Nodes

Enable CPE Notify
Mail/SMS/SNMP

Enable Global Mail
Server

Enable Global SNMP
Server

Enable Expire Date

Cancel

Save

Description
Enter the name (e.g., Marketing) that can represent the user group.

Display the number of license nodes for this group. Change the number by
using the scroll box.

If it is enabled, this group will be allowed to use CPE's notify server / mail
server / SNMP server.

If it is enabled, this group will be allowed to use global mail server.

If it is enabled, this group will be allowed to use global SNMP server.

Click to enable / disable the expire date setting. If enabled, set the expire
date.

Expire Date - Display the valid date of the license for this group.

To change the date, move the mouse cursor on the box to display a
calendar. Next click the date you want.

Discard current modification.

Save the current settings and exit the page.

This page allows you to specify users who want to access VigorACS into different user groups.

User / Group Management

User Group:  RootGroup

Users Available Group

RoosGroup

hin 0] operator O] aries O] suandar 0] benry O] carrie O] corrient O]

These parameters are explained as follows:
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Item

User Group

Users

VigorACS3 User's Guide

Description

Use the drop down list to specify a user group.

In which, RootGroup contains all of the users with the role of system
administrator in default.

Display all of the users belonging to the selected user group.

Basically, the user(s) with the highest authority (e.g., system administrator
defined as user role) will be shown in this area automatically as selection
items. To remove any selection item that you don't want to put in this
group, simply click the “x” to delete it.
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Though the VigorACS server allows the administrator to create several user groups in the database, yet
each device can be assigned to one user group only. Therefore, if the device has been specified in
certain user group, it will not be accessed by other users in different user group.

User / Network Group

Name User Group
4 @ Roo

Deeoeee0ee

These parameters are explained as follows:

Item Description

User Group As Parent - Choose the same setting as the previous layer.
Cancel Discard current modification.

Save Save the current settings and exit the page.

The external authentication server includes LDAP and RADIUS server. It is used to authentication the
client whenever he/she wants to login VigorACS.
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User Group: | All User Group ~

Enable

Choose User Role at Registration

Server IP Address

Authentication Server Type

Destination Port

Use SSL

®Note:
* For security consideration, it is strongly recommended to use LDAP or TACACS+ instead of RADIUS if the external

«©

View Only Operator

172.16.1.86

Active Directory / LDAP

389

authentication server is on the Internet.

Bind Type

Regular DN

Regular Password

+ Add

Simple Mode Anonymous Regular

Profile Number Limit: 1/5

Name Additional Fliter Group Distingulshed Name Actlon

S Clear

These parameters are explained as follows:

Item
User Group
Enable

Choose User Role at
Registration

Server IP Address
Destination Port

Authentication
Server Type

VigorACS3 User's Guide

Description
Select a group to configure authentication settings.
Click to enable this function.

The default setting for the role of the LDAP user is Operator.
Usually, the role of the LDAP user can be changed by the System
Administrator after it is registered to VigorACS.

This option can specify/change the role of the LDAP user as Administrator,
Operator or View Only Operator previously before registration to
VigorACS.

Administrator
Operator

View Only Operator

Enter the IP address of LDAP server.
Enter a port number as the destination port for LDAP server.

Active Directory / LDAP -
Use SSL - Enable it to use the port number specified for SSL.
Bind Type - There are three types of bind type supported:

- Simple Mode - Just simply do the bind authentication without
any search action.

- Anonymous - Perform a search action first with Anonymous
account then do the bind authentication.

- Regular Mode- Mostly it is the same with anonymous mode.
The different is that, the server will firstly check if you have the
search authority. For the regular mode, you'll need to type in the
Regular DN and Regular Password.
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Regular DN -Type this setting if Regular Mode is selected as Bind
Type.

Regular Password - Specify a password if Regular Mode is selected
as Bind Type.

RADIUS -

Shared Secret -The RADIUS server and client share a secret that is
used to authenticate the messages sent between them. Both sides
must be configured to use the same shared secret. The maximum

length of the shared secret you can set is 36 characters.

Confirm Shared Secret - Re-type the Shared Secret for confirmation.
TACACS+ -

Authentication Protocol - Select PAP or CHAP.

Shared Secret - Enter the Shared Secret for confirmation.

Confirmed Shared Secret - Re-enter the Shared Secret for
confirmation.

+Add Click to create a profile related to LDAP.

Save Save the current settings and exit the page.

Click +Add to create an Active Directory / LDAP profile.

Base Distinguished Name

Group Distinguished Name

[ s |
These parameters are explained as follows:
Item Description
Profile Name Enter a name for such profile.
Common Name Enter or edit the common name identifier for the LDAP server. The
Identifier common name identifier for most LDAP server is “cn”.
Additional Filter Enter the condition for additional filter.
Base Distinguished Enter or edit the distinguished name used to look up entries on the LDAP
Name / Group server.

Distinguished Name

Cancel Discard current modification.

Save Save the current settings and exit the page.

After finished the above settings, click Save to save the change and return to previous page. A new
Active Directory / LDAP profile will be listed on the bottom of the web page as shown as below.
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Id Profile Name Common Name Base Distinguished Name Additional Filter Group Distinguished Name Action

GROUP

It is used to configure the mail server for sending e-mail. All of the user groups can apply the mail server
settings configured in this page.

User | Mail Server

User Group: Al Lisertoay -

carme_n

[ 5o |
These parameters are explained as follows:

Item Description

Send Test Email Click to make a simple test if the user (receiver) can get the mail or not.
Notification mail can be sent to multiple mail addresses after clicking Send
Test Email.

Enable Server Click to enable /disable the SMTP server.

Security Choose None / SSL / TLS for the security of the mail transferring.

Host Enter the IP address of the SMTP server.

Port Type the port number of the SMTP server.

Authentication Click to activate/disable this function while using e-mail application.

Username Enter the user name for authentication.

Password Enter the password for authentication.

From email Enter the e-mail address as the sender.

Subject At present, there are several objects to be selected for the subject of the
email.

Alarm Level There are five alarm levels (Critical, Major, Minor, Warning and Normal)
which determine the timing that VigorACS mail server sends e-mail to the
recipient.

Save Save the current settings.
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Reset To Default Click to reset the mail server to default settings.

In addition to specifying the authority for the user, what functions that the user can have also can be
specified.

User / Function Management C

Role show unknown Device Wireless Is writable show About Menu show verslon Number show Maps Can Delete Logs

SR " @) O O @) [ @) [ @)
Group Administrator " o) O @) [ @) [ @) | @)
Adriristrator O «© © © «© «©
Commissioning " @) [ @) © © | @)

Operator (} (J (J (J
View Only Operator (} () ()
Auditor () '() () (/'

These parameters are explained as follows:

Item Description
Show Unknown Unknown device can be seen / hidden if it is enabled / disabled.
Device

Wireless is Writable When it is enabled, settings related to wireless connection are allowed to
be configured.

Show About Menu The About menu with information of VigorACS can be seen if it is enabled
for the role.

Show Version The version number can be displayed/hidden separately for various roles

Number of users. Switch this toggle to display (enable) or hide (disable) the version
number.

By default, the version number of VigorACS will be shown for System
Administrator and displayed on the page of About VigorACS.

Show Maps Google Maps/ Leaflet Maps can be displayed/hidden for various role of
user accounts.

Switch this toggle to display (enable) or hide (disable) the version number.

Can Delete Logs If enabled, logs can be deleted by the user with the role of System
Administrator, Group Administrator and Administrator.
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This section can guide the administrator to a create user, user group and network profile via a wizard.

1. Open User >> Wholesale Wizard.

User / Wholesale Wizard

Create user
- Create user
Username *

Carrie003

Password *

Telephone 5972727

Email carrie_ni@draytek.com

Role Group Administrator -
Enable OOBE feature @ [ @)

OOBE pages to display

Read the Agreements, Set new password, Verify ~

Status Active v

Mail Notify [ @)

SMS Notify

These parameters are explained as follows:

Item Description

Username Enter a new name for a new user.

Password Enter a new password.

Telephone Enter the telephone number of such user for receiving the SMS
notification.

Email Enter the email address of such user for receiving the mail notification.

Role Assign a Role for such user.

Enable OOBE feature

Click to enable the function.

OOBE pages to display - Select the pages to display on the screen.

Status Choose Active to make such user being seen on the network.

Mail Notify When this function is enabled, an e-mail will be sent to the user as a
notification when the device gets alarms.

SMS Notify When this function is enabled, an SMS will be sent to the user as a
notification when the device gets alarms.

Description Give a brief introduction of such user.

Next Go to next configuration page.

2.  When you finished tying the above settings, click Next to create a new group or specify an existing
user group for such user.
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New group

Fronem m

These parameters are explained as follows:

Item

Select group

Existing group

New group

Previous

Next

Description

Determine the group source by choosing Existing group or New
group.

It is available when Existing group is selected as Select group.
User group - Use the drop down list to choose the group you want.

It is available when New group is selected as Select group.

Group Name - Type the name (e.g., Marketing) that can represent the
user group.

Nodes - Set the number of Nodes for such group. The default number
“-1" means there is no limit of the number.

Global Mail Server -Click to enable /disable the global mail server.
Enable Expire Data - Click to enable /disable the expire date setting.
Expire Date - Use to pop-up calendar to specify the expire date.

Back to previous configuration page.

Go to next configuration page.

When you finished entering the above settings, click Next to create or specify an existing network

for such user.

Usar | Wholesale Wizard

Create network
tworh
New network

t Metwork

These parameters are explained as follows:

Item

Description
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Select network Determine the group source by choosing Existing network or New
network.

Existing network It is available when Existing network is selected as Select network.
Network - Use the drop down list to choose the network you want.

New network It is available when New network is selected as Select network.

Parent Network - Choose one of the existing networks as the Parent
Network.

Network Name - Enter a name for the new network.

User Name - Enter a name (e.g., market) for the new network.
Password - Enter a password (e.g., market) for such new network.
Location - Enter a brief description for the new network.

Previous Back to previous configuration page.

Next Go to next configuration page.

4. When you finished tying the above settings, click Next to review the settings. A summary for the
new user and network will be displayed as the following figure.

Usar [ Whaolesale Wizard

5. If nothing shall be modified, click Next to get the following page.

User / Wholesale Wizard

- Finished

+ Completed

6. Click Finish to save the settings.
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It is used to configure the SMS server for sending notification. When a CPE in a group encounters an
event which can be classified as the level defined in this page, a SMS will be sent out for notification.

User { SMS Server

User Geeuip:

=
These parameters are explained as follows:

Item Description

User Group Specify a user group to apply the SMS server settings.

Enable SMS Server Click to enable /disable the SMS server.

SMS API Use the drop down list to choose an ISP for sending SMS.

User Name Type the user name for authentication.

Password Type the password for authentication.

From Telephone Type the phone number of the sender.

Alarm Level There are five alarm levels (Critical, Major, Minor, Warning and Normal)
which determine the timing that VigorACS SMS server sends SMS to the
recipient.

For example, device loss connection will be treated as “Critical” event.

Save Save the current settings.
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It is used to configure the SNMP server for sending notification. All of the user groups can apply the
SNMP server settings configured in this page.

User /| SHM

UserGeeup:  poos

o

These parameters are explained as follows:

Item

User Group

Enable SNMP Server
SNMP server address
Port

Community

Enable keep alive

Alive interval (sec)

SNMP version
SNMP API

Alarm Level

Save

VigorACS3 User's Guide

Description

Specify a user group to apply the SNMP server settings.
Click to enable /disable the SNMP server.

Enter the IP address of SNMP server.

Enter the port number of SNMP server.

Set the name for getting community by typing a proper character. In
general, it depends on the setting that SNMP service provider offers. The
default setting is public.

It is available when RootGroup is selected as User Group.

Click to enable / disable keep alive function. VigorACS will notify SNMP
server every period of time automatically to proof that it is still alive.

It is available when RootGroup is selected as User Group.

Enter an interval value for keeping alive.
Choose the version of the SNMP server that you apply to.
Choose SNMP API from the drop down list.

There are five alarm levels (Critical, Major, Minor, Warning and Normal)
which determine the timing that VigorACS mail server sends e-mail to the
recipient. Specify the severity level of the mail.

Save the current settings.
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6.7 About VigorACS

(%) About VigorACS

Version Trunk AutcBuild 1856

License Information
License Mail Notify

License Agreements

©

About VigorACS menu varies according to the role (System Administrator, Group
Administrator, Administrator, Operator, View Only Operator, Auditor and Standard

(limited in VigorACS cloud version)) used for logging into VigorACS. Here we take System
Administrator as an example.

Android APP and software version information for VigorACS will be displayed as follows:

If your mobile phone is supported by Android system, you can use it to scan Android APP or Server
Address QR code to connect to VigorACS system.

i /

ACS APP

6.7.1 License Information
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This page displays relational information for license key current used by VigorACS 3. In addition, it offers
a channel to new the license key for VigorACS 3 when it is going to be expired.

License Information

License Information

Host ID ACS53200100010
License ID 00022934
License Type Trial

Start Date 2020-01-30
Expire Date 2025-03-01

Used Nodes/Max Node  103.0 7 20000

Activate License - Click here t
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When the ACS license synchronization fails and VigorACS cannot work, the VigorACS server system will
send a email to the system administrator to notify the abnormal situation.

License Mall Notify

Notify Mail Configuration

Enable 0
Subject [Get License Falled] ACS cannot get the license Info from MyVigor
Content e | = B I U= 5 16 Alvll=l=]=-

[Get License Falled] ACS cannot get the license Info from MyVigor
ACS cannot get the license Info from MyVigor server for 3 times.
ACS removed the license.

You can try again to activate the license from MyVigor server.

Recipient
ecplen tim_yang@draytek.com 0 Delete

mickey_chlu@draytek.com [ Delete

+Add new recipient

These parameters are explained as follows:

Item Description

Enable Click to enable /disable the mail notification function.
Subject Enter the subject of the mail.

Content Enter the actual text for informing the recipient.
Recipient Enter the e-mail address of the one to receive the mail.
+Add new recipient Click to enter a new e-mail address.

Delete Click to remove the selected e-mail address.

Save Save the current settings.
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6.7.3 License Agreements

This page displays relational license information required by VigorACS 3.

License Agreements

Apache License, Version 2.0

Narme Auther Web Sive Medified Source Code
Ang &
Apache POI &
iy &
Castor &
Commans fileUpload &
Dashboard Google Inc. &

Eclipse Public Licensa

Narme Auther Wel Sie

c3p0 Steve Waldman &

LGPLYZ.1

Name Auther Web Sive Medified Source Cade
WildFly &
mc &
Robin APl &
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MiT

MName Auther
bootstrap

Chartjs

Crypiz)s Jeff Mo
DATE FICKER

jeanvas

JQuery

LGPLVE
Name Authar

JasperReparss

B50 3-Clause
Name Authar
a3 Mike Bastock

d3-sankey Mike Bostock

Web Site

% 9 9D

%D

Web Site

&

Wab Site
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Applications

A.1 How to Create a Provision Profile with Global Parameters?

This section briefly shows a simple way to register a CPE onto VigorACS 3 with few steps.

1. Open Provisioning>> Global Parameters.

7 Provisioning
==
Global Parameters
4: CPE Set Parameters
CPE Keep Parameters
% Firmware Upgrade
=
E3

2. Select the Global Profile tab and click +Add.

Provisloning / Global Parameters

User Group: = RootGroup ~
Global Profile Network & Devices

Profile Edit Mode: Al Web Ul View XML File Parameter List

4 XML Template

3. From the following window, select Creating a New Parameter List, enter the Profile Name, enable
the function of keeping the parameters and set the Provisioning Time.

Provisioning / Global Parameters

User Group: | Roctiiroup

Glohal Pronse  Network & Devices

Add a Profile
Create Proflle by Crmating a Mew Pacameter Lt
Profile Name
Mveiys Kesn O
Beboot afler Proviioning ©
+ Altes applyim e parrmeters, ACS wil check the CFF responses and ask e CPL to reboot il oeeded.

Provigioning Time Mow | Scheduled | Schedute Profile

ot (R
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4, After finished the settings, click Add. The new profile will be displayed on the web page.

Network & Devices

ProfeEditMode: Al | WebUi'View | XMLFila | Parameces List
£ oadd b MNL Femplate

Profile Hame Profile Edit Mode Model Always Keep
FiBEE Parameter List L]

angela test Pacameter List )

t Paramster Lint s
Glckal_parameter_ Example_Parsmeter_ Lt Paramiter List "o

T Parameter List L)
Markiting Paramiter List e

Last Modification AU

TOLB/11/28 (AT PR
MR 248 TN
DRLB/L1/08 02:I805 PM
WAL ORI P
MI9USAL DBAT. AN

T020/LL03 0218 M

A.2 How to Modify Provision Profile with Global Parameters?

1.

Open Provisioning>> Global Parameters.

Provisioning

Global Parameters
CPE Set Farameters
CPE Keep Parameters

Firmware Upgrade

2. Choose the profile (e.g., Marketing) you want to modify and click Edit.

Glabal Profile

Profile Edit Mode:  All
+ Add
Profile Name
2883888
angela test

tt

Network & Devices

Web UlView | XMLFile

4, XML Template

Global_parameter_Example_Parameter_List

66667

Marketing
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Parameter List

Profile Edit Mode Model
Parameter List
Parameter List
Parameter List
Parameter List

Parameter List

Parameter List

Always Keep

No

No

Yes

No

No

Yes

Revision Last Modification At

3 2018/11/28 04:43:07 PM
1 2018/11/12 02:48:25 PM
0 2018/11/08 02:38:05 PM
0 2018/11/08 03:13:55 PM
2 2019/05/31 08:47:36 AM
0 2020/11/03 02:18:29 PM

8 utete

B eiele

 Delete

O Copy To &l Wiew Log

OCopy To & View Log

O Copy To & View log

O Copy To & View Log

O Copy To & View Log

O Copy To @ View Log
Action

ZEdit @ Delete @ Copy To
ZEdit @ Delete @ Copy To
ZEdit @ Delete O Copy To
ZEdit @ Delete @ Copy To
2 Edit_ T Delete @ Copy To

Q copy To

@ View Log
@ View Log
@ View Log
@ View Log
@ View Log

@ View Log
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3. Click the Edit link in this page.

LTS (3 Profile Name: Marketing

+ Add 7 Edit 1 Copy [ Delete

Parameter

4. Modify the Value, Keep, Order and Applied Model if you are not satisfied with the configuration
above and want to make change. After finished the changes, click Save.

+ Add & Edit 1 Copy i Delete
Parameter Value Keep  Order Applied Model Source Model

v 0 All models e

s [0

For the detailed information of parameters definition, refer to User's Guide of each device if
required.
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A.3 How to Create a Network for Managing Devices?
1. Open Network Management.

| 5 AriesTest(Q)

I

+ CARRIE(D)

[

[+ s5 CARRIEOO3(D)

@

[ Metwork Wanagement }kChIﬂa{D}

b % Cshih(2)

[+ o FAE(3)

|- ;% GetterNetwork(1)

2. Click +Add New Network on the Setting page.

Network Management

Mip

4 2, Hoat Networki217) At Y Netwerk
D s ALANWENC

I g Avacs(l) General Settings

i AnPhat VN

Hatwers D Usarnama
ars
s AnesTean
I ot CARDE(D) ) Prmed
oot Negwerk
| oy CARSIEDEID)
Location
b b Cstinen

Keidingweg 19-1, Groningen, Nederand
I ¢ DraytekChnagy

I A

b oty Gattertiotwork[l) m

b ok 0N
I oy Markietng camel0]

3. Inthe following page, type required information for the new network.
|+ Add Network

Parent Network
Root Network:
Name

Marketing_carrie

HS

Pl

4. Click Add.

5. The new network has been created and displayed on the tree view.
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Network Management

Seareh by Device IDIName/ModelMACHP Addre | T S

Sea

Map

4 &k Root Network(240) +-Add New Netwark

b 11110

General Settings

Podh ALANWEN(3)
[ av Alvaco(0)

P ds Marketing carrie(0)

Network 1D
2

A.4 How to Change the Network of a Device?

226

1. Open Network Management.

| o3 ArtesTest(0)

E3 I s2 CARRIE(0)

@

"I Metwork Management }I-:Chma{[l}

b % CARRIE003(0)

|+ 525 Cshih(2)

I o5 FAE(3)

A TT

i
I+ &% GetterMetwork(1)

2. Choose and click a CPE displayed

Network Management

Search by Device ID/Name/Model/MAC/IP Address

@ 2865ac_001DAAALDFTS

© 2866ac_001DAA4IDFCO
@ 2912n_001DAABE14B0
@ 2922n_00D1DAABCACE4
@ 29250n_001DAADDTSBO
@ 2925ac_001DAA512820
© 2926Vac_001DAASDCADO
© 2927Lac_14498C023720
@ 2927Lac_l449BC023740
@ 2927Lac_l1449BC023T68

3. Click Change Network.

Network Management

Search by Device ID/Name/Model/MAC/IP Address

@ 2865Lax_1449BC0C5920
@ 2865ac_001DAADDOODD
© 2865ac_001DAAALIDFIS
© 2865ac_001DAA4LDFTS
@ 2866ac_001DAA4LDFCO
© 2912n_001DAABEI4BD
@ 2922n_001DAABCACE4
@ 29250n_D01DAADDTSBO
@ 2925ac_001DAA512820
© 2926Vac_001DAASDCADO
© 2927Lac_14498C023720
@ 2927Lac_l1449BC023740
@ 2927Lac 1449BC023768

on Root Network tree view.
o Setting Map

TiDelete This Device % Change Network

General Settings

status| Disable | Enable

Device ID
141436

Model Name
Vigor2865ac

Note 1

Serial number

Setting Map

TDelete This D&Ice <& Change Network

General Settings

Status| Disable | Enable

Device ID
141436

Model Name
Vigor2865ac

Note 1

Serial number
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4. Click the network you want from Root Network and click Apply.

| 4+Change Network

Name

2865ac_001DAADDOOOD

Add to network

| 4 ;% Root Network
o3 ALANWEN

o5 Alvaco

&2, AnPhat_VN

| o%; Angela

2. AresTest
2 CARRIE l

o+ Cshih

e
+=, DraytekChina
o FAE

I %, GetterNetwork ,

i KL

s
= Marketing_carrle
v Novanet

v OCTOBER

= RD1

v RD2

5 RD3

x Cancel <+ Apply

#

All operations have been completed.
100% The status of each device Is as follows.

® Succeed: 1 @ Processing: 0 ® Walting: 0 @ Falled: 0
Device Name y+ Model Retry Progress  Status
2865ac_OD1DAAODOODD  Vigor2865ac O e s et o e

applied when device Is online.

— Hide Detalls

* Close
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5.

The selected device has been grouped under the specified network (CARRIE, in this case).

Network Management

Search by Device I0/Name/Model/MAC/IP Address <] 2 Nap

4 % Root Network(27T) TDelete This Device <% Change Network

b oo ALANWEN(Z)

> a5 Alvaco(l) General Settings

» e ANPhat_VN(8)

» % Angela(s) Status Disable =~ Enable
[mediriocTocti0)

Device ID
o= CARRIE(L) 141436
@ 2365ac_001DAADDDOOD
Model Name
Vigor2865ac
I §% Cshih(2) Note 1

|» s= DraytekChina(0)
[

Serial numbar
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A.5 How to Add a User?

1. Open User>>User Management.

9 User
User Management
_‘; Group Management
Network Group
% External Authentication Server
= Mail Server
[E3| Function Management
| @ Wholesale Wizard
. SMS Server
- SNMP Server
5 |

2. Click +Add.
CEE Dray Tek v o o |

Usirnams Aanthantw atien L Sunm il Monty SMS Harity Fmail
roal Internal Systrm Adminbdsator [ scerve |
op Intrnal Operator [t |
ultestiar Internal System Administrator [ Active ]
3. In the following page, type required information for the new user.
User | User Management Lo}

Add User Profile

Enable D

Usprmame | o

Password

ke Operates

Emall Mkify (4

Cmall | carrie. nigsdraytek com |

SMES Notity

Telephone | omsararar

Description Rt cna

4, Click Create.

Usor | User Management (&}
+aad
Showing 14110 146 of L4 entnes Shaw| 10 - enites w1 o "»
Usmiramma fathanti atien . Staten Ml stify S Hosity (]
Sales 003 Inbernad Group Administrasor D inabisd | [ Enabiod ] came_nigdraytek.com
adam_lo Internal Syttun Admingstrator D
tnk_346 Interna Syseen Admanstraior [ actiee §
divid Internal Sysheen Adminitrator [iciiv ]
Camennd Interna Garoup AdmINITason it ] [ Enabied [ ¥ e carmie_ni@draytiek com
CHm Inbernal Operatoe Lhctien ] | Lastiad ] came_nigdraytek.com

VigorACS3 User's Guide 229



A.6 How to Add a Group?

1. Open User>>Group Management.
User

User Management

Group Management

Network Group

External Authentication Server
Mail Server

Function Management
Wholesale Wizard

SMS Server

SNMP Server

2. Click +Add.

User / Group Management

Setting Management

Group Mame Max Nodes T Used Nodes Enable Expire Date Expire Date
RootGroup No Limit Nodes 615
ap_profile 1 Mo Limit Nodes 1
one user account group Mo Limit Nodes 0

3. Inthe following page, type required information for the new user group.

Management

Add Group

Enable CPE Moty RAILSMS/SNMP O

Enahie Global Mal Server

Enable Global S Server

AA

Enabie Explre Date

- Group Name - Enter a new name of the user group.

- Nodes - Define number of node.

- Enable CPE Notify Mail/SMS/SNMP Server - Click to enable /disable global mail server.
- Enable Global Mail Server - Click to enable /disable global mail server.

- Enable Global SNMP Server - Click to enable /disable global SNMP server.

- Enable Expire Date - Click to enable/disable the expire date.

- Expire Date - Choose the expire date for such user group.
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4. Click Save.

User [ Group Management

el Manageement

Al

Rootfroug
ap_profile_|
o Usar BeCOUNE D

ey group

M Mot T e Nede
Mo Limit Nodes {15

Mo Limit Nodes 1

Mo Limit Nodes o

No Limit Nodes

NoLimit iades ] 0
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paged
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st Caokal Wil Sarver

D000

Fabie Glatal SHMP Larver

goace
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232 VigorACS3 User's Guide



Network Menu

I Part IV




Chapter 7 Root Network Menu

Network contains two types, Root Network and User-defined Network (e.g., RD8). For the user-defined
network group, refer to Chapter 5.

Use the drop-down menu on the top of the left side to select a network group.

Foot Network

Root Network[267)

On the dashboard for root network, the Network menu contains:

£7) Dashboard
- Monitoring

Configuration

7.1 Dashboard for the Root Network

234

Root Network - DmyTek VigorACS 3 4 Copture Packets = (I.mie
I ] Dashboard AutoRefresh: ] Minute v (G @
r Map Overview ® Network Overview =
Sub Network Online ALarm
Network
) EE EEwR 58 7 261 e
@ Root Netwark
Alaem
network Members onime  offine 0 Topashbeard
Tetsl  WAN VBN LM
: 1 [1] o o
® ] 00
(] 1 ] 0 0
0 0 ]
a ] 0
a 0 Ll
+ ] ] ]
-— Csh a o o
WA ©2070 GeoBsns 06 [BKG (02005)_erwE ZE=EAR
Active Clients- Top 20 Last24bours — 0 % Traffic- Top 20 Last Mhours  —
Totai Total
8 100 RO/ 100% T.19GB 194.TIMB  *7.00 GB RDZ/T.19G8T 1M4.T1MB . T.0068 100%
w O Toal 1T9Ga Q  Total
ALANWEN o ALANWIN /0 Byte | OByte | 0 Byte o
. 1168
|
& " Moo 0 o Abvaco /OByte T 0Byte | 0Byte o%
1A . Liwcs | .
|i‘ i [l
LILL] . o SSI4TME | Aem s 1 inBe T DBas | 0 Bte e
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7.2 Monitoring

Monitoring menu offers options for monitoring the normal and abnormal actions for root network,
network group and CPE. This section offers Monitoring menu items for the root network.

Root Network N

€7 Monitoring
@ |
Alarm
= Logs
Devices

Cellular Data Usage
— Floor Plan

=) Rogue AP Detection
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Alarm message will be recorded on VigorACS 3 server when there is a trouble happened to the device
(CPE). Only the users within the same user group will be notified for the message.

DrayTek vigracs: e - " carit (o

Alerm Leve Alarm Message Alarm Type

001DAABABECE \ Crivcs

001DAAZE1 480 Crinicsl

D01DAAD]

These parameters are explained as follows:

Item

Alarm / History

Delete
Delete All
Download

No.

Ack Status

Time

Device Name
MAC Address
Alarm Level

Alarm Message

Alarm Type

Description

Alarm - Display the alarm records recently.
History - Display all the alarm records that have been solved and cleared.

Clear the alarm record which has been solved by VigorAcCS 3.
Clear all of the alarm records which have been solved by VigorACS 3.
Click this button to save alarm log as a XLS file.

Display the index number of the alarm. It is offered by VigorACS 3
automatically.

Display the status of the records with the type specified here (Not Ack or
Acked).

Displays the time of the device to be monitored.

Displays the name of the monitored device.

Displays the MAC address of the monitored device.

Displays the alarm message with the severity (e.g., Critical) specified.

Displays a brief explanation for the alarm sent by VigorACS 3
automatically.

Displays the alarm message with the type specified.
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7.2.2 Logs

Log provides administrator records for action executed, device name, MAC address, Device IP,
CommandKey, and Current Time for CPE device managed and monitored by VigorACS.

Root Netwark v DrayTek visoracss ™ Capuure Packers bl (<

Monitoring / Logs 2020/02/08 10 2020/03/09

Downloa ] B

D Device Name Device ID MAC Address Device IP Action Action ID Time

Set Parameter Values

Set Parameter Values

Set Parameter Values 2283

Set Parameter Values 282

These parameters are explained as follows:

Item Description

Log Type Click one of the tabs (e.g., All CPE Actions, Device Reboot, Reboot By CPE,
Reset System Password, Set Parameter, File Transfer, Setting Profile,
Device SysLog, CPE Notify, Device Register, Device Operate and etc.) to
display related log on this page.

search ID{ Device Name /D¢ O, Enter the condition for VigorACS to search and display relational
information.
Delete Clear the alarm record which has been solved by VigorACS.
Delete All Clear all of the alarm records which have been solved by VigorACS.
Download Click this button to save the log as an XLS file.
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The administrator (user) can check information (such as Device name, IP address, MAC address, model

name, network, status, up time, firmware version, number of current connected client, data traffic, and

so on) of CPE under the selected network group by this page. The network group (e.g., Root Network in

this case) selected above is the group to be monitored and information related to this selected network
group will be shown below.

Simply open Monitoring>>Devices to get the following page.

Root Network ~ DrayTek vieracss 4 Capture Packets ~ R
Monitoring / Devices

rch Device Name / 1P/ MAG Model | vigor2865Lac, Vigi ~ Status | Al ~ sSID | ~ Rows| 10 v 1 . 1

L Downioad
General Wireless.

Device 1P Address MAC Address Model Network Status’  UpTime FW Version Last Inform Time Current Client Current Traffic
192.168.105.120:443  1449BCODSFO0  Vigor2865Lac MKT_manual online  1d:23h:34m:ls 4.3.1 RCL_STD 2021/02/26 07:03:28AM 0 (Local Wireless:0)  536.88 KB (T 169.86 KB | 367.01 KB
192.168.105.120:443  1449BC023720 Vigor2927lac  MKT_manual  offl 0d:0h:0m:0s 423 2021/02/2502:57:3TAM 0 (Local Wireless:0) 0 Byte (T 0 Byte | 0 Byte)

192.168.105.22:443 0D01DAAS54758  Vigor3220n MKT_manual online 8d:23h:10m:50s 3.9.4.1 2021/02/26 07:00:21 AM 0 (Local Wireless:0)  25T.40 KB (T 134.2TKE | 123.13KB

These parameters are explained as follows:

Item Description

| Enter the condition for VigorACS to search and display relational
information.
Model This area lists all of the devices that monitored by VigorACS.

Check Select all to display information for all of the devices; or check the
name of the device to display the information related to the selected
device.

Status Online - This page displays information for the device which is online
currently.

Offline - This page displays information for the device which is offline
currently.

All - This page displays information for all of the devices no matter it is
online or offline.

SSID This area lists information for CPE with wireless features monitored by
VigorACS.

Check All to display all of the devices; or check the name of the device to
display the information related to the selected device.

SSID - SSIDs for CPE with wireless features will be displayed in this drop
down list. Choose one of the SSIDs. Information related to the selected
SSID will be displayed on this page.

General / Wireless General - List the general information for the CPE under the selected
group.
Wireless - List only the wireless information for the CPE under the
selected group.

Download Click this button to save information for monitored devices as an XLS file.
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This page displays traffic information including data used, data cycle, status, percentage, downloaded
data, uploaded data for device equipped with LTE features (such as Vigor2925Ln, Vigor2860Ln and so
on). The values defined in Quota Settings indicate total amount of quota for all LTE devices managed
by VigorACS.

Monitering | Call

LTE Data Usage Overview Quata Sattings

0 Byte 11/02 - 11/08
oy -
These parameters are explained as follows:
Item Description
LTE Data Usage Status - The bar chart displays the data usage in yellow, green and grey
Overview based on values defined in Quota Settings. If data usage for the LTE

model exceeds the percentage of quota configured in the field of Trigger
Alarm When Usage Reached in Quota Settings, the amount of used data
will be shown in Yellow; if not, it will be displayed in Green. The rest quota
will be shown in gray.

In addition, device name, throughput, downloaded data and uploaded
data for each LTE can be seen on the table below this page.

Quota Settings

Data Usage Alarm When it is enabled, a warning message will be shown in the page of
DEVICE MENU>>Monitoring>>Alarm once the data usage reaches the
threshold defined in Trigger Alarm When Usage Reached.

Data Quota The value (unit is MB/GB) defined here means total amount of data quota
available for all LTE devices managed by VigorACS.

Trigger Alarm When Set a threshold for triggering alarm mechanism.
Usage Reached

Alarm Severity Level  Set the alarm severity (critical, major, minor, warning and normal). Such
severity will be shown on DEVICE MENU>>Monitoring>>Alarm when the
data usage for LTE model(s) reaches the threshold.

Data Usage Cycle Select one of the options (Weekly, Monthly, Custom) as data usage cycle.

Cycle Duration(days) - When Custom is selected, please specify the cycle
duration. The data quota for LTE model will be reset after the days
configured here.

Cycle Starts On -When Custom is selected, specify one date as a starting
point to reset the data quota for LTE model.

Weekly Reset Day - When Weekly is selected as Data Usage Cycle, please
use the drop down list to choose one day (Monday to Sunday) for VigorACS
to reset the data quota for LTE model.
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Cancel

Save

7.2.5 Floor Plan

Monthly Reset Day - When Monthly is selected as Data Usage Cycle,
please use the drop down list to choose a date for VigorACS to reset the
data quota for LTE model.

Discard current modification.

Save the current settings.

This function is helpful to determine the best location for VigorAP in a room. A floor plan of a room is
required to be uploaded first. By dragging and dropping available VigorAP icon from the list to the floor
plan, the placement with the best wireless coverage will be clearly indicated through simulated signal

strength.

Monitoring / Floor Plan

Add
Profile Name
bedroam

irg

....

DrayTek vigoracss W Capture Packets o E

These parameters are explained as follows:

Item

+Add

oo
o0

240

Description
Creates a new profile.

Click to change to browse view.
It displays all of the floor plan profiles with the map used.

You can click Add on this page to create a new profile. To modify the
existed profile, click the icon on the right-top to display a drop down menu.
Then click Edit Map & Plan to perform the modification, or click Delete
Map Profile to remove the selected floor plan profile.
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marketing_... £

Delete Map Profile
Edit Map & Plan
L - 1
RIS T
|
Profile Name Displays the name of the floor plan profile.
Device Displays the number of AP devices placed on the plan profile.
Action Edit - Click to modify the profile.

Delete - Click to remove the selected profile.

To create a new profile:
1. Click +Add.

2. From the following page, enter profile name (e.g., marketing_carrie) and click Browse to upload a
map (e.g., Floor_MAP.png). Click Continue.

- DrayTek vigoracss

Monitoring / Floor Plan

Profile Name marketing_carria

Upload Map Floor_MAP.png

VigorACS3 User's Guide 241



3. Click Edit to display the following figure.

C— DrayTek vems: st 8
Monitoring / Floor Plan
v

# Edit Dimension < Add Device

Edit Dimension - Draw a line and enter the distance of length / width of the map.
Add Device - Click to display available VigorAP to apply it on to the map.

4. Click +Add Device. Available VigorAP icons and name list will be displayed on the right side of this
page.

carrie
S DrayTek visracss == ...

Monitoring / Floor Plan

Prafile Name marketing_carrie |

# Edit Dimension 4 Add Deviee

x
Un-assigned APs
Device Name Model
£810_001DAATDES14 VigorAP 810
A AP 1000C_0D1DAAOLFDSS  VigorAP 1000

A AP 1000C_001DAASTSD3E  VigerAP 1000
14 B AAPTIO0SOTFFIZEF7  VigerAPTI0

JE
e Ry

i ] ¥ ] A\ AP903_00SOTFFIS2IE  VigorAP 503

A AP 800_001DAAZASBTO VigorAP 800

A AP 803_00SO7FFITECA VigorAP 903

A AP 910C_D0TDAATFSDEC  VigorAP 910¢

P
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5.

Select the AP you want from right side of this page. Drag and drop the icon on the map. Later, an

icon with effective signal range will be seen on the screen.

DrayTok vewis — oy
Monitoring / Ficor Plan
Profile Name marketing_carrie
# Edit Dimension + Add Deviee
Dragand drop a virtual AP or an un-assigned AP to the floar plan.
i + 1] o e
1 Ei i e,
| : Uneassigned APs
Ll-F ﬁ‘r 1:ri } b j = Device Name Model
L A 510_001DAATDES14 VigarhP 810
LL] A AP 1000C_001DAADAFORA  VigarAP 1000
A AP 1000C_001DAASTSD38  VigorAP 1000
& AP 710_00S07FF138FT VigorAP 710

A AP 800_D01DAAZASETO
A\ AP 903_00

ECA

nag :

A AP 903_00507FF19216

A AP 910C_D01DAATFSDEC

Cancel

VigerAP 800
VigerAP 903
VigerAP 903

WigorAP 9100

Slightly click the AP icon on the map. Two links of Link to an AP and Remove Device will be shown

on the right side.

Menitering / Floor Plan

carrie

DruyTek VigorACS 3

W Capture Packers

Profile Name marketing_carrie

# Edit Dimension o Add Device

& Link to an AP

ToT :

[ Remave Device

C

Remove Device - If you do not satisfy the location of AP icon, click this link to remove the AP

icon from the map.

Link to an AP - If you satisfy the location of AP icon, click this link to select VigorAP. All of
un-assigned AP names will be shown on the list. Choose the one you want and click Apply.

Then such map has been connected with the specified AP.
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7.

8.

Click Link to an AP to select the AP you want. After clicking Apply, the name of the VigorAP will be
displayed below the icon on the map.

i o — 5 =
| Un-assigned APs
It T T ddedt AP 710_00S07FF138F7 VigoraP 710
L 4 4 |
= APB00_001DAA2ASBT0  VigorAP 800
| - AP 903_D0S07FF17ECA VigorAP 203
[' > k AP 903_D0S07FF19216 VigorAP 203
_ . [ | e o
= _:..]_ = ._i.,__ uy | Ll {l [ APO10C_001DAATFSDEC  VigorAP 9‘.0]
/ | { . ) (1) APO12C_001DAAT2EIAA  VigorAP 9124

I A
L _LL____J APO20R_001DAAGIZCTE  VigorAP 9204

APO20R_001DAAZ23344  VigorAP 9208

TEE Iy

Click Save. The new created profile will be shown on the page.

Monitoring / Floor Plan

3
+ add
Profile Name 4" Devices Action
bedroom 2 & Edit T Delete
e o & Edit T Delete
marketing carrie 1 & Edit T Delete
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Information detected by VigorAP can be displayed in this page. In which, the APs will be classified with
rogue AP and known AP in different colors.

Click the Rogue AP tab to display the following page. All the APs detected will be treated as Rogue AP.

Monitaring | Rogue AP Detection

0] 3510 Band Chanast Security Datector Signal Rt Dtested

These parameters are explained as follows:

Item Description

Last 24 Hours / Last 7  Display the access point(s) detected within 24 hours, 7 days, 30 days or
Days /Last 30 Days/  user defined days.
Custom

Scan Now Perform device detection immediately.

Periodic Scan After enabling this feature, access points will be detected periodically
based on the setting configured here.
Daily - VigorACS will detect access point on certain time every day.

Start Time - Specify a time point as starting time for device
detection.

Weekly - VigorACS will detect access point on certain time every week.
On - Choose the day to perform device detection.
Start Time - Specify a time point as starting time for device
detection.

+Mark as Known Vigor access points can be detected and be shown in the table under
Rogue AP. However, some of them might be known to you and should not
be listed here. To solve this problem, simply click the access point and then
click Mark as Known. The selected access point will be transferred and
listed under Known AP.

Delete Remove the selected access point from the list.

Delete All Remove all of the access points from the list.
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Click Known AP to display the following page. All the access points listed under this page will be treated

as friendly AP.

Monitoring / Rogue AP Detection

Last 24 Hours Last 7 Days Last 30 Days Custom Start:| 2020/03/09 End:| 202003110

Sean Now Periodic Scan ) Daily = Weekly Start Time  10:00

BSSID Channel Security

a

Any Any

Any Any

These parameters are explained as follows:

Item
Scan Now
Add
Edit

Delete
Delete All
BSSID

Channel

Security

Description
Perform device detection immediately.
Click to create a new entry for entering information for access point.

Change the settings for a selected access point.
Select one of the access points. The Edit link will be available for clicking,
then.

After clicking it, channel, security and comments will be allowed to be
modified with different values.

Scan Now Periodic Scan @0 Daily  Weekly Start Time | 10:00 -
BSSID Channel Security
00:1d:22:00:00:02 Any Ay

22:33:11:22:33:33 Any v Ay v

00:1 diaa:04:40:81 Any

Remove the selected access point from the list.
Remove all of the access points from the list.
Display the MAC address of the detected access point.

Display the channel used by the access point.
Check the box of the selected access point and click Edit.

Display the security mode used by the access point.
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It can be changed.

Comments Display a brief explanation for the access point.
It can be changed.

Save Save the settings.
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7.3 Configuration

Configuration menu will vary for root network, group network and specified CPE.

Configuration

‘G’J

it

7.3.1 VPN

VPN

| AP Profile

VigorACS offers an easy method, VPN Wizard, to configure VPN settings for building VPN connection

between

two CPEs.

This page displays all the VPN connection status globally for Root Network or the VPN connection status
for the network group selected.

Root Networ

Configuration / VPN

4 i Root Network(241)

b

b
I
b
2
I
[
I
s
b
I
s
2
s
I

& 1111(0)

& ALAMWEN(3)

& Alvaco(0)

& AnPhat_VN()

& Angela(s)

i CARRIE(D)

& Cshih(2)

& DraytekChina(0)
o FAE(3)

e GetterNetwork(1)
o IK1(1)

& Marketing_carrie(0)
i Novanet(o)

& OCTOBER(1)

& pnm

Dray Tek vigoracs3

Root Network =

‘:I show device name @)

+ Add Device:Drag device from Network Monitor at left, and arrange device position with mouse cursor.

m— Network = PPTP = IPsec L2TP == 55| == VPN Disconnected

Different colors for arrows represent different protocols used in VPN connections. For example, Purple
means Network Group; Green means PPTP mode; Blue means IPsec mode; and Red means the VPN
connection is failed.

For detailed, refer to section 8.4.1.

7.3.2 AP Profile

248

AP profile is used to apply to a selected access point. It is very convenient for the administrator to
configure the setting for access point without opening the web user interface of the access point.
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The functions listed in the AP profile in VigorACS contain settings for all of models of VigorAP. When an
AP profile is created, it can be used to apply onto any access point managed by VigorACS. If the access
point does not have the functions defined in the AP profile, after being applied, only the functions that
the selected access point supports will be overwritten by the selected AP profile.

Configuration / AP Profie

Testd

AP lest

Device Provisioning

Model Name Last Proviciened Status AP Profite

Refresh u

These parameters are explained as follows:

Item Description

+Add Create a new AP profile with basic settings.

Profile Name Display the name of AP profile.

Action Edit - Configure detailed settings for the selected AP profile.

Delete -Delete the selected AP profile.
Duplicate - Click to duplicate a new profile (e.g., aaa(1)) based on the
selected profile (e.g., aaa).

Copy To - Click to open the following page. Then select a network (e.g.,
Marketing_carrie in this case) from the tree view of Root Network. After
clicking the Copy To button, the configuration of selected AP profile will be
applied to the selected network (e.g., Marketing_carrie).

Root Network ~ DrayTek vioracss W Capture Packets ~

+ Change Network

& Marketing carrie

net

Device Provisioning Locate the access points for applying suitable AP profile.
Name - Display a tree view for model managed by VigorACS.
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Model Name - Display the name of the model.

Last Provisioned - Display the time that AP profile was applied to the
selected device.

Status - Display the status (updating, complete and “-“) of the AP.

AP Profile - Choose an AP profile for applying to the selected AP. In which,
“As Parent” means to apply the profile listed on the top to the selected

AP.
Refresh Click to refresh current page.
Save Click to save the changes in this page.
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7.3.2.1 Add an AP Profile

Click +Add to create a new AP profile.

Root Network ~

Configuration / AP Profile

DrayTek Vigoracs 3

Add a Profile
Profile Name: AP_camie v
AP Login Username: carrien s
AP Login Password: | seeeees q @ |
T Back to profile list

These parameters are explained as follows:

Item Description

Profile Name Enter a name of the profile.

carrie
M Capture Packets ~ .

AP Login Username
AP Login Password

Back to profile list

Enter a username for login the access point.
Enter a password for login the access point.

Return to previous page, AP profile list.

Save Save the settings and display the new profile on the AP profile list.
Test # Edit | @ Delete | [0 Duplicate | [0 Copy To
Test2 # Edit | @ Delete | I[0] Duplicate | [0 Copy To
ttt # Edit | @ Delete | [0] Duplicate | 0] Copy Ta
redf # Edit | @ Delete | I[0] Duplicate | [0 Copy To
AP_Carrie # Edit | @ Delete | [0 Doplicate | [0 Copy Ta
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7.3.2.2 Edit an AP Profile

To configure detailed settings for each AP profile, click the Edit button for the selected profile. The

setting page appears as follows:

Dray ek VigorACs3 WM Capture Packets » carrie g
Configuration / AP Profile
weneral Setup
S5ID Setvings sde
Roaming 2.4G General Setup i
Load Balance 2.4G Wireless LAN k-
LAN 802.11 Made
Airtime Faimess 2.4G Channel B
Moblle Dievice Management Channel Width
Application Extension Channel
VMM Configuration Antenna TR
System TX Power 100%
) MAC Clone
Profile Setting
MAC Address
;) Band Steering
5G capability Check Time (sec.)
A Enable 5G6Hz Minimum RSSI
Minimum RSS! (dBm)
Fragment Length (bytes)
RTS Threshold (bytes)
General Setup -
Zave profile
ABack o profile

These parameters are explained as follows:

Item Description

Area A - Menu Item At present, the available menu items contain,
General Setup

SSID Settings

Roaming

Load Balance

LAN

Airtime Fairness

Mobile Device Management
Application

WMM Configuration
System

Profile Setting
Area B - Settings

This area will vary according to the item selected in Area A - Menu Item.

Refer to User's Guide of VigorAP for the detailed information of settings definition.

VigorACS3 User's Guide



Chapter 8 Network Group Menu

The menu items related to the network group:

{}J —————— Dashboard
Statistics
— — Monitoring

Configuration

Hotspot Web Portal

8.1 Dashboard for the Network Group

To display the network group dashboard, select a network group first. Find the one you want from the
Network list under the Root Network. In this case, we choose FAE as an example.

Root Network(278)

= Angela(6) ? 2925Vac_001DAAFOGDFD{2)

2 ArlesTest{0)
2 CARRIE(D)
£ CARRIEO03(D)

2 Cshih)

2 GetterNetwork(l)

£ K1
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Click the Summary tab to display the page of dashboard (for monitoring).

Active Clients. Top 20

Tl
0

P BLOMBDE0R 1B

PIIN_00IDAACAE

DrayTek v

* Device Dvervdew
Enuters

LMson ~ L x Tralfic. Top 20
ol
LY 0Byte
1
L3
Bive

Wel
Viger2I2SaC
VipathP

WgerSwiich P22E0

0Byte

0Bye

Samch
1
WaC
ORLDAAFE0RD
DA

DRIDAADCHMGS

camie

MapResesh: I Minee ~ O &

[

P Time FemwaeVonios  LAHCieo VN
DageImds  RERS v ]
DRONOmdN  LAOWC ] ]
DoROmOs 143 o ]

"

LmMhan - L a
T b | OB L i =~
RSO 0Ny | e Dby =~
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8.2 Statistics for Network Group

The page offers statistics for all the devices listed under root networks, including usage overview,
wireless clients Overview, data traffic, device ranking, and client ranking. By clicking Last 24 Hours, Last
7 Days, Last 30 Days or Custom setting (define the period), the administrator can obtain various
statistics within the time period.

Statistics

Lost24Hours | Lost7Days Lot

Usage Overview ©

Total Number of Clients

0Days  Custom

Start:

Wireless Clients

1(50%)

202010308

DrayTek VigorACS 3

End: 20200309

Wired Clients

1(50%)

Total amount of Traffic

270.79 MB

Download
254,05 MB (93.8%)

Uplosd
16.75 MB (6.2%)

Masz. Number of Concurrent Client

Clients
]
16:00 1800 2000 22
Device Ranking -
Deviee

28658¢_001 DAADOOODO

2 2026Vac_0D1DAATO33E0

Aug. Number of Hourly Client @
1

00 00:00  02:00

04:00  06:00

MAC

001DAAQ00000

001DAATO33E0

Wired ()Wireless

08:00 10:00

SCliem~ — S %

Client

Wireless Clients Overview

w24 WG
Traffic

190.73 M8
143.05 M8
9537 ME
4752 MB

08y

Client Ranking .

Hast Name
1 MKHL

2 AngelaCYsiPhone

8:00

20:00

™ Capture Packers sem admininae (G

o
o
Wired Wireless
2200  00:00 0200 04:00 0600 08:00 10:00 2:00 1400
=Trafice — & X

MAC Traffic

408CEFS238FF 269.33 M (99.6%)

DCDCSCEESE3E 986.13 KB (0.4%)

In addition, the statistics can be exported as “.XLS" file if you click the Export button on the top side.
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8.3 Monitoring for Network Group

256

Monitoring menu offers options for monitoring the normal and abnormal actions for network group

and CPE.

& =

1l

[

&

H]]

®

e

In this case, we choose RD8 as an example.

rd8 '

Monitoring

Alarm

Logs

Devices

Clients

Cellular Data Usage
Floor Plan

Rogue AP Detection
WaN

VPN

VolP

Data Usage
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8.3.1 Alarm

Alarm message will be recorded on VigorACS 3 server when there is a trouble happened to the device

(CPE). Only the users within the same user group will be notified for the message.

Monitoring /

G

64018
64017
64016
64015
64014
64013
64012
64011
64010

64009

64007

64006

64005

Alarm

History

& Delete Al

Ack status

Not Ack

Not Ack

Not Ack

Not Ack

Not Ack

Not Ack

Not Ack

Not Ack

Not Ack

Not Ack

Not Ack

Not Ack

Not Ack

Not Ack

L, Download

Time

2020/09/14 01:30:44 PM

2020/09/14 01:30:42 PM

2020/09/14 01:30:42 PM

2020/09/14 01:30:40 PM

2020/09/14 01:30:32 PM

2020/09/14 01:30:32 PM

2020/09/14 01:30:27 PM

2020/09/14 01:30:25 PM

2020/09/14 01:30:15 PM

2020/09/14 01:30:07 PM

2020/09/14 01:30:07 PM

2020/09/14 01:30:07 PM

2020/09/14 01:30:07 PM

2020/09/14 01:30:01 PM

Dray Tek wigoracss

Device Name

2912n_001DAABE14B0

AP 910C_001DAATFSDEC

2133Vac_001DAAGEE020

2862Vac_001DAAED3840

2952Pn_001DAAFBDS18

P2280_001DAADCE1DO

29253c_001DAAS12820

3220n_001DAAS54758

AP 912C_001DAAT2EL4A

3910_001DAA2125B8

29261Vac_1449BCFFFIAS

AP 1000C_001DAAQ4FOBS

2926Vac_001DAASDCAFO

3900_001DAABABES0

These parameters are explained as follows:

Item

Alarm / History

Delete
Delete All
Download

No.

Ack Status

Time

Device Name

MAC Address

Alarm Level

Alarm Message

Alarm Type

VigorACS3 User's Guide

Description

MAC Address

001DAASE14B0

001DAATFSDBC

001DAAGGEDZ0

001DAAED3840

D01DAAFBDE18

001DAADCB1DO

001DAAS12820

001DAAS54758

D01DAATZE14A

001DAA2125B8

1449BCFFFIAR

001DAAD4F0B4

001DAASDCAFD

001DAABABESD

Alarm Level

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

[y — carmie

Alarm Message

Device Loss Connection

Device Loss Connection

Device Loss Connection

Device Loss Connection

Device Loss Connection

Device Loss Connection

Device Loss Connaction

Device Loss Connection

Device Loss Connection

Device Loss Connection

Device Loss Connaction

Device Loss Connection

Device Loss Connection

Device Loss Connection

Alarm - Displays the alarm records recently.

Alarm Type

Device Lost Connection

Davice Lost Connection

Device Lost Connection

Device Lost Connection

Device Lost Connection

Device Lost Connection

Davica Lost Connaction

Device Lost Connection

Device Lost Connection

Device Lost Connection

Davica Lost Connaction

Device Lost Connection

Device Lost Connection

Device Lost Connection

c

History - Displays all the alarm records that have been solved and cleared.

Clear the alarm record which has been solved by VigorACS 3.

Clear all of the alarm records which have been solved by VigorACS 3.

Click to save alarm log as a XLS file.

Display the index number of the alarm. It is offered by VigorACS 3
automatically.

Display the status of the records with the type specified here (Not Ack or
Acked).

Displays the time of the device to be monitored.

Displays the name of the monitored device.

Displays the MAC address of the monitored device.

Displays the alarm message with the severity (e.g., Critical) specified.

Displays a brief explanation for the alarm sent by VigorACS 3
automatically.

Displays the alarm message with the type specified.
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Log provides administrator records for action executed, device name, MAC address, Device IP,
CommandKey, and Current Time for CPE device managed and monitored by VigorACS.

Monitoring | Logs

DrayTek vsssc: | Coptere et - | ol -

These parameters are explained as follows:

Item

Log Type

Delete
Delete All

Download

Description

Click one of the tabs (e.g., All CPE Actions, Device Reboot, Reboot By CPE,
Reset System Password, Set Parameter, File Transfer, Setting Profile,
Device SysLog, CPE Notify, Device Register, Device Operate and etc.) to
display related log on this page.

Enter the condition for VigorACS to search and display relational
information.

Clear the alarm record which has been solved by VigorACS.
Clear all of the alarm records which have been solved by VigorACS.

Click this button to save log as a XLS file.

The administrator (user) can check information (such as Device name, IP address, MAC address, model

name, network, status, up time, firmware version, number of current connected client, data traffic, and

so on) of CPE under the selected network group by this page. The network group (e.g., Root Network in

this case) selected above is the group to be monitored and information related to this selected network
group will be shown below.

This page shows all the devices (e.g., router, access points and switches) under the selected network

group.
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Monitoring | Devices

Devica 1P Addraan

DrayTek wesess w

Modet Vigor2133Vac, Vie Stats A S50 A £ (&l

A Addreis Modsl Metwork.  Statu . UpTims 7 Wsrsion Lust inform Thme Currant Cllent Current Traffic

WAl 394 REL

These parameters are explained as follows:

Item

Model

Status

SSID

General / Wireless

Download

VigorACS3 User's Guide

Description

Enter the condition for VigorACS to search and display relational
information.

This area lists all of the devices that monitored by VigorACS.

Check Select all to display information for all of the devices; or check the
name of the device to display the information related to the selected
device.

Online - This page displays information for the device which is online
currently.
Offline - This page displays information for the device which is offline
currently.

All - This page displays information for all of the devices no matter it is
online or offline.

This area lists information for CPE with wireless features monitored by
VigorACS.

Check All to display all of the devices; or check the name of the device to
display the information related to the selected device.

SSID - SSIDs for CPE with wireless features will be displayed in this drop
down list. Choose one of the SSIDs. Information related to the selected
SSID will be displayed on this page.

General - List the general information for the CPE under the selected
group.

Wireless - List only the wireless information for the CPE under the
selected group.

Click this button to save information for monitored devices as a XLS file.
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This page displays general information (such as hostname, MAC address, IP address, name of connected
device, type, SSID, connection time, and etc.) for wireless / wired clients which connect to CPEs under
the selected network group by this page. The network group (e.g., rd8 in this case) selected above is the
group to be monitored and information related to this selected network group will be shown below.

Monltoring / Clients

| == Search Hostname / MAC /1P

Hostname MAC Address

Mickey-Phone  74B58TBO3E45
R1000675 ‘8BDTFE56FT99
YRCs-IPhone BO19CEDCEOE2

Total Number of Clients: 3

Last24Hours  Last7Days | Last30Days

1P Address

192.168.124.12

192.168.124.10

192.168.124.11

Custom

Start:| 2020/09/13

Type:

Connected Device

2977Lac_1449BC023720

2927Lac_14498C023720

2927Lac_14498C023720

nd:| 2020/09/14

All

Connected Devica MAC

1449BC023720

1449BC023720

1449BC023720

[

Dray Tek visoracss

~ | SSID:

Type

WIRELESS 5g

WIRED

WIRELESS_5g

S5ID

Vigor292

Vigor22

e

All ¥

Rows v () < 1 > N ¢ @

ConnectionTime .~ Traffic

7-RD8-Arles-5G1 0d 04h 27m 14s. 20.68MB( 1 880.70KB | 19.82MB)
4d 04h 57Tm 595 L63GB( T76.4TMB | L.56GB)

7-RD8-Aries-5G1 0d 05h 40m 0Ts 130.11MB( T 3.48MB | 126.63MB)

These parameters are explained as follows:

Item

Last 24 Hours / Last 7
Days / Last 30 Days /
Custom

Type

All T

WIRED
WIRELESS_ 2 4
WIRELESS, Sz ol

SSID

Create Report

Description

Display the clients detected within 24 hours, 7 days, 30 days or user
defined days.

Enter the condition for VigorACS to search and display relational
information.

Check All to display information for all of the devices (including wired and
wireless devices).

Wired - This page displays information for the device without wireless
feature.

Wireless_2.4g - This page displays information for the device with 2.4GHz
wireless feature.

Wireless_5g - This page displays information for the devices with 5GHz
wireless feature.

This area lists information for CPE with wireless features monitored by
VigorACS.

Check All to display all of the devices; or check the name of the device to
display the information related to the selected device.

SSID - SSIDs for CPE with wireless features will be displayed in this drop
down list. Choose one of the SSIDs. Information related to the selected
SSID will be displayed on this page.

Click this button to save client's information as a "XLS" file.

After clicking the button, the following page will appear.
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Craate new report

Select the columns

1]
oo
o

o
a

onoo

Select devices

(== Model Hame. Tiermmars Vervien

I AATORELE
2 DOIDAAIDAI 16

200000000000 000 ]

Set the conditions and choose the devices, then click +Create.

This page displays traffic information including data used, data cycle, status, percentage, downloaded
data, uploaded data for device equipped with LTE features (e.g., Vigor2927Lac). The values defined in
Quota Settings indicate total amount of quota for all LTE devices managed by VigorACS.

Monitoring / Cellular Data Usage

LTE Data Usage Overview

I : Dt U Data Oy

0 Byte 09/13 - 09/19

[

2925Ln_D01DAADDTSED

Dray Tek vso> =3 e (€

Quota Settings

Status: WARNING 0% of DM Data Usage Alarm

Data Quata o ™

\arm When Usage Heached o % of Quota (0 Byte)

ALt Serverity Lesed Critical

Wirkhy Maonthly Custom

e [
DEyte UByte UByte

These parameters are explained as follows:

Item

LTE Data Usage
Overview

Quota Settings

VigorACS3 User's Guide

Description

Status - The bar chart displays the data usage in yellow, green and grey
based on values defined in Quota Settings. If data usage for the LTE
model exceeds the percentage of quota configured in the field of Trigger
Alarm When Usage Reached in Quota Settings, the amount of used data
will be shown in Yellow; if not, it will be displayed in Green. The rest quota
will be shown in gray.

In addition, device name, throughput, downloaded data and uploaded
data for each LTE can be seen on the table below this page.
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Data Usage Alarm

Data Quota
Trigger Alarm When

Usage Reached

Alarm Severity Level

Data Usage Cycle

Cancel

Save

When it is enabled, a warning message will be shown in the page of
DEVICE MENU>>Monitoring>>Alarm once the data usage reaches the
threshold defined in Trigger Alarm When Usage Reached.

The value (unit is MB/GB) defined here means total amount of data quota
available for all LTE devices managed by VigorACS.

Set a threshold for triggering alarm mechanism.

Set the alarm severity (critical, major, minor, warning and normal). Such
severity will be shown on DEVICE MENU>>Monitoring>>Alarm when the
data usage for LTE model(s) reaches the threshold.

Select one of the options (Weekly, Monthly, Custom) as data usage cycle.

Cycle Duration(days) - When Custom is selected, please specify the cycle
duration. The data quota for LTE model will be reset after the days
configured here.

Cycle Starts On -When Custom is selected, specify one date as a starting
point to reset the data quota for LTE model.

Weekly Reset Day - When Weekly is selected as Data Usage Cycle, please
use the drop down list to choose one day (Monday to Sunday) for VigorACS
to reset the data quota for LTE model.

Monthly Reset Day - When Monthly is selected as Data Usage Cycle,
please use the drop down list to choose a date for VigorACS to reset the
data quota for LTE model.

Discard current modification.

Save the current settings.

This function is helpful to determine the best location for VigorAP in a room. A floor plan of a room is
required to be uploaded first. By dragging and dropping available VigorAP icon from the list to the floor
plan, the placement with the best wireless coverage will be clearly indicated through simulated signal

strength.

Monltoring / Floor Plan

+ Add
I Profile Name

test

test2

Dray Tek v o

oo
oo

These parameters are explained as follows:

Item

+Add

oo
oo

262

Description
Creates a new profile.

Click to change to browse view.
It displays all of the floor plan profiles with the map used.
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Menitaring / Ficar Pan

You can click Add on this page to create a new profile. To modify the
existed profile, click the icon on the right-top to display a drop down menu.
Then click Edit Map & Plan to perform the modification, or click Delete
Map Profile to remove the selected floor plan profile.

marketing_... g

Delete Map Profile

Edit Map & Plan

w6

B fH -

WEE

Profile Name Displays the name of the floor plan profile.
Device Displays the number of AP devices placed on the plan profile.
Action Edit - Click to modify the profile.

Delete - Click to remove the selected profile.

To create a new profile:
1. Click +Add.

2. From the following page, enter profile name (e.g., marketing_carrie) and click Browse to upload a
map (e.g., Floor_MAP.png). Click Continue.

Monitoring / Floor Plan

Profile Name marketing_carrie

Upload Map Floor_MAP.png m

Carce;
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3. Afloor map will be displayed on the screen.

Monitoring / Floor Plan
Profile Name \w:;iu_pm

# EdiDimension % Add Device

Edit Dimension - Draw a line and enter the distance of length / width of the map.
Add Device - Click to display available VigorAP to apply it on to the map.

Click +Add Device. Available VigorAP icons and name list will be displayed on the right side of this
page.

Monitoring / Floor Plan

Profile Name marketing_carrie

# Edit Dimension & Add Device

RN

Un-assigned APs
Device Name Model
£.810_001DAATDES14 VigorAP 810
£ AP 1000C_0D1DAAD4FDB4  VigorAP 100G

A AP 1000C_001DAASTSD3E  VigorAP 100
(& B . =
14 goo [§ & AP 710_00S07FF138F7 VigorAP 710

. o I AAPBO0_00IDAAZASBT0  VigorAP 800
4{ E - ]_Eﬂui e A AP90300SOTFFITECA  VigorhP 903
i : j 1

=
1w} {E‘ A\ AP 503_00S07FF19216 VigorAP 503
LA ety

& AP B10C_0D1DAATFSDEC  VigorAP 510C

|
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5.

Select the AP you want (e.g., VigorAP910C icon, in this case) from right side of this page. Drag and

drop the icon on the map. Later, an icon with effective signal range will be seen on the screen.

Menitoring / Floor Plan

Profile Nome:

marketing_carrie

# EdinDimension = Add Device

Drag and drop a virtual AP or an un-assigned AP to the floor plan.

i

BEE

on the right side.

Monitering / Floor Plan
Profile Name

markeling_carrie

# Edit Dimension % Add Device

BEE *

Model
VigorAP 210

VigorAP 1000

38 VigorAP 1000

A AP 510C_D01DAATFSDBC

VigorAP 710
VigorAP 800
VigorAP 903
VigerAP 903

VigorAP 910¢

Sancal m

Slightly click the AP icon on the map. Two links of Link to an AP and Remove Device will be shown

Remove Device - If you do not satisfy the location of AP icon, click this link to remove the AP

icon from the map.

Link to an AP - If you satisfy the location of AP icon, click this link to select VigorAP. All of

un-assigned AP names will be shown on the list. Choose the one you want and click Apply.
Then such map has been connected with the specified AP.

VigorACS3 User's Guide

265



7. Click Link to an AP to select the AP you want. After clicking Apply, the name of the VigorAP will be
displayed below the icon on the map.

i o — 5 =
| Un-assigned APs
It T T ddedt AP 710_00S07FF138F7 VigoraP 710
L 4 4 |
= APB00_001DAA2ASBT0  VigorAP 800
| - AP 903_D0S07FF17ECA VigorAP 203
[' > k AP 903_D0S07FF19216 VigorAP 203
_ . [ | e o
= _:..]_ = ._i.,__ uy | Ll {l [ APO10C_001DAATFSDEC  VigorAP 9‘.0]
/ | { . ) (1) APO12C_001DAAT2EIAA  VigorAP 9124

I A
L _LL____J APO20R_001DAAGIZCTE  VigorAP 9204

AP 920R_001DAA223344 VigorAP 9208
| |‘
} EE { :

8. Click Save. The new created profile will be shown on the page.

Monitoring / Floor Plan

ag
ag
+ Add
Profile Name 4 Devices Action
bedroom 2 & Edit T Delete
irg 0 # Edit T Delete
marketing_carrie 1 & Edit T Delete
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Information detected by VigorAP can be displayed in this page. In which, the APs will be classified with
rogue AP and known AP in different colors.

Click the Rogue AP tab to display the following page. All the APs detected will be treated as Rogue AP.

rd8 ~

Monitoring / Rogue AP Detection

ogue AP Known AP

BSSID SSID

Last 24 Hours Last 7 Days Last 30 Days

Scan Now Perlodic Scan 0 Dally  Weekly StartTime = 1:00 v

@ Delate Al

Dray Tek visoracss carrle

Custom Start:| 2020/09/13 End: 2020/09/14

Band Channel Security Datector signal Last Datacted

These parameters are explained as follows:

Item

Last 24 Hours / Last 7
Days / Last 30 Days /
Custom

Scan Now

Periodic Scan

+Mark as Known

Delete

Delete All

VigorACS3 User's Guide

Description

Display the access point(s) detected within 24 hours, 7 days, 30 days or
user defined days.

Perform device detection immediately.

After enabling this feature, access points will be detected periodically
based on the setting configured here.

Daily -VigorACS will detect access point on certain time every day.

Start Time - Specify a time point as starting time for device
detection.

Weekly - VigorACS will detect access point on certain time every week.
On - Choose the day to perform device detection.
Start Time - Specify a time point as starting time for device
detection.

Vigor access points can be detected and be shown in the table under
Rogue AP. However, some of them might be known to you and should not
be listed here. To solve this problem, simply click the access point and then
click Mark as Known. The selected access point will be transferred and
listed under Known AP.

Remove the selected access point from the list.

Remove all of the access points from the list.
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Click Known AP to display the following page. All the access points listed under this page will be treated
as friendly AP.

Monitoring / Rogue AP Detection

Last 24 Hours Last 7 Days Last 30 Days Custom Start:| 2020/03/09 End:| 202003110

Scan Now Periodic Scan @) Daily = Weekly Start Time  10:00 - E

BSSID Channel Security Comments

Any Any

Any Any

These parameters are explained as follows:

Item Description
Add Click to create a new entry for entering information for access point.
Edit Change the settings for a selected access point.
Select one of the access points. The Edit link will be available for clicking,
then.

After clicking it, channel, security and comments will be allowed to be
modified with different values.

S can Now Periodic Scan ) Daily  Weekly Start Time = 10:00 -

BSSID Channel Security
00:1d:22:00:00:02 Any Ay

22:33:11:22:33:33 Any v Ay v

Delete Remove the selected access point from the list.
Delete All Remove all of the access points from the list.

BSSID Display the MAC address of the detected access point.
Channel Display the channel used by the access point.

Check the box of the selected access point and click Edit.

Security Display the security mode used by the access point.
It can be changed.
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Comments Display a brief explanation for the access point.
It can be changed.

Save Save the settings.

8.3.8 WAN (SD-WAN), VPN (SD-WAN), VoIP (SD-WAN), Data Usage (SD-WAN)

These pages (WAN (SD-WAN), VPN (SD-WAN), VolP (SD-WAN), Data Usage (SD-WAN)) are only available
when SD-WAN feature for the selected network group has been enabled. If not, after accessing into
these page, the following dialog will appear.

SD-WAN is not enabled X

SD-WAN Is not enabled In this network. No new SD-WAN data will be

saved. Do you want to enable it?
.

If you click Yes, the system will open the Network Management web page and pop-up the following
dialog.

Use default settings X

Bulk Data Is not configured on this network. Do you want to apply the

default settings?
v ([

Click Yes to use the default settings.

When the SD-WAN is enabled, refer to 4.4 Monitoring for SD-WAN Network Group for detailed
information of corresponding configuration pages.

Setting Map

+Add New Network WDelete This Network <% Change Network

General settings

Network ID Username
254 fae

Name Password
FAE

Location

Advanced Settings

Enable SD-WAN

Bulk Data Settings

Set the category of data to be collected for statistical analysis. You can freely select the data you want to count, use drag and drop to place each category in the corresponding profile, and specify the report Interval at
which the profile returns a bulk data to the ACS. If you disable bulk data categories, it will affect the SD-WAN operation.

Profile #1 Enable () Profile #2 Enable () Avallable / Disabled Bulk Data Categorles
Report Interval (sec} Report Interval (sec}

120 v | ‘ 300 v ‘
Bulk Data Categories Bulk Data Categories

= WAN and VPN Size: & = Users and Apps Size: 4

= VolIP Size: 1

v
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8.4 Configuration Menu for Network Group,

Configuration settings will vary for root network, group network and specified CPE.

This section introduces the menu item used for the network group (e.g., RD8 in this case) with SD-WAN
feature.

rd& A
Configuration

VPN
— AP Profile

Load Balance
= Route Policy
VolIP WAN

8.4.1 VPN

VigorACS offers an easy method, VPN Wizard, to configure VPN settings for building VPN connection
between two CPEs.

This page displays all the VPN connection status globally for Root Network or the VPN connection status
for the network group selected.

Dray Tek v (= o] = @
Configuration | VPN L

4 g8 Rook Netork[164) + AddDevice 1% Create VPN ! stewdice name @)
s ALIWENT)

+ Al Device-Dra device from Netwark Maniine 3t ke, and arrange device position with mowss cursr
2 VK| =

RDH3Z)

=
" - A iy
b arn gt s
b i ROH1Y
I S RDSLD
]
T :

& ROT(S) o i
I 2 WoR)

v ok Sandeoeal®
I ¢t Shanghal[15)

45 TestL & Test2i1) s, e, e

Different colors for arrows represent different protocols used in VPN connections. For example, Purple
means Network Group; Green means PPTP mode; Blue means IPsec mode; and Red means the VPN
connection is failed.
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AP profile is used to apply to a selected access point. It is very convenient for the administrator to
configure the setting for access point without opening the web user interface of the access point.

The functions listed in the AP profile in VigorACS contain settings for all of models of VigorAP. When an
AP profile is created, it can be used to apply onto any access point managed by VigorACS. If the access
point does not have the functions defined in the AP profile, after being applied, only the functions that
the selected access point supports will be overwritten by the selected AP profile.

Dray Tek vses:: - Capture Packats - i

Configuration | AF Profils

Prafis Nama Arrian

Device Provisioning

Mame Mode! Hame Last Provislened Status AP Profile

These parameters are explained as follows:

Item Description

+Add Create a new AP profile with basic settings.

Profile Name Display the name of AP profile.

Action Edit - Configure detailed settings for the selected AP profile.

Delete -Delete the selected AP profile.

Duplicate - Click to duplicate a new profile (e.g., aaa(1)) based on the
selected profile (e.g., aaa).

Copy To - Click to open the following page. Then select a network (e.g.,
Marketing_carrie in this case) from the tree view of Root Network. After
clicking the Copy To button, the configuration of selected AP profile will be
applied to the selected network (e.g., Marketing_carrie).

Root Network ~ DrayTek vigoracss M Caplure Packels ~

+ Change Network

& Marketing carrie

Device Provisioning Locate the access points for applying suitable AP profile.
Name - Display a tree view for model managed by VigorACS.
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Model Name - Display the name of the model.

Last Provisioned - Display the time that AP profile was applied to the
selected device.

Status - Display the status (updating, complete and “-") of the AP.

AP Profile - Choose an AP profile for applying to the selected AP. In which,
“As Parent” means to apply the profile listed on the top to the selected

AP.
Refresh Click to refresh current page.
Save Click to save the changes in this page.

8.4.2.1 Add an AP Profile

Click +Add to create a new AP profile.

- carrie
Dray Tek verss: - €

Configuration / AP Profile

Add a Profile
Profile Name: AP_camie
AP Login Username: carrien
AP Login Password: | seeeees q & |

T Back to profile list m

These parameters are explained as follows:

Item Description

Profile Name Enter a name of the profile.

AP Login Username Enter a username for login the access point.

AP Login Password Enter a password for login the access point.

Back to profile list Return to previous page, AP profile list.

Save Save the settings and display the new profile on the AP profile list.
Test # Edit | & Delete | [0 Duplicate | 0] Copy Ta |
Test2 # Edit | @ Delete | [0] Duplicate | 0] Copy Ta
ttt # Edit | @ Delete | [0] Duplicate | 0] Copy Ta
redf & Edit | @ Delete | [0 Duplicate | ) Copy Ta
AP_Carrie # Edit | @ Delete | [0 Doplicate | [0 Copy Ta
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8.4.2.2 Edit an AP Profile

To configure detailed settings for each AP profile, click the Edit button for the selected profile.

setting page appears as follows:

Root Netwo i

Configuration / AP Profile

weneral Setup

Application
WMM Configuration
System

Profile Seting

—
A

Draylck VigerACs 3 MM Capture Packers v

S5ID Setsings _
Reaming 2.4G General Setup

Load Balance 2.4G Wireless LAN e

LAN 802.11 Mede

Airtime Faimess 2.46 Channel B
Mobile Device Management Channel Width

Extension Channel

Antenna

TX Pawer
MAC Clone
MAC Address

Band Steering
5G capability Check Time (sec.)

Enable 5GHz Minimum RSSI

Minimum RESI (dBm)

Fragment Length (bytes)

The

RTS Threshold (bytes)

General Setup

Zave profile

These parameters are explained as follows:

Item

Area A - Menu Item

Area B - Settings

Description

At present, the available menu items contain,
General Setup

SSID Settings

Roaming

Load Balance

LAN

Airtime Fairness

Mobile Device Management
Application

WMM Configuration
System

Profile Setting

This area will vary according to the item selected in Area A - Menu Item.

If required, refer to User's Guide of VigorAP for the detailed information of settings definition.

VigorACS3 User's Guide
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While detecting the connection quality for the whole network group, the ACS server will consider the
values of latency, loss, and jitter to get load balance for packets.

This page allows you to configure the weight for latency, jitter and packets loss.

DrayTek vigoracss

These parameters are explained as follows:

Item

Load Balance Mode

Line Speed

Load Balance
Weights

Description

IP Based - The same source / destination IP pair will select the same WAN
interface as policy. It is the default setting.

Session Based - All of the WAN interfaces will be used (as out-going WAN)
for passing through new sessions to get better transmission speed.

Auto Detect - Select to let the CPE reach the best load balance. It is the
default setting.

According to Line Speed - Select it if you know the practical bandwidth for
your WAN interface.

There are four weight types for choosing to meet your request.

Bandwidth-Based - The load balance weight for each WAN will be
executed according to line speed setting (DownLink/UpLink Rate).

Quality-Based - The load balance weight for each WAN will be executed
according to the transmission rate, latency time and the jitter time.

Reliability-Based - The load balance weight for each WAN will be executed
according to line speed and packet loss value. Usually, the WAN interface
with low packet loss will have the higher ratio to be used.

Custom - You can distribute the usage ratio for each WAN interface by
setting weights for bandwidth, latency, jitter, and packet loss respectively.

Upload /Download Bandwidth Weight - The higher the weight is,
the WAN interface with higher bandwidth will get higher usage.

Low Latency Weight - It defines the time taken by Vigor router
when sending the packets to the IP set in Link Condition Detection.
The higher the weight is, the WAN interface with lower latency will
get higher usage.

Low Jitter Weight - It defines the change rate of latency. For stable
session, small jitter value will be better. The higher the weight is, the
WAN interface with lower jitter will get higher usage.

Less Packet Loss Weight - It defines the proportion that packets will
be discarded before arriving at the IP set in Link Condition Detection.
The higher the weight is, the WAN interface with lower packet loss
will get higher usage.
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Clear Click to return to factory default setting.

Save and Apply to Click to save the settings and apply them to all the CPE devices under the
CPE's selected network group.

8.4.4 Route Policy (SD-WAN)

The Route Policy feature gives you control over how different types of outbound traffic are routed,
through any of the LANs, WANSs or VPNs.

C— Dray Tok ks o R

Configuration | Roule Policy C

= ! o o Pty

: [rE—— muse Bemsning Aawimum Ttk
= ) 1] 32 32 Aop wervee (ol aew Gty managnd by VESOAL, wnined Giofies will be remared automatically.

Wt & commee B Detiation r— autem

It is available only when SD-WAN feature is enabled for current used network group. If not
enabled, a notification will appear to ask for SD-WAN activation.

8.4.4.1 Creating a Route Policy with Basic Mode

1.  Click +Add New Route Policy to create a new profile. In default, the settings based on Basic Mode
will be shown as follows.

+ Add a New Route Policy

Enable ()

Comment [ Marketing_Carrig ]
Source | Any ~ | v
Destination | App Services v | :
App Service Profile Create anew profile From an existing profile

Selected App Service | | v
Send via Interface WAN 1 v

@ Note
If you want to send via VPN (to the Hub), please dial VPN Hub and Spoke connection first.

+ Advanced Mode

Cancel @ Save and set to CPEs
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These parameters for Basic Mode are explained as follows:

Item Description

Enable Click the icon to enable / disable the policy profile.

Comment Enter a name of the route policy profile.

Source Set the source IP addresses to which this rule is to be applied.

Any - This rule applies to all source IP addresses.

IP Range - This rule applies to the specified range of source IP addresses.
If there is only one source IP address, enter the address in both the Start
and End fields.

Destination Set the destination IP addresses to which this rule is to be applied.

Any - This rule applies to all destination IP addresses.

IP Range - This rule applies to the specified range of destination IP

addresses. If there is only one destination IP address, enter the address in

both the Start and End fields.

VolIP - This rule applies to VolP packets.

App Services - This rule applies to App services.
Create a new profile - Click this tab to create a new App Service
Profile.
Selected App Service - Specify required App services (e.g., CNN,
FTP, DNS, SMTP/SMTP STARTTLS, Wikipedia).
From an existing profile - If an App service profile has been
created previously, click this tab to choose an existing route policy
profile.
Selected an AP Service Profile - From the drop-down list, choose
the one you want.

Note that, when a route policy is set with App services, it will be applied to
the router at the same time. Open Configuration>>Routing>>Load
Balance / Policy Route. The routing rule with APP service will be highlighed
and marked as "Managed By SD-WAN". It means the policy was created by
ACS SD-WAN, and can be edited or deleted by ACS SD-WAN only.

2865ac_001DAAD00000 | Configuration | Routing

Send via WAN#/LAN#/DMZ/IP Routed Subnet - Select an interface from the list.
Interface The traffic will be sent to the designated interface.
+Advanced Click to open the configuration page with more options.

Mode

Save and Set to Save the above configuration and set to CPE devices.
CPEs
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2. Click Save and set to CPEs.
Setting route policy to CPEs...
0% Please wait for a while.

@ Succeed: 0 ® Processing: 0 @ Waiting: 0 ® Failed:0

+ Show Details

3. Aroute policy has been set successfully.

Dray Tek ve=scs == ... c
ConPiguration | Bowte Palicy c
e s Heuste oty
Aop S Frolle In e Remainog Maxmum ST

1] a2 a2 A v pradthem arw ety managed by WA ALY, s sl wel | st i arl sy

| W Enabled Matkating Carria dey Ay () Sl B Delsin

8.4.4.2 Creating a Route Policy with Advanced Mode

1.  Click +Add New Route Policy to create a new profile. In default, the settings based on Basic Mode
will be shown as follows.

+ Add a New Route Policy

Enable D

Comment [ MarhartinLCarrid

Source Any ~
Destination Any w
Send via Interface WAN 1 ~

(@ Note
If you want to send via VPN (to the Hub), please dial VPN Hub and Spoke connection first.

+ Advanced Mode

Cancel [® Save and set to CPEs

2. Click +Advanced Mode to get the following page.
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Go to SD-WAN VPN Settings

Send via Gateway Default Gateway ~ Specific Gateway

Packet Forwarding to WAN/LAN Force NAT Force Routing

via
Failover

Failback

Basic Mode

Cancel @ Save and set to CPEs

Item Description
Send via Default Gateway - Traffic will be sent to the default gateway address of
Gateway the specified interface.

Specific Gateway - Traffic will be sent to the specified gateway address
instead of the default gateway address.

Specific Gateway - Enter an IP address.

Packet Force NAT - The source IP address will not be used to connect to the
Forwarding to remote destination. Network Address Translation (NAT) will be used,
WAN/LAN where a common IP address will be used.

Force Routing - The source IP address will be preserved when connecting
to the remote destination.

Failover Click the icon to enable / disable the failover function.
Failover .(.
Failoverto | Default WAN w | when

interface offline.
Failover to Gateway Default Gateway Specific Gateway

Failover to - If the interface specified above loses connection, traffic can
be forwarded to an alternate interface or be scrutinized by an alternate
route policy. Use the drop down list to choose an interface as an auto
failover interface.

Failover to Gateway - The failed-over traffic can be sent to the gateway.
Default Gateway - Click to use the default gateway.
Specific Gateway - Click to use a specific gateway.
Failover to Specify Gateway - Enter an IP address.

Failback - Click the icon to enable / disable the failback function.

Basic Mode Click to return to configuration page with less options.

Save and set to Save the above configuration and set to CPE devices.
CPEs
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4, Click Save and set to CPEs.

Setting route policy to CPEs...
99% Please wait for a while.

@ Succeed: 3 ® Processing: 0 @ Waiting: 0 ® Failed: 0

+ Show Details

5. Aroute policy has been set successfully.

Dray Tek ve=scs == ... c
ConPiguration | Bowte Palicy c
e s Heuste oty
Aop S Frolle In e Remainog Maxmum ST

1] a2 a2 A v pradthem arw ety managed by WA ALY, s sl wel | st i arl sy

| W Enabled Matkating Carria dey Ay () Sl B Delsin

8.4.5 VolP WAN (SD-WAN)

At present, the routers which support VolP WAN (SD-WAN) are Vigor2927, Vigor2865 and Vigor2866.

WAN1 : mos 4.3 #
WAND? : mos 40 e
WWAN3I : mos 36

Digital phones can be connected to any router via Ethernet interface (no need to support VolP function).
With the VolP WAN function, we can set a range. As long as the signal strength falls within this range,
you can use digital phones to communicate with the remote end.

" carrie
Configuration / VoIP WAN O
Enable VeIP WAN ()
Change VolP WAN when current WAN MOS5 score is less than 35 -
And another WAN is better by 03 .
B Clear

Save and Apply to CPEs
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It is available only when SD-WAN feature is enabled for current used network group. If not
enabled, a notification will appear to ask for SD-WAN activation.

These parameters are explained as follows:

Item Description

Enable VolP WAN Click to enable or disable the VolP WAN connection.
If enabled, set a range for detecting the VolP packets to pass through
VigorACS server.

Change VolP WAN Specify a MOS number as the starting point.

when current WAN MOS, the abbreviation of "Mean opinion score", represents overall quality

MOS score is less of a system. The rating for MOS is from 1(bad) to 5 (excellent).

than

And another WAN is Specify a MOS number as the ending point.

better by The rating for MOS is from 1(bad) to 5 (excellent).

Clear Click to return to factory default setting.

Save and Apply to Click to save the settings and apply to all of the CPE devices managed by

CPE's VigorACS server.
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8.5 Hotspot Web Portal for SD-WAN Network Group

Configuration settings of Hotspot Web Portal will vary for group network and specified CPE.

CE

€7 Hotspot Web Portal

Profile
Quota Management
Network & Devices

Analytics

8.5.1 Profile

Profile is used to create or modify Hotspot Web Portal profiles. Up to 4 profiles can be created to meet
different requirements according to LAN subnets, WLAN SSIDs, origin and destination IP addresses, etc.

Hotspot Web Portal | Profile

User Growp:  tmotLaroug

Dray Tek v =n

Login Method Appied Intertacen Aetion

LAM (1) WLAN 2.4G (1) WLAN 5G (1)

LAM L

These parameters are explained as follows:

Item

+Add

Index

Profile Name
Enable

Hotspot Sever Mode

Login Method
Applied Interfaces

Action

VigorACS3 User's Guide

Description

Click to create a new hotspot web portal profile.
Displays the index number of the profile.
Displays the name of the profile.

Displays if this profile is enabled or disabled.

Displays the hotspot server mode.
ACS3 as Hotspot Server
The 3rd Party Hotspot Server

Displays the login method used by this profile.
Displays the interfaces specified by this profile.

Edit - Click to configure settings for the selected profile.
Delete - Click to delete the profile.

C

Profrie Mamber Lamit: 3720

Copy - The hotspot profile can be copied to another hotspot profile. Enter

the profile name and select items to be copied. Then click Apply.
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[Dcopy Profile

MNew Profile
MName

Please enter a profile name

Copy ltem B Configurat

| aralas

View Log - Click to review detailed information for the selected profile.

Hotspot Web Portal / Hatspat Profile
User Group:  RootGroup
4 Back To Profile List

Profile Information Searus Qverview

Profile ID 9

Profile Name NYF_Carrie

Cemments {ACS) just for test St

Login Method Various Hotspo: Login

Applied Interfoces LAN (1) WLAN 2.46 (1) WLAN 56 (1) M BHamopial 8 Gyl B et
Device Name 11 MAC Address i1 Time 1 Result 11 Status

To create a new hotspot web portal profile:

1. Click +Add.

2. From the following page, enter profile name (e.g., NYF_carrie) and click Create.

-+ Create New Profile

New Profile Name NYF Camie

cance'

3. A new profile will be shown on the screen.

Hotspot Web Portal | Profile

User Growp:  inottroup e

At

Profile Number Lsmit: 3730

tadax & Profile Nams Exsble Hatipot Sarver Mogs Losin Mathod Appaied Intaetace Action

1 NYF_Camie ) ACS3as Hotypat Sarver Click Through LA (1) WLAN 2.4 (1) WLAN 56 {1 tust Dot 0 Copy & Viewiog
| ety CITTD  ACS3asHotspol Server Cilck Through LA L) S Dwlem O Cogy @ Viewlog
3 AT _came D) ACS3as Hotipot Server Click Through LA 1) Lait Delets O Copy @ Viewlog
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4. Click Edit for modifying the detailed settings.

Hotspot Web Portal

WLAN 2.46

WLAN 56

External RADIUS Server
External RADIUS Server

RADIUS MAC Authentication

RADIUS MAC Format

RADIUS NAS-Idenfifier

Portal Server

Login Method

Captive Portal URL

Redirection URL

HTTPS Redirection @

Quose Palicy

Quota Profile

@ LANT CJLAN2 0 LANZ () LANA O LANS O LANG O LANT () LANE
SSIDI (1SSIDZ (15SID3 O S5IDd

SSID (1SSID2 () SSIDZ () SSID4

No External RADIUS Server //E

& Click Through () Facebook () Google () RADIUS Account () Leave Infa

Hip

Foted UR

Dataut

Expired Time After 15t Login  ldle Timeout  Bandwidth Limit
0d 6h Om Disabled Urlimited

These parameters are explained as follows:

Item

Enable Profile
Profile Name
Comments

Hotspot Server
Mode

Subnet

WLAN 2.4G/5G

VigorACS3 User's Guide

Description

Basic Settings

Check to enable this profile.

Enter a name for hotspot profile.

Enter a brief description to identify this profile.

Specify the hotspot server.

ACS3 as Hotspot Server - VigorACS server will be used as the server
for authentication.

The 3rd Party Hotspot Server - The third party server will be used as
the server for authentication.

Applied Interfaces

The current Hotspot Web Portal profile will be in effect for the selected
subnets.

The current Hotspot Web Portal profile will be in effect for the selected
WLAN SSIDs.

External RADIUS Server
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External RADIUS  Displays the IP address of the external RADIUS Server.
Server Edit - If required, Click to modify the RADIUS Server.

Destination Port

RADIUS MAC If the RADIUS server supports authentication by MAC address, enable
Authentication RADIUS MAC Authentication and select the MAC address format that is
used by the RADIUS server.

RADIUS MAC Select the MAC address format.
Format
RADIUS Enter the server's ID.

NAS-Identifier
Portal Server

Login Method There are several methods to be selected as for portal server.
Click Through -
Facebook -
Google -
RADIUS Account -
Leave Info -

Captive Portal Enter the captive portal URL.
URL

Redirection URL Enter the URL to which the client will be redirected.

HTTPS If this option is selected, unauthenticated clients accessing HTTPS websites

Redirection will be redirected to the login page, but the browser may alert the user of
certificate errors. If this option is not selected, attempts to access to HTTPS
website will time out without redirection.

Captive Portal If this option is selected, the web portal page is triggered automatically
Detection when an unauthenticated client tries to access the Internet.
Landing Page Specify the landing page for the client after passing the authentication.
Method Fixed URL - Specify a landing page URL.
User Request - The user will be redirected to the URL they initially
requested.

Bulletin Message - Show a message on Bulletin.

Landing Page It is available when Fixed URL is selected as Landing Page Method.

URL Specifies the webpage that will be displayed after the user has successfully
authenticated.
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HTML/Image for
Bulletin Message

Facebook ID

Facebook Secret

Google ID

Google Secret

Quota Profile

Cancel

Continue

The user will be redirected to the specified URL. This could be used for
displaying advertisements to users, such as guests requesting wireless
Internet access in a hotel.

HTML/Image is available when Bulletin Message is selected as Landing

Page Method.

The message configured here will be briefly shown for a few seconds to
the user.

It is available when Facebook is selected as Landing Page Method.
Enter a valid Facebook developer app ID.

It is available when Facebook is selected as Landing Page Method.
Enter the secret configured for the APP ID entered above.

It is available when Google is selected as Landing Page Method.
Enter a valid Google app ID.

It is available when Google is selected as Landing Page Method.
Enter the secret configured for the APP ID entered above.

Quota Policy

Choose a policy profile to apply to web portal clients.
Refer to 8.5.2 Quota Management to define more profiles if required.

Click to Discard current modification.

Click to get into next page.

5. Choose Click Through as Login Method. Then, click Continue for Splash Page Customization.
Splash Page Customization is available for ACS3 as Hotspot Server only.

EBEEETs
Background Layout

Background 1Calor &

Background 2 Color &

Login Method Background
Color &

Login Method Opacity &

Browser Tab Title

Enable Browser Tab lcon

Enable Logo

Splash Page Loge &

Splazh Page Customization
F 553':'33

Components Login Method

Welcome! Please log in to enjoy Wi-
Fi.

DrayTek Red

DrayTek

These parameters are explained as follows:

Item

Background
Layout

Background 1/ 2

VigorACS3 User's Guide

Description
Layout

Select either Color or Image as the login page background scheme.

Select the background color of the login window (up and down layer) from
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Color

Login Method
Background
Color

Login Method
Opacity

Browser Tab Title

Enable Browser
Tab Icon

Browser Tab Icon

Enable Logo
Splash Page Logo

Layout

Splash Page Components

@ Terms & Conditions
3 Marketing

© Language Option

Welcome Message &

Terms & Conditions Text & @) | nave read and

Content &

& Welcome Message

Welcome! Please log in to enjoy
WieF|

Terms and Condi

For information on the data Drayte ect:
and how it is used please see the Draytek

the predefined color list, or enter the RGB value (with the format of HEX).

Select the background color of the login panel from the predefined color
list, or enter the RGB value (with the format of HEX).

Adjust the opacity (1-100) of the login panel.

Enter the text to be shown as the webpage title in the browser.

Click to enable / disable the browser tab icon for VigorACS WUI.

DrayTek - It is default setting.

Image Upload - Select an image by using Browse and upload to VigorACS.
It will be used as the browser tab icon for VigorACS WUI.

Click to enable / disable the logo display on the login window.

DrayTek Red - It is default setting.

Image Upload - Select an image by using Browse and upload to VigorACS.
It will be used as the logo display on the login window.

Components

Components Login Method

4 English (UK)

Welcome! Please log in to enjoy Wi-
A

Privacy Policy.

#

User musz tick to ges the Internet access

Splash Page
Components

Terms

For information on the data Draytek collects and how
it is used please see the Draytek Privacy Policy

I have read and accept the Terms and Conditions.

I Would like to receive emails about the latest events,
products, and services from you

|
Defines the content of the splash page. Select the one(s) to show on the
login page.
Welcome Message

Terms & Conditions
Marketing
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Language Option

Welcome Enter the text to be displayed as the welcome message.
Message
Terms & If it is enabled, it will be shown on the second page after clicking the

Conditions Text Connect / Submit button on the login page.
Enter the text which will be shown after the checkbox for Terms and
Conditions.
Content If it is enabled, it will be shown on the second page after clicking the
Connect / Submit button on the login page.
Enter the text to be displayed in the Terms and Conditions window.
Marketing Text If it is enabled, it will be shown on the second page after clicking the
Connect / Submit button on the login page.

Enter the text which will be shown after the checkbox for marketing

information.
Marketing If it is enabled, it will be shown on the second page after clicking the
Content Connect / Submit button on the login page.

Enter the text to be displayed in the Terms and Conditions window.

Language Use the drop down menu to select a language.
Browse - Select a properties file from your host.
Upload - Click to upload a language file.
Download - Click to download a language file.

Login Method

Layout Compenents Login Method
Connect Button Color &

Connect Button Text &

Enable Hint Message &
2= English (UK}

Welcome! Please log in to enjoy Wi-
fi.

Connect ... It is available when Click Through is selected as Landing Page Method.

Connect Button Color - Select the color of the connect button from the
predefined color list, or using the RGB value (entered with the format of
HEX).

Connect Button Text - Enter the text to be displayed on the connect
button. The color of the text can be set from the predefined color list or
using the RGB value (entered with the format of HEX).

Connect Button Color & ‘ linear-gradient(to right, #efss68 0% 'O
Connect Button Text & Connect o
Enable Hint Message & ()
Click to Get Internet Access D
Facebook ... It is available when Facebook is selected as Landing Page Method.
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Google ...

RADIUS ...

Submit ...

Welcome! Please log in to enjoy Wi-
Fi.

f Log in with Facebook

Facebook Login (Login with Facebook) - Enter the text to be displayed on
the login button. The color of the text can be set from the predefined color
list or using the RGB value (entered with the format of HEX).

It is available when Google is selected as Landing Page Method.

Welcome! Please log in to enjoy Wi-
Fi.

G Sign in with Google

Google Login (Sign in with Google) - Enter the text to be displayed on the
login button. The color of the text can be set from the predefined color list
or using the RGB value (entered with the format of HEX).

It is available when RADIUS Account is selected as Landing Page Method.

Welcome! Please log in to enjoy Wi-
Fi.

RADIUS Username - Enter the account name for passing the RADIUS
authentication.

RADIUS Password - Enter the password for passing the RADIUS
authentication.

RADIUS Login Button Color - Select the color of the login button from the
predefined color list, or using the RGB value (entered with the format of
HEX).

RADIUS Login Button Text - Enter the text to be displayed on the login
button. The color of the text can be set from the predefined color list or
using the RGB value (entered with the format of HEX).

It is available when Leave Info is selected as Landing Page Method.

Welcome! Please log in to enjoy Wi-

Fi
B Agree

Submit
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Profile Number Limiz 10

Text (Max: 170 characters Required

m
“
B

Submit Button Color & . #1100

Submit Button Text & Submit

Enable Hint Message

+Add - Click to add general information, email or check box on the login
panel which will be shown on the login panel as entry box or check box.

Submit Button Color - Select the color of the submit button from the
predefined color list, or using the RGB value (entered with the format of
HEX).

Submit Button Text - Enter the text to be displayed on the submit button.
The color of the text can be set from the predefined color list or using the
RGB value (entered with the format of HEX).

Enable Hint Click to enable / disable the hint message.
Message If enabled, enter a sentence as a hint message.
Cancel Click to Discard current modification.
Previous Click to return to the previous page.

Continue Click to get into the next page.

6. After finished the settings, click Continue to open the following page. This page configuration is
optional.

Hotspot Web Partal / Hotspar Profile

User Group:  RootGroup

(Optioral)

Type: Al

Index  Type Enable Content Action

Click +Add to create a whitelist profile and apply to this hotspot profile.
o
These parameters are explained as follows:
Item Description
+Add Click to add a new whitelist profile.
Clear All Click to remove all of the whitelist profiles.
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7.

Type

Enable
Content
Action
Cancel
Previous

Save

e

Hotspot Web Portal / Hotspat Profile

User Group RootGroup

Profile ID"  Profile Name Enable

9 NYF_Carrie

Hotspot Web Portal / Quota Managerment

User Group: | Gog

ek

Inded’  Profile Hame

Item

User Group

+Add

Delete

Index

Profile Name

Expired Time After
1st Login

Idle Timeout

Use the drop-down list to specify the type of the whitelist profile.

NAT Rules
Destination Domain
Destination IP
Destination Port
Source IP

Click to enable / disable the whitelist profile.

Enter the value if required. It varies according to the type selected.

Delete - Click to remove the selected whitelist profile.

Click to Discard current modification.
Click to return to the previous page.

Click to save the changes in this page.

Click Save to finish and save the configuration.

DrayTek vigeracs:

Login Methed Applied Interfaces

Click Through LAN 1) WLAN 2.4G (1) WLAN 5G (1)

DrayTek veescss

Expired Time Aftar 1% Login Mle Timecnst Eandwidth Limit

These parameters are explained as follows:

Description

Action

Quota management integrates bandwidth limit, session limit, applicable device number and validity
period into one profile. This profile is prepared for a hotspot web portal profile.

Setion Limit

[ Linis=ment |

Specify a user group to display the quota management profiles under that

group.

Create a new profile.

Click to delete the profile.

Displays the index number of the profile.

Displays the name of the profile.

Displays the time remained for use after the first login.

Displays if the function is enabled or disabled.
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Bandwidth Limit

Session Limit

Displays the number of bandwidth limit.

Displays the number of session limit.

The following setting page appears when +Add is clicked.

Hotspot Web Portal / Quota Management

User Group :

Add Quota Policy Profile

Profile Name

Account Validity

Expired Time After 15t Login

Enable Idle Timeout

Idle Timeout

Device Control

Devices Allowed
Enable Reconnection Restriction

Restriction Type

OP_1

~ 6 ~ 0 v

hours minutes

«©

Unlimited ~ /account

©

Set Particular Time

Set Time Period

~ hours | @ | mins

Block the same user from reconnecting for the set
period

Cancel ﬂ

These parameters are explained as follows:

Item

Profile Name
Account Validity

Expired Time After
1st Login

Enable Idle Timeout

Devices Allowed

Enable Reconnection
Restriction

Enable Bandwidth

VigorACS3 User's Guide

Description
Add Quota Policy Profile

Enter a name for this profile.

Enter the time (days, hours and minutes) remained for use after the first
login.

Click to enable the function of idle timeout.

Idle Timeout - Set the timeout for breaking down the Internet after
passing through the time without any action.

Device Control

Enter a number (1-100) of devices applied with this profile.
"Unlimited" means no number limitation.

Click to block the same client reconnecting to Internet.
Restriction Type - There are two types to set the time period.

Set Particular Time - The same user is unable to connect to Internet
before the time setting.

Set Time Period - The same user is unable to connect to Internet
before the time period.

Bandwidth and Session Limit

Click to enable the function of bandwidth limit.
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Limit Download Limit - Enter a value to define the maximum data traffic
(downloading) for each client connecting to Vigor device.

Upload Limit - Enter a value to define the maximum data traffic
(uploading) for each client connecting to Vigor device.

Enable Session Limit - Click to enable and set session limit.

Session Limit - Enter a value to define the maximum sessions for
each client connecting to Vigor device.

Cancel Discard current modification.

Save Save the current settings.

Each network group and / or device can be assigned with different hotspot profile.

Hotspot Web Portal / Network & Device

HName Model Name Hotspot Profile

gorAP 810

6 6 06 &

3 6 6 06

o Ag Paren
a2
[ R Pare
&2 As Parent
D2
@ 28300 202 o
=3
These parameters are explained as follows:
Item Description
User Group Specify a network group. Specify the hotspot profile(s) for the device under

the selected network group.

Hotspot Profile Select a hotspot profile for the selected group / device.
As Parent - Use the same setting as the previous layer.

Save Save the current settings.
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This page displays the locations of the routers on the map, top 10 busiest hotspot routers and a list of
clients accessing into the Internet via the hotspot web portal.

Hotspot Web Portal | &

R W g Top 10 Busiest Hotspot Router

L]
+
E)
These parameters are explained as follows:
Item Description
Map Displays the location of the client.
Top 10 Busiest Displays the top 10 busiest routers.
Hotspot Router Today - Display the name of the router, number of clients and performed

action at the present day.

Week - Displays the name of the router, number of clients and performed
action within one week.

Month - Displays the name of the router, number of clients and
performed action within one month.

Last 24 Hours, Last 7 Choose the time period, last 24 hours, 7 days or 30 days. Or click Custom

Days, Last 30 Days, to specify a certain period, for displaying the router location.

Custom

Index Displays the index number of the router.

Username Displays the username of the client.

User Device Displays the MAC address of the router.

Hotspot Profile Displays the name of the hotspot profile used.

Hotspot Router Displays the name of the router used by the client to access into Internet.
Last Login Time Displays the last login time.

VigorACS3 User's Guide 293



Applications

A.1 How to apply an AP profile to AP device(s)?

1. Choose a group containing with access points (e.g., “RD8" in this case) from Root Network.

DrayTe

AP 910C_001DAATFSDEC
& RDS(9)
& RDE) AP 9N2C_ D01DAATZET4A
AP S SRPD_001
& RD7(15)
AP 920R_001DAA
& RO999¢ BX 2000ac_001DAADTECES
999(3)

Espafiol_2832n_001DAAEGOE00
& SEG1(1) P

GZ300_001 DAASCT 94F

&% Shanghai(13)

2. Open Configuration>>AP Profile.

Configuration / AP Profile

(1 Configuration
Action
7Edit [ Delete ) Duplicate  Cll Copr To
o
=
Device Provisioning
Name Model Name Last Provisioned Status AP Profile
4 & Rpg B}

A

In the Device Provisioning, all of the access points grouped under “RD8" are displayed under the
field of Name.

3. Select the AP (e.g., AP 920R in this case) required to apply new AP profile; and use the drop down
list of AP Profile to specify a profile (e.g., Marketing_carrie in this case).

A AP 920R_001DAABI2CTS VigorAP 920R - - Marketi +
{As Parent)

& vigorapono VIgorAP 900
Root Network-UK-Copy-adit

fekeh E

You can click +Add New Profile to create a new AP profile if there is no AP profile to be chosen
or the existed AP profile is not suitable for the AP model.

Click Save. The settings in web user interface of the selected VigorAP will be overwritten with the
settings configured in AP profile immediately.
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Chapter 9 Device Menu

On the dashboard for CPE, the Device menu contains:

€2

—=

=

9.1 Dashboard for C

Dashboard

Statistics

Monitoring

Configuration

PE

Use the drop-down menu on the top of the left side to select a CPE (e.g., Vigor2862 series).

o REXE49) B jimytesd

)

& robin_tes(7)

& Thanghai15)

o Testl K Test21)

Vin_001DAAF4BECE

2133V ac 00N DAAGSEDRD

1862Voc_D01DAAFTCOED W

I (o) 2862Vac_001DAAFTCOED

Port Status

B62Vac

e ki Smtad

DrayTek veencs:

WAN Overview

a5

Device Infermation
Device Name:

1P Address

Hetwork Hame
Model
Frmware Versian
MAC Address

Up Time

Connectivity and Alerts

] saart Time
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9.2 Statistics for CPE

Statistics is available for a selected group network or CPE.

The page offers statistics for the selected device listed under root networks, including usage overview,
wireless clients Overview, data traffic, device ranking, and client ranking. By clicking Last 24 Hours, Last
7 Days, Last 30 Days or Custom setting (define the period), the administrator can obtain various

statistics within the time period.

Statistics
Last3Hours  LastTDays  Last300ays | Custom  Soer 2020/00/23 End: 2020709724
Usage Overview
Total Mumbser of Clients Wirelis Clients Wired Clients
0 (0%) 3(100%)
Total amount of Traffic Download Upload
2.27TGB 2.19 GB (96.6%) T8.25 MB (3.4%)

;.\l. Number of Concurrent Client .il;v_. Number of Daily Client @

Clients

Wired ) Wireloss
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Wireless Clients Overview

Wi WG W Ho Data

Tralfic

9557 ME
RS T
A768ME
FEETTTS

Clyte

W Anddrokd W05 B Wandows
W Lirwax

Wired | Wireless
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Monitoring menu offers options for monitoring the normal and abnormal actions for network, group
and CPE. This section offers Monitoring menu items for a selected CPE (in this case, Vigor2862 series is

used as an example).

Monitoring

Alarm

Logs

Diagnostics

Alarm message will be recorded on VigorACS 3 server when there is a trouble happened to the device
(CPE). Only the users within the same user group will be notified for the message.

Menitering / Alarrr

Time Devien bame WAL Addrens Alsrm Level Adsrm Mrssage Adsrm Typr

These parameters are explained as follows:

Item

Alarm / History

Delete
Delete All
Download

No.

Description

Alarm - Display the alarm records recently.

History - Display all the alarm records that have been solved and cleared.
Clear the alarm record which has been solved by VigorAcCS 3.

Clear all of the alarm records which have been solved by VigorACS 3.

Click this button to save alarm log as a XLS file.

Display the index number of the alarm. It is offered by VigorACS 3
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Ack Status

Time

Device Name
MAC Address
Alarm Level

Alarm Message

Alarm Type

automatically.

Display the status of the records with the type specified here (Not Ack or
Acked).

Displays the time of the device to be monitored.

Displays the name of the monitored device.

Displays the MAC address of the monitored device.

Displays the alarm message with the severity (e.g., Critical) specified.

Displays a brief explanation for the alarm sent by VigorACS 3
automatically.

Displays the alarm message with the type specified.

It provides records of action executed, name of the selected device, MAC address, Device IP, and
Current Time for CPE device managed and monitored by VigorACS.

Monitoring / Logs

Device ID MAC Address Device 1P Action Actian 1D Time

These parameters are explained as follows:

Item

Log Type

Delete
Delete All

Download

VigorACS3 User's Guide

Description

Click one of the tabs (e.g., All CPE Actions, Device Reboot, Reboot By CPE,
Reset System Password, Set Parameter, File Transfer, Setting Profile,
Device SysLog, CPE Notify, Device Register, Device Operate and etc.) to
display related log on this page.

Enter the condition for VigorACS to search and display relational
information.

Clear the alarm record which has been solved by VigorACS.
Clear all of the alarm records which have been solved by VigorACS.

Click this button to save the log as an XLS file.
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9.3.3 Diagnostics

Diagnostic Tools provide a useful way to view or diagnose the status of Vigor router. Here, Vigor2865
series is used as an example.

9.3.3.1 Ping
This page allows performing a ping job for the selected CPE.

2865ac_001DAA41DF78 / Monitoring / Diagnostics (6]

Protocol
IP Address / Domain

Ping Through

Auto
WAN1

e m
WAN3

WAN4

These parameters are explained as follows:

Item Description
Protocol Choose IPV4 /IPV6 for ping action.
Ping Through Use the drop down list to choose the interface (e.g., WAN, LTE) that you

want to ping through or choose Auto to be determined by the router
automatically.

For IPv4

Ping To Enter the IPv4/IPv6 address of the host/IP that you want to ping.

Source IP Use the drop down list to specify a source IP. If Auto is selected,

IP Address If Host/IP is selected as Ping To, you have to enter the IPv4 address of the
host that you want to ping.

For IPv6

IP Address Enter the IPv6 address of the host that you want to ping.

Run Click to start the ping work. The result will be displayed on the screen.

9.3.3.2 Trace Route

This page allows you to trace the routes from router to the host. Simply Enter the IP address of the host
in the box and click Run. The result of route trace will be shown on the screen.

< Monitoring 2927Vac_1449BC117B60 |/ Monitoring / Diagnostics c

Ping

Type IPV4  IPVE

Trace through Auto ~
Routing Table
ARP Table Protocol ICMP  UDP
DHCP Table Host / IP Address

Sessions Table

These parameters are explained as follows:

Item Description

Type Click IPv4 or IPv6 to display corresponding information for it.
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Trace through

Protocol
Host / IP Address

Run

9.3.3.3 Routing Table

Select an interface for tracing through. It is available when IPv4 is selected

as the Type.
Click ICMP or UDP that you want to ping through.
Enter the IPv4/IPv6 address or domain name of the host.

Click to start route tracing work.

This page displays the routing information for the selected CPE.

Index

ARP Table

DHCP Table

Sessions Table

oW

Key

Destination
FEBO:
FEBO:
FESO:
FEBO:
FESO:

FEBO:

Show Detail

2865ac_001DAA41DF78 / Monitoring / Diagnostics

IPv4 Routing Table

Destination Subnet Mask Gateway Key

0.0.0.0 0.0.0.0 192.168.105.1 *
192.168.105.0 255.255.255.0 directly connected C
192.168.67.0 255.255.255.0 directly connected (=3
192.168.2.0 255.255.255.0 directly connected (<]

C: Connected S: Static R: RIP *: default ~: private B: BGP

IPv6 Routing Table

Prefix Length Interface Flags Metric
64 LANT u 256
64 LANZ u 256
64 LAN3 v 256
64 LANS u 256
64 LANS u 256
64 LANG u 256

These parameters are explained as follows:

Item

IPv4 Routing Table

IPv6 Routing Table

VigorACS3 User's Guide

Description

Displays the routing information including index number, destination IP,

subnet mask, gateway, key and interface.

Show Detail - Click to display more detailed information.

Displays the routing information including destination IP, prefix length,

interface, flags, metric and next hop.

Next Hop

Iface

WANZ

WANZ

LANT

LAN2
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9.3.3.4 ARP Table

This page displays the content, including IP address, MAC address, Host ID, interface, VLAN, port
number, device name, description and comment, of the ARP (Address Resolution Protocol) cache held in
the router.

3130m_DOLDAASSATSA | MonHoring | Diagnostics

& Cmignaton

Shaw WA AL W

L A pidren Wt minmc LT o s Desorgose conmer

001044780819 wanl

S-10LAA 06D Al

T SETEFLLIE W

These parameters are explained as follows:
Item Description
LAN/WAN LAN - Click to display the ARP table of devices on LAN, including LAN

device and wireless LAN device. In default, this page will display the
information for LAN and VLAN.

Show LAN - Select a LAN interface / All LANS.
Show VLAN - Select a VLAN tunnel / All VLANS.

WAN - Click to display the ARP table of devices on WAN. In default, this
page will display information for all WANSs.

Show WAN - Select a WAN interface.

Clear Delete all records.

9.3.3.5 DHCP Table
This page shows the IPv4/IPv6 address of LAN device(s) which is assigned by the selected CPE.

2865ac_001DAA41DF78 / Monitoring / Diagnostics

IPv4 Address Assignment Table
ing T Name » Mask Stare 1P End 1P DHCP Server
CREED LANT 192.168.67.1 255.255.255.0 192.168.67.10 192.168.67.209 on

LANZ 192.168.2.1 255.255.255.0 192.168.2.10 192.168.2.109 on

IPv6 Address Assignment Table

Interface 1Pv6 Address IAID Link-Layer Address Leased Time puip

These parameters are explained as follows:

Item Description
IPv4 Address Displays the IP assignment status including LAN number, IP address, mask
Assignment Table address, start IP, end IP and DHCP server on/off.
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IPv6 Address

Assignment Table

Displays the IP assignment status including interface, IPv6 address, IAID,

link-layer address, leased time and DUID.

9.3.3.6 Sessions Table

This page displays the private IP, private port number, pseudo port number, the peer IP, the peer port,
the connected interface of the remote client communicating with the selected CPE.

VigorACS3 User's Guide

2865ac_001DAABO0000 / Monitoring / Diagnostics

Index

Private IP
192.168.65.10
192.168.65.10
192.168.65.10
192.168.65.10
192.168.65.10
192.168.65.10
152.168.65.10
192.168.65.10
192.168.65.10
192.168.65.10
192.168.65.10
192.168.65.10
192.168.65.10
192.168.65.10
162.168.65.10
192.168.65.10
192.168.65.10
192.168.65.10
192.168.65.10
192.168.65.10
192.168.65.10
192.168.65.10

192.168.65.10

Private Port
64021
31647
64497
84720
49204
29675
49680
49726
49728
50015
50016
50379
50381
50665
50814
50844
50845
50886
50896
50913
50917
50922

50924

Pseuda Port
65321
32027
33009
3332
50574
50055
50960
51006
51009
51285
51296
51659
51661
51945
52094
52124
52125
52166
52176
52103
s2197
52202

52204

Peer P
17.57.145.21
88.8.8
13844040
8888
$2.139.233.255
35.201.1249
1721628
162.247.242.20
139.59.210.197
91.108.56.174
91.108.56.174
$2.139.233.255
52.139.233.255
209.206.62.33
209.206.62.33
3222916
3222916
192.220.232.200
3222916
14.226.250.7
14.186.47.236
52.414132.23

14.226.250.7

Interface
WAN2
WAN2
WAN2
WAN2
WAN2
WAN2
WAN2
WAN2
WAN2
WAN2
WAN2
WAN2
WAN2
WAN2
WAN2
WAN2
WAN2
WAN2
WAN2
WAN2

WAN2

WAN2
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9.4 Configuration

304

This section introduces the menu item used for the selected CPE (AP or router) briefly. For more
detailed information on each menu item, refer to User's Guide of the selected CPE device.

Available configuration settings will vary for root network, group network and specified CPE.

| 2 Configuration

. . WAN
Root Network -~ (7 Configuration =

(= — LAN
&y - .
Wl Configuration - -
- == Hotspot Web Portal
VPN T AP Profile Routing
=
AP Profile - Load Balance AT

Route Policy (so-wa) =] Hardware Acceleration

VolP WAN E3 Firewall

The menu items for a selected CPE device, generally, are the same as the settings on web user interface
of the selected device (CPE, AP and etc.).

It is not necessary for the administrator to access into the web user interface of the selected CPE to
make setting changes. If required, the administrator can modify the settings for the selected device
through the options displayed under Configuration. The modifications will be applied to the selected
device immediately.

How to select a CPE? On the left-top side of the home page of VigorACS 3, click the Network tab and find
out the CPE you want. Then, click the CPE. A dashboard of the selected CPE will be shown on the screen.

Root Network(68)

2865_1449BC080090

2865ac_1449BCOSF1A8

2912n_D01DAABAS1ITC

DrayTek
¢ 2865ac_001DAAD00000

Port Status

. Vigor2865ac

*® 0O
[ ] ACT WAN2 QoS Bl Sl W B FA VDS Secwity Firewal

ceiesn LA 4
onorimes @ [ ] . 1 Cr == - - - - - - - = -
. e e e = L‘a----.
2 =
ol I " " " " v oa
=

Device Information DSL Information
Device Name 2865ac_001DAADDOOOD DSL Status
IP Address link TP Address i https://192.168.105.123:443 l DSL Type vDsL2
Network Name rd8 Download Speed(kbps) 0
Model Vigor2865ac & Upload Speed{kbps) 0
Firmware Version 422 RC1_STD @ SNR Margin 0
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The menu items for Configuration will vary based on the selected CPE (AP / router). Here, we take
Vigor2865ac as an example.

2865ac_001DAADOODOD ~

J Configuration

WAN
LAN
= Hotspot Web Portal
Routing
MNAT
Hardware Acceleration
Firewall
User Management

Objects Setting

If the administrator wants to access into the web user interface of the selected CPE, click the IP
address link of the selected CPE on the CPE dashboard.

VigorACS3 User's Guide 305



9.4.1 WAN

306

WAN settings relate to access Internet for CPEs.

9.4.1.1 Internet Access

i

Mado

2865Lac_14408C0DEFD0 | Configuration | WAN
me
wan]
WAl
WA

WaNs

Load Balance Setup

Weight Type
Upload Weight

Dawnload Weight

Latancy Weight

Dty wame iy mads ‘Acoe Mods sonn Bandwicthoangs] DownLmAupLIR g Latency g me g i Lom

These parameters are explained as follows:

Item

Table

Load Balance Setup

Description

Alarm - Display if the alarm function is enabled or disabled.
Index - Displays the index number of the WAN interface.
Display Name - Displays the description for the WAN interface.

Physical Mode - Display the physical mode (e.g., Wireless 2.4G / Wireless
5@G) of the interface.

Access Mode - Displays the access mode for the WAN interface.
Status - Displays if the WAN interface is enabled or disabled.

Bandwidth(Kbps)DownLink/UpLink - Displays the downlink / uplink
bandwidth ratio.

Ping Latency / Ping Jitter / Ping Pkt Loss - Displays the latency / jitter /
packet loss value.

Mode - The default is IP Based. Choose Session Based to get better
transmission speed.
Line Speed - Choose Auto Weight to let the router reach the best load
balance. According to Line Speed to let the router reach the best load
balance based on line speed.
Weight Type - Choose Bandwidth-Based / Quality-Based /
Reliability-Based as the weight type. Or choose Custom to define Upload
Weight, Download Weight, Latency Weight, Jitter Weight, Pkt Loss
Weight respectively.
Upload / Download Weight- The higher the weight is, the WAN
interface with higher bandwidth will get higher usage.
Latency Weight - It defines the time taken by Vigor router when
sending the packets to the IP set in Link Condition Detection. The
higher the weight is, the WAN interface with lower latency will get
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Save

higher usage.

Jitter Weight - It defines the change rate of latency. For stable
session, small jitter value will be better. The higher the weight is, the
WAN interface with lower jitter will get higher usage.

Pkt Loss Weight - It defines the proportion that packets will be
discarded before arriving at the IP set in Link Condition Detection.
The higher the weight is, the WAN interface with lower packet loss
will get higher usage.

Save the current settings.

To modify the general setup settings for each WAN, move the mouse cursor on the WAN# under Index
and Click to open the following page.

2865Lac_1449BCOD8F00 / Configuration / WAN

General Setup

Alarm

Enable
Display Name

Physical Mode

DSL Mode

DSL Mode Code

Enable Load Balance

Active Mode

VLAN Tag Insertion

VDSL2 VLAN Tag Insertion

VDSL2 Service VLAN Tag Insertion
Access Mode

PPPOE MTU

Path MTU Discovery

Show alarm message when this WAN interface disconnects

None PPPoE Static or Dynamic IP

1492

et (R

These parameters are explained as follows:

Item

Alarm

Enable

Display Name
Physical Mode
DSL Mode

DSL Modem Code

Enable Load Balance

Active Mode

Failover

VigorACS3 User's Guide

Description

General Setup

Click to show/hide an alarm message.

Click to enable/disable settings of the WAN interface.

Enter the description for the interface.

Display the physical mode (e.g., DSL) of the interface.

Specify the physical mode (Auto, VDSL or ADSL) for the router manually.

Choose the correct DSL modem code for ensuring the network connection.

If you have no idea about the selection, simply choose Default or contact
the dealer for assistance.

Click to enable auto load balance function for this WAN interface.

Always On - Make the WAN connection being activated always.
Failover - Make the WAN connection as a backup connection.

It is available when Failover is selected as Active Mode.
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Backup WAN - When the active WAN failed, such WAN will be activated as
the main network connection.

Active When - It is available when Failover is selected as Active Mode.

Any - The backup WAN will be activated when any master WAN
interface disconnects.

All - The backup WAN will be activated only when all master WAN
interfaces disconnect.

Backup Type - Choose Fails to connect or Meet Any/all of the following
condition. When Meet Any/all of the following condition is selected:

Meet of the following conditions - If the packet meets any one of
the conditions, the failover WAN will be enabled; if the packet meets
All of the conditions, the failover WAN will be enabled.

Upload traffic / Download traffic - Set the values for upload and
download respectively.

Latency - After selecting Check Latency, enter a value as a threshold.
Jitter - After selecting Check Jitter, enter a value as a threshold.

Packet loss After selecting Check Packet loss, enter a value as a
threshold.

When the data traffic of active WAN reaches the traffic threshold (specified
here), the failover WAN will be enabled automatically to share the
overloaded data traffic.

VLAN Tag Insertion / | Click to enable the function of VLAN with tag.
VDSL2 VLAN Tag
Insertion / VDSL2
Service VLAN Tag
Insertion
Access Mode Set the access mode for this WAN.
None - No mode used.
PPPoE - Click to select PPPOE as the accessing protocol of the Internet.
PPPoE MTU - Set a number as the Max Transmit Unit for packet.

Static or Dynamic IP - Click to select a static IP or use dynamic IP as the
accessing protocol of the Internet.

Static IP MTU - Set a number as the Max Transmit Unit for packet.

Path MTU Discovery Click to enable the path MTU discovery function for this WAN interface.

Path MTU to - Select Host / IP, for an IPv4 address or Host / IPv6, for
an IPv6 address, and then enter the IP address in the textbox.

MTU size start from - Determine the starting point value of the
packet.

MTU reduce size by - Number of octets by which to decrease the
1500-byte MTU. Start with a 0 value for the reduce size and click the
Detect button. If the message Fail is returned, increase the MTU
reduce size and try again. Repeat until you see the message Success,
indicating that the optimal MTU size has been reached.

Modem Settings (for ADSL only)

Multi-PVC channel The selections displayed here are determined by the setting page of
Multi-PVC/VLAN. Select M-PVCs Channel means no selection will be
chosen.

VPI/VCI Enter the value provided by ISP.

Encapsulating Type Choose the type provided by ISP.
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Protocol

Modulation Type

For Wired LAN /
For Wireless LAN

PPP Service Name /
PPP User Name /
PPP Password

Schedule Setup(1-15)
PPP Authentication

Fixed IP Enable

Fixed IP Address

Connection Type

Primary DNS Server /

Secondary DNS
Server

Enable RIP
Enable Bridge Mode

Enable Full Bridge
Mode

Bridge Subnet

Index
Enable

Aux. WAN IP

VigorACS3 User's Guide

Choose the one (PPPoE or PPPoA) provided by ISP.

Default setting is Multimode.
Choose the one that fits the requirement of your router.

PPPoE (available when PPPoE is selected as the Protocol

For Wired LAN - If you check this box, PCs on the same network can use
another set of PPPoE session (different with the Host PC) to access into
Internet.

For Wireless LAN - It is available for n model. If you check this box, PCs on
the same wireless network can use another set of PPPoE session (different
with the Host PC) to access into Internet.

Enter the service name, username and password provided by ISP.

Enter four sets of time schedule for your request.
Select PAP only or PAP or CHAP for PPP.

Click Yes to enable the fixed IP setting.
Or, click No to disable the fixed IP setting.

Enter a fixed IP address in the box.

Static or Dynamic IP (available when Static or Dynamic IP is selected
as the Connection Mode)
DHCP - Click to obtain the IP address automatically.

Router Name - Enter the router name provided by ISP.

Domain Name - Enter the domain name that you have assigned.

DHCP Client Identifier - Click to enable and specify username and
password as the DHCP client identifier for some ISP.

Static - Click to specify some data.
IP Address - Enter the private IP address.
Subnet Mask - Enter the subnet mask.
Gateway IP Address - Enter gateway IP address.

Enter the primary IP address for the router. If necessary, Enter secondary
IP address for necessity in the future.

Click to enable the RIP function.

Enable - Click to make the router work as a bridge modem. Yet, the
incoming packets with VLAN tags will be discarded.

Enable Firewall - If enabled, all of the filter rules defined and
enabled in Firewall menu will be activated.

Click to make the router work as a bridge modem which is able to
forward incoming packets with VLAN tags.

Make a bridge between the selected LAN subnet and such WAN interface.
WAN [P Alias (Multi-NAT)

Display the index number of the WAN IP alias.

Click to enable the selected WAN [P alias.

Display the IP address of the WAN IP alias.
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Cancel Discard current modification.

Save Save the current settings.

9.4.1.2 Connection Detection

This page displays physical mode and access mode for each WAN interface.

Dray ek v LR
2865ac 001DAA41DF78 / Configuration / WAN ]
Index Physical Mode Access Mode
WANT DsL PPPOE
WANZ Ethernet Static or Dynamic IP
WAN3 Wireless 2,46 None
WANG Wireless 56 None
WANS use None
WANG use Nene

These parameters are explained as follows:

Item Description
Index Displays the index number of the WAN interface.
Physical Mode Displays the physical connection for WAN interfaces according to the real

network connection.

Access Mode Displays the accessing mode of the Internet.

To modify the setting, move the mouse cursor to any entry and click to open the setting page.
218553¢_001DAADOOD00 | Configuration | WAN

WAN Connection Detection

Index 1

Mode [p.,.gnm ]

I Detect

e T —

Secondary Ping ¥ 0000
Ping Catewsy I

m F

Ping Interval 1

Fing Rmtry 0

Link Condition Detection

Mode Ping Dstiscr
Primary Fing [FY1:
Secondary Ping if [T

Ping Interval 10

Item Description

WAN Connection Detection
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Index Displays the index number of the WAN interface.

Mode Choose PPP Detect or Ping Detect for the system to execute for WAN
detection. If you choose Ping Detect as the detection mode, you have to
enter required settings for the following items.

Primary / Secondary Ping IP - Enter the Primary or Secondary IP
address in this field for pinging.

Ping Gateway IP - Use the WAN gateway IP address for pinging.
Vigor router can check if the WAN connection is on or off.

TTL - Set TTL value of PING operation.

Ping Interval - Enter the interval for the system to execute the PING
operation.

Ping Retry - Enter the number of times that the system is allowed to
execute the PING operation before WAN disconnection is judged.

Link Condition Detection

Mode In order for the system to detect the latency, jitter, and packet-loss status
for each WAN interface, you have to specify the IP transmitting data
through the interface.

Choose Ping Detect, Http Detect, or Disable as detection mode. If Ping
Detect or Http Detect is selected, you have to configure the following

option.
Primary Ping IP Enter an IP address.
Secondary Ping IP Enter an IP address.
Ping Interval Set a time interval (unit: second) for the system to ping the IP address

specified above.
Cancel Discard current modification.

Save Save the current settings.

9.4.1.3 Multi-PVC/VLAN

This page allows you to configure multiple permanent virtual circuits (PVCs) and ATM QoS for channels

7] UBR PPRoh VE_ MU
(0] v PPPoA VoMY

58 ueh PRPCA e

D01 CAAO00 Dray lek veescss A
2865ac_DOLOAAROD0O0 | Configuration | WAN
Chasmed Gomeral nabie WA Ty w L] ol Type Frugocol Fatapuilation
takee wosL 1 41 [ PPRCA VE AR
e 5L 1 a“n uBR PPPOA VE_MUY
=1 1 4 usi P VMR
1 s 5L 1 L uBR PPPEA VE_MAIK
1 e L 1 51 uER PPROA VMR
1 uER PR VE_MU
1
1
1
1

To modify the setting, move the mouse cursor to any entry and click to open the setting page.
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2865ac_001DAA000000 | Conflguration / WAN
Channel 7
Enable o
General Settings
WAN Type VDSL

VLAN Tag 0

Priority 0

Port-based Bridge

Open Port-based Bridge Connection
WAN Interface for this Channel

Open WAN Interface

= - |
These parameters are explained as follows:
Item Description
Channel Display the number of the channel.
Enable Click to enable or disable the channel.
General Settings
WAN Type Specify a WAN type of the PVC Channel/VLAN.
VLAN Tag Enter the value as the VLAN ID number.
Priority Choose the number to determine the packet priority for this VLAN. The
range is from 0 to 7.
Port-based Bridge
Open Port-based Click to enable or disable the function.
Bridge Connection If enabled, you have to enter required settings for the following items.

Physical Members - Group the physical ports by checking the
corresponding check box(es) for applying the port-based bridge
connection.

WAN Interface for this Channel

Open WAN Interface  Click to enable or disable the function.
If enabled, you have to enter required settings for the following items.
WAN Application -

Management - The configuration for this VLAN will be effective for
Web configuration/telnet/TR069.

IPTV - The IPTV configuration will allow the WAN interface to send
IGMP packets to IPTV servers.
Mode - Select ARP Detect or Ping Detect. If Ping Detect is selected, you
have to set the following options.

Primary Ping IP / Secondary Ping IP - Enter Primary or Secondary IP
address in this field for pinging.

Ping Gateway IP - Enable this setting to use current WAN gateway IP
address for pinging. With the IP address(es) pinging, Vigor router can
check if the WAN connection is on or off.
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TTL - Time To Live, the maximum allowed number of hops to the
ping destination. Valid values range from 1 to 255.

Ping Interval - Set a time interval (unit: second) for the system to
ping the IP address specified above.

Ping Retry - Enter the number of times that the system is allowed to
execute the PING operation before WAN disconnection is judged.

WAN Setup - Choose Static_or_Dynamic_IP or PPPOE/PPPoA.

WAN IP Network It is available when Static_or_Dynamic_IP is selected as WAN Setup.
Settings Auto IP - Click to enable / disable the settings.
If Auto IP is enabled, you have to enter required settings for the following
items.

Router Name - Enter the router name provided by ISP.
Domain Name - Enter the domain name provided by ISP.

If Auto IP is disabled, you have to enter required settings for the following
items.

IP Address - Enter the IP address.
Subnet Mask - Enter the subnet mask.
Gateway - Enter gateway IP address.

Primary DNS IP - Enter the primary IP address for the router if you want
to use Static IP mode.

Secondary DNS IP - If necessary, Enter secondary IP address for necessity
in the future.
ISP Access Setup It is available when PPPoE/PPPoOA is selected as WAN Setup.

ISP Name - PPP Service Name. Enter if your ISP requires this setting;
otherwise leave blank.

Username - Name provided by the ISP for PPPoE/PPPoA authentication.

Password - Password provided by the ISP for PPPoE/PPPoA
authentication.

Authentication - Choose the protocol used for PPP authentication.
Always On - The router will maintain the PPPoE/PPPoA connection.

Fixed IP - If enabled, the IP address entered in the Fixed IP Address field
will be used as the IP address of the virtual WAN.

Fixed IP Address - Enter an IP address.
Cancel Discard current modification.

Save Save the current settings.
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9.4.1.4 WAN IPv6

This page allows to configure IPv6 settings for each WAN interface.

2865ac_001DAA151EB8 / Configuration / WAN

Index Physical Made Connection Type

WANT DSsL offiine
WANZ Ethernet PR

WAN Budget WANS. use offline
WANE use offline

These parameters are explained as follows:

Item Description
Index Displays the index number of the WAN interface.
Physical Mode Displays the physical connection for WAN interfaces according to the real

network connection.

Access Mode Displays the accessing mode of the Internet.

To modify the IPv6 setting, move the mouse cursor to any entry (WAN1/WAN2/WAN5/WAN®6) and click

to open the setting page.

2865ac_001DAA151EBS / Configuration / WAN

Basic
Connection Type Offline -
PPP
TSPC
AlCCU
DHCPvE Client
Static IPvE
Bind Static Tunnel
6rd
Offline

When Offline is selected, the IPv6 connection will be disabled.

PPP

2865Lac_1449BCODSFO0 | Configuration /| WAN

Basic
Connection Type PR -
RIPng Protocol [ @)

WAN Connection Detection

Mode Ping Detect ~

Ping IPfHostname

TTL(1-255,0:Auto) 0

cancel m

=Y -
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TSPC

2865Lac_1449BCODSFO0 [ Configuration / WAN
Basic
Connection Type
TSPC

Username
Password

Tunnel Broker

WAN Connection Detection

Mode Ping Detect

Ping IP/Hostname

TTL(1-255,0:Auto)

- -
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AICCU

2365Lac_l1449ECUDBFO0 [ Configuration / WAN
Basic

Caonnection Iype AICCU

AlcCu

Always On

Usernane

Password

Turnel Broker U sixms. el

Turndl ID

Subnet Profix /o

'WAN Connection Detection

Mode Ping Detect

Ping IPHusLnane

TTL(1 255,0:Muto)

DHCPv6 Client

2865Lac_1449BCOD8FO0 / Configuration / WAN
Basic

Connection Type DHCPVG Client

1AID [
DUID 000300011449bc0d8f01
Authentication Protocol None
RIPng Protocol
Enable Bridge Mode [ @]
Enable Firewall
Bridge Subnet LANL
WAN Connection Detection
Mode Ping Detect

Ping IP/Hostname

byt

255,0:Auto)

- |

- .
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Static IPv6

2865Lac_1449BCODSF00 / Configuration / WAN

Basic

Connection Type Static IPvé -

Static IPvé

Current IPv6 Address Table

Index 1PvG Address Praflx Length Action
1 -+ Add
IPv6 Gateway Address

RIPng Protocol
Enable Bridge Mode O
Enable Firewall

Bridge Subnet LANL

WAN Connection Detection

Mode Ping Datect v

Ping IP/Hostname

TTLI1-255.0:Autol n

e [0

6in4 Static Tunnel

2865Lac_1449BCODSFO0 / Configuration / WAN

Basic

Connection Type 6in4 Static Tunnel N
Remote Endpoint IPv4 Address IPvd format (EX - 123.12.1.1)
6ind IPv6 Address 164

LAN Routed Prefix /| 64

Tunnel TTL 25
WAN Connection Detection

Mode Ping Detect N

Ping IP/Hostname

TTL(1-255,0:Auto) 0

- -
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6rd

2865Lac_1449BCOD8F00 / Configuration / WAN

Basic

Cannection Type

érd

Mode

1Pv4 Border Relay

IPv4 Mask Length

6rd Prefix

6rd Prefix Langth

WAN Connection Detection

Mode

Ping IP/Hostname

TTL(1-255,0:Auto)

Static_6rd v

Ping Detect ~

- -

The parameters for connection type (PPP to 6rd) are explained as follows:

Item

RIPng Protocol

WAN Connection
Detection

TSPC

WAN Connection
Detection

Description
PPP

RIPng (RIP next generation) offers the same functions and benefits as IPv4
RIP v2.

Such function allows you to verify whether network connection is alive or
not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to execute for
WAN detection. Always On means no detection will be executed. The
network connection will be on always.

Ping IP/Hostname - If you choose Ping Detect as detection mode,
you have to type IP address in this field for pinging.

TTL (Time to Live) -If you choose Ping Detect as detection mode,
you have to type TTL value.
TSPC

Username - Enter the name obtained from the broker.

Password - Enter the password assigned with the user name.

Tunnel Broker - Enter the address for the tunnel broker IP, FQDN or an
optional port number.

Such function allows you to verify whether network connection is alive or
not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to execute for
WAN detection. Always On means no detection will be executed. The
network connection will be on always.

Ping IP/Hostname - If you choose Ping Detect as detection mode,
you have to type IP address in this field for pinging.

TTL (Time to Live) -If you choose Ping Detect as detection mode,
you have to type TTL value.

AICCU
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AICCU Always On - Check this box to keep the network connection always.

Username - Enter the name obtained from the broker. Please apply new
account at http://www.sixxs.net/. It is suggested for you to apply another
username and password.

Password - Enter the password assigned with the user name.

Tunnel Broker - It means a server of AICCU. The server can provide IPv6
tunnels to sites or end users over IPv4.

Tunnel ID - One user account may have several tunnels. And, each tunnel
shall have one specified tunnel ID (e.g., T115394). Enter the ID offered by
Tunnel Broker.

Subnet Prefix - Enter the subnet prefix address obtained from service

provider.
WAN Connection Such function allows you to verify whether network connection is alive or
Detection not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to execute for
WAN detection. Always On means no detection will be executed. The
network connection will be on always.

Ping IP/Hostname - If you choose Ping Detect as detection mode,
you have to type IP address in this field for pinging.

TTL (Time to Live) -If you choose Ping Detect as detection mode,
you have to type TTL value.

DHCPv6 Client

DHCPv6 Client IAID - Enter a number as IAID.

Authentication Protocol - This protocol will be used for the client to be
authenticated by DHCPv6 server before accessing into Internet. There are
three types can be specified, Reconfigure Key, Delayed and None. In
general, the default setting is None.

Key ID - Enter a value (range from 1 to 65535) which will be used to
generate HMAC-MD5 value.

Realm - The name (1 to 31 characters) typed here will identify the
key which generates HMAC-MDS5 value.

Secret -Enter a text (1 to 31 characters) as s a unique identifier for
each client on each DHCP server.

RIPng Protocol - RIPng (RIP next generation) offers the same functions
and benefits as IPv4 RIP v2.

Enable Bridge Mode - If the function is enabled, the router will work as a
bridge modem.

Enable Firewall - It is available when Bridge Mode is enabled. When
both Bridge Mode and Firewall check boxes are enabled, the settings
configured (user profiles) under User Management will be ignored.
And all of the filter rules defined and enabled in Firewall menu will be
activated.

Bridge Subnet - Make a bridge between the selected LAN subnet and such
WAN interface.
WAN Connection Such function allows you to verify whether network connection is alive or
Detection not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to execute for
WAN detection. Always On means no detection will be executed. The
network connection will be on always.

Ping IP/Hostname - If you choose Ping Detect as detection mode,
you have to type IP address in this field for pinging.
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TTL (Time to Live) -If you choose Ping Detect as detection mode,
you have to type TTL value.

Cancel Discard current modification.

Save Save the current settings.

After finished the above settings, click Save to save the settings.

9.4.1.5 WAN Budget

WAN Budget determines the data traffic volume for each WAN interface respectively to prevent
overcharges for data transmission by the ISP.

2563L.ac_1845BCODAF00 | Configuration | WAN

Staii

WA WANDUSN [RSb  QUMALME LI UME Cyrie iaads ¥ CYCle Dy

0000

§

r

WL faise ] un talte Moethly 1 w00 1l 0 l W

W Gl ] un labse Mesthty 1 o0 1 o : s

WA e ] uE libie Menthly 1 ] 1 o - wa

WA i ] ug biisa Moeshly 1 0000 1 0 ] ey -
] 1 1 0 J
] 1 L o

o000 ] - Wi

T ates
+ L The budget tzafic inkormation provided hee i for reimesncs oeky, pheess conuu yous €55 o the actss traflic usage and charges.
* 3 Whems harthmars e aton bt e e erstrsed WA 1 o Fi vt WAN s rry b by i

To modify the budget profile setting, move the mouse cursor to any entry (index 1 to index 6) and click
to open the setting page.

General Setup Status

Enable o

Quota Limit 0 Mo

Shutdown WAN interface o

Notification Object — ~

Cycle Mode Monthly ~ Custom

Enable UseCycleinhours = UseCycle in days v

User Defined Cycle Days 1 v

User Defined Current Day 1 ~

User Defined Reset Hours 00:00 ~
@ Note:

* L Please make sure the Time and Date of the router Is configured.

= 2.5MS message and mall will be sent when the usage reaches 95% and 100% of quota.

Conee E

The parameters are explained as follows:

Item Description

Enable Click to enable the budget function.

Quota Limit Enter the data traffic quota allowed for such WAN interface. There are
two unit (MB and GB) offered for you to specify.

Shutdown WAN Click to let all the outgoing traffic through such WAN interface be

Interface terminated.

Notification Object The system will send out a notification based on the content of the
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Cycle Mode

Monthly Cycle Day /
Monthly Cycle Hour

Enable

Cancel

Save

notification object.

Choose Monthly or Custom to define the billing cycle according to
request.

Monthly is default setting. If long period or a short period is required,
use Custom. The period of cycle duration is between 1 day and 60 days.
You can determine the cycle duration by specifying the days and the
hours. In addition, you can specify which day of today is in a cycle.

It is available when Monthly is selected as Cycle Mode.
Set the day and time in a month.

It is available when Custom is selected as Cycle Mode.

Use Cycle in hours - Set a time cycle (including days and hours) for Vigor
CPE to reset the data record automatically.

User Defined Cycle Days - Select a number (1~60) of the days for
a cycle. For example, 7 means 7 days.

User Defined Cycle Hours - Select a number (0~23) of the hours
for a cycle. For example, 12 means 12 hours. Based on the cycle
days and cycle hours settings, Vigor CPE will reset the data record
once reaching 7 days and 12 hours.

User Defined Current Day - Select the day in the cycle as the
starting point in which the Vigor router will reset the traffic record.
For example, “3" means current day is the third day, within a cycle.

Use Cycle in days - Set a cycle (with days) for Vigor CPE to reset the data
record on a particular hour automatically.

User Defined Cycle Days - Select a number (1~60) of the days for
a cycle. For example, 7 means 7 days.

User Defined Current Day - Select the day in the cycle as the
starting point in which the Vigor router will reset the traffic record.
For example, “3" means current day is the third day, within a cycle.

User Defined Reset Hours - Select a particular time (00:00~23:00).
For example, choose 15:00. Later, the CPE will reset the data
record at 15:00 for every cycle.

Discard current modification.

Save the current settings.

DHCP packets can be processed by adding option number and data information when it is enabled.

Enaben

28450ac_14498C0DSF00 | Configuration | WAN

To modify the setting, move the mouse cursor to the entry and click to open the setting page.
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2865Lac_1449BCODBFO00 [ Configuration / WAN

Index

Enable

Interface

Option Number

Type

Data

(] Clear

Set to Factory Default

WAN1

ASCIH Hex Address

- -

The parameters are explained as follows:

Item
Index

Enable

Interface

Option Number

Type

Data
Cancel

Save

Description
Displays the index number for the DHCP option.

If selected, DHCP option entry is enabled.
If unselected, DHCP option entry is disabled.

The interface(s) to which this entry is applicable.
DHCP option number (e.g., 100).

Type of data in the Data field:
ASCII Character - A text string. Example: /path.

Hexadecimal Digit - A hexadecimal string. Valid characters are from 0 to 9
and from a to f. Example: 2f70617468.

Address List - One or more IPv4 addresses, delimited by commas.
Data of this DHCP option.
Discard current modification.

Save the current settings.
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9.4.2 LAN

6.3.2.1 General Setup

This page provides you the general settings for LAN.

2865_1449BC080090 / Conflguration / LAN

Index

DMZ Port

Force router to use "DNS server IP address”

Status DHCP IP Address.
Enable Enable 192.168.1.1
Disable Enable 192.168.2.1
Disable Enable 192.168.3.1
Disable Enable 192.168.4.1
Disable Enable 192.168.5.1
Disable Enable 192.168.6.1
Disable Enable 192.168.7.1
Disable Enable 192.168.8.1
Disable Enable 192.168.254.1
Disable v

To modify the LAN or DMZ Port setting, move the mouse cursor to any entry and click to open the

setting page.
2865_1449BC080090 / Configuration / LAN

General Setup
Index

IP Address
Subnet Mask

RIP Protocol Control

DHCP Server Setup

DHCP Server Enable

IP Pool Start

IP Pool End

Gateway |P Address

DHCP Lease Time

Clear DHCP lease for inactive clients periodically

DHCP Relay

DNS Server IP Address

Primary IP Address

Secondary IP Address

1
192.168.1.1
255.255.255.0

Disable ~

192.168.1.10

192.168.1.209

192.168.1.1

86400

P4 format (EX: 123.12.1.1)
IPv4 format (FX : 123.12.1.1)

Cancel m

The parameters are explained as follows:

Item
Index
IP Address

Subnet Mask
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Description

General Setup

Display the index number of LAN item.
Display the IP address of the router.

The subnet mask, together with the IP Address field, indicates the
maximum number of clients allowed on the subnet.
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RIP Protocol Control It is available for LAN Port only.
Click to enable / disable the function. If enabled, the router will attempt to
exchange routing information with neighbouring routers using the Routing
Information Protocol.

Usage It is available for DMZ Port only.
NAT - Click to invoke NAT function.
Routing - Click to invoke routing function.

DHCP Server Setup

DHCP Server Enable Click to enable / disable the DHCP server settings. If enabled:

IP Pool Start - Enter an IP address. The beginning LAN IP address that is
given out to LAN DHCP clients.

IP Pool End - Enter an IP address. The ending LAN IP address that is given
out to LAN DHCP clients.

Gateway IP Address - The IP address of the gateway, which is the host on
the LAN that relays all traffic coming into and going out of the LAN.

DHCP Lease Time - The maximum duration DHCP-issued IP addresses can
be used before they have to be renewed.

Clear DHCP lease for inactive clients periodically - If enabled, the router
sends ARP requests recycles IP addresses previously assigned to inactive
DHCP clients to prevent exhaustion of the IP address pool.

DHCP Relay Click to enable / disable the DHCP Relay settings. If enabled:

DHCP Relay IP Address - Set the IP address of the DHCP server you are
going to use so the Relay Agent can help to forward the DHCP request to
the DHCP server.

DHCP 2nd Relay IP Address - Set the second IP address for the DHCP
server.

DNS Server IP Address
Primary IP Address Specify a DNS server IP address.
Secondary IP Address = Specify secondary DNS server IP address.
Cancel Discard current modification.

Save Save the current settings.
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7.3.2.2 IP Routed Subnet

DrayTek v o Conrrnie -
2865Lac_001DAATFBO%0 / Configuration / LAN
General Setup
Enable o
1P Address
Subnet Mask
RIP Pratecel Control Disable -
DHCP Server Setup
IP Pool Start 192.163.0.100
1P Pool Counts 2
s
DHEP Lease Time: 300
Use LAN Port
Use LAN Port1 ()
Use LAN Port2 O
Use MAC Address o)

MAC Address Table
Index  Matched MAC Address Given 1P Address Action

R .. |
The parameters are explained as follows:
Item Description
General Setup
Enable Click to enable / disable the IP routed subnet configuration.
IP Address It is the IP address of the router.
Subnet Mask The subnet mask, together with the IP Address field, indicates the

maximum number of clients allowed on the subnet. (Default:
255.255.255.0)

RIP Protocol Control Enable - The router will attempt to exchange routing information with
neighbouring routers using the Routing Information Protocol.

DHCP Server Setup

IP Pool Start Enter a value of the IP address pool for the DHCP server to start with when
issuing IP addresses.

IP Pool Counts Enter the maximum number of PCs that you want the DHCP server to
assign IP addresses to.

DHCP Lease Time Enter the time to determine how long the IP address assigned by DHCP
server can be used.

Use LAN Port / Specify an IP for IP Route Subnet. If Use LAN Port is enabled, DHCP server

Use LAN Port 1 /2 will assign IP address automatically for the clients coming from P1 and/or

P2. Please check the box of Use LAN Port 1 and Use LAN Port 2.
Use MAC Address Click to specify MAC address.

MAC Address Table It displays the a list of MAC addresses.
+Add - Enter the MAC address in the boxes and click this button to add.
+Edit - Click to modify the address of the selected entry.
Delete - Click to remove the selected entry.

Cancel Discard current modification.
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Save Save the current settings.

VLAN Configuration

VLAN Enable O
Permit untagged device in P1 to access router o
Name Subnet VLAN Tag Enable VLAN Tag ID VLAN Tag Priority
VLANO LANL + \II o
VLANL LANL + il o
VLAN2 LANL ¥ il o
VLANZ LANL \II E
VLAN4 LANL \II o
VLANS LANL + \II o
VLANG LANL + \II o
VLANT LANL ~ il o
VLANS LANL il oy
VLANG LANL \II 0y
VLANID LANL v \II o
v e v o ] 0 v
VLANI2 LANL + \II o
'D Clear VLAN setup Cancel ﬂ

The parameters are explained as follows:

Item Description

VLAN Configuration

VLAN Enable Click to enable / disable the VLAN configuration.

Permit untagged Click to enable / disable the function.

device P1 to access If enabled, it allows untagged hosts connected to LAN port P1 to access the

router router.

Subnet Choose one of them to make the selected VLAN mapping to the specified
subnet only.

VLAN Tag Enable Check to enable the function of VLAN with tag.

VLAN Tag ID Enter the value as the VLAN ID number. The range is form 0 to 4095.

VIDs must be unique.

VLAN Tag Priority Valid values are from 0 to 7, where 1 has the lowest priority, followed by 0,
and finally from 2 to 7 in increasing order of priority.

VLAN Member(LAN)
P1~P5 Check the LAN port(s) to group them under the selected VLAN.
VLAN Member(Wireless 2.4G/5G)

SSID1~SSID4 Check the SSID boxes to group them under the selected VLAN.

Clear VLAN Setup Discard the modification and return to the original configuration of this
page.

Cancel Discard current modification.
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Save

Save the current settings.

This function is used to bind the IP and MAC address in LAN to have a strengthening control in network.

Bind IP to MAC

Enable

Strict Bind

Strict Bind Interface

IP Bind List

IP Address

1 192.168.1.11

ARP Table

+Add to Bind List
Index IP Address

1 192.168.1.11

i ﬂ

MAC Address Comment Action

BO-6E-BF-C9-96-DE & Edit [ Delete

+ Add

MAC Address HostID

BO-6E-BF-C9-96-DE R1000683

The parameters are explained as follows:

Item

Enable

Strict Bind

Strict Bind Interface
Cancel

Save

Delete All
+Add

Edit

Delete

+Add to Bind List
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Description
Bind IP to MAC
Click to enable or disable the function.

Click to enable or disable the function. If enabled, the router will block the
connection of the IP/MAC which is not listed in IP Bind List.

Choose the interface(s) for applying the rules of Bind IP to MAC.
Discard current modification.

Save the current settings.

IP Bind List

Delete all entries in IP Bind List.

After entering the IP address, MAC address and comment for a new entry,
click +Add to create a new IP bind.

If IP address, MAC address and comment have been modified, click the
Edit button to save the change.

Click the button to remove the selected index entry.
ARP Table

ARP table is the LAN ARP table of this router.
Click to add the ARP table onto the Bind List.
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9.4.2.5 DHCP Server Option IPv4/IPv6

DHCP packets can be processed by adding option number and data information when such function is

enabled.

Enable

false

© Note:

Option Type Data

0 ASCI

= 1Those options are reserved by OS which are not allowed to configure In this page: Option 1, 2, 3,4, 5,6, 8, 11,13, 20,23, 25and 26.

= 2.0ption 23 could be configured from DNS server field of LAN >> General Setup >> LAN {x} IPv6 Setup page.
= 3.0ption 11, 25, 26 could be configured from LAN >> General Setup == LAN {x} |Pv6 Setup >>DHCPv6 Server >> Advance setting page.

Item
+Add

Delete

Description
Click to add a new option profile.

Click to remove a selected option profile.

To modify the option setting, move the mouse cursor on the entry and click to open the setting page.

2865Lac_1449BCODSFO0 |/ Configuration / LAN

Index

Enable

Interface

Data Type

Option Number

Data

Set to Factory Default c

1

«©

Nothing selected

ASCIl  Hex | Address | SIAddr

o

The parameters are explained as follows:

Item
Index
Enable

Interface

Data Type

Option Number
Data

Next Server
IPAddress/SIAddr

Cancel

Description
Displays the index number of the profile.
Click to enable or disable the DHCP option entry.

Select the LAN interface(s) to which this entry is applicable.
Select All - Select all LAN interfaces.

Select the type of data in the Data field.
ASCII - A text string. Example: /path.

Hex - A hexadecimal string. Valid characters are from 0 to 9 and from a to
f. Example: 2f70617468.

Address - One or more IPv4/IPv6 addresses, delimited by commas.

SIAddr - It is available for DHCP Server Option IPv4 only. Overrides the
DHCP Next Server IP address (DHCP Option 66) supplied by the DHCP
server.

Enter a DHCP option number (e.g., 100).
Enter the data for this DHCP option based on the data type selected.

Enter the DHCP next server IP address. It is available for DHCP Server
Option IPv4 only.

Discard current modification.
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Save

Save the current settings.

Inter-LAN Routing allows different LAN subnets to be interconnected or isolated. It is only available
when the VLAN functionality is enabled. In the Inter-LAN Routing matrix, a selected checkbox means
that the 2 intersecting LANs can communicate with each other.

Subnet LAN 1
LAN1

LAN 2 o
LAk =
LAN &

LANS

LAN

LAK

LAK

DMZ Po

LAN 2 LAN 3 LAN 4 LAN S LAN & LANT LAMN & DMI Pore

Qa

The parameters are explained as follows:

Item

LAN1 to DMZ Port

Cancel

Save
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Description

Check the box(es) to let the 2 intersecting LANs can communicate with
each other.

Discard current modification.

Save the current settings.

329



This page allows to configure IPv6 settings for each LAN.

Index Status DHCPw6 Enable DNS Enable

LANY Emable trus

pley_wehien_WAN_is_up

LANZ Enable true

To modify the IPv6 setting for each LAN, move the mouse cursor on the entry and click to open the
setting page.

Basic Setup
LAN Name LANL
Enable o
WAN Primary Interface WAN1 v
Static IPv6
ULA Config off 4
ULA Config Address
IPv6 Address Table Index 1PvE Address Prefix Length Action
1 [ Delate
2 - add
DNS Server IPv6
DNS Enable Deploy_when_WAN_Is_up A
Primary DNS 2001:4860:4860::3888
Secondary DNS 2001:4860:4860::3844
Management
Cancel ﬂ
The parameters are explained as follows:
Item Description
Basic Setup
LAN Name Display the name of the LAN interface.
Enable Click to enable or disable the configuration of LAN IPv6 Setup.
WAN Primary Specify a WAN interface for IPv6.
Interface
Static IPv6
ULA Config Select the ULA mode (off, Auto_ ULA_Prefix, Manually_ULA_Prefix).
ULA Config Address LAN clients will be assigned ULAs generated based on the prefix manually
entered.
IPv6 Address Table Display current used IPv6 addresses.
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DNS Enable

Primary DNS
Secondary DNS

Management

Other Option (O-bit)

DHCPv6 Server
Enable

Auto IPv6 Range
Start Address
End Address

Enable

Hop Limit

Min/Max Interval
Time(sec)

Default Lifetime(sec)

Default Preference

MTU Auto

Enable

Selected WAN

Cancel

VigorACS3 User's Guide

DNS Server IPv6

Select Deploy_when_WAN_is_up, disable or enable.

Deploy when WAN is up - The RA (router advertisement) packets will be
sent to LAN PC with DNS server information only when network
connection by any one of WAN interfaces is up.

Enable - The RA (router advertisement) packets will be sent to LAN PC with
DNS server information no matter WAN connection is up or not.

Disable - DNS server will not be used.

Enter the IPv6 address for Primary DNS server.

Enter another IPv6 address for DNS server if required.
Management

Configures the Managed Address Configuration flag (M-bit) in Route
Advertisements.

Off - No configuration information is sent using Route Advertisements.
SLAAC(stateless) - M-bit is unset.

DHCPv6(stateful) - M-bit is set, which indicates to LAN clients that they
should acquire all IPv6 configuration information from a DHCPv6 server.
The DHCPv6 server can either be the one built into the Vigor2865, or a
separate DHCPv6 server.

Click to enable or disable the function. If enabled, the O-bit will be enabled
for obtaining additional information (e.g., DNS) from DHCPv6.

DHCPv6 Server

Click to enable DHCPv6 server.

If enabled, Vigor router will assign the IPv6 range automatically.

Enter the start address for IPv6 server.

Enter the end address for IPv6 server.

Router Advertisement

Click to enable or disable the router advertisement server.

The value is required for the device behind the router when IPv6 is in use.

It defines the interval (between minimum time and maximum time) for
sending RA (Router Advertisement) packets.

Within the period of time, Vigor router can be treated as the default
gateway.

It determines the priority of the host behind the router when RA (Router
Advertisement) packets are transmitted.

If enabled, the router will determine the MTU value for LAN.
RIPng Protocol

If enabled, RIPng (RIP next generation) offers the same functions and
benefits as IPv4 RIP v2.

Extension WAN
Additional WANs selected to carry IPv6 traffic.

Discard current modification.
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Save Save the current settings.

9.4.2.8 Port Mirror

The LAN Port Mirror function allows network traffic of select LAN ports to be forwarded to another LAN
port for analysis.

Bind IP to MAC
Enable D
MirrarPort Part3 -
Mirrared Tx Porg Pt Pon2
Pomd
DMz WaANT
8 wWanz
Mirrored Ax Port Parti Por2
08 WAz
o -
The parameters are explained as follows:
Item Description
Enable Enables or disables LAN Port Mirroring.
Mirror Port One and only one port is selected as the mirror port, to which traffic is to
be forwarded.
Mirrored Tx Port Port(s) whose outbound traffic will be forwarded to the mirror port.
Mirrored Rx Port Port(s) whose inbound traffic will be forwarded to the mirror port.
Cancel Discard current modification.
Save Save the current settings.

9.4.2.9 Wired 802.1X
Wired 802.1X provides authentication for clients wishing to connect to the LAN by Ethernet.

Enable LAN 802.1X O
Authentication Type External RADIUS h
802.1X Ports Ore1 ez Or3 Cir4
Ops
£ Note:

= 802.1X enabled LAN ports only support a single attached device using EAPOL authentication. To authenticate multiple devices through a LAN port.
you need an 802.1%-capable switch. Then configure 802.1X on the attached switch instead.

= -

The parameters are explained as follows:

Item Description
Enable LAN 802.1x Check the box to enable LAN 802.1x function.
Authentication Type | External RADIUS - An external RADIUS server is to be used for 802.1X
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authentication.

Local 802.1X - Use the user database on the router to authenticate clients.

802.1X ports 802.1X authentication will be available for the selected LAN ports.
Cancel Discard current modification.
Save Save the current settings.
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9.4.3 Hotspot Web Portal

The Hotspot Web Portal feature allows you to set up profiles so that LAN users could either be
redirected to specific URLs, or be shown messages when they first connect to the Internet through the
router. Users could be required to read and agree to terms and conditions, or authenticate themselves,
prior to gaining access to the Internet. Other potential uses include the serving of advertisements and
promotional materials, and broadcast of public service announcements.

9.4.3.1 Profile Setup

Profile Setup is used to create or modify Portal profiles. Up to 4 profiles can be created to meet different
requirements according to LAN subnets, WLAN SSIDs, origin and destination IP addresses, etc.

Index Enable Comments Login Mode Applied Interface
1 Disable Click-through None
2 Disable Click-through None
3 Disable Click-through None
4 Disable Click-through None
£ Note:

= 1. The router must connect to the Internet before webpage redirection will work.
= 2.Ifthe LAN clients are using another DNS server on LAN, please make sure the DNS query for domain name "portal.draytek.com” will be resolved by the router.

To configure the profile, move the mouse cursor to any entry and click to open the setting page. Follow
the on-screen steps to set the profile.

Step (1) Login Method

Login Method

- Login Method
Enable 0
Comments
Portal Server
Portal Method Various Hotspot Login ~
Captive Portal URL http:/f ~ portal.draytek.com

Login Methods

Choose Login Method [ Login with Facebook
[ Login with Google
[T} Recelve PIN via SMS
[ Receive PIN via Mall
[ PIN with Voucher
[ Login with RADIUS

[J Leave info Login

Cancel Save and Next

The parameters are explained as follows:

Item Description
Enable Check to enable this profile.
Comments Enter a brief description to identify this profile.
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Portal Server

Portal Method There are four methods to be selected as for portal server.
Skip Login, landing page only
Click Through
Various Hospot Login
Leave Info Login
External Portal Server

When Skip Loging, landing page only or Click through is selected as Portal
Method

Captive Portal URL Enter the captive portal URL.
When Various Hotspot Login is selected as Portal Method
Captive Portal URL Enter the captive portal URL.
Login Methods This setting is available when Various Hotspot Login is selected as the
portal method.
Choose Login Method - Select one or more desired login methods.
Login with Facebook
Login with Google
Receive PIN via SMS
Receive PIN via Mail
PIN with Voucher
Login with RADIUS

Leave Info Login

Facebook This setting is available when Login with Facebook is selected as the login

(Login with Facebook) ~ method.
Facebook APP ID - Enter a valid Facebook developer app ID.

Facebook APP Secret - Enter the secret configured for the APP ID entered

above.
Google This setting is available when Login with Google is selected as the login
(Login with Google) method.

Google App ID - Enter a valid Google app ID.

Google App Secret - Enter the secret configured for the APP ID entered
above.

SMS Provider This setting is available when Receive PIN via SMS is selected as the login

(Receive PIN via SMS) method.
Receiving PIN via SMS Provider - Select the SMS Provider used to send
PIN notifications SMS providers.

Mail Server This setting is available when Receive PIN via Mail is selected as the login
(Receive PIN via Mail method.
Server) Receiving PIN via Mail - Select the SMS Provider used to send PIN

notifications SMS providers.

Radius Server This setting is available when Login with RADIUS is selected as the login

(Login with RADIUS) method.
Authentication Method - Click link to configure the external RADIUS
server for authenticating web portal clients.

RADIUS MAC Authentication - Check Enable to activate user
authentication by MAC address.
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MAC Address Format - Select the MAC address format that is used by the
RADIUS server.

When External Portal Server is selected as Portal Method
Redirection URL Enter the URL to which the client will be redirected.

RADIUS Server Authentication Method - To configure the RADIUS server, click the_
External RADIUS Server link and you will be presented with the
configuration page.

RADIUS MAC Authentication - If the RADIUS server supports
authentication by MAC address, enable RADIUS MAC Authentication and
select the MAC address format that is used by the RADIUS server.

MAC Address Format - Select the MAC address format.
RADIUS NAS-Identifier - Enter the ID (string) for RADIUS NAS-Identifier.

Cancel Discard current modification.
Previous Return to previous page.
Save and Next Save the current settings and get into next page.

If you have chosen Skip Login, landing page only or External Portal Server as the portal method, skip
to step 4 Whitelisting below.

Otherwise, proceed to configure the login page by following steps 2 and 3.
Step (2) Background

Select a background for the login page.

.
Login Methad Background Calor
The parameters are explained as follows:
Item Description
Choose Login Select either Color Background or Image Background as the login page
Background background scheme.
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Browser Tab Title

Logo Image

Login Method
Background Color

Opacity (10 ~ 100)

Background Image

Cancel

Previous

Save and Next

Enter the text to be shown as the webpage title in the browser.

The DrayTek Logo will be displayed by default. However, you can enter
HTML text or upload an image to replace the default logo.

Select the background color of the login panel from the predefined color
list, or select Customize Color and enter the RGB value. Click Preview to
preview the selected color.

Available when Image Background is selected. Set the opacity of the
background image.

Available when Image Background is selected. Click Browse... to select an
image file (JPG or .PNG format), then click Upload to upload it to the
router.

Discard current modification.
Return to previous page.

Save the current settings and get into next page.

If you have selected Skip Login, landing page only or External Portal Server as the portal method,
proceed to Step 4 Whitelist Setting; otherwise, continue to Step 3 Login Page Setup.

Step (3) Login Page Setup

- Logim Page Setup

enfigure Login Method and Detalls

Content

Data Collection for Marketing

—

The parameters are explained as follows:

Item

Welcome Message

Terms and
Conditions

Description
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Description
if you have selected Click Through as the Portal Method.
Enter the text to be displayed as the welcome message.

Click to enable/disable the function.

User must tick to get the internet access - Click to ask the user ticking
the box for getting the Internet access.

Enter the text to be displayed in the Terms and Conditions pop-up window.
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Content

Data Collection for
Marketing

Enter PIN Description

Submit Button
Description

Accept Button
Description

Accept Button Color

Welcome Message

Terms and
Conditions

Description

Content

Data Collection for
Marketing

Facebook Login
Description

Google Login
Description

If enabled, a check box with a description will be shown on the web portal
login page.

Internal Content - Click it for displaying the message that you want the
user knows on the web portal login page.

Enter the text on the box below the Internal Content button.
External Content - Click it for opening another URL web page.
External Content URL - Enter the URL.

If enabled, a check box with a description will be shown on the web portal
login page.

User must tick to get the internet access - Click to ask the user ticking
the box for getting the Internet access.

Description - Enter a brief description for explaining if a user wants to
access the Internet, he/she must agree for data collection made by
network supplier.

Enter the existing PIN code.

Enter the text to be displayed on the Submit button
Enter the text to be displayed on the accept button

Select the color of the accept button from the predefined color list, or
select Customize Color and enter the RGB value. Click Preview to preview
the selected color.

if you have selected Various Hotspot Login as the portal method.
Enter the text to be displayed as the welcome message.

Click to enable/disable the function.

User must tick to get the internet access - Click to ask the user ticking
the box for getting the Internet access.

Enter the text to be displayed in the Terms and Conditions pop-up window.

If enabled, a check box with a description will be shown on the web portal
login page.

Internal Content - Click it for displaying the message that you want the
user knows on the web portal login page.

Enter the text (maximum 1360 characters) on the box below the
Internal Content button.

External Content - Click it for opening another URL web page.
External Content URL - Enter the URL.

If enabled, a check box with a description will be shown on the web portal
login page.

User must tick to get the internet access - Click to ask the user ticking
the box for getting the Internet access.

Description - Enter a brief description for explaining if a user wants to
access the Internet, he/she must agree for data collection made by
network supplier.

Enter the text to be displayed on the Facebook login button.

Enter the text to be displayed on the Google login button.
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Hint Message for PIN

Receiving PIN
Description

Receiving PIN via
SMS Content

Enter PIN Description

Submit Button
Description

Submit Button Color

Hint Message for
RADIUS

RADIUS Account
Description

RADIUS Password
Description

Login Button
Description

Login Button Color

Cancel
Previous

Save and Next
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Enter the text used to suggest users to choose SMS authentication.

Enter the text to be displayed on the button that the user clicks to receive
an SMS PIN.

Enter the message to be sent by SMS to inform the user of the PIN. The
PIN variable is specified by <PIN> within the message.

Enter message to be displayed in the PIN textbox to prompt the user to
enter the PIN.

Enter the text to be displayed on the submit PIN button

Select the color of the submit button from the predefined color list, or
select Customize Color and enter the RGB value. Click Preview to preview
the selected color.

Enter the text used to prompt the user to login.

Enter the text to prompt the user to enter the username.

Enter the text to prompt the user to enter the password.

Enter the text to be displayed on the login button.

Select the color of the login button from the predefined color list, or select
Customize Color and enter the RGB value. Click Preview to preview the
selected color.

Discard current modification.
Return to previous page.

Save the current settings and get into next page.
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if you have selected Various Hotspot Login as the portal method and selected Receive PIN via SMS as

the login method, you will also need to configure (3.2 Login Page Setup) page.

Back Button

PIN Code Message

Default Country, Enter Mobile Number Description

BEEETSR | s Buton Description and Color

Send Succeaded Message

m Enter PIN and Submit Button

Back Button Deseription

PIN Code Meszage

Defaule Country Code

Enter Mobile Number Description

The parameters are explained as follows:

Item

Back Button
Description

PIN Code Message
Default Country Code

Enter Mobile Number
Description

Send Button
Description

Send Button Color

Send Succeeded
Message

Cancel
Previous

Save and Next

Step (4) Whitelist Setting

Description

Enter text for the label of the hyperlink to return to the previous page.

Enter text to be displayed as the body text on the page.
Select the default country code to be displayed using the dropdown menu.

Enter message to be displayed in the mobile number textbox to prompt
the user to enter the mobile number.

Enter the label text of the send button.

Select the color of the send button from the predefined color list, or select
Customize Color and enter the RGB value. Click Preview to preview the
selected color.

Enter text to be displayed to notify the user after the PIN has been sent.

Discard current modification.
Return to previous page.

Save the current settings and get into next page.
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Configure the whitelist settings. Users are allowed to send and receive traffic that satisfies whitelist

settings.

- Whitelist Setting

Always allow cutbound connections from hosts in

Cance m Save and Next.

The parameters are explained as follows:

Item

NAT Rules

Dest Domain
Dest IP

Dest Port

Source IP
Cancel
Previous

Save and Next
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Description

To prevent web portal settings from conflicting with NAT rules resulting in
unexpected behavior, select the NAT rules that are allowed to bypass the
web portal. Hosts listed in selected NAT rules can always access the
Internet without being intercepted by the web portal.

Enter up to 30 destination domains that are allowed to be accessed.
Enter up to 30 destination IP addresses that are allowed to be accessed.

Enter up to 30 destination protocols and ports that are allowed through
the router.

Enter up to 30 source IP addresses that are allowed through the router.
Discard current modification.
Return to previous page.

Save the current settings and get into next page.
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Step (5) More Options

More Dptians

- More Options

Quota Management
Login Method Quota Policy Profile Valid Time Device Allowed Bandwidth Limit Session Limit
Facebook Login 1. Default v 0d 5hOm Unlimiced Unlimized Unlimized
Googe Login 1. Defautt - 0d 5h Om Unlimited Unlimitsd Unlimited
SMS Login 1. Default - 0d 5h 0m Unlimized Unlimized Unlimized
l Note:

= To modify the quota settings, please go to Hotspot Web Portal >

‘Web Portal Options

HTTPS Redirection

i Mote:

©

* When an unauthenticated dient opening a HTTPS page, redirect will work bus certificate errors may be shown.
» Disable this function to redirect only HTTP pages. HTTPS browsing will timeout without redirection and also no cerificate ermors.

Captive Portal Detection

 Note:

* Trigger the unauthenticated client to

i pop-up the Web Portal page when connects to Wi-Fi.

automatically
= This function is not available when using Sodal Login because the page may nat be shown correctly due to the limitation of the 05 buik-in Captive Portal Detection.

Landing Page After Authentication

Landing Page Type

Fived URL

The parameters are explained as follows:

Item

Quota Policy Profile

Enable JSON API
Server URL

Get JSON and Update
user status every

Update Information

HTTPS Redirection

Captive Portal
Detection
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Description

Quota Management

Choose a policy profile to apply to web portal clients.
JSON API

If enabled, information (e.g., string, number, object and so on) will be
saved as a text file on the JSON server.

Enter the URL of the server which will store the JSON information.

Specify the time period for the JSON server sending the JSON information
to other devices automatically.

The information sent out by JSON server might include the following types:
NAS-Identifier ( router's ID)
MAC Address (routers' MAC address)
All User Number (total number of the users connecting to the router)
Wi-Fi User Number (total number of the wireless users connecting to
the router)

Web Portal Options

If this option is selected, unauthenticated clients accessing HTTPS websites
will be redirected to the login page, but the browser may alert the user of
certificate errors. If this option is not selected, attempts to access to HTTPS
website will time out without redirection.

If this option is selected, the web portal page is triggered automatically
when an unauthenticated client tries to access the Internet. This function is
not available when the Login Mode is Social Login, as the web portal page
may not be shown correctly due to the limitations of the operating
system’s built-in Captive Portal Detection.

VigorACS3 User's Guide



Landing Page After Authentication
Landing Page Type Fixed URL - Specifies the webpage that will be displayed after the user has
successfully authenticated.

The user will be redirected to the specified URL. This could be used for
displaying advertisements to users, such as guests requesting wireless
Internet access in a hotel.

User Requested URL - The user will be redirected to the URL they initially
requested.

Bulletin Message - The message configured here will be briefly shown for
a few seconds to the user.

Bulletin Message Type - Select HTML or Image Upload.
Default - This button is enabled when Bulletin Message is selected.
Click to load the default text into the bulletin message textbox.

Force Landing Page If enabled, the landing page will stay until you close it.
Stay Enable

Applied Interfaces

Subnet The current Hotspot Web Portal profile will be in effect for the selected
subnets.

WLAN 2.4G / 5G The current Hotspot Web Portal profile will be in effect for the selected
WLAN SSIDs.

Cancel Discard current modification.

Previous Return to previous page.

Finish Complete the configuration.

This page displays information of users accessing the Internet through the web portal.

6.3.3.2.1 User Info

User info Database Setup

Select Columns to Filter Users -~

Profile Profile L Profile 2 Profile 3 Profile 4

Login Method Skip Facebook Google

Pincode Click RADIUS

User Table

Avtive User ~ 0 Online Users / 0 All Users Auto Refresh (permin):| off

Index Status Profile User Login Method P MAC Email Phone Number Expired Time

Gotopage 1 ﬂ

These parameters are explained as follows:

Item Description
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Select Columns to
Filter Users

User Table

Active User / All
Database

Auto Refresh
Go

7.3.3.2.2 Database Setup

Select the profiles and the login methods to filter the displayed users.
Apply - Save the settings.

Details of users accessing the Internet via Hotspot Web Portal will be
displayed.

Displays the information for active user only or for all users in database.

On/off - Refresh current page automatically or not.

Where there are more than one page, Click to open the page with specified
number.

This page allows the user to configure settings for database on USB disk.

2865ac_001DAA41DF7E / Configuration / Hotspot Web Porta

Enable database O
Enable automatic database recovery O
Backup database every he
Enable sending user information te O
syslog
File Path
Database Usage A
Clear User Info.
Motification and Action when Storage Exceeded

Notification

Action

Advanced options

Database Encryption

These parameters are explained as follows:

Item
Enable database

Enable automatic
database recovery

Enable sending user
information to syslog

File Path

Database Usage

Description
Check the box to record user information on router's database.

Check the box to enable the functionality of the database recovery on the
USB disk.

Backup database every... - Set the interval to backup the database.

Check the box to send user information to syslog.

If a USB disk has been inserted into the USB port of Vigor router, the file
path will be shown in this area.

Display the usage and remaining space on the database.

Clear User Info - The user information will be displayed on the page of
User Info. You can delete the information by clicking this button.

Notification and Action when Storage Exceeded
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Notification

Action

Database Encryption

Password
Confirm Password

Save

Don't send notification - Vigor router system will not send any
notification to any recipient.

Send notification - Vigor router system will send a notification e-mail to
specified recipient(s) that selected from Email Notification Object and
SMS Notification Object.

Email Notification Object

SMS Notification Object
Stop recording user information - Vigor router system will stop to record
the user information onto USB disk.

Backup and clean up all user info, and start a new record - Vigor router
system will backup all existed information on the USB disk onto the host
and clean up the information from USB disk. Later, it will start a new
record.

Advanced Options

Select to have the router create a new encrypted database. Once this is
done, you will not be able to revert to an unencrypted database.

Enter a password for encryption.
Enter the password again for confirmation.

Save the current settings.

The system administrator can specify bandwidth and sessions quota which is only applicable to the web

portal clients.

web Portal Bandwidth and Session Limit

Enable Bandwidth Limit

Enable Session Limit

Quota Policy Profile

Index  MName  Expired Timve After First Login  Device Allowed Per Account  Reconnection Time Restriction  Bandwidth

Defsul:  0d6h Om

Unlimited Unlimited Unlimitad

These parameters are explained as follows:

Item

Enable Bandwidth
Limit

Enable Session Limit
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Description
Web Portal Bandwidth and Session Limit

Click to enable / disable the function.

If enabled, it will override the policy configured in Bandwidth
Management >> Bandwidth Limit.

Click to enable / disable the function.

If enabled, it will override the policy configured in Bandwidth
Management >> Sessions Limit.

Quota Policy Profile
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+Add Create up to 20 policy profiles.
Delete Delete the selected policy profile.

Save Save the current settings.

To create a new policy profile, click +Add to create a new profile and display on the table.

Quota Palicy Profile

Index MName

Defaule  (d &h Om

b

evel 2 0d 5h Dm

Profile Number Limit: 20

Expired Time After First Login  Device Allowed Per Account  Reconnection Time Restriction  Bands

Unlimited Lirlinmipesd wnlirm

Unlirnited Unlinnized wnlirm

Check the box in front of the new entry and click to open the following page.

2865ac_D01DAA41DFT8 / Configuration

Index

Profile Name

Account Validity

Expired Time After 15t Login

Enable ldle Timeout

Idle Timeout

Device Control

Devices Allowed per account

Enable Reconnection Time Restriction

Time Restriction

Bandwidth and Session Limit

Enable Bandwidth Limit

Download Limit

Hotspot Wel
2
sue
v - -
days hours minutes
Unlimited
Set Time Set period
v hours » mins

Block the same user from reconnecting for
the set period

e m

These parameters are explained as follows:

Item
Index

Profile Name

Expired Time After
1st Login

Enable Idle Timeout

Idle Timeout

Description

Display the index number of the profile.
Enter a name for a new profile.
Account Validity

Sets the days, hours, and minutes. After the login has expired, Vigor router
will block the client from accessing the network/Internet.

If enabled, Vigor router will terminate the network connection if the is no
activity from the user after the specified idle time has passed.

Enter a time value (unit: minutes).
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Device Control

Devices Allowed per Select the maximum number of devices that can be connected to the
account network using the same account.

Enable Reconnection  Click to enable / disable the function.
Time Restriction

Time Restriction Blocks the account from being used to connect devices to the network in
one of two ways:

Set Time (At .... Everyday) - After the login expires, the account cannot be
used to connect devices to the network until the set time of day.

Set Period (Hours.. min)- After the login expires, the account cannot be
used to connect devices to the network for a set period of time.

Bandwidth and Session Limit

Enable Bandwidth Click to enable / disable the function.

Limit

Download /Upload Set the maximum upload and download speeds.
Limit

Enable Session Limit Click to enable / disable the function.

Session Limit Set a maximum session limit for web portal clients.
Cancel Discard current modification.
Save Save the current settings.

9.4.3.4 PIN Generator
9.4.3.4.1 PIN Status
This page displays the detailed information for PIN codes generated by PIN Generator.

- / Configuration / Hotzpot Web Portal
Profile Setup — o
TaTUS PIN Generaor

Users Information @OsleeAl | ¢ v 70 >

Quata Management

PIN Profile  Status Batch Name Valid Through Quota Policy Activated On  Expiry Time Action

9.4.3.4.2 PIN Generator

The system administrator can generate multiple PIN codes in response to the user's (e.g., enterprise)
demand.
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dazsbaze.

Quantity

Quata Management Palicy

The period of ime the B will be keprin the

These parameters are explained as follows:

Item

Profile

Batch Name

PIN code length
PIN Validity Days
PIN Validity Hours
Quantity

Quota Management
Policy

Generate

Description

Use the drop down menu to specify an index number (from 1 to 4).
Enter a string as a batch name.

Specify the length of PIN code.

Set the days for the period of validity.

Set the hours for the period of validity.

Set the quantity of the PIN code.

Use the drop down list to choose policy profile.

Click to generate a PIN code as a voucher.

This page lists the configured policies coming from Vigor CPE.

Imdex Enable

2B65a¢_001DAADDOG0O / Configuration / Routing

- it i

Comment Protocol Inverface SrcIP DestIP

Damen Name

These parameters are explained as follows:

Item
Delete
Index
Enable
Comment
Protocol

Interface

Description

Click to remove the selected routing policy.

Displays the index number of the routing policy.

Displays the status (enable / disable) of the routing policy.
Displays the description for the routing policy.

Displays the protocol used for this policy.

Displays the interface to send packets to once the policy is matched.
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SrcIP
Dest IP

Displays the mode for the source IP.

Displays the mode for the destination IP.

To configure the policy, move the mouse cursor to any entry and click to open the setting page.

2865Lac_1449BCODSF00 [ Configuration / Routing

Index

Enable

Comment

Criteria

Protocol
Source IP
Destination IP

Destination Port

Send via if Criteria Matched

Interface

Gateway IP

Priority

Priority

More Options

WAN1 -

Default Gataway ~

Cancel E

These parameters are explained as follows:

Item
Index
Enable

Comment

Protocol

Source IP

Destination IP

Destination Port

Interface

Gateway IP
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Description

Displays the index number of the routing policy.
Click to enable / disable the routing policy.
Enter a brief explanation for the routing policy.
Criteria

Use the drop-down menu to choose a proper protocol for the WAN
interface.

Select the mode (Any, IP Range, IP Subnet, IP Object or IP Group) of the
source IP.

Enter the IP address(es), network, mask, or select IP object/group as the
source IP based on the source IP mode used.

Select the mode (Any, IP Range, IP Subnet, Domain Name, IP Object, IP
Group or Country Object) of the destination IP.

Enter the IP address(es), network, mask, domain name, or select an
object/group as the destination IP based on the destination IP mode used.
Select the mode (Any or Range) for the destination port.

Enter the port values as the destination port based on the destination port
mode used.

Send via if Criteria Matched

Use the drop down list to choose a WAN or LAN interface or VPN profile.

Default Gateway - Default Gateway is selected in default.
Specific Gateway - It is used only when you want to forward the packets
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to the desired gateway.
Priority

Priority The greater the value is, the lower the priority is. Default value for route
policy is “200” which means it has higher priority than the default route.

More Options

Packet Forwarding When you choose WAN (e.g., WANT1) as the Interface for packet
Via transmission, you have to specify the way the packet forwarded to. Choose
Force NAT or Force Routing.

Enable Failover Click to enable / disable the failover function.

Failover to If enabled, it will lead the data passing through specific interface (e.g.,
WAN/LAN) automatically when the selected interface is down.

Failover to Gateway Specific gateway is used only when you want to forward the packets to the
IP desired gateway.
Default Gateway - Usually, Default Gateway is selected in default.

Specific Gateway - Enter a gateway IP address.
Cancel Discard current modification.

Save Save the current settings.

The router offers IPv4 for you to configure the static route.

Index Destination IP Address Mask Gateway Interface Status
L0200 0.0.0.0 0.0.0.0 LANY Disable
0.0u0.0 0.0.0.0 0.0.0.0 LANI Disable

O o o g9 o o

o

=]

o
Dis
Dis

To configure the profile, move the mouse cursor to any entry and click to open the setting page.
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2865ac_001DAADDDODO / Configuration

Static Route 1Pud

Index

Enable

Destination IP Address

Subnet Mask

Gateway P Address

Network Interface

Routing

These parameters are explained as follows:

Item
Index
Enable

Destination IP
Address

Subnet Mask
Gateway IP Address
Network Interface
Clear

Cancel

Save

Description
Displays the index number of the static route policy.
Click to enable or disable the static route policy.

Enter an IP address as the destination of such static route.

Enter the subnet mask for such static route.

Enter the IP address of the gateway.

Specify an interface for this static route.

Click to return to factory default setting.

Discard current modification and return to previous page.

Save the current settings and return to previous page.

The router offers IPv6 for you to configure the static route.

Index Destination IPv€ Address

Prefix Len Gateway IPvE Address. Interface Status

o o @ &2 @ 2 @ @ @ @ @ @ © @ © & © © 8 o & o o

LANL Disable
LANL Disable
LANL Disable
LANL Disable
LANL Disable
LANL Disable
LANL Disable
LANL Disable
LANL Disable
LANL Disable
LANL Disable
LANL Disable
LANL Disable
LANL Disable
LANL Disable
LANL Disable
LANL Disable
LANL Disable
LANL Disable
LANL Disable
LANL Disable
LANL Disable
LANL Disable

Cance m

To configure the profile, move the mouse cursor to any entry and click to open the setting page.
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2865ac_001DAADDOODD / Configuration / Routing

Static Route IPve

Index 1
Enable

Destination |Pvé Address

Prefix Len

Gateway |PvE Address

Network Interface LAN1

B Clear

These parameters are explained as follows:

Cancel

Item Description

Index Displays the index number of the static route policy.
Enable Click to enable or disable the static route policy.
Destination IPv6 Enter the IP address with the prefix length for this entry.
Address / Prefix Len

Gateway IPv6 Enter the gateway address for this entry.

Address

Network Interface Specify an interface for this static route.

Clear Click to return to factory default setting.

Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.

9.4.4.4 BGP

BGP is a standardized protocol designed to exchange routing and reachability information among

autonomous systems (AS) on the Internet.

Dray Tek vevscs:

2865ac_001DAADOOD00 / Configuration / Routing

Basic Settings

Enable Local BGP
Local AS Number
Hold Time

Connect Retry Time

Router ID 192.168.1.1

+ Add
Enable Index AS Number Profile Name

Disable 1

Static Network

Index 1P Address

These parameters are explained as follows:

1P Address

Subnet Mask

carrie
WM Capture Packets v . C
MDS Auth Status
Disable Nane
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Item Description

Enable Local BGP Click to enable / disable the BGP function.

Local AS Number Enter the value as local AS nubmer.

Hold Time Set the time interval (in seconds) to determine the peer is dead when the
router is unable to receive any keepalive message from the peer within the
time.

Connect Retry Time If the router fails to connect to neighboring router, it requires a period of

time to reconnect.

Router ID Specify the LAN subnet for the router.

Cancel Discard current modification.

Save Save the current settings.

Basic Settings Displays general settings for for local router and neighboring routers.

+Add - Add a new neighbor profile.
Delete - Remove a selected neighbor profile.
Enable - Displays the status of the BGP profile.
Index - Displays the index number of the BGP profile.
AS Number - Displays the value of AS number.
Profile Name - Displays the name of the BGP profile.
IP Address - Displays the IP address of the BGP profile.
MD5 Auth - Displays the status (enabled / disabled) of MD5 Auth.
Status - Display the connection status for local router and neighboring
router.
Static Network Displays the neighboring routers for exchanging the routing information
with the local router.

+Add - Add a new static network profile by giving IP address and subnet
mask.

Delete - Remove a selected neighbor profile.

Index - Displays the index number of the BGP profile.
IP Address - Displays the IP address of the router.
Subnet Mask - Displays the subnet mask of the router.

Cancel Discard current modification.

Save Save the current settings.
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To configure the BGP profile with basic settings, move the mouse cursor to any entry and click to open
the setting page.

Index 1
Enable

Profile Name

AS Number

IP Address

MD5 Auth

Password

4-Byte As Number
et [

These parameters are explained as follows:

Item Description

Basic Settings Index - Displays the index number of the profile.
Enable - Click to enable / disable the profile.
Profile Name - Enter the name of the profile.
AS Number - Enter a value for AS number.
IP Address - Enter the IP address for the profile.
MD5 Auth - Click to enable / disable the MD5 authentication.
Password - Enter the password for authentication.
4-Byte As Number - Click to enable / disable the setting.

Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.

To configure the BGP profile for static network, click +Add to open the setting page. Or move the mouse
cursor to any existed entry and click to open the setting page.

2865ac_001DAAD00000 / Configuration / Routing

Index
IP Address

Subnet Mask

These parameters are explained as follows:

Item Description

Static Network Index - Displays the index number of the profile.
IP Address - Enter the IP address for a router.
Subnet Mask - Specify a subnet mask for the IP address.

Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.
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9.4.5 NAT

9.4.5.1 Port Redirection

This page lists the configured Port Redirection policies coming from Vigor CPE.

Dray Tk vewics — ¢

2865ac_0010/AA000000 / Configuration / NAT

Index Status PortRedirection Mode Service Name Protocol Public Port Start  Public Port End  Private IP Start  Private IPEnd  Private Port  WANIP  SourcelP |

false  Single 0 0 0 o All 0 f

To configure the NAT profile, move the mouse cursor to any entry and click to open the setting page.

NAT

Enabled

Port Redirection Mode Single Range
Service Name
Protocol Tcp upp
WAN IP v
Public Port Start 0
Public Port End
Source IP Any IP Object IP Group
Private IP Start 1Pv4 format (EX - 123.12.1.1)
Private Port 0
f Note:

= In "Range" Mode the End IP will be calculated automatically once the Public Port and Start IP have been entered.

1 Clear Cancel ﬂ

These parameters are explained as follows:

Item Description

Enabled Click to enable / disable the port redirection profile.

Port Redirection Two options (Single and Range) are provided here for you to choose.

Mode Single / Range - To set a range for the specific service, select Range.
Otherwise, select Single.

Service Name Enter the description of the specific network service.

Protocol TCP/UDP - Select the transport layer protocol (TCP or UDP).

WAN IP Select the WAN interface used for port redirection. The default setting is

All which means all the incoming data from any port will be redirected to
specified range of IP address and port.

Public Port Start / Specify which port can be redirected to the specified Private IP and Port
End of the internal host. If you choose Range as the port redirection mode, you
will need to enter the required number on the first box (as the starting
port) and the second box (as the ending port).
Source IP Select the source IP mode.
Any - It means any IP address.
IP Object -
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IP Object - Specify an IP object profile.
IP Group -
IP Group - Specify an IP group profile.
Private IP Start / End  Specify the private IP address of the internal host providing the service. If
you choose Range as the port redirection mode, you will see two boxes on

this field. Type a complete IP address in the first box (as the starting point).
The second one will be assigned automatically later.

Private Port Specify the private port number of the service offered by the internal host.
Clear Click to return to factory default setting.

Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.

9.4.5.2 DMZ Host

DMZ Host allows a defined internal user to be totally exposed to the Internet, which usually helps some
special applications such as Netmeeting or Internet Games etc.

28650 001DAADO0000 DrayTek vigoracss ¢ Copuure Packers ~ el

2865ac_001DAADDOOOD / Configuration / NAT

Index Profile Name

Open Ports WAN

Port Triggaring

z WANZ
L1 3 WAN3
4 WANS

5 WANS

L] WANE

These parameters are explained as follows:

Item Description
Index Displays the index number of the DMZ host profiles.
Profile Name Displays the interface of the DMZ host profile.

To configure the DMZ host profile:
1. Move the mouse cursor to any entry (1 to 6) and click to open the following page.

2865ac_001DAA41DF78 / Configuration / NAT

MNAT DMZ Host

Interface WANT

Index WAN Type Meode Enable Private IP WAN IP

1 o None false 0.0.00

Cancel ﬂ

2. Click the index number of the profile to open the settings page.
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/ Configuration / NAT

MAT DMZ Host Setup

Interface WAN1

Mode Private IP

Private IP

WAN IP

These parameters are explained as follows:

Item Description
Interface Displays the name of the DMZ host profiles.
Mode Select a method to enter the IP address.
Private IP
None
Private Enter the private IP address of the DMZ host.
WAN IP Displays the WAN [P alias for this interface.
Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.

3.  After finished the configuration, click Save to save the changes.

9.4.5.3 Open Ports
This page lists the configured Open Ports policies coming from Vigor CPE.

It allows you to open a range of ports for the traffic of special applications.

2865ac_001DAA41DF78 / Configuration / NAT

Index  Enable Open Ports Comment WAN Interface WANIP Local IP Address Source IP Open Parts Factory Default Source IP Type

false WANT WANT_IP_Aliasf1] 0.0.0.0 [] false Any

To configure the open port profile, move the mouse cursor to any entry and click to open the setting
page.
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Source IP

Local IP Address

Index Protocol Start Port End Port

These parameters are explained as follows:

Item Description

Open Ports
Index Displays the index number of the Open Port profile.
Enable Click to enable / disable the Open Port profile.
Comment Enter the description for the Open Port profile.
WAN Interface Choose a WAN interface that will be used for this entry.
Source IP Select the source IP mode.

Any - It means any IP address.
IP Object -
IP Object - Specify an IP object profile.

IP Group -
IP Group - Specify an IP group profile.
Local IP Address Enter the private IP address of the local host.
Open Port List It displays 1 to 10 open port profiles.

Click any one of the index numbers to configure the settings for the
selected open port profile.

Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.

358 VigorACS3 User's Guide



9.4.5.4 Port Triggering

Port Triggering is a variation of open ports function. This page lists the configured Port Triggering
policies coming from Vigor CPE.

carrie
System Adminiswrator |

DrayTek vigoracss [ —

2865ac_001DAAL1DF78 / Configuration / NAT o
) Set to Factory Default
Index  Enable  Comment Triggering Protacal Triggering Port Incoming Protocal Incaming Port Source IP Source IP Type

false - 0 Ay

To configure the port triggering profile, move the mouse cursor to any entry and click to open the
setting page.

Port Triggering

Enable

Service User Defined ~
Comment

Source IP Any IP Object IP Group

Triggering Protocol ~
Triggering Port

Incoming Protocol ~

Incoming Port

© Note:
» The legal format of Triggering Port and Incoming Port should ke this:
123

173456
173,456,789
173-456,789
123-456,777-789

« The lllegal format Ike this:
173456789
173-456-789

These parameters are explained as follows:

Item Description

Enable Click to enable / disable the Port Triggering profile.
Service Choose the service type to apply for this triggering profile.
Comment Enter the text to memorize the application of this rule.
Source IP Select the source IP mode.

Any - It means any IP address.
IP Object

IP Object - Specify an IP object profile.
IP Group

IP Group - Specify an IP group profile.

Triggering Protocol Select the protocol (TCP, UDP or TCP/UDP) for such triggering profile.

Incoming Protocol When the triggering packets received, it is expected the incoming packets
will use the selected protocol. Select the protocol (TCP, UDP or TCP/UDP)
for the incoming data of such triggering profile.
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Incoming Port Enter the port or port range for the incoming packets.

Clear Click to return to factory default setting.

Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.
9.4.5.5 ALG

There are two methods provided by Vigor router, RTSP (Real Time Streaming Protocol) ALG and SIP
(Session Initiation Protocol) ALG, for processing the packets of voice and video.

2865_14438C080090 | Configuration | NAT S 1 Factory Dt

i Lanliguraiice

izt ALG [Application Layer Gateway)

7 et

Ensble
Dpen Ports

Pt Iriggprming

Tl L 5060 trua s

fals iy 554 Erus trse

-

To configure the ALG profile, move the mouse cursor to any entry and click to open the setting page.

2865ac_001DAA41DF78 / Configuration / MAT

Enable O
Protacol s
Listen Port 5060
e ©
uoe O
These parameters are explained as follows:
Item Description
Enable Click to enable / disable the ALG profile.
Protocol Displays the type (SIP, RTSP) of ALG.
Listen Port Enter a port number for SIP or RTSP protocol.
TCP/UDP Click to enable/disable the TCP/UDP. If enabled, it will make correspond
protocol message packet from TCP/UDP transmit and receive via NAT.
Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.
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When the data traffic is heavy and data transmission is getting slowly and slowly, you can configure this
page to accelerate the data streaming by hardware itself.

4 2865ac_D01DAADODO0D [ Configuration | Hardware Acceleration

o]

a ﬂ

These parameters are explained as follows:

Item Description

Acceleration Disable - The default setting.

Enable - The sessions with the heaviest loading and the lower latency
traffic will be added into PPA.

NAT Click to enable / disable NAT setting.

Protocol There are two types supported by this function, TCP and UDP.
IPsec Click to enable / disable IPsec setting.

Protocol There are two types supported by this function, TCP and UDP.
Cancel Discard current modification.

Save Save the current settings.
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9.4.7 Firewall

9.4.7.1 General Setup

It allows you to enable / disable Data Filter, determine general rule for filtering the incoming and
outgoing data.

- -

362

Filter Setup

Data Filter

Data Filter Set Start

Inbound Palicy

Allow pass inbound fragmented large

packets [required for certain games

and streaming)

Enable Strict Security Firewall

Sew2 ¥

O

O

Block routing connections initiated from WAN

Block IPvd Routing Packet

Block IPvé Routing Packet

fl Note:
= Packers are filered by firewall functions in the following order:

1. Data Filter Sets and Rules.

O

2. Block routing connections initiated from WAN.

3. Default Rule.

These parameters are explained as follows:

Item Description
Filter Setup
Data Filter Click to enable / disable the function.

Data Filter Set Start

Allow pass inbound
fragmented large...

Enable Strict Security
Firewall

Block IPv4 Routing
Packet

Block IPv6 Routing
Packet

Save

If enabled, choose a Start Filter Set.
Choose a Start Filter Set.
Inbound Policy

Click to enable / disable the function.

Certain games and video streaming service use fragmented UDP packets
to transfer data. Enabling this option allows these applications to function

properly.

Click to enable / disable the function.

If this option and the Web Content Filter (WCF) are both enabled, web
traffic will be blocked if the WCF server fails to respond to lookup requests.
Block routing connections initiated from WAN

For LAN hosts receiving WAN IPv4 addresses using the IP routed subnet,
enable this option to prevent WAN hosts from connecting to LAN hosts.
This option has no effect on LAN hosts on private LAN subnets.

IPv6 does not make use of Network Address Translation (NAT), so all LAN
hosts receive public IPv6 IP addresses that are exposed to the WAN. Enable
this option to block WAN hosts from connecting to LAN hosts using IPvé.

Save the current settings.
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This page allows you to choose filtering profiles including QoS, Load-Balance policy, WCF, APP
Enforcement, URL Content Filter, for data transmission via Vigor router.

User Management
APP Enforcement
URL Content Filter
Web Content Filter
DNS Filter

Syslog

Advanced Settings

Codepage ANSI 125
Window Size

Session Timeout (min

These parameters are explained as follows:

Item Description
Default Rule

Default Action Select Pass or Block for the packets that do not match with the filter rules.
When the setting is Block, all other fields on the page are disabled because
they are not applicable.

Session Control The current number of sessions is shown before the slash, followed by the
maximum number of concurrent sessions allowed, which is configurable.

Quality of Service Select one of the QoS rules to be applied as firewall rule. For detailed
information of setting QoS, please refer to the related section later.

User Management This setting is only available when Rule-Based is selected in User
Management>>General Setup. The default firewall rule will be applied to
the selected user or user group.

APP Enforcement Select an APP Enforcement profile for application blocking, or None to
disable APP Enforcement for the Default Rule.

URL Content Filter Select a URL Content Filter profile to be used, or None to disable URL
Content Filter for the Default Rule.

Web Content Filter Select a Web Content Filter profile to be used, or None to disable Web
Content Filter for the Default Rule.

DNS Filter Select the DNS Filter profile to be used, or None to disable DNS Filter for
the Default Rule.

Syslog Select the items to send and store the records to Syslog.
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Advanced Settings

Codepage Selecting the appropriate codepage can increase the accuracy of the URL
Content Filter. The default value is ANSI 1252 Latin I. If the setting is None,
no decoding of URL will be performed.

Window Size Sets the TCP window size as described in RFC 1323. Valid values are from 0
to 65535.
Session Timeout Sets the timeout sessions are allowed to idle before they are removed

from the system.

Save Save the current settings.

This page displays the filter rule profile and allows to create new filter rule profile(s).

Set Comments Next Filter Set
None

2 Drefaul: Daca Filer None

These parameters are explained as follows:

Item Description

+Add Click to add a new filter rule set.

Delete Click to remove the selected filter rule.

Set Displays the number of filter set.

Comments Displays the comment of the filter rule.

Next Filter Set Displays the name of next filter set. None means no filter set is specified

for current filter set.

To configure the filter rule set profile, move the mouse cursor to any entry and click to open the setting
page. Or, click +Add to create a new filter rule profile.

Filter Rules
Index
Comments Default Data Filter
Next Filter Set None
Rule Active Comments Direction SrclP DstiP Service Type Action
1 O xNetBios - DNS LAN/RT/DMZ/VPN->WAN Any Any TCP/UDP Block Immediately
2 O block_all LAN/RT/DMZ VPN->WAN Any Any Any Block If No Further Match
3 O open_Ip LAN/RT/DMZ /VPN->WAN 192.168.1.10~192.168.120  Any Any Pass Immediately
4 LAN/RT/DMZ /VPN-=WAN Any Any Any Pass Immediately
- -

These parameters are explained as follows:

Item Description

Filter Rules
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Index

Comments

Next Filter Set

Rule

Active
Comments
Direction
SrcIP

Dst IP
Service Type
Action
Cancel

Save

2865Lac_1449BCODSFO0 / Configuration

DoS Defense

Do$ Defense

DoS defense Log

Flood Defense

S¥N Flood Defense

S¥N Flood Threshold (pkts/sec)

Session Time-Out (sec.)

UDP Flood Defense

UDP Flood Threshold (pkts/sac)
Session Time-Out (sec.)

ICMP Flood Defense

ICMP Flood Threshold (pkts/sec]

Session Time-Out (sac.)

Port Scan Detection

Displays the index number of the filter rule set.

Each filter set contains up to 7 rules.

Enter a comment to identify the filter rule.

Select the filter set for the firewall to process after the current filter set
Table

Displays the index number of the filter rule.

Click to enabled or disabled the filter rule.

Optional comment entered in the settings page to identify the rule.
Displays the direction of packet.

Displays the IP address of source /destination.

Displays the type and port number of the packet.

Displays the type and port number of the packet.

Displays the packets to be passed /blocked.

Discard current modification and return to previous page.

Save the current settings and return to previous page.

White/Black List Option

Enable v

Cancel [ Clear All ﬂ

These parameters are explained as follows:

Item

DoS Defense

White/Black List
Options
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Description
DoS Defense
Click to enable / disable the DoS Defense.

Click to set white or black list.
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DoS defense Log

SYN Flood Defense

UDP Flood Defense

ICMP Flood Defense

Port Scan Detection

Select All

ARP Spoofing
Defense Log

ARP Spoofing
Defense

Click to enable / disable the function of recording DoS defense log onto
Syslog.

Flood Defense

Click to enable / disable the SYN flood defense.
If enabled,

SYN Flood Threshold - Set a threshold value. The default values of
threshold is 2000 packets per second.

Session Time-Out - Set a threshold value. The default value of
timeout is 10 seconds.

Click to enable / disable the UDP flood defense.

If enabled,

UDP Flood Threshold - Set a threshold value. The default values of
threshold is 2000 packets per second.

Session Time-Out - Set a threshold value. The default value of
timeout is 10 seconds.

Click to enable / disable the ICMP flood defense.

If enabled,

ICMP Flood Threshold - Set a threshold value. The default values of
threshold is 250 packets per second.

Session Time-Out - Set a threshold value. The default value of
timeout is 10 seconds.

Port Scan Detection

Click to enable / disable the port scan defense.
If enabled,

Port Scan Threshold - Set a threshold value. The default values of
threshold is 2000 packets per second.

Others
Click to select and enable all items under Others.

Spoofing Defense

Click to enable / disable the store the ARP log to Syslog.

There are two types for spoofing defense.
Block ARP replies with inconsistent source MAC address
Block ARP replies with inconsistent
Decline VRRP MAC into ARP table
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IP Spoofing Defense There are two types for spoofing defense.
Block IP packet from WAN with Inconsistent source IP addresses
Block IP replies from LAN with Inconsistent source IP addresses

Cancel Discard current modification and keep current configuration.
Clear All Discard current modification and return to factory default setting.
Save Save the current settings.
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9.4.7.5 APP Enforcement

The APP Enforcement Filter can be used to prevent users from using undesirable or inappropriate
network applications such as online chat and peer-to-peer programs. The filter works by detecting and

blocking network traffic of applications by means of traffic patterns.

General Setup

Defult Rule

Fikter Rules

DoS Defense

URL Content Filter

2865ac_001DAA41DF78 / Configuration / Firewall

To create a new profile, click +Add to open the following page.

2865Lac_1449BCOD8FO0 / Configuration / Firewall

Index

Profile Name

Instant Message

Select All Clear All
VoIP

Select All Clear All
P2P

Select All Clear All
Protocol

Select All Clear All

AIM Login
BaiduHi

GaduGadu Protocol
KC

Paltalk

Signal

Telegram

WebIM URLs

RC Voice

TelTel

Ares
eDonkey

Huntmine
OpenNap

Vagaa

BGP
GIT

1RM Infrrmiv

AWW
Facebook/Instagram
1€Q

LINE

PocoCall

Slack

Tencent QQ

WhatsApp

Skype/Teams

WeChat

BitTorrent
FastTrack
Kuwo
Pando

Xunlei(Thunder)

DNS

H313

M DAY

Set to Factory Default &

Ares
Fetion
iSpQ
Linkedin
Qnaxt
Snapchat
uc

WhatsApp Call

TeamSpeak

ClubBox
Gnutella
OpenfT

SoulSeek

FTP
HTTP

rup

- .

These parameters are explained as follows:

Item

Index

Profile Name
Select All
Clear All
Cancel

Save

368

Description

Displays the index number of the profile.

Displays the name of the profile.

Click to select all of the items on this page.

Click to deselect all selected items.

Discard current modification and return to previous page.

Save the current settings.
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9.4.7.6 URL Content Filter

The URL Content Filter scans URL strings in HTTP requests for predefined keywords to restrict browsing
activities.

Conural Setip 2865ac_001DAA41DF78 / Configuration / Firewall Ses to Factory Defoul

Dedauit Rule -

Filter Rules Index Profile Name URL Access Control URL Access Control Action Web Feature ‘Web Feature Action

DeS Defenze i false Pass false Pass

APP Enforcement

Administration Message

adminisirator for further information. </center>

Dingnose

ST .. |

These parameters are explained as follows:

Item Description

+Add Click to create a new UCF profile.

Delete Click to remove the selected UCF profile.

Default Message Click to reset the administration message to the factory default.
Save Save the current settings.

To create a new UCF profile, click +Add to open the following page.

2865ac_001DAA41DF78 / Configuration / Firewall Ser to Factory Default

URL Content Filter Profile

Index 1

Profile Name

Priority Either: URL Access Control First -

Log Block -
URL Access Control

URL Access Control

Prevent web access from IP address

Action Pass  Block

Index Keyword Object Action

1 MNome hd T+ Add
Index Keyword Group Action

1 None - = Add

Exception List

s m

Item Description
URL Content Filter Profile

Index Displays the index number of the UCF profile.
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Profile Name Displays the name of the UCF profile.

Priority Select the order of evaluation of URL Access Control and Web Feature.
Log Select the access attempts (None, Pass, Block or All) to be recorded on
Syslog.

URL Access Control

URL Access Control Click to enable or disable the URL access control.

Prevent web access Click to enable or disable the function of preventing users from
from IP Address circumventing URL Access Control.

Action This setting is enabled only when Priority is set to Either: URL Access

Control First or Either: Web Feature First.

Pass - Allows access to web pages with URLs containing keywords that are
in the selected keyword groups or objects. Access to other URLs is blocked.

Block - Blocks access to web pages with URLs containing keywords that
are in the selected keyword groups or objects. Access to other URLs is

allowed.
Keyword Object Index - Displays the index number of keyword object profile.
Table Keyword Object - Displays the name of the keyword object profile.

Action - +Add - Click to add a new entry to specify a keyword object
profile.

Keyword Group Table Index - Displays the index number of keyword group profile.
Keyword Group - Displays the name of the keyword group profile.
Action (+Add) - Click to add a new entry to specify a keyword group
profile.

Exception List It is available when URL Access Control is enabled.
Index - Displays the index number of exception object profile.

Exception Keyword Object /Group - Displays the name of the exception
keyword object/group profile.

Action (+Add) - Click to add a new entry to specify an exception keyword
object / group profile.

Web Feature

Web Feature Click to enable or disable the web feature restriction function.
Restriction
Action Pass - Allows access to web pages with URLs containing keywords that are

in the selected keyword groups or objects.

Block - Blocks access to web pages with URLs containing keywords that
are in the selected keyword groups or objects.

File Extension Choose one of the profiles for passing or blocking the file downloading.
Cookie, Proxy, Click to enable or disable cookie function.

Upload If enabled, it can block cookies from Internet websites.

Proxy Click to enable or disable proxy function.

If enabled, it can block web proxy servers that relay HTTP traffic.

Upload Click to enable or disable upload function.
If enabled, it can block HTTP uploads from the LAN to the Internet.

Cancel Discard current modification and return to previous page.
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Save

Save the current settings and return to previous page.

9.4.7.7 Web Content Filter

Users can also be prevented from browsing certain types of websites by using the Web Content Filter.
This filter classifies website domain names into different categories, which can be selectively blocked.

General Setup
Default Rule

Filter Rules

APP Enforcement

URL Content Filter

DNS Filter

Diagrose

2B65ac_001DAA41DF78 / Configuration / Firewal

Cache

Administration Message

Ses 1o Factory Defouls

Web Content Filter License  Not Activared

Index Prafile Name Log Action Black/White List:Action

1 Default Black Black Bloek

Legend:
W5IP% - Source IP,&nbsp: WOIP% - Destination
1P, &nbep; URLS - URL

WELY - Caregory,&nbsp: HRNAMER - Router
Name

These parameters are explained as follows:

Item

Set to Factory
Default

+Add

Delete

Index

Profile Name
Log

Action

Black/White List

Cache

Administration
Message

Default Message
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Description

Clear all profile settings.

Click to create a new WCF profile.

Click to remove the selected WCF profile.

Displays the index number of the WCF profile.

Displays the name of the WCF profile.

Displays the type (Pass or Block or All) of the log to be recorded.
Displays the type (Pass or Block) of the action selected.

Displays the action to be taken when a WCF matches keyword group and
object selections.

None - The router verifies every HTTP URL requested by communicating
with the WCF server on the Internet.

L1 - The router caches the HTTP URLs that have been checked against the
WCEF server. URLs will be looked up in the L1 cache before reaching out to
the WCF server. When the cache is full, the oldest entry will be deleted to
accommodate new URLs.

L2 - After a URL has been checked and found to pass WCF, the source and
destination IPs are cached for about 1 second in the L2 cache. This is to
allow a webpage to be loaded without further verifying the same URLs
against the L1 cache or the WCF server.

L1+L2 Cache - The router will utilize both L1 and L2 caches.

The message to be displayed in the browser when access to a website has
been blocked. A custom message can be entered with HTML formatting in
the text box.

Click to reset the administration message to the factory default.
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Save

To create a new WCF profil

2865ac_001DAAL1DF78 / Configuration / Firewa

Web Content Filter Profile

Index

Profile Name

Syslog
Action
White/Black List
Black/White List
Action
Index Keyweord Object
Index Keyword Group

Category Selection Select/ Clear All

Child Protection

Item

Index
Profile Name
Syslog

Action

Black/White List

Action

Keyword Object
Table

Keyword Group Table

Save the current settings.

e, click +Add to open the following page.

Sex to Factory Defaukt

Action

Action

Alcohol & Tobacco [ Criminal Activity

Description

Web Content Filter Profile

Displays the index number of the WCF profile.

Displays the name of the WCF profile.

Displays the type (Pass or Block or All) of the log to be recorded.

Pass - Only passed access attempts will be recorded in Syslog.
Block - Only blocked access attempts will be recorded in Syslog.

White/Black List

Click to enable or disable the function of Black/White List. Keyword objects
and groups can be applied to the URL to override WCF category filtering.
Action to take when a URL matches keyword group and object selections.
Pass - Allow access to the URL.

Block - Disallow access to the URL.

Index - Displays the index number of keyword object profile.
Keyword Object - Displays the name of the keyword object profile.
Action - +Add - Click to add a new entry to specify a keyword object
profile.

Index - Displays the index number of keyword group profile.
Keyword Group - Displays the name of the keyword group profile.
Action (+Add) - Click to add a new entry to specify a keyword group
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Select/Clear All
Cancel

Save

9.4.7.8 DNS Filter

profile.

Category Selection

Click to select or deselect all items under Category Selection.
Discard current modification and return to previous page.

Save the current settings and return to previous page.

DNS Filter blocks or allows traffic to the WAN by intercepting DNS queries, and applying UCF and WCF

rules to hostnames.

2865ac_001DAAROO0D00 | Configuration | Firewall

[

Set o Fuctory Delault

DS Syalog DNS WEF oS T

Block Mone

DNS Fitter Local Setting

STO— .. |

These parameters are explained as follows:

Item

+Add

Delete

Index

Profile Name
DNS Syslog
DNS WCF
DNS UCF

DNS Filter
Syslog
WCF

UCF

Administration
Message

Default Message

VigorACS3 User's Guide

Description

Click to add a new DNS filter profile.

Click to remove the selected DNS filter profile.

Displays the index number of the DNS filter profile.

Displays the name of the DNS filter profile.

Displays the filtering type (Block, Pass, All or None) of the DNS syslog.
Displays the name of the WCF profile.

Displays the name of the UCF profile.

DNS Filter Local Setting

Click to enable / disable the DNS filter function.

Select the filtering type (Block, Pass, All or None) of the DNS syslog.
Select a WCF profile.

Select a UCF profile.

The message to be displayed in the browser when access to a website has
been blocked. A custom message can be entered with HTML formatting in
the text box.

Click to reset the administration message to the factory default.
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Save Save the current settings.

To create a new DNS profile, click +Add to open the following page.

DNS Filter

Index 1

Profile Name

Syslog Block v
WCF None v

UcF None ~

O s |
Item Description
Index Displays the index number of the DNS filter profile.
Profile Name Enter a name of the DNS filter profile.
Syslog Select the filtering type (Block, Pass, All or None) of the DNS syslog.
WCF Select a WCF profile.
UCF Select a UCF profile.
Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.

9.4.7.9 Diagnose

The purpose of this function is to test when the router receiving incoming packet, which firewall rule will
be applied to that packet.

2865ac_001DAADI0000 | Configuration | Firewall

Flrewall Dlagnose

Mode uoe

Darection From LAN -
1P Ver [T -
LAN 1P 192168112

LAN Bort ]

LAN MAC 000000000000

WA P nnon

W Port o

+ Ploass s “Mode” and cw Nt bafiors modsy Packet & Payload.
Packet & Payload
bnddan Enates Dorection Fayload Type Paywwd Data. TOP Fuag
1 Enable ol CUSTOMIZE
Desable Mol CUSTOMIZE

]
15} Mk
= This s firewall itve test which noed setup WAN and plug cabile in.

These parameters are explained as follows:

Item Description
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Mode

Direction

IP Ver
LAN IP
LAN Port
LAN MAC
WAN IP
WAN Port
Analyze

Reset

Index

Enable

Direction

Payload Type

Payload Data

Save

Firewall FwDiagnose
Specify the service type (ICMP, UDP, TCP) of the packet.

Set the way (from WAN or from LAN) that Vigor router receives the first
packet for test.

Select the type of the IP address (IPv4/IPv6).

Enter the IPv4/IPv6 address of the packet's source.
Enter the port number of the packet's source.

Enter the MAC address of the packet's source.

Enter the IPv4/IPv6 address of the packet's destination.
Enter the IPv4/IPv6 address of the packet's destination.
Execute the test and analyze the result.

Reset the diagnose settings.

Packet & Payload

Displays the index number of the profile.

Displays if the profile is enabled or disabled.

The first packet of the firewall test will follow the direction specified above.
However, the direction for the second packet might be different. Simply
choose the direction (from Computer A to B or from the B to A) for the
second packet.

Choose Customize, Ping, Trace Route / Customize, DNS, Trace Route /
Customize, Http (GET).

It is available when Customize is selected. Simply type 16 HEX characters
which represent certain packet (e.g., DNS packet) if you want to set the
data transferred with protocol (ICMP/UDP/TCP) which is different to Type
setting.

Save the current settings.

Click the index number (1 - 5) to configure detailed settings for Packet & Payload.

2865ac_001DAA41DF7E / Configuration / Firewa

Packet & Payload

Packet
Enable
Direction

Payload Type

Item
Packet

Enable

Direction
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Diagnose

Description
Display the index number of the profile.

Enable - Enable this profile.
Disable - Disable this profile.

Select the direction for the second packet.
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AtoB

BtoA
Payload Type Displays the mode selected above and the state.
Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.

9.4.8 User Management

9.4.8.1 General Setup

Global settings for User Management can be configured in this section.

2B65ac_| e

Mode Selection
Lher Profie
Mode Bule-Bared User-Baned

Ut Cuoup

Authentication page

Web Authentication HTTR | WTTRS

Lofin Page Gresting

Disptay 9 Enabie

Landing page

Landing Page

e ﬂ

These parameters are explained as follows:

Item

Mode

Web Authentication

Login Page Greeting

Display IP Enable

Landing Page

Cancel

376

Description
Mode Selection

Rule-Based - Router applies filter rules configured in Firewall>>General
Setup and Filter Rule.

User-Based - Router applies filter rules configured in User
Management>>User Profile.

Authentication page

Set the Web protocol for the web authentication page.
HTTP
HTTPS

Click to be redirected to Configuration>>Admin Account >> Login Page
Greeting,

Click to enable or disable the function.

If enabled, the IP address of the client will be shown on the tracking
window.

Landing page
HTML code to be shown on the Login Page Greeting.

Discard current modification.
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Save

9.4.8.2 User Pr

ofile

Save the current settings.

This page allows you to create up to 200 user profiles for use with User Management.

Index

true

true

true

false

Enable This Account

2865ac_001DAATSIEBS / Configuration / User Management

UserMame  Password  Idie Timeout  MaxUserLogin  External Server Authentication  Log Pap Browser Tracking Windew  Authentication:Web  Authe

admin o MNone None  false true true

Dial-in User 0 MNone wone  false tree false

S99 Mone None  true true true

MNone Mone  true true true

To configure the user management profile, move the mouse cursor to any entry and click to open the

setting page.

+ Cardpuen

el tetay

2865Lac_1449BC0DEF00 | Configuration | User Management

Genoral Settings

indas

Lnable This Actoant

Login Settings
e Timssous
Man User Logsn

Authentication Web

Authamicarion:Aler Taol

Authentication: Teinet

Landing Page

Rarte Lengrns {priens o

aeo

-

These parameters are explained as follows:

Item

Index

Enable This Acc
Username
Password

Log

External Server
Authentication

Idle Timeout

VigorACS3 User's Guide

ount

Description

General Settings

Displays the index number of the user profile.
Click to enable or disable this user profile.
Enter the login name of this user profile.
Enter the password of this user profile.

Select which activities (None, Login, Event or All) of the user can be
recorded by Syslog.

The router will authenticate dial-in users using either a built-in (None) or
external service (LDAP, Radius or TACACS+).

Login Settings

If there is no WAN traffic to and from the LAN client for the specified
amount of time (in minutes), the WAN session is reset and the user will
need to re-authenticate before Internet access is once again allowed.
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Max User Login

Authentication:Web

Authentication:Alert

Tool

Authentication:Telne

t

Landing Page

Auto
Logout(minutes)

Pop Browser
Tracking Window

Login Permission
Schedule 1/2/3/4

Time Quota Enable

Time Quota:Mins

Data Quota Enable

Data Quota Value

Enable

Default Time
Quota(Mins)

Default Data
Quota(MB)

Quota reset

Enter the maximum number of concurrent logins allowed for this profile.

Click to enable or disable the function.

If enabled, user will need to authenticate by entering a username and
password when attempting to access an external website for the first time.
The user will be redirected to the external website after a successful
authentication.

Click to enable or disable the function.

If enabled, the user can enter the user name and password into the
DrayTek Alert Tool. A window with remaining time of connection for such
user will be displayed.

Click to enable or disable the function.

If enabled, the user can authenticate by logging in to the router using
telnet.

Click to enable or disable the function.

If enabled, when a user tries to access into the web user interface of Vigor
router series with the user name and password specified in this profile,
he/she will be lead into the web page configured in Landing Page field in
6.3.8.1 General Setup.

This account will be forced to logout after a certain time set here.

Click to enable or disable the function.

If enabled, a browser window will pop up showing the session time
remaining.

Quota Policy

Enter four sets of time schedule for your request.

Click to enable or disable the function.

Specify the amount of time (after a successful authentication).
Click +/ - to increase / decrease the time quota for this profile.

Click to enable or disable the function.

Specify the amount of data (after a successful authentication).

Click +/ - to increase / decrease the data quota for this profile.
Reset Quota Automatically
Click to enable or disable the function.

Enter value for default time quota.

Enter value for default data quota.

When login permission schedule expired - When the scheduling time is
up, the router will reset the quota with user-defined time/data values
automatically.

At the start time of Schedule -
Quota reset schedule - Specify a time schedule index number for
this profile.

Internal Services
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Internal RADIUS Click to enable or disable the function.

Local 802.1x Click to enable or disable the function.
Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.

9.4.8.3 User Group

This page allows you to place multiple user profiles into groups. These groups can be used to set up
filter rules in Firewall>>General Setup.

2865ac_001DAA151EBE / Configuration / UserManagement

General Setup

User Profile Indix Nome Selected User Objects

To configure the user group profile, move the mouse cursor to any entry and click to open the setting
page.

2865ac_001DAA151EBS8 / Configuration / UserManagement

User Group

Name

Selected User Objects

- ancs m

These parameters are explained as follows:

Item Description
Name Enter a name for identifying this user group.

Selected User Objects Use the drop down menu to select the user object(s).

Clear Clear all modifications on this page.
Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.

9.4.9 Object Setting

9.4.9.1 IP Object

For IPs in a range and service ports in a limited range usually will be applied in configuring router’s
settings, therefore we can define them with objects and bind them with groups for using conveniently.
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2865ac_001DAA151EBS / Configuration / Objects Setting

Nome Interface Address Type Infarmation

Any Subnst Address
Any Subnet Address
Any Subnet Address
Any SuDnet Address
ANy subnet Address
Any Subnet Address
Any Subnet Address
Any Subnet Address
Any Subnet Address
Any subnet Address
Any Subnet Address
Any Subnet Address
Any Subnet Address
Any subnet Address

@ Note:
« Exclamation mark () on Information column means that Invert Selection is enabled.

To configure the IP object profile, move the mouse cursor to any entry and click to open the setting

page.

2865ac_001DAAO00000 / Conflguration / Objects Setting Set to Factory Default &

Index

Name

Interface

Address Type

Start IP Address

End IP Address

Invert Selection

1

RD Department

Any v
Range Address ~
192.168.1.9

192.168.1.9

©

ot [

These parameters are explained as follows:

Item
Index
Name

Interface

Address Type

Description
Displays the index number of the IP object profile.
Enter the name of the IP object profile.

Select the network interface on which the IP address or addresses are to
be found.
Any Address - Object covers all IP addresses.
Mac Address - Object contains a MAC address.
MAC Address - Enter the MAC address.
Range Address - Object covers a range of IP addresses.
Start IP Address - Enter an IP address as the starting point.
End IP Address - Enter an IP address as the ending point.
Single Address - Object covers one IP address.
Start IP Address - Enter an IP address as the starting point.

Subnet Address - Object covers a range of IP addresses specified in
subnet notation.

Start IP Address - Enter an IP address as the starting point.
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Invert Selection

Cancel

Save

9.4.9.2 IP Group

Subnet Mask - Enter the subnet mask.

Click to enable or disable the function.
If enabled, all addresses except the ones entered above will be used.

Discard current modification and return to previous page.

Save the current settings and return to previous page.

Multiple IP Objects can be placed into an IP Group.

1P Object 2865ac_001DAA151EBS / Configuration / Objects Setting

Index

Name Interface Selected IP Objects
Any
Any
Any
Any

Any

To configure the IP group profile, move the mouse cursor to any entry and click to open the setting

page.

2865ac_001DAA1S1EBS / Configuration / Objects Setting

Index

MWame

Interface

Selected IP Objects

= m

These parameters are explained as follows:

Item

Index

Name

Interface

Selected IP Objects

Cancel

VigorACS3 User's Guide

Description

Displays the index number of the IP object profile.
Enter the name of the IP object profile.

Select WAN, LAN or Any to filter IP objects.

Use the drop down menu to select the IP object(s).

Discard current modification and return to previous page.
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Save Save the current settings and return to previous page.

9.4.9.3 IPv6 Object
Up to 64 IPv6 Objects can be created.

2865ac_001DAA1S1EBS / Configuration / Objects Setting

Index Name Address Type Infermatien Match Type  Prefix Len.

Subnet Address : . o
2 Subnet Address = - o
3 Subnet Address : - o
4 Subnet Address : - o
5 Subnet Address o
& Subnet Address o
7 Subnet Address o
] Subnet Address 0
9 Subnet Address : - o

Subnet Address ]
1 Subnet Address o
12 Subnet Address 0
13 Subnet Address o
4 Subnet Address i - o
15 Subnet Address “ - 0
16 Subnet Address n - o

To configure the IPv6 object profile, move the mouse cursor to any entry and click to open the setting

page.
2865ac_001DAA000000 / Conflguration / Objects Setting Set to Factory Default
Index 1
Name
Address Type Subnet Address v
Start IP Address
Prefix Length 0

Invert Selection

= -

These parameters are explained as follows:

Item Description

Index Displays the index number of the IPv6 object profile.
Name Enter the name of the IPv6 object profile.

Address Type Any Address - Object covers all IPv6 addresses.

Match Type - Specify the match type (128 Bits or Suffix 64 Bits) for
the IPv6 address.

Mac Address - Object contains a MAC address.

Match Type - Specify the match type (128 Bits or Suffix 64 Bits) for
the IPv6 address.

MAC Address - Enter the MAC address.
Range Address - Object covers a range of IPv6 addresses.

Match Type - Specify the match type (128 Bits or Suffix 64 Bits) for
the IPv6 address.
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Start IP Address - Enter an IPv6 address as the starting point.
End IP Address - Enter an IPv6 address as the ending point.

Invert Selection - If enabled, all addresses except the ones entered
above will be used.

Single Address - Object covers one IPv6 address.

Match Type - Specify the match type (128 Bits or Suffix 64 Bits) for
the IPv6 address.

Start IP Address - Enter an IPv6 address as the starting point.

Invert Selection - If enabled, all addresses except the ones entered
above will be used.

Subnet Address - Object covers a range of IPv6 addresses specified in
subnet notation.

Start IP Address - Enter an IPv6 address as the starting point.

Prefix Length - Enter IPv6 prefix length, if Address type is Subnet
Address.

Invert Selection - If enabled, all addresses except the ones entered
above will be used.

Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.

9.4.9.4 IPv6 Group
Multiple IPv6 Objects can be placed into an IPv6 Group.

2865ac_001DAA1S1EBS / Configuration / Objects Setting

Index Name Selected IPv6 Objects

To configure the IPv6 group profile, move the mouse cursor to any entry and click to open the setting
page.
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2865ac_001DAA151EB8 / Configuration / Objects Setting

Index 1
Name

Selected IPvE Objects

L m

These parameters are explained as follows:

Item Description
Index Displays the index number of the IPv6 group profile.
Name Enter the name of the IPv6 group profile.

Selected IPv6 Object = Use the drop down menu to select the IPv6 object(s).
Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.

9.4.9.5 Service Type Object

Up to 96 Service Type Objects can be created.

@

2865ac_001DAA1S1EB8 / Configuration / Objects Setting

Index Name Protocal Protocal Number Source Port Option Source Part From
1 Any 1] 1]
2 Any L} @
3 Any 0 0
4 any [ 0
5 Any 0 0
] Any o 1]
7 Any o o
8 Any 0 0
] Any 0 0
10 Any [ 0
1 Any 1] ]
12 Any [ [
13 Any a L}
14 Any 0 0
15 Any 0 [
16 Any 1] ]

To configure the service type object profile, move the mouse cursor to any entry and click to open the
setting page.
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2865ac_001DAATS1EBE / Configuration / Objects Setting

Index

Name

Protocol

These parameters are explained as follows:

Item
Index
Name
Protocol
Cancel

Save

Description

Displays the index number of the service type object profile.

Enter the name of the service type object profile.
Choose a protocol to which this profile applies.
Discard current modification and return to previous page.

Save the current settings and return to previous page.

9.4.9.6 Service Type Group

Multiple Service Type Objects can be placed into a Service Type Group.

2865ac 001DAA151EBE / Configuration / Objects Setting

Fredeen Marme Selasted Service Type Dbjects

Cancel

Save

To configure the service type group profile, move the mouse cursor to any entry and click to open the

setting page.
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2B865ac_001DAATS1EBE / Configuration / Objects Setting

Index 1
Name

Selected Service Type Objects

e

These parameters are explained as follows:

Item Description
Index Displays the index number of the service type group profile.
Name Enter the name of the service type group profile.

Selected Service Type Use the drop down menu to select the service type object(s).

Objects
Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.

9.4.9.7 Keyword Object

200 Keyword Object Profiles can be created for use as blacklists or white lists in CSM >>URL Content
Filter Profile and Web Content Filter Profile.

2865ac DOIDAATSTERE / Cunfis\lrnlinn I Objects Setting

It Nams Cemtents

To configure the keyword object profile, move the mouse cursor to any entry and click to open the
setting page.
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2865ac_001DAA151EBE / Configuration / Objects Setting

Index i
Name

Contents

Eas m

These parameters are explained as follows:

Item Description

Index Displays the index number of the keyword object profile.

Name Enter the name of the keyword object profile.

Contents Enter the keywords to be matched. Up to 3 key phrases, separated by
spaces, for a total length of 63 characters can be entered.

Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.

9.4.9.8 Keyword Group
Multiple Keyword Objects can be placed into a Keyword Group.

2865ac_ 001DAATS1EBE / Configuration / Objects Setting

Index Hame Selected Keyward Objects

- v e ow

R ]

To configure the keyword group profile, move the mouse cursor to any entry and click to open the
setting page.
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2865ac_001DAANSIEBS / Configuration / Objects Setting

Index 1
Name

Selected Keyword Objects

These parameters are explained as follows:

Item Description

Index Displays the index number of the keyword group profile.
Name Enter the name of the keyword group profile.

Selected Keyword Use the drop down menu to select the keyword object(s).
Objects

Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.

9.4.9.9 File Extension Object
Up to 8 File Extension Objects can be set up for use.

2865ac_001DAAIS1EBE / Configuration / Objects Setting

Invdex: Profile Name

To configure the file extension object profile, move the mouse cursor to any entry and click to open the
setting page.
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2865Lac_1449BCOD8F00 / Configuration / Objects Setting Set to Factory Default c

File Extension Object Setup

Index 1
Profile Name

Categories

Index Categary Name

1 Image

2 Video

3 Audio

4 Java

5 ActiveX

6 Compression

7 Execution

8 PP

9 Document

e .. |

These parameters are explained as follows:

Item Description

Index Displays the index number of the file extension object profile.
Profile Name Enter the name of the file extension object profile.

Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.

9.4.9.10 SMS Service Object
Up to 10 SMS Service Objects can be set up for use.

2865ac_001DAADIOB0O | Configuration | Dbjects Setting Satto Factory Dataunt
Inden Profile Name Service Provider

1 Local numibs ot com tw [TW)

2 s Com tw [TW)

3 okumes com.tw [TW)

] o com tw [TW)
5 Rosrrms combw TW)
& kot com bw [TW)
7 Uty com tw (TW)
L lkctyms.com.tw (TW)
L] Custom 1

10 Custom 3

To configure the SMS service object profile, move the mouse cursor to index 1 to index 8 and click to
open the setting page.
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2865ac_001DAA000000 | Configuration / Objects Setting

Index

Profile Name

Service Provider

Connection Protocol

Username

Password

Quota

Sending Interval

fi Note:

Set to Factory Default (&

1

Local number

kotsms.com.tw({TW) v

HTTP HTTPS

abc5026

s Only one message can be sent during the "Sending Interval” time.
s Ifthe "Sending Interval” was set to 0, there will be no limitation.

@ Clear

ot [0

These parameters are explained as follows:

Item

Index

Profile Name
Service Provider
Connection Protocol
Username
Password

Quota

Sending Interval

Clear
Cancel

Save

Description

Displays the index number of the SMS service object profile.
Enter the name of the SMS service object profile.

Select a Service Provider from the dropdown list.

Select HTTP or HTTPs.

Enter a name to log in to the server.

Enter a password to log in to the server.

Set the remaining number of text messages allowed to be sent.

Set the minimum amount of time, in seconds, to wait between sending
SMS messages.

Clear all modifications on this page.
Discard current modification and return to previous page.

Save the current settings and return to previous page.

To configure the customized SMS service object profile, move the mouse cursor to index 9 to index 10
and click to open the setting page.
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2865ac_001DAAD00000 / Configuration / Objects Setting SettoFactoryDefault  C*

Index

Profile Name

Service Provider

Exact URL

Server Response

Username

Password

Quota

Sending Interval

9

Custom 1

£

Please contact with your SMS provida to get the exact URL
String

eg:bulksms.vsms.!
username=s#&txtUsers

leapl/submission/send_sm
password-rtPwdsssdmssdn-2sstatDestebmessage=restaMsgren

. -Dliyunemsmga be sent during the "Sending Interval” time.

= Ifthe "Sending Interval" was set to 0, there will be no Iimitation.

@ Claar

ot [0

These parameters are explained as follows:

Item
Index
Profile Name

Service Provider

Exact URL
Username
Password
Quota

Sending Interval

Clear
Cancel

Save
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Description
Displays the index number of the SMS service object profile.
Displays the name of the SMS service object profile.

Enter an identifier for the service provider. Maximum length is 23
characters.

Enter the URL for the SMS service.

Enter a name to log in to the service.

Enter a password to log in to the service.

Set the remaining number of text messages allowed to be sent.

Set the minimum amount of time, in seconds, to wait between sending
SMS messages.

Clear all modifications on this page.
Discard current modification and return to previous page.

Save the current settings and return to previous page.
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9.4.9.11 Mail Service Object

Up to 10 Mail Service Objects can be set up for use.

2865a<_001DAADODODO / Configuraticn / Objects Setting

Index Profile Name SMTP Service SMTP Port Sender Address

e & & &6 & © 6 © ©& o

To configure the mail service object profile, move the mouse cursor to any entry and click to open the
setting page.

2865ac_001DAA000000 / Configuration / Objects Setting Set to Factory Default c
Index 1
Profile Name Mall_Notify
SMTP Server 192.168.1.98
SMTP Port 5
Sender Address carrle_@draytek.com
Use SSL
Authentication o
Username John
Password
Sending Interval 0
§ Note:

= Only one mall can be sent during the "Sending Interval” time.
= [fthe "Sending Interval" was set to 0, there will be no limitation.

These parameters are explained as follows:

Item Description

Index Displays the index number of the mail service object profile.
Profile Name Enter the name of the mail service object profile.

SMTP Server Enter the IP address of the SMTP server.

SMTP Port Enter the port number of the SMTP server.

Sender Address Enter the e-mail address of the sender.

Use SSL Click to enable or disable the function.

If enabled, Vigor router will use SMTPS (SMTP over SSL) to communicate
with the SMTP server.

Authentication Click to enable or disable the function.
Username - Enter a name for authentication.
Password - Enter the password for authentication.
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Sending Interval

Clear
Cancel

Save

Specify the minimum amount of time, in seconds, to wait between sending

e-mail messages.

Clear all modifications on this page.

Discard current modification and return to previous page.

Save the current settings and return to previous page.

9.4.9.12 Notification Object

Up to 8 Notification Objects can be set up for use.

oup

Type Otject

2865ac_001DAABDOOD0 / Configuration / Objects Setting

Index

Brofile Name Settings

To configure the notification object profile, move the mouse cursor to any entry and click to open the

setting page.

2865a¢_001DAADO0000 / Configuration / Objects Setting

Index

Prafile Name

VPN Tummel

Temperature Alert

WAN Budget

Central VPN Management

High Availability

Security

Disconmeced

Reconnecied

LisnisRieached

CPE Offline

CPE Config Backup Fail

CPE Config Rlestare Fail

CPE Firrware Upgrade
Fail

CPE VPN Profile Setup Fail

Faikver Cixurred Config

Syrec Fail Router Unseabile

Web Login
Teiret Login
S5H Login
TROES Login
ET Lagin

P —

These parameters are explained as follows:

Item
Index
Profile Name

Check boxes
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Description

Displays the index number of the notification object profile.

Enter the name of the mail service object profile.

Select the states to be monitored.
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Clear

Cancel

Save

9.4.9.13 String Object

Clear all modifications on this page.
Discard current modification and return to previous page.

Save the current settings and return to previous page.

Set string profiles which will be applied in route policy.

Coumiry Cityert

2865a<_001DAADDOO00 | Configuration | Objects Setting 085 Factory Detault
Inger String

1 Flood 1

2 Flooe 2

i werver | draytel. com

. Dvarytek Hotspol

Floor 3

portal draytek com

portal drayiek.com

Draytek Hatipot

To configure the string object profile, move the mouse cursor to any entry and click to open the setting

page.

2865ac_001DAADDDDO0 / Configuration / Objects Setting

Index

String

B Clear

S E

These parameters are explained as follows:

Item
Index
String
Clear
Cancel

Save
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Description

Displays the index number of the string object profile.
Enter a string.

Clear all modifications on this page.

Discard current modification and return to previous page.

Save the current settings and return to previous page.
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9.4.9.14 Country Object

The country object profile can determine which country/countries shall be blocked by the Vigor router’s
Firewall.

28653 D01DAADO000D J Configuration / Objects Setting

Index HName Selected Objecs

To configure the country object profile, move the mouse cursor to any entry and click to open the
setting page.

2@65ac_ 001DAADODDOD / Configuratien / Objects Setting

Index
Name

Selested Cauntry Objects

£ MNota:
* The maximum number of Selected Country is 16.

e

These parameters are explained as follows:

Item Description

Index Displays the index number of the country object profile.
Name Enter the name of the mail country object profile.
Selected Country Use the drop down menu to select the country object(s).
Objects

Clear Clear all modifications on this page.

Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.
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9.4.10 QoS

9.4.10.1 QoS WAN

2865ac_COLDAAGODOOD | Conflguration | QoS

Indax Status Direction
1 tatie BOTH o o
i BOTH 100000 100000
L] [ BOTH 00000 100000
4 [ BOTH 100000 100000
tabse BOTH 100000 100000
13 oy BOTH L0000 Lo

Class 2 Ratie

Othen Ratie Eabie UDP Bandwhdth Control

B faise

falte

® False

Palse

fabse

To configure the QoS WAN profile, move the mouse cursor to any entry and click to open the setting

page.

2865ac_001DARDNO000 / Configuration / QoS

Interface Semings

WAN

QoS Palicy

Direction BOTH
Inbound Bandwidth (kbps]

Duthsund Bandwidth [kbps)

Bandwidih Reserved for each Class

Class 1 Ratio (%]
Class 2 Ratio (%)
Class 3 Ratio (%)

Others (%)

Advanced Settings

UDP Bandwidth Cantral
UDP Bandwidth Ratis (%)

Priaritize Outbaund TOP ACK

|
These parameters are explained as follows:
Item Description
Interface Settings
WAN Display the index number of the WAN interface.
QoS Policy Click to enable or disable this QoS policy.
Direction Use the drop-down list to set the direction of traffic to which QoS is to be

applied (Inbound, Outbound, or Both).

Inbound Set the inbound bandwidth of the WAN.
Bandwidth(kbps)

Outbound Set the outbound bandwidth of the WAN.
Bandwidth(kbps)

Bandwidth Reserved for each Class

Class 1 ~3 Ratio (%) Set the percentage of bandwidth reserved for each class.

Others (%) Set the percentage of bandwidth reserved for others.
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Advanced Settings

UDP Bandwidth Click to enable or disable this function.

Control If enabled, the router will restrict the bandwidth available to UDP traffic.

UDP Bandwidth Enter a percentage value.

Ratio(%)

Prioritize Outbound Click to enable or disable this function.

TCP ACK If enabled, the router will give outbound ACK packets priority over other
packets to ensure traffic is not slowed down because the remote host is
waiting for ACK packets before further traffic will be sent.

Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.

9.4.10.2 QoS Class
Configure Class 1 to Class 3 with detailed settings.

2865ac_001DAADG0000 / Configuration / QoS

Index Enable Tag Packet AS Tag Packet AS

g Outbound Traffc 3

To configure the QoS class profile, move the mouse cursor to any entry and click to open the following

page.
2B65ac_D0IDAADDOOOD / Configuration / QoS
Qo5 Class

Index ACT  Local Address Type Lecal StareIP Local End IP Local Mask  Remote Address Type  Remote Start [P Remote End I Re

false sy 0.0.0.0 255255255255 0000 Any 00.0.0 55.255.285.255 0.
2 wue Ay 0.0.0.0 0000 0.0.00 Ay 0.0.00 0.0.00 0.
3 true  Any 0.0.00 255255255255  0.0.0.0 Any 0.0.00 255.255.255.255 0.
4 wue  Any G.0.0.0 255.255.255.255  0.0.00 Any 0.0.00 255.255.255.255 O
5 fals= o000 0000 0000 0000 o000 oL

= - |
Then, click any index number to open the setting page.
2865Lac_1449BCOD8FO00 | Configuration / QoS =
ACT
IP Version IPvd v
Local Address Type v
Remote Address Type v
Diff Serv Code Point O
Service Type v
Change to Class v
@ Clear Cancel n

These parameters are explained as follows:
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Item
ACT
IP Version

Local Address Type

Remote Address Type

Diff Serv Code Point

Service Type
Change to Class
Clear

Cancel

Save

Tag Outbound Traffic

ame Protocal I Type Fart Type

Description
Click to enable or disable this function.
Select IPv4 or IPv6.

Set the remote (WAN) IP address or address range for the rule.
Any - The rule covers all IP addresses.
Range - The rule covers a range of IP addresses.
Local Start IP Address - Enter an IP address as the starting point.
Local End IP Address - Enter an IP address as the ending point.
Single - The rule covers one IP address.
Local Start IP Address - Enter an IP address as the starting point.

Subnet - The rule covers a range of IP addresses specified in subnet
notation.

Local Start IP Address - Enter an IP address as the starting point.
Local Mask - Enter the subnet mask for the above IP address.
Group and Object - The rules covers a range of IP address specified in a
group or object profile.
Set the remote (WAN) IP address or address range for the rule.
Any - The rule covers all IP addresses.
Range - The rule covers a range of IP addresses.
Remote Start IP - Enter an IP address as the starting point.
Remote End IP - Enter an IP address as the ending point.
Single - The rule covers one IP address.
Remote Start IP - Enter an IP address as the starting point.

Subnet - The rule covers a range of IP addresses specified in subnet
notation.

Remote Start IP - Enter an IP address as the starting point.
Remote Mask - Enter the subnet mask for the above IP address.

Group and Object - The rules covers a range of IP address specified in a
group or object profile.

Enable it to set DSCP or ToS precedence of packets to which this rule
applies.

Choose a service type to which this rule applies.

Specify a class for the QoS class profile.

Clear all modifications on this page.

Discard current modification and return to previous page.

Save the current settings and return to previous page.

Part Number From Port Number T

To configure the QoS service type profile, move the mouse cursor to any entry and click to open the

following page.
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2B65ac_001DAADDD000 / Configuration / QoS
Index
Name
Service Type TcP
Port Type Single | Range
Port Number Start

Port Number End

@ Gieor e (0
These parameters are explained as follows:
Item Description
Index Display the index number of the profile.
Name Enter a name of this profile.
Service Type Choose the type (TCP, UDP or TCP/UDP or other) for the new service.
Port Type Single - Set a port number for this profile.

Port Number Start - Enter the starting port number.

Range - You have to set the starting port number and the end porting
number on the boxes below.

Port Number Start - Enter the starting port number.
Port Number End - Enter the end porting number.

Clear Clear all modifications on this page.
Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.

9.4.10.4 VolIP Prioritization

2865ac_0D01DAADOO000 / Configuration / QoS

Enable the First Priority for VolP SIP/RTP O

SIP UDP Port

VolP QoS Status

VelP Staus LAN 1P VolP Staus Peer P VolP Staus Interface  VolP Staus Delayms  VolP Staus Delay Draw  VolP Staus fitterms  VolP Staus Jitter Draw  VolP Staus Packet Lossms  VolP Staus Loss Drav

These parameters are explained as follows:

Item Description

Enable the First Click to enable or disable the function.

Priority for VolP If enabled, VolP traffic will be received with the highest priority.
SIP/RTP

SIP UDP Port Set a port number to be monitored for SIP traffic.

Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.

VoIP QoS Status Displays current VolP QoS status.
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9.4.10.5 Tag Outbound Traffic

Tag the outgoing traffic with the DSCP or Precedence value.

2855ac_0010AADO0000 / Configuration / Qo5

Enable Tag Packet AS Tog Packet AS
false Defaul:
false Default

false Default

To configure the tag outbound traffic profile, move the mouse cursor to any entry and click to open the
following page.

2B652c 001DAADO0000 / Configuration / Qos

Class

Enable ()

Add DSCP or Precedence Value Defaut

These parameters are explained as follows:
Item Description
Class Display the index number of the class.
Enable Click to enable or disable the profile.
Add DSCP or Use the drop-down list to choose the value for applying the DSCP or
Precedence Value precedence value for each class.
Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.

9.4.11 Applications

400

9.4.11.1 Dynamic DNS

The Vigor router supports a wide range of DDNS providers, such as DynDNS, No-IP.com, DtDNS, and
ChangelP. Please contact the DDNS provider of your choice to set up service before configuring DDNS
on the router.

2B65ac_001DAADO0000 | Configuration [ Applications Set 1o Factory Detault

Viewlog  Forcelpdats

DOynamic DNS Setup

Enable O

Auto-Update Imerval 14400

Indes  Cnable kecount  Service Provider Sorvice Type  Mosl Mams  Domain Hame  LogisMamse  Paawerd  Wildeards  Rackup MY Service AM
1 habe dyricom fwwmdyn.com)  Dynamic Tatse Talse WAMY Fisl  WAN 1P

3 false dyncom_fwwwdyn.com)  Cynamic false falsa WAL FIrst  WAN_IP

3 false. dyncom_fewsdyn.com)  Dynamic talss talsa WAMI_FIrt  WAN_IP

4 fabsr dyrcom pewsdyn.com)  Dynamic tatu take WANL FIrt WAN 1P

1 fabye dyrncom (wwwdyn.com)  Dynamic tatse tatse WAND First WAN 1P

& faise. dyrucom_(wwsdyn.com)  Dynamic false fatse WANL It WAN_IP

To configure the DDNS profile, move the mouse cursor to any entry (1 to 6) and click to open the
following page.
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2865ac_001DAA000000 / Conflguration

Enable Account

WAN Interface

Service Provider

Service Type

Host Name

Domain Name

Login Name

Password

Wildcards

Backup MX

Mail Extender

Determine WAN IP

i Clear

| Applications

©

WANL First 4
dyn.com (www.dyn.com) ~

Dynamic 4

WAN IP ~

G ﬂ

These parameters are explained as follows:

Item
Enable Account
WAN Interface

Service Provider

Service Type

Host Name

Domain Name
Login Name
Password

Wildcard and Backup
MX

Mail Extender

Determine WAN IP

Cancel

Save

VigorACS3 User's Guide

Description
Click to enable or disable the account.
Select the WAN interface to monitor for IP address changes.

Select the DDNS provider. If your DDNS provider is not listed, select
User-Defined and manually configure the profile.

Select the service type (Custom, Dynamic, Static) that matches that of your
DynDNS account.

Enter the IP address or the domain name of the host which provides
related service.

Select one domain name.
Enter the login name of the DDNS account.
Enter the password of the DDNS account.

The Wildcard and Backup MX (Mail Exchange) features are not supported
for all Dynamic DNS providers. You could get more detailed information
from their websites.

If the mail server is defined with another name, please enter the name in
this area. Such mail server will be used as backup mail exchange.
There are two methods offered for you to choose:

WAN IP - The IP address of the router's WAN interface will be used.

Internet IP - The real public IP address will be used. Select this
option if the IP address assigned to the router’s WAN interface is not
the actual external IP address.

Discard current modification and return to previous page.

Save the current settings and return to previous page.
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LAN DNS allows the network administrator to override standard DNS resolutions for selecting domain

1 Configuration  Apphcations

addresses. The router will respond to queries on matched domain addresses with custom IP addresses.

Set o Factary Defauk

Profile Name Dormain Name DINS Server IP Address Set To Factory Default

To configure the profile, move the mouse cursor to any entry and click to open the following page.

2865ac_001DAA000000 / Configuration / Applications

Enable

Profile

Domain Name

DNS Server IP Address

CNAME(Alias Domain Name)

Index

IP Address List

Index

1

@ Clear

©

CNAME Action

+ Add

1P Address Same Subnet Reply Action

+ Add

cancel ﬂ

These parameters are explained as follows:

Item
Enable
Profile

Domain Name

DNS Server IP
Address

Index
CNAME
+Add

Index

IP Address

Same Subnet Reply

+Add

Description
Click to enable or disable the profile.
Enter a name to identify this profile.

Enter the domain name for the router to look for in DNS queries to
intercept and reply to.

Enter the IP address of the DNS server you want to use for DNS
forwarding.

CNAME(Alias Domain Name)

Displays the index number of the IP alias.

Enter a domain name alias for the domain name.

After entering the CNAME, Click to save the setting and create a new entry.
IP Address List

Displays the index number of the IP address.

The IP address entered here will be used for mapping with the domain
name specified above.

Click to enable or disable the function.

If enabled, the router will only respond to the DNS request which coming
from the same subnet of the IP address specified in this entry.

After entering the IP address, Click to save the setting and create a new
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Cancel

Save

7.3.11.3 DNS Security

entry.
Discard current modification and return to previous page.

Save the current settings and return to previous page.

Domain Name System Security Extensions (DNSSEC) protects against DNS-based attacks by
authenticating DNS responses from DNS resolvers.

Ll RO 1X Gl Sebass

2865ac._

Damain Hams

Ganaral Satup

Intsresce

Trasls Primary DNS. Sacondary DNS Rsgurs DN Raply
tatse 00.0.0 000 FPass
aono anng Pass
Lk 0000 0000 P
tabe 00.0.0 0000 Pasy
Eatse aono anmg Pass

Libe 00.0.0 0000 Pass

Al

[T Inmermace Wity Rasuit

These parameters are explained as follows:

Item

Index

Interface

Enable

Primary DNS
Secondary DNS
Bogus DNS Reply

Domain

Domain Type

Interface
DNS Service

Diagnose
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Description
General Setup
Displays the index number of the WAN interface.

Displays the WAN interface name for which DNS security is to be
configured.

Displays if the DNS security is enabled (true) or disabled (false).
Displays the primary DNS server IP address in effect for this WAN.
Displays the secondary DNS server IP address in effect for this WAN.

Displays the action to be taken for DNS responses that fail authentication.
Pass - Pass DNS result.
Drop - Do not pass DNS result.

Domain Diagnosis
Enter domain address to be diagnosed.

Select the type of IP address to be looked up.
IPv4
IPv6

Select the WAN port to be used for the lookup.
Enter the IPv4 / IPv6 address of the DNS server to be used for the lookup.

Click to begin DNS lookup.
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To configure the profile, move the mouse cursor to any index entry and click to open the following page.

2865ac_001DAA000000 | Configuration / Applications &

General Setup

Enable o
Interface WANL
Bogus DNS Reply [ Pass ~ ]

Drop
-~

9.4.11.4 Schedule

Time schedules can be created and used with router features that support them, so that those features
can be turned on and off automatically at preconfigured times.

2865ac_0OTDAADOOO0D | Configuration | Applicatians Sex 10 Factory Defauk
Index Enable Comment Time Frequency
Sun
e | HNEEE |-
S
o e | HNEEE | -
Sun
oo e | HNEEN |-
Sun,
- o | HNEEE |-
Sun,
o e | HENEN |-
Sun,
o e | HNEER |
Sun
o | HNEER |-
Sun
Sun,
oo e | HNEER | -
Sun
oo - | NN |
Sun
e | HNEEN | -
Sun
o | HNEEE |-
Sur
h e | HNEEE |-
Sun
- — - | BEEEN | -

To configure the schedule profile, move the mouse cursor to any entry (1 to 15) and click to open the
following page.
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2865ac_001DAAQ00000 / Configuration / Applications

Enable

Comment

Start Date (yyyy-mm-dd)

Start Time (hh:mm)

Duration Time (hh:mm)

End Time (hh:mm)

Action

How Often

Weekdays

@ Clear

2000 v 1 ad 1 v

0 v 0 v

0 v 0 “

0

Force On >
Weekdays g

Sun & Mon

& Tue B Wed
& Thu & F

Sat

] ﬂ

These parameters are explained as follows:

Item

Enable
Comment
Start Date
Start Time
Duration Time

End Time

Action

How Often

Clear

Cancel
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Description

Click to enable or disable the schedule profile.

Enter a name to identify this schedule entry.

Select the date when the entry comes into effect.

Select the time when the schedule is triggered.

Select how long the action lasts when the scheduled is triggered.

It will be calculated automatically when Start Time and Duration Time are
configured well.

Specify the action to take when the schedule is triggered.

Force On - The feature with which this schedule is associated will be
turned on.

Force Down - The feature with which this schedule is associated will be
turned off.

Specify how frequently the schedule is triggered.

Once - The schedule is triggered once, on the Start Date at the Start
Time, for the Duration Time.

Weekdays - The schedule will be triggered repeatedly, starting on
the Start Date at the Start Time, on the selected days of the week,
at the Start Time, for the Duration Time.

Monthly, on date - The router will only execute the action applied
such schedule on the date (1 to 28) of a month.

Cycle duration - Type a number as cycle duration. Then, any action
applied such schedule will be executed per several days. For
example, “3" is selected as cycle duration. That means, the action
applied such schedule will be executed every three days since the
date defined on the Start Date.

Clear all modifications on this page.

Discard current modification and return to previous page.
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Save Save the current settings and return to previous page.

9.4.11.5 External RADIUS

Select External RADIUS to configure the router to use an external RADIUS server for user authentication.

Primary Server

Enable

Comments

Primary Server

Retry

Secondary Server

Secondary Server

Secret

Item

Enable

Enable Accounting
Comments
Primary Server

Secret

Authentication Port

Retry

Secondary Server

Secret

Authentication Port
Retry
Clear

Save

Enable Accounting

Authentication Part

2865ac_001DAADOOOD | Configuration / Applicavans

These parameters are explained as follows:

Description

Primary Server

Click to enable or disable the server settings.
Click to enable or disable the accounting.
Enter a brief description for this profile.
Enter the IP address of RADIUS server.

The RADIUS server and client share a secret that is used to authenticate
the messages sent between them. Both sides must be configured to use
the same shared secret.

Enter the UDP port number that the RADIUS server is using.

Set the number of attempts to perform reconnection with RADIUS server.
Secondary Server

Enter the IP address of RADIUS server.

The RADIUS server and client share a secret that is used to authenticate
the messages sent between them. Both sides must be configured to use
the same shared secret.

Enter the UDP port number that the RADIUS server is using.
Set the number of attempts to perform reconnection with RADIUS server.
Clear all modifications on this page.

Save the current settings and return to previous page.

9.4.11.6 Internal RADIUS

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a wireless
station and the RADIUS server in performing mutual authentication.
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Genersl Setup

Enable

Index

Authentication Method

Synchronize Internal RADIUS user list to

Client Access Enable

false
false
false
false
false
false

false

~~~ I Configuration

i Applications

Authentication Port

Support B02.1X Method

Authentication List

©

Local 802.1X user list

RADIUS Chent Access List

Client Access Shared Secret Client Access IP Address Client Access IP Mask Client Access IPvE Address

0.0.0.0

These parameters are explained as follows:

Item

Enable
Authentication Port

Authentication
Method

Support 802.1X
Method

Authentication List

Synchronize Internal
RADIUS user list to
Local 802.1X user list

Save

Client Access Enable

Client Access Shared
Secret
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Description

General Setup

Click to enable or disable the internal RADIUS server settings.
Enter the UDP port for authentication messages.

Specify the way to authenticate the wireless client.
PAP only
PAP/CHAP/MS-CHAP/MS-CHAPv2

Click to enable or disable the Support 802.1X Method function.
EAP_TTLS/PAP
EAP_TTLS/MSCHAP
EAP_TTLS/MSCHAPv2
EAP_PEAP/MSCHAPv2

Use the drop down list to choose the use profile.

Users can be authenticated by RADIUS server and local 802.1X to get
certain network service. It is not necessary to create new user profiles
(containing user accounts and user passwords) for RADIUS and local
802.1X respectively.

Simply select to update the 802.1X authentication list to match the RADIUS
authentication list.
Save the current settings

RADIUS Client Access List

Displays the status (true or false) of the client entry.

Only clients that meet the criteria configured in the access list are allowed
to access the RADIUS server.

Displays the text string that is known to both the router’s RADIUS server
and the RADIUS client that is used to authenticate messages sent between
them.
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Client Access IP Displays the base address of the IP block.
Address

Client Access IP Mask | Displays the IP mask to configure the size of the IP block.

Client Access IPv6 Displays the base address of the IPv6 block.
Address

To configure the profile, move the mouse cursor to any entry (1 to 10) and click to open the following
page.

Enable O
Shared Secret

IP Address

1P Mask

1Pv6 Address

1Pt Length

oo [
These parameters are explained as follows:
Item Description
Enable Click to enable / disable the profile.
Shared Secret Enter a text string. It is known to both the router's RADIUS server and the

RADIUS client that is used to authenticate messages sent between them.

IP Address Enter the base address of the IP block.

IP Mask Enter the IP mask to configure the size of the IP block.
IPv6 Address Enter the base address of the IPv6 block.

IPv6 Length Enter the prefix length of the IPv6 block.

Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.

It means Terminal Access Controller Access-Control System Plus. It works like RADIUS does.

wemsssssssn | Configuration | A

Active Directory /LDAP : E

uPnP

These parameters are explained as follows:

Item Description

Enable Click to enable / disable the external TACACS+ server settings.

Server IP Address Enter the IP address of the TACACS+ server.

Destination Port Enter a port number used by the TACACS+ server. Port 49 is most
common.
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Shared Secret Enter a text string. It is known to both the TACACS+ server and client (the
router) that is used to authenticate messages sent between them.
Maximum length is 36 characters.

Clear Clear all modifications on this page.

Save Save the current settings.

9.4.11.8 Active Directory/LDAP

Lightweight Directory Access Protocol (LDAP) is an industry-standard protocol for maintaining and
accessing directory information on a network. When used in conjunction with a Vigor router, LDAP can
be used to authenticate VPN connection attempts.

1 Configuration | Apphcations

Dyriamic DNS.

Common Name ldentifier Distinguished Name Additional Filter Greup Distinguished Name

These parameters are explained as follows:

Item Description
General Setup
Enable Click to enable / disable the AD/LDAP function.

Bind Type Select from one of 3 bind types:

Simple Mode - Initiate bind operation (authentication) without
performing user search.

Anonymous - Bind anonymously, without supplying the
distinguished name (DN) and password, and perform user search.

Regular Mode - Same as Anonymous mode, except that the DN and
password are sent to the server.
Server Address Enter the network address of the LDAP server.

Destination Port Enter a network port that the LDAP server listens on. The default ports are
389 for unsecured connections and 636 for LDAPS (LDAP over SSL)
connections.

Use SSL Click to enable or disable SSL.

If enabled, the router will use Secure Sockets Layer (SSL) for LDAP traffic.

Regular DN Enter the LDAP Distinguished Name for authentication if Bind Type is set
to Regular Mode.

Regular Password Enter the LDAP Password for authentication if Bind Type is set to Regular
Mode.
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Save Save the current settings.
Active Directory / LDAP Profiles

Index Displays the index number of the profile.
Up to 8 LDAP profiles can be configured.

Name Displays the user-defined name that identifies this entry.

Distinguished Name Displays the distinguished name (DN) configured in the profile.

To configure the profile, move the mouse cursor to any entry (1 to 8) and click to open the following
page.

Commoan Name ldentifier
Base Distinguished Name
Additional Filter

Group Distinguished Name

These parameters are explained as follows:

Item Description

Name Enter a name that identifies this profile.

Common Name Enter a common name attribute, which is typically “cn” in most LDAP
Identifier configurations.

Base Distinguished Enter a starting point of user search in the LDAP directory, for example,
Name dc=draytek,dc=com.

Additional Filter Additional filter to be applied to the search request to identify eligible

users.

For example,

- "OpenLDAP: (gidNumber=500)"

Group Distinguished  The base DN of the tree in the LDAP directory that contains groups, for

Name example, ou=groups,dc=draytek,dc=com.
Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.

The Vigor supports UPnP (Universal Plug and Play), which is a suite of network protocols that simplifies
network configuration.
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WAN Interface Dafaust WAN

Enabie UPNP Setvice O
Enabie Connection Contrel Service O
Enable Conne<tion Statiss Service O

@ Mote:
* loaliow NAT pass-through to a UPni* enabiled clkent the connection control service mast also be enabled.

& Clsar

These parameters are explained as follows:

Item Description
WAN Interface Select the WAN port on which ports will be opened in response to UPnP
commands.

Enable UPnP Service Click to enable or disable the UPnP function.

Enable Connection Click to enable or disable the connection control service.

Control Service

Enable Connection Click to enable or disable the connection status service.

Status Service

Clear Clear all modifications on this page.
Save Save the current settings.
9.4.11.10 IGMP

Internet Group Management Protocol (IGMP) is an IPv4 communication protocol for establishing

multicast group memberships.

2865ac_D01DAADO0O0D | Conflguration | Applications

TGMP Preay
Irertace WaN1
IGMP version o
General Query Interval [seconds] 125

Addd PP header

Enable IGNIT sysiog

IGMP Smooping

‘Warking group

Inges Cropin m ” " "

These parameters are explained as follows:

Item Description

IGMP Proxy Click to enable or disable the IGMP proxy settings.

Interface Select an interface for packets passing through.

IGMP version At present, two versions (v2 and v3) are supported by Vigor router. Choose
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Auto.

General Query Set a suitable time (unit: second) as the query interval to limit the
Interval (seconds) frequency of query sent by Vigor router.
Add PPP header Click to enable or disable the function.

If you have no idea to enable or disable, simply contact your ISP providers.

Enable IGMP syslog Click to enable or disable the function.
If enabled, the router will store the IGMP status onto Syslog.

Enable IGMP If enabled, the following option shall be configured.

Snooping Enable IGMP Fast Leave - If enabled, multicast for a group is immediately
terminated when the last host in that group sends a “leave” message.

Save Save the current settings.
Working group

Group ID Displays the ID port of the multicast group, which is within the IP range
reserved for IGMP, 224.0.0.0 through 239.255.255.254.

P1-PX Displays the LAN ports that have IGMP hosts joined to this multicast group.

9.4.11.11 Wake on LAN

If you wish to be able to select the IP address of the Wake-on-LAN client, its MAC address must first be
bound to a static IP address using the Bind IP to MAC function.

2865ac_001DAADODO00 [ Configuration / Applcations

Walke by MAC Aadress
P Address

MAC Ad st

LET

These parameters are explained as follows:

Item Description

Wake by To wake up the binded IP,

MAC Address - Enter the correct MAC address of the host in MAC
Address boxes.

MAC Address Enter any one of the MAC address of the bound PCs.
Result Displays the result of WOL execution.
Wake Up Click to wake up the selected device.

9.4.11.12 SMS/Mail Alert Service

The function of SMS (Short Message Service)/Mail Alert is that Vigor router sends a message to user's
mobile or e-mail box through specified service provider to assist the user knowing the real-time
abnormal situations.
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2865ac 1€ | Applicath

SMS Alert et 1o Factory Detault

M Fruabils M Provider SME Bocipient Member SME ity Profile M emls] M Sebadialad
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Mall Alert Set 1o Factory Default

[ Mall Tl [T [TRTT Mall Nty Profile M S hudule L Ml Sehuduite]

i
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i
F o 1-Man_ Moty 1
3 [ 1Ml Notily i
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' e Lian pictily 1
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These parameters are explained as follows:

Item

SMS Alert

Mail Alert

Description

It allows you to specify SMS provider, who will get the SMS, what the
content is and when the SMS will be sent.

It allows you to specify Mail Server profile, who will get the notification
e-mail, what the content is and when the message will be sent.

To configure the SMS alert profile, move the mouse cursor to any entry (1 to 10) and click to open the

following page.

2865ac_001DAA00D0000 / Configuration / Applications c

Enable

SMS Provider

Recipient Number

Notify Profile

Schedule 1

Schedule 2

©

1 -

- -

These parameters are explained as follows:

Item
Enable

SMS Provider

Description
Click to enable or disable the SMS alert profile.

Use the drop down list to choose SMS service provider.

Recipient Number Enter the phone number of the one who will receive the SMS.

Notify Profile

Schedule1/2
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Use the drop down list to choose a message profile. The recipient will get
the content stated in the message profile.

Enter the schedule number that the SMS will be sent out.
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Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.

To configure the mail alert profile, move the mouse cursor to any entry (1 to 10) and click to open the
following page.

2865ac_001DAA000000 / Configuration / Applications

Enable o

Mail Service 1 v
Mail Address

Notify Profile 1 -
Schedule 1

Schedule 2

O s |
These parameters are explained as follows:

Item Description

Enable Click to enable or disable the mail alert profile.

Mail Service Use the drop down list to choose mail service object.

Mail Address Enter the e-mail address of the one who will receive the notification
message.

Notify Profile Use the drop down list to choose a message profile. The recipient will get
the content stated in the message profile.

Schedule1/2 Enter the schedule number (0~15) that the notification will be sent out.

Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.

9.4.11.13 Bonjour

Bonjour is a service discovery protocol which is a built-in service in Mac OS X; for Windows or Linux
platform, there is correspondent software to enable this function for free.

Sse - Anemssmennnt | Canfiguration | Applcations
Enable Banjour Service O
HTTP Server
Telnet Server
FIP Server
S5H Server

LPR Printer Server

These parameters are explained as follows:

Item Description
Enable Bonjour Click to enable or disable the Bonjour service.
Service With bonjour service enabled, Vigor router can share the service (e.g.,
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Save

HTTP service, Telnet service, FTP service, SSH service, LRP Printer server
and etc.) to the LAN clients.

Save the current settings and return to previous page.

9.4.11.14 High Availability

The High Availability (HA) feature of the router provides redundancy of network resources, and reduces
downtime in case of component failure.

2885ac_ 1 1 Appl St to Factory Default
Cnable iagh Avallabiuty
Retndancy Method Actrve-Standtyy
General Setup
Fatrarusl HADRLIS
Gaoan B0
Intiernal RADAIS
e Friority I
et Dher ey /I AP Authentication Key ik
Lot Protocol 1
(-
Margemend Intestece LN
Wake on LAN
Update DINES
M [ Ml A Serace:
Sysdo
Hemijn *
config Sync
Local BI2IX General Setup
Enable Conflg Sync | Max, Sync to 10 routers |
Dy [
Hour 0
e 15
WAN Settings O

These parameters are explained as follows:

Item

Enable High
Availability

Redundancy Method

Group ID

Priority ID

Authentication Key
Protocol

Management
Interface

Update DDNS

Syslog
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Description

Click to enable or disable the HA function.

Select the redundancy method (Hot-Standby or Active-Standby) for high
availability.

General Setup

Enter a value (1~255). Each router must be specified with one group ID.
Different routers with the same ID value will be categorized into the same

group.

Enter a value (1~30). Different routers must be configured with different
IDs.

Enter an authentication key up to 31 characters long.
Select the IP protocol (IPv4 or IPv6) to be used for DARP.

Select the interface to be used for DARP negotiation between routers.

Click to enable or disable the function.

If enabled, the router will update the DDNS server for the secondary
device when the primary router fails.

Click to enable or disable the function. If enabled, the router will record
required information on Syslog.
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Config Sync
Enable Config Sync Click to enable or disable the Config Sync function.

Day / Hour / Minute The primary router will synchronize its configuration with secondary
routers at every specified time interval.

WAN Settings Click to enable or disable the WAN settings.
WAN settings will be excluded when executing configuration
synchronization.

Enable Config Inherit = Click to enable or disable the function.

The configuration inherits will be executed only when the device (router)
plays the role of the master device.

Once another device with the priority ID higher than this device is ready to
take over the management as the master device, after acting as the
primary master for a while, this device will sync the configuration to all
members in the same group and return to the role of the backup device
(secondary master).

Config Inherit... for () minute - Enter a value.

IPv4 Set IPv4 virtual IP for each LAN interface.
IPv6 Set IPv6 virtual IP for each LAN interface.
Save Save the current settings and return to previous page.

To configure the IPv4 profile, move the mouse cursor to any entry and click to open the following page.

~~™ / Configuration / Applications

Index LAN

Enable C

Virtual IP 192.168.27.2

et m

To configure the IPv6 profile, move the mouse cursor to any entry and click to open the following page.

I Canfiguration | Applications

Index

Enable O

Virtual IP
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9.4.11.15 Local 802.1X General Setup
It allows you to configure general settings for Local 802.1X server built in Vigor router.

<% 889222 | Configuration | Applicatians
Enable O
EAP TTLS/PAP

EAP_TTLS/MSCHAP

EAP_TTLS/MSCHAPv2

EAP_PEAPIMSCHAPYZ

Authentication List

Syne User Profile Setting te Internal Radius

B

These parameters are explained as follows:

Item Description

Enable Click to enable or disable the function.

EAP_TTLS/PAP Click to enable or disable the EAP_TTLS/PAP server certificate.

EAP_TTLS/MSCHAP Click to enable or disable the EAP_TTLS/MSCHAP server certificate.

EAP_TTLS/MSCHAPv2  Click to enable or disable the EAP_TTLS/MSCHAPV2 server certificate.

EAP_PEAP/MSCHAPvV2 Click to enable or disable the EAP_PEAP/MSCHAPV2 server certificate.

Authentication List Select user profiles.

Sync User Profile Click to enable or disable the function.

Settings to Internal It will enable/disable setting for both Internal RADIUS and Local 802.1X

Radius synchronize for all of the user profiles.

Save Save the current settings.
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9.4.12 VPN

418

A Virtual Private Network (VPN) is the extension of a private network that encompasses links across
shared or public networks like the Internet. In short, by VPN technology, you can send data between two
computers across a shared or public network in a manner that emulates the properties of a
point-to-point private link.

9.4.12.1 VPN Wizard

This page displays the VPN status related to the specified device.

A B Conﬁgurarian VEN

=+ Add Device:Drag device from Network Monitor at left, and arrange device position with mouse cursoe,

n:rm_.rrmﬁ

ascane_oolbasooooce

These parameters are explained as follows:

Item Description

Add Device Click this button to add a device for building VPN connection. If you do
not click this button first, you can not drag any device from Network
view.

Create VPN To build a quick VPN connection with PPTP/IPsec/L2TP/SSL/customized

settings, simply click this button and choose one of the wizards for
reat establishing VPN. Then, drag and drop one device to another. Here we
# PPTP Wizard ! take PPTP Wizard as an example.
# s rd
s
#55

# Customized Wizard

Add Device

N

“

Il
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172.16.2.130:5656 BT
Link VPN from 192.168.124.1:4433 10 192.168.105.28:443 7 ‘

2927Lac_1449BC023720 / Configural

4 & Aoot Nework(70) Show device

B aswran im0
B i Markesng_carriel0)

b SOWAN)

b b asssssl123)1)

b & d72)
4 & dnga3)
e Besics: 292514, 001DAKDDTS80
b lodel: Vigar035Ln
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. LAN 1P: 192.168.28.

b rgz200)

& 810_001DAATDES 14

4, 902 001DAAIDIFIE Et
A 130_001DAAR3ADS

A4 130.001DAR8411C8

A 130.001DAA854204 :

A 130 DO DAARNAFAN

—— PPIP = [Psec = 121D ——— SSL —— VPN Disconnected

U

PP ——, Soszrn From s
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b s Marketing_carrie(0)

dh SO-WANL2)

i ssassal123K1)

i rd7(2)

h rdaa3)
b o ap21000}

b rdg(o)
b rda2(0)

4L 810_001DAATDES 14

& 302 001DARIDSFIG —=
A 130_001DAASIAD9S
A 130.001DARE411CE
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U
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VPN Name: p_5B0_720
VPN Type: PPTP
Encryption: MPPE

TX Packets: 10

R¥ Packets: 1

TX Rat=(Bps): 24

R ?E:-El:BJ_:sjl: 24

Up Tirne: 0:03:14

_—\“\—*_

2T 1 023720

2325Ln_001DAADOTSEO

28658¢_001DALOO0000

Edit LAN IP If there is LAN IP segment conflict in VPN connection, please select that
device and click this button to change LAN IP setting.

Unlink VPN To disconnect a VPN connection, Click this button and move the mouse
cursor to the VPN connection that you want to disconnect.

Remove Device Click to remove the selected device without VPN connection.

Show device name Click to display / hide the name of the device.

9.4.12.2 LAN to LAN

To create a LAN to LAN connection for the selected CPE, choose LAN to LAN. You can create up to 32
profiles for a CPE.

Configuration | VPN Set to Factory Default  (*
st Fnsbls Inden bl Ay O [ Mame Bt Nrtwork Bemots Hetwork Mak st
disable 1 true true talse 1,720,000
disabie 2 tatse faise [
liemate [l In Uwe
Rernote Acress Contiol
VPN Manichey Pass packets from LAN in Routing mode to VPN
s
Pass Packets to WAN when VPN disconnocts [ @]

To create a new LAN to LAN profile, click the bottom one entry. To configure the LAN to LAN profile,
move the mouse cursor to any entry and click to open the following page.
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Configuration | VPN %ot to Factory Default O

Commaon Settings

Indes

Remote Dul-n Liser

Remote. x Contn Enable this profile (
VPN Matcher Enabie ACS Alarm
ool #rariia Mame s

Call Direction Both | DEMOME  Duakin | GRE Tunmed

DHat-Out Thigugh WANL First
Aways on [ @

slie Timeout

Quality Monltaring,Keep Allve O

Netbins Naming Packet P | Biock
Muiticast via VPN Pass ock

(D {fior wone IGMP,IP-Camens, DHCP Relay_etc.)

Dial-Out Settings
VPN Server Type P5ec_Tumnel
1Psec Tunnel Type Lt

Server [P{Host Name 192.168.105.120

These parameters are explained as follows:

Item Description

Common Settings

Index Displays the index number of the profile.
Enable this profile Click to enable or disable this profile.
Enable ACS Alarm Click to enable or disable the function.
Profile Name Enter the name of the profile.
Call Direction Specify the allowed call direction of this LAN-to-LAN profile.
Both
Dial-Out
Dial-In
GRE Tunnel
Dial-Out Through Select the WAN connection for connections made using this profile. This

setting is useful for dial-out only.
Always On Click to enable or disable the function to maintain an always on dial-out
connection. However, if disabled,

Idle Timeout - Set a value if Always On is disabled. The router will close
connection if no activity is observed in the VPN connection for this many

seconds.
Quality Monitoring Click to enable or disable the function.
/Keep Alive
Netbios Naming Specifies whether to allow NetBIOS naming packets to traverse through
Packet the VPN tunnel.

Pass - Click it to have an inquiry for data transmission between the
hosts located on both sides of VPN Tunnel while connecting.

Block - When there is conflict occurred between the hosts on both
sides of VPN Tunnel in connecting, such function can block data
transmission of Netbios Naming Packet inside the tunnel.
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Multicast via VPN

VPN Server
IPsec Tunnel Type
Server IP/Host Name

Dial-Out Schedule
Profile

Mode

Authentication

Pre-Shared Key

Local ID
Proposal Encryption
Proposal ECDH Group

Proposal
Authentication

Security Protocol

Proposal Encryption

Proposal
Authentication

Phase 1 Key Lifetime

Phase 2 Key Lifetime

Phase 2 Network ID

Enable Perfect
Forward Secret

Specifies whether to allow multicast packets to traverse through the VPN
tunnel.

Pass - Click this button to let multicast packets pass through the
router.

Block - This is default setting. Click this button to let multicast
packets be blocked by the router.

Dial-Out Settings

Select the VPN protocol to be used.

Select IKEv1 or IKEv2.

Enter an IP address or DNS host name of remote VPN host.

Connect and disconnect according to schedule profiles.
Up to four schedule profiles can be specified.

IKE Phase 1 Settings

Select IKE phase 1 mode. Main mode is more secure than Aggressive
mode since more exchanges are done in a secure channel to set up the
IPsec session.

Main Mode
Aggressive Mode

Select PSK(IKE Pre-shared key) or X509 (X.509 digital signature).

It is available when PSK is selected as Authentication.
Enter the PSK.

Enter a string.

Select an proposal encryption mode.
Select an proposal ECDH group (e.g., G14).
Select SHA256 or SHA1.

IKE Phase 2 Settings

Select the dial-out protocol.
ESP(High)
AH(Medium)

Select an proposal encryption mode.

Select All, SHA256, SHA1 or None.

IKE Advanced Settings

For security reason, the lifetime of key should be defined. The default
value is 28800 seconds.

For security reason, the lifetime of key should be defined. The default
value is 3600 seconds.

In Aggressive mode, Local ID is on behalf of the IP address while identity
authenticating with remote VPN server. The length of the ID is limited to 47
characters.

Click to enable or disable the function.

If enabled, the IKE Phase 1 key will be reused to avoid the computation

VigorACS3 User's Guide



complexity in phase 2.
Ping to Keep Alive Click to enable or disable the transmission of PING packets to a specified IP
address.

PING Target IP - Enter the IP address of the remote host that located at
the other-end of the VPN tunnel.

TCP/IP Network Settings

Local Network IP / Display the local network IP and mask for TCP / IP configuration. You can
Mask modify the settings if required.

Remote Network IP/ | Add a static route to direct all traffic destined to this Remote Network IP
Mask Address/Remote Network Mask through the VPN connection.

More Remote Subnet Add a static route to direct all traffic destined to more Remote Network IP
Addresses/ Remote Network Masks through the VPN connection.

More Remote Subnet
Index  Network IP Netmask Action

1 0.0.0.0/0 v + Add

Enter the IP address and the mask address. Click +Add to save the settings
and create a new entry.

Mode If the remote network only allows one IP address for the local network,
select NAT; otherwise, select Routing.
Routing
NAT
RIP via VPN Specifies the direction of Routing Information Protocol (RIP) packets.
Translate Local It is available when Routing is selected as Mode.
Network Click to enable or disable the function. This is usually used when you find

there are several subnets behind the remote VPN router.

If enabled, the function of Change Default Route to this VPN tunnel will be
disabled. And please configure the following options.

Type - There are two types (Translate Whole Subnet, Translate Specific IP)
for you to choose.

For Translate Whole Subnet;

Local Subnet - Select the LAN whose IP addresses are to be
translated.

Translated IP - Specify an IP address.
More Local Subnet - Add more subnets.

More Local Subnet
Index  Translated To Local Network Action

1 LANT M + Add

For Translate Specific IP,

Virtual IP Mapping - Specify the local IP address and the mapping
virtual IP address.

Virtual IP Mappin,
pring Index Local IP Virtual IP Action

Change Default Click to enable or disable this option .

Route to this VPN Select this option to direct all traffic that is not LAN-bound to this VPN
tunnel.

Clear Clear all modifications on this page.

VigorACS3 User's Guide 423



Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.

9.4.12.3 Remote Dial-In User

The system administrator can manage remote access by maintaining a table of remote user profiles, so
that users can be authenticated via VPN connection.

2865ac_001DAADO0000 | Configuration / VFH St b Factory Dol
Indus Enabie Username “haba

1 Ditabia m Dieable

To configure the remote dial-in user profile, move the mouse cursor to any entry and click to open the
following page.

o 2565a¢_0D1DARDOT00D | Configuration | VPN St Py el

VPN Werand Remote Dial In User

LAN i LAN
User account and Authentication

ndex 1
Enable

el Thmaoout ¥
Usamame

Password

Mobille One-Time Pasawordy{mOTP)

T Motes
*  Usivmame £an not contain chametnn '\" and | .

= OpenVFN tunne does not support mOTR.

Allowed Dial-In Type

PPTR

P Tunnel (J.
B ViR D2 EAP D (P Xhuth
ume €O
LITP with IPsec Pelicy Hone
TR — -

These parameters are explained as follows:

Item Description

User account and Authentication

Index Displays the index number of the user account profile.

Enable Click to enable or disable the user account profile.

Idle Timeout Set the allowed idle time before the router disconnects the VPN
connection.

Username Set a username used for PPTP, L2TP or SSL Tunnel dial-in type

Password Set a password used for PPTP, L2TP or SSL Tunnel dial-in type

Mobile One-Time Click to enable or disable one-time passwords (Mobile-OTP).

Passwords (mOTP) If enabled, please

PIN Code - Enter the code for authentication (e.g, 1234).
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PPTP / IPsec Tunnel /

L2TP / L2TP with
IPsec Policy / SSL
Tunnel / OpenVPN
Tunnel

Specify Remote Node

Netbios Naming
Packet

Multicast via VPN

Subnet

Assign Static IP

Digital
Signature(X.509)

Enable Pre-Shared
Key

Digital
Signature(X.509)

Medium(AH)
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Secret - Enter the 32 digit-secret number generated by mOTP in the
mobile phone (e.g., e759bb6f0e94c7ab4feb).

Allowed Dial-In type

Click to enable (select) or disable (deselect) the PPTP / IPsec Tunnel / L2TP /
L2TP with IPsec Policy / SSL Tunnel / OpenVPN Tunnel protocol.

Click to enable or disable the function.

The IP address of the remote VPN client (Remote Client IP) or the Peer ID
(used in IKE aggressive mode) can be optionally specified.

Remote Client IP - Enter the IP address for remote client.
Or Peer ID - Enter the string for peer ID.

It is available when Specify Remote Node is disabled.

Specifies whether to allow NetBIOS naming packets to traverse through
the VPN tunnel.

Pass - Click it to have an inquiry for data transmission between the
hosts located on both sides of VPN Tunnel while connecting.

Block - When there is conflict occurred between the hosts on both
sides of VPN Tunnel in connecting, such function can block data
transmission of Netbios Naming Packet inside the tunnel.

It is available when Specify Remote Node is disabled.

Specifies whether to allow multicast packets to traverse through the VPN
tunnel.

Pass - Click this button to let multicast packets pass through the
router.

Block - This is default setting. Click this button to let multicast
packets be blocked by the router.

Subnet
Select an interface.

Click to enable or disable the function.
IP Address - Enter a static IP address.

It is available when Specify Remote Node is disabled.

Click to enable or disable the authentication using X.509 Peer IDs. If
enabled, please

Digital Signature(X.509) Index - Select an X.509 profile.
IKE Authentication Method

It is available when Specify Remote Node is enabled.
Click to enable or disable the function. If enabled, please
Pre-Shared Key - Enter an IKE PSK.

Click to enable or disable the authentication using X.509 Peer IDs. If
enabled, please

Digital Signature(X.509) Index - Select an X.509 profile.
IPsec Security Method

Click to enable or disable the function that data will be authenticated, but
not be encrypted.
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High(ESP) The payload (data) will be encrypted and authenticated.

Local ID (optional) Click to enable or disable the setting.

Specify a local ID to be used when establishing a LAN-to-LAN VPN
connection using IKE aggressive mode.

Clear Clear all modifications on this page.

Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.

9.4.12.4 Remote Access Control

The Vigor router supports several protocols for VPNSs, all of which can be enabled or disabled
independently of one another.

2865aC_00LDAADD000D | Configuration | VIH

s Remote Access Control Setup

LA 1o LA
PETR VPN Service Enable

Rermatn.

[PSec VM Service Enable

LITP VPN Service [n

551 VDM S

DOB8O6L

OperVPM Sorvice Enable

(I Mote:
+ Tomiiow VPN pass-(hIoURh 10 2 separate YPH server on the LAN, disabie army servioes abeve tha use the same protocol sed ersure that NAT Open

Ports or Port Redirection i aiso.
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These parameters are explained as follows:

Item

PPTP VPN Service
Enable

IPsec VPN Service
Enable

L2TP VPN Service
Enable

SSL VPN Service
Enable

OpenVPN Service
Enable

Save

9.4.12.5 VPN Matcher

Description

Click to enable or disable the service.

If enabled, this VPN is easy to set up, has low overhead, and moderately
secure.

Click to enable or disable the service.

Click to enable or disable the service.

Click to enable or disable the service.

Click to enable or disable the service.

If enabled, this VPN offers a convenient way for users to build VPN
between local end and remote end.

Save the current settings

The VPN Matcher server can help two Draytek routers behind NAT establish a secure VPN tunnel for
data transmission between each other.
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2B65ac_D01DAADDO000 | Configuration | VN

VPN Matcher

Enable [ @]
Server g pel *
Sevver Por 1 i
Boutee Lt Key

T —— -
STUN Served

Group Device List

e & Descriptisn

o - |
These parameters are explained as follows:

Item Description

VPN Matcher

Enable Click to enable or disable the function of VPN Matcher Setup.

Server IP / Server The IP address of the DrayTek VPN Matcher server is defined as

Port "vpn-matcher.draytek.com" with the port number "31503".

Router List Key Enter the authentication key for finding a Vigor router with the same group

of this device from the VPN matcher server. Then set a VPN link between
Vigor routers on both ends via VPN wizard.

STUN Server Detect - Click to check if the NAT used by Vigor router is core NAT or not. If
not, no VPN can be established.

Group Device List

Get List After entering the Authkey above, click to get available Vigor router which
is within the same group as this device.

Cancel Discard current modification and return to previous page.

Save Save the current settings

9.4.12.6 OpenVPN
9.4.12.6.1 OpenVPN Server Setup

OpenVPN requires the use of certificates. Certificates generated by the third party can be imported to
your host and ready for use by Vigor router.
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+ Configusation

VPN Wuard

VP Maiches

Certificate Source

2865ac_001DAADD0000 | Configuration | VIPN

up Client Config

General Setup

Enable UDP L 8]
UDP Purt 1
Enabie TR O

TeR part it}
Cipher Aigarithm aEsize
HMAC Algorithm sHAl
Certificate Authentication

Certificates Setup

Updnading centificates to Router

Trust CA detauitt

Server Certificate Mene

(01 Wote:

These parameters are explained as follows:

Item

Enable UDP

Enable TCP

Cipher Algorithm
HMAC Algorithm

Certificate
Authentication

Certificate Source

428

Description

General Setup

Click to enable or disable UDP protocol for OpenVPN connections. If

enabled, please

UDP Port - Enter the UDP port number.

Click to enable or disable the TCP protocol for OpenVPN connections. If

enabled, please

TCP Port - Enter the TCP port number.

Select the desired cipher algorithm.

Select the desired HMAC hash algorithm. It is used to validate the data

integrity and authenticity of the VPN data.

Click to enable or disable the settings. If enabled, the router can validate
that the client certificate was issued by a trusted CA.

Certificates Setup

Select a source for the certificate to be used for OpenVPN.

Router generated certificates - Router-generated certificates that will be

used for OpenVPN.

GENERATE - Click to generate a certificate.

Delete all certificates - Click to remove all certificates generated by

the router.

Uploading certificates to Router - Third-party certificates will be used for

OpenVPN.

Trust CA - Use the dropdown list to select a trusted CA certificate
that has already been uploaded to the router. To upload Trusted CA
certificates to the router, click the Trust CA label and you will be
taken to the Certificate Management >> Trusted CA Certificate

page to perform the operation.
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Save

Server Certificate - Use the dropdown list to select a server
certificate that has already been uploaded to the router. To upload
server certificates to the router, click the Server Certificate label and
you will be taken to the Certificate Management >> Local
Certificate page to perform the operation.

Save the current settings

9.4.12.6.2 Client Config

Create and export the configuration required for a remote OpenVPN client to connect to the router.

L LN

nmotn (Rl bn User

Mot Atims Contd

VPN M e

I065Lac_144MICODRFD0 | Configuration | Vi

Dg4nhTH Sarvar Sotup

Client Config
Flamvide Server | Damain | VPN Matcher
Trantpon Protocol

ety Dt Enable | Disalsle

St VM s Dimbaust Gatowany Enably | Disable

These parameters are explained as follows:

Item

Remote Server

IP

Domain

Transport Protocol

Auto Dial-Out

Set VPN as Default
Gateway

File Name

Client cert

VigorACS3 User's Guide

Description
Client Config

There are three types of the remote server.
IP - Use the numeric IP address as the server address.
Domain - Use the domain as the server address.
VPN Matcher - Use the VPN matcher as the server.

If IP is selected as the remote server, enter the IP address of the server.

If Domain is selected as the remote server, enter the domain name of the
server.

Select UDP or TCP for the protocol to be used by the OpenVPN client to
connect to the router.

Enable - If selected, the remote client can auto-dial to this Vigor router to
build an OpenVPN tunnel.

Disable - Select to disable the function.

Enable - If selected, the Vigor router will be treated as a "default" gateway

for OpenVPN clients. The OpenVPN client will redirect all the traffic to the
Vigor router via the OpenVPN tunnel.

Disable - Select to disable the function.

Enter the filename of the configuration file to be downloaded from the
router.

Enter the filename of the client certificate obtained from 3rd party
provider.
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Client key

Export

9.4.13 Mesh

430

9.4.13.1 Mesh Setup

Enter the filename of the private key obtained from the 3rd party provider.

Click to download the settings on this page as a file.

Vigor router is treated as a mesh root. You can search and specify mesh nodes as members under

current mesh group.

General satup

Add Mesh Node:

Mesh Cnabil
Mesh Nenis
[

Mesh Group Name

Taghewd

Mesh Group

28653c_0010AADDODOT | Configuration | Mewh

Mesh Root

Nigon b

MAC Address Modzl Device Name

001DAACOOO00 Wagor 2865 DrayTek

e [

These parameters are explained as follows:

Item

Mesh Enable
Role
Mesh Group Name

Log Level

Index, MAC Address,
Model, Device Name

Reset Mesh Group

Cancel

Save

Description

General Setup

Click to enable or disable the mesh network function.

Displays the role of the router. For Vigor router, it is always Mesh Root.
Displays the name of the current mesh group.

Choose Basic or Detailed.

Mesh Group

Basic information including MAC address, model and device name of the
members in this Mesh Group will be shown in this area.

Click it to clear the Mesh Group information. All mesh nodes in the group
will become isolated.

Discard current modification.

Save the current settings

9.4.13.2 Add Mesh Node

Before a Mesh Node is connected, it is unable to check the device status from Mesh Root. This page can
help to discover all Mesh devices around and offer the Link Status and Operation Mode of each Mesh

device.

2865ac_001DAADDD000 | Configuration | Mesh

Search Mesh Nodes

Seaich now moth node m
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1. Click Search. The system will search new mesh node around.

Search new mesh node

3u
2865ac_001DAADDD000 | Configuration | Mesh

Search Mesh Nodes

Seanch new mesh node

Searching mesh nodes,
Ex please wait for a while...

2. Available mesh nodes will be listed on this page.

28653¢_0D1DAADOD0DO | Configuration / Mesh

Search Mesh Nodes
Search new mesh node m
Addd Inden  MAC Addveas Mods! Device Nama
1 OSOTFFIFIBC VigorAR Sl VoA Po0d
) 144080406k 1E VoAl SO0 VigoAPOEOC

3. Select the device(s) you want to group under this mesh group and click +Add.

2865a¢_001DAADDOOD0 | Configuration | Meh

Search Mesh Nodes

Search new mesh node m

Add Indes  MAC Addrens Mosdel Bvien e

= 1 QOLOTFFISIBC  VaporAP 600 VigOrAPH03

2 TASRCAIGEIE  WipoeAP 960 MIgOrAPSHGOC

4, Wait for a moment.

Add new mesh node

3%

Adding selected mesh nodes,
this will take a minute, please
wait...

5. Open Configuration>>Mesh Setup. The new mesh node will be added.
Mesh Group
Index MAC Address Model Device Name
1 001DAAC00000 Vigor 2865 DrayTek
2 0050TFF191BC Unknown

VigorAPo02
) Reset Mesh Group
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9.4.13.3 Mesh Status
This page shows the mesh status.

One Mesh Group can contain up to 8 devices. A Device with hop 0 is one special Ethernet Backhaul. It
means this node will use Ethernet cable to join the mesh group while others use the wireless link.

28653¢_001DAADD0000 |/ Configuration | Mesh

€ Configamtion

® Onlinefyme eady) @ Onlie @ Ofine

Inde Saats DovicsWama WAL Address (Modsl] fen  UnLink Up Time Clants  Ddsannact
1 ® undetined  DrayTek 0O0LDRADO0000 (Vigor 2665} 0 d 152257 o

1 ® undefined  VIgorAPSO3 UOSDTHEIFLEL (VigorAP 903) 1 ALDAADOUD 0d 000438 0
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9.4.14 Wireless LAN

9.4.14.1 General

This page lets you configure the most basic settings of your wireless network, including the SSIDs, WLAN
channels and bandwidth control.

Index

Mode

Channed

General Setup

2865ac_O001DAADODDOD [ Conflguration | Wireless LAN

Wisedess LAN Enabile O

Mizeat{] 1+ 1141 1) v

Channed 6, 243TMHz -

o (R

2 & 8 e

*  Channel setting should not be changed while Wireless 2.4G WAN mode is in use.
* Isolate Member: Prevent the clients assoclated with this SSI0 from acressing each other.
*  Isolate VPN: Block the wireless clients from accessing the VPN network and pravent winebess traffic being sent to VPN connections.

+ Only the action "Force Down” in the Schedule Profile will be applied to WLAN, ather actions will be ignored.
= When the rootor is in High Mailability Hot-Standry methos and it's the Secondary Routor, the winehies unction will be dissblod.

These parameters are explained as follows:

Item

Index

Wireless LAN Enable
Mode

Channel

Cancel
Save
Index

Schedule

VigorACS3 User's Guide

Description

General Setup

Displays the index number of the WLAN profile.
Click to enable or disable the wireless LAN function.
Select the 802.11 mode allowed on the band.

Allows you to specify a particular wireless channel to use, or let the system
determine the optimal channel by selecting "Auto".

Discard current modification.
Save the current settings.
Displays the index number of the WLAN profile.

Displays the number of the schedule profile.
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To configure the schedule profile, move the mouse cursor to any entry (1 to 4) and click to open the

following page.
2865ac_001DAA000000 |/ Configuration / Wireless LAN

WirelessLAN_General_SchSsID

Index 1
Schedule None
SSID Nothing selected
Select All Deselect All
SSIDL{ALL)
55102
S5ID3
SsiDa

These parameters are explained as follows:

s [0

Item Description
Index Displays the index number of the schedule profile applied to the SSID.
Schedule Select a name of the schedule profile.
SSID Select a number of SSID.
Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.
9.4.13.2 SSID

Set Service Set Identification (SSID), which shows up as the AP identifier.

2865a<_001DAAD00000 / Configuration / Wireless LAN

Index Enable Hide 551D 551D

1 true false 2885 _MiKHenry

2 falze false DrayTek_Guest

Isalste Member
false
false
false

false

To configure the SSID profile, move the mouse cursor to any entry (1 to 4) and click to open the

following page.

2865ac_001DAA000000 / Configuration / Wireless LAN

General Setup

Index 1
Hide SSID O
SSID DrayTek

Advance Setup

Isolate Member o
O

Isolate VPN

o [
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These parameters are explained as follows:

Item

Index
Hide SSID

SSID

Isolate Member

Isolate VPN

Cancel

Save

9.4.13.3 Securit

y

Description

General Setup

Display the index number of SSIDs. There are four SSIDs.
Click to enable or disable the SSID settings.

Enter or display the name of SSID.

Advance Setup

Click to enable or disable the function.

If enabled, the router disallows communication between wireless clients
(stations) on the same SSID.

Click to enable or disable the function.

If enabled, the router blocks wireless clients (stations) from accessing VPN
clients.

Discard current modification and return to previous page.

Save the current settings and return to previous page.

Every router has a default wireless password (PSK) which is provided on a label attached to the bottom
of the router. For extra security, you can set your own wireless password

Hanetwadth Managrment

e

N e

28653¢c_001DAAO00000 | Configuration | Wireless LAN

Mode WA acryption Mode WEP Lncrypaion Mode WEF Koy Indax
WPAL/PSK THIP_ tor_WPARES for WPAZ and_WPA3 1
Desabie THIP_tor WIRAES for_WPAZ_and_Wiad 1
Disable TEIP_for WRAJAES for WPA? and WPA3 1
Disable THIP for WPAAES for WPAZ and WPAD 1

To configure security settings, move the mouse cursor to any entry (1 to 4) and click to open the

following page.

2865ac_001DAA000000 | Conflguration / Wireless LAN (&

General Setup

Index

Mode

WEP

WEP Encryption Mode
WEP Key Index

WEP Key

1

WEP/802.1x_Only v

Note:
Please configure the
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These parameters are explained as follows:

Item

Index

Mode

WEP Encryption
Mode

WEP Key Index
WEP Key

WPA Encryption
Mode

WPA Pre-shared
Cancel

Save

Key

Description
General Setup
Displays the index number of SSID1 to SSID4.

Disable - Encryption mechanism is disabled.
WEP or WEP/802.1x_Only- Allows only connections from WEP clients.

WPA/802.1x_Only or WPA2/802.1x_Only or
Mixed(WPA+WPA2/802.1x_Only), WPA/PSK or WPA2/PSK or
Mixed(WPA+WPA2)/PSK, WPA3/SAE, Mixed(WPA2+WPA3)/SAE - Allows
only connections from WPA clients.

WEP or WEP/802.1x_Only
Select 64-bit or 128-bit.

Select an index number to configure the WEP setting.
Enter the encryption key.

WPA/802.1x_Only or WPA2/802.1x_Only or
Mixed(WPA+WPA2/802.1x_Only), WPA/PSK or WPA2/PSK or
Mixed(WPA+WPA2)/PSK, WPA3/SAE, Mixed(WPA2+WPA3)/SAE

Displays the encryption mode used for WPA.

Enter 8~63 ASCII characters.
Discard current modification and return to previous page.

Save the current settings and return to previous page.

9.4.13.4 Access Control

In the Access Control web page, users may configure the white/black list modes used by each SSID and
the MAC addresses applied to their lists.

A Discovery
Staticn List

Seaien |12 Nsaer

Statan List- Nesghboar

General Setup

S50 1 Enable

28E5ac_001DAADODO0D | Conflguration | Wireless LAN

White_Lint

MAC Address Filter List

leden WAL Adérens Mipsitacta 0 ss02 0 sune Actien

These parameters are explained as follows:

436
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Item

SSID 1 Enable ~ SSID 4
Enable

SSID 1 Policy ~ SSID 4
Policy

Clear
Cancel

Save

Index

MAC Address
Attribute
SSID1 ~ SSID4
Action +Add

Description
General Setup

Click to enable or disable the MAC filter.

White List - Only allow wireless clients whose MAC addresses are listed in
the MAC Address Filter list.

Black List - Only allow wireless clients whose MAC addresses are not listed
in the MAC Address Filter list.

Clear all modifications on this page.

Discard current modification.

Save the current settings.

MAC Address Filter List

Displays the index number of entry.

Enter the MAC address of wireless client.

Select to isolate the wireless client from LAN.

Select the SSIDs to which the above MAC address filter will be applied.

After entering MAC address and select SSIDs, click +Add to save the
settings and create an additional setting entry.

It provides an easy way to connect wireless to wireless access points and routers with WPA or WPA2

encryption.

+ Configurmion

28653¢_001DAADDOO0D | Conflguration | Wircless LAN

O

These parameters are explained as follows:

Item

Enable WPS

WPS Status

WPS SSID

WPS Authentication
Mode

Cancel

Save

VigorACS3 User's Guide

Description
Click to enable or disable the WPS function.

Displays system information related to WPS. The message “Configured”
means that the wireless security (encryption) function of the router is
properly configured and functioning properly.

Displays the name of SSID1. WPS is supported on SSID1 only.

Displays the current authentication mode of the router.

Discard current modification and return to previous page.

Save the current settings and return to previous page.
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9.4.13.6 Bandwidth Management

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large of bandwidth
and affect the applications for other programs. Please use Bandwidth Management to make the
bandwidth usage more efficient.

2865ac_001DAADO0000 | Configuration | Wireless LAN

50 Enable

UraryTek false

DrayTek Guest Talse
false

false

LimTyps

Auta_Adjustment
Auto Adjustment
Auto_Adjussment

Auto_Adjussment

30000

T

To configure the bandwidth management settings, move the mouse cursor to any entry (1 to 4) and click
to open the following page.

ssiD

Enable

Bandwidth Limit Type

Total Upload Limit{Kbps)

Total Download Limit(Kbps)

(D Note:

* Download: Traffic going to any station.Upload: Traffic being sent from a wireless station.

* Allow auto adjustment could make the best utilization of available bandwidth.

DrayTek
Auto_Ad|ustment
30000

30000

These parameters are explained as follows:

Item
SSID
Enable

Bandwidth Limit
Type

Cancel

Save

Description

Displays the specific SSID name.

Click to enable or disable the function.

- |

Auto_Adjustment - Bandwidth limit is determined by the system

automatically.

Total Upload - Enter a value to define the maximum data traffic
(uploading) for all of the wireless clients connecting to this router.

Total Download - Enter a value to define the maximum data
client(stations) connecting to this router.

Per_Station_Limit - Bandwidth limit is determined according to the
limitation of the wireless client.

Upload Limit(Kbps) - Enter a value to define the maximum data
traffic (uploading) for each wireless client connecting to this router.

Download Limit(Kbps)- Enter a value to define the maximum data
traffic (downloading) for each wireless client connecting to this

router.

Discard current modification and return to previous page.

Save the current settings and return to previous page.
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9.4.13.7 Airtime Fairness
Airtime fairness is essential in wireless networks that must support critical enterprise applications.

28658¢_001DAADDNO0O0 | Conflguration | Wirchess AN

Enabie Altime Faimess | 8]

Trigges g Chierit Number 2

*  Ploass onable o disable this function according to the ral situation and user experience, It is MOT switable for all environments.
it

ez
* Alrtlme b the time whers & wirshes siation occuples e wirsies channel, Alrtime Falrmes: mction tries to assign similar alrime o

each station by controlling TX traffic. IN SPECIFIC ENVIRONMENTS, this function can reduce the bad influsnces af slow wirsless devices
and improve th overall wirsess performance

= Suitable erviranment : (1) Many winsless stations, () All stations maindy use download traffic. (3) The performance botthnec is
wireless connection.

® Triggeeing Clisnt Naimber: Alrtime Faimess function is applied anly whan scrive etation naimber achise this nismibar

N - |
These parameters are explained as follows:
Item Description
Enable Airtime Click to enable or disable the airtime fairness.
Fairness
Triggering Client Airtime Fairness function is applied only when there are at least this many
Number active wireless stations.
Cancel Discard current modification.
Save Save the current settings.

9.4.13.8 Advanced Setting

This page allows you to configure advanced settings such as operation mode, channel bandwidth, guard
interval, and aggregation MSDU for wireless data transmission.

2865ac_001DAADD0000 | Configuration | Wireles LAN

Darsation Made Misnd_Mode

Channed Bandwidth 20090

Guard Interval autn v
Aggregation MSDUA-MSOU} [ @)

Long Preambie

T Burst

Antenna Ik

T Power 100% -
WMM Capable 0

SO Capable

Rt Adaptation Algarithn New

Fragment Length ET

T T4 byt

RIS Threshoid FET

(1 2347 bytes)

Country Coda [ Refcence )
N - |
These parameters are explained as follows:
Item Description
Operation Mode Mixed_Mode - The router can transmit data using all protocols supported

by 802.11a/b/g and 802.11n standards. However, all wireless
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Channel Bandwidth

Guard Interval

Aggregation MSDU

Long Preamble

TX Burst

Antenna

TX Power

WMM Capable

APSD Capable

Rate Adaptation
Algorithm
Fragment Length
RTS Threshold

Country Code

Isolate 2.4GHx and
5GHz bands

Cancel

Save

transmissions will be slowed down when any 802.11g or 802.11b wireless
client is connected.

Green_Field - Select this mode to achieve the highest throughput. This
mode supports data transmission between 802.11n systems only.

20 MHz - Vigor Router will utilize 20 MHz channels for data transmission
and reception between the AP and wireless stations.

40 MHz - Vigor Router will utilize 40 MHz channels for data transmission
and reception between the AP and wireless stations.

20/40 MHz - Vigor Router will utilize either 20 MHz or 40 MHz for data
transmission and reception depending on the number of nearby wireless
APs.

If you choose auto as guard interval, the router will choose short guard
interval (which increases wireless performance) or long guard interval for
data transmit depending on the station capability.

Click to enable or disable the function.

If enabled, it will combine frames of different sizes to improve
performance at the MAC layer for clients from certain manufacturers.
Click to enable or disable the function.

This option determines the length of the sync field in an 802.11 packet.

Click to enable or disable the function.
If enabled, this feature can enhance the performance in data transmission
about 40%%*.

Vigor router can be attached with two antennas to have good data
transmission via wireless connection. However, if you have only one
antenna attached, please choose 1T1R.

Sets the power percentage of the access point's transmission signal. The
greater the TX Power value, the higher intensity of the signal will be.
Click to enable or disable the function.

It provides basic Quality of Service (QoS) by prioritizing traffic based on
four access categories defined in the IEEE 802.11e standard.

Click to enable or disable the function.

It allows access points to buffer traffic before transmitting it to wireless
devices, thus allowing wireless devices to enter into power saving mode
which reduces power consumption.

Wireless transmission rate is adapted dynamically. Usually, performance
of “new” algorithm is better than “old".

Set the Fragment threshold. You are advised to leave the default value,
2346.

Minimize the collision (unit is bytes) between hidden stations to improve
wireless performance.

Vigor router broadcasts country codes according to the 802.11d standard.
Click Reference to get detailed information.

Click to enable or disable the function.

If enabled, the wireless client using 2.4GHz band is unable to connect to
the wireless client with 5GHz band, and vice versa.

Discard current modification.

Save the current settings.
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9.4.13.9 Band Steering (for 2.4G only)

Band Steering detects if the wireless clients are capable of 5GHz operation, and steers them to that
frequency. It helps to keep the 2.4 GHz band clear for legacy clients, and improves users’ experience by
reducing 2.4 GHz channel utilization.

2865ac_D01DAADDOD00 [ Configuration | Wirsless LAN

Enabilc Band Steering O
5G Capability Chech Timer n

[ 8 s, Dt 1)

Hote:
*  Pleass setup ot least one pair of 24GHe and 50Hz Wireless LAN with the ssme 5510 snd sscurity.

© Hand Sivering Noto:
= Band steering s used to defect # the wirehess dient [s capable of dual band or nat, i dual band | detected, the AP will let the wireles
itk congrtion.

client connext to ks congested wireless LAN, such as 5GHz o prevent from

* Rand stiaring would actively block This cliont's MEsmipts to asociate with 2.4GHz Wirsless LAN. 5o the satting of "Chack time for WLAN
client 56 capability” would causs the delay of 246G WLAN cannection.

N - |
These parameters are explained as follows:
Item Description
Enable Band Steering  Click to enable to disable the Band Steering function.
5G Capability Check Set a check time value.
Timer When a wireless client attempts to connect, the router will block attempts

to connect to the 2.4 GHz band for the specified period of time (default is
30 seconds), which hopefully will entice the client to connect to the 5 GHz
band. If the client fails to connect to the 5 GHz band within the specified
interval, it will then be able to connect to the 2.4 GHz band.

Cancel Discard current modification.

Save Save the current settings.

9.4.13.10 AP Discovery

Vigor router can scan all regulatory channels to find working APs in the neighborhood.

s510 B55ID Channel RSS1 Auth

FAE_APD03 Vicrar 00:10:AA:3F36:74 1 10% WRATPSKWRAZPSK

Vigar2027 POC Tang Test 18:40:BC:22:37:08 L) 10% WRAZPSK

seaffs_SF O2:50:TFCUTRAF 1 0% WPATPSKWRAZPEK

ROS_GW_246,_s1 00:1D:AASEADCE 13 3% WPATPSKWPAZPSK

DrayTekD4F06C 00:1D:AA:57:50:38 1 0 WRATPSKWPAZPEK

DrayTek:LAN-B 0f:1 DARIF36T 1 10% WPATPSKWRAZPSK

DrayTek_24G_2862_Coie 00:1 DAAFT-COED 1 7% WPATPSKWRAZPSK

FAE-Wendy-2025-85 001 D:AAFDED:FD 1 0% WRAZPSK

DrayTek04F06C " 7% WPATPSKWRAZPSK
12:1 DHAADLFOEC 1 7% WPAZPSK

DrayTek-EAEER0 00:1D:AAELBERD 1 0% WRAZPSK

FAE2925_Guest 02:1 DAAFOEDFD 1 0% WRAZ

guests 1 M WPAZPSK

staffs 1 % WPAZPSK

APOO2_RDE Tim 03:1D:4A:30:2F: 16 10 2% WRATPSKWEAZISK

2927_RDS_tim 16:49:8C42:37:68 ] 0% WPATPSKWPAZPSK

VIBE5-POC-Tang 02:1D:ARA8:E8:08 a 26% WRAZPSK

POC WiFi WAN Tesz 02:50:TF:C1:01:84 L 248 WRAZPSH
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9.4.13.11 Station List

Station List provides an overview of all currently connected wireless clients and their status.

2865ac_0010AA000000 | Configuration | Wireless LAN
Station List

bStatus Codes :
» C:Connectad, Mo merypRion.
+ [z Connacted, WEF.
« i Connected, Wit
* & Connected, WiRZ.
= ik Blocked by A Control
* W Connecting,

= Fall o pass WIS authentication.

Add 10 Access Control
MAL

550 14

* Afier & station coneects to the rooter siscoesshally, I8 mary be torned off withoot notice. in that case, It will 368 be on (he (st until the onnection expires.

These parameters are explained as follows:

Item Description

Station List Displays wireless stations connected to the Vigor router.

Add to Access Control MAC - Enter the MAC address.
SSID - Specify the number of SSID.

Add Click to add a new entry to Access Control.

9.4.13.12 Station List - Advance
Displays wireless stations connected to the Vigor router with more detailed information.

8e5ac_001DAADGO000 | Configuration | Wireless LAN

Ingan WAL Sddrass wn st e L] (] W Pang s

Add o Access Control:

MAL

510 {14

= AR 3 EATION CORNOCTS b0 v PR cUCCOEhully, T many be amed off wiEhOUE natices, in Tt Cass, I Wil &0 b o the e anll th connection fpisme.
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9.4.13.13 Station List - Neighbor

This page displays the nearby wireless stations connected to other access points that are detected by
the Vigor router.

2865ac_001DAAOD000 | Conflguration | Wircless LAN

Indax ML hadreny Vensar L] Apers Distanca =0

Add to Access Control:

MAc DAL |

S50 1

* L Agpron ek b caculated by actuat sipnat strength of device detecied. inaccuracy might occur based on barmier enconntered.
* 2. Dueho the diflerences in signad strengeh for diferent dhevices, e calcumted valus of approsimate distancn slso might be St
« . Trademaris and hesnd names e the properties of thtr Espectie owners.

These parameters are explained as follows:

Item

Station List

Description

Displays wireless stations connected to the Vigor router.

Add to Access Control MAC - Enter the MAC address.

Add

SSID - Specify the number of SSID.

Click to add a new entry to Access Control.

9.4.13.14 Roaming

WiFi roaming allows wireless stations to switch connections between access points within an area to
achieve better coverage and signal quality.

2B653c_001DAADDO0O0 | Configuratian | Wircless LAN

Reaming Type Minimum_RS50 bk

Minimum R551 “
P [kt £ dfim)
Adjacent AP RSS] ower
(Detaut 5 3w
() AP-assisted Client Roaming Mote:
*  Wihen AP detects thal a skation miy need o roam, AR disconnects the station

= This hestury belps those stations with bad roaming ability, Avold the situation Uhat 2 station is alnssdy close o e other AP but il
ticky in the original AI" and with bad peroemance.

*  Please notice that RSS! Requinement mode is comimon for 246 and 56,

(1) Mintmurm RSS! with Adjacent AP RSS! aver X
*  Disconnoct chionts with bad shgnal to encoirage roaming anly when they cin have betier sigral theough stother Dy Tek AP

* Al APs miest e Dy Tek APs which suppon this feature. Thi LARs assigned By the SSI0 of all APs maist be connnctiod by Ethemet and
under [he same subnet.

These parameters are explained as follows:

Item

Roaming Type

VigorACS3 User's Guide

Description

Disable RSSI Requirement - The Vigor router does not pay attention
to the RSSI level of wireless stations. Selecting this option means the
Vigor router will not interfere with the roaming behavior of wireless
stations.

Strictly Minimum RSSI
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Minimum RSSI

Strictly Minimum The Vigor router will immediately disconnect the wireless station if its RSSI
RSSI falls below the configured value.

Specify a value as a threshold.

Minimum RSSI The Vigor router will disconnect wireless clients whose RSSI falls below the
minimum threshold only if there is also a neighboring wireless host (router
or AP) that has an RSSI value (defined in the field of With Adjacent AP RSSI
over) higher than a certain threshold.

In order for this option to work, other wireless hosts connected to the
same LAN subnet need to support the exchange of RSSI information with
peer wireless hosts via Ethernet.

Specify a value as a threshold.

Adjacent AP RSSI Specify a value as a threshold.
over

Cancel Discard current modification.
Save Save the current settings.

9.4.13.15 Station Control

Station Control is used to specify the duration that the wireless client can connect to the Vigor router. If
this function is disabled, wireless clients can connect to the router as long as the router is powered on
and the wireless feature is enabled.

2885a¢_0010AA000000 | Configuration | Wincless LAN

Inda S50 Exatis Connexct Timss Reconnect Thme

1 OraryTeh fats Odayicl hours0 min 1 days0 hours:0 min

’] OrayTek_Guent fase (redirysch hours:d min 1 darys: hours:0 mun
Talse Odayizl hours:0 min 1 days=0 hours:0 min

] false Odays:l hours:0 min 1 days hours:0 min

Flarshmil1®) Marcaprarait
Artime Fimes.
Atvanrrd Setting

Hand sering

AP Dietemery

Seation Lt

Shatimn Lkt Abwarer

Statocmn Lint - Newghbxr

Moy,

To configure the station control settings, move the mouse cursor to any entry (1 to 4) and click to open
the following page.
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Index

SsiD

Enable

Connect Time

Reconnect Time

Display All Station Control List
Hotspot Web Portal

1

DrayTek
[\~ 1~ 0 -
days hours minutes

1~ (U 0 v

days hours minutes

Note:
Once the feature is enabled, the connection time quota will apply to each wireless client (identified by MAC address).

-

These parameters are explained as follows:

Item
Index
SSID
Enable

Connect Time /
Reconnect Time

Cancel

Save

VigorACS3 User's Guide

Description

Displays the index number of SSID profile.

Displays the name of the SSID.

Click to enable or disable the station control function for this SSID.

Enter the time in days, hours and minutes.

In the Connection Time dropdown box, select the maximum amount of
time that a wireless client is allowed to connect within the period of time
selected in the Reconnection Time dropdown box.

Discard current modification and return to previous page.

Save the current settings and return to previous page.
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9.4.14 Bandwidth Management

446

9.4.14.1 Sessions Limit

When LAN clients share a common public IP address by means of Network Address Translation (NAT),
the router must track NAT sessions so that traffic to and from the WAN can reach the intended
destinations. There is a finite number of sessions that can be tracked by the router. By setting session
limits will ensure that the router does not run out of resources.

865ac_¢ /c | Randwidth Management

IFvid

Cnable [ 8]

Detaust Max Sessicns 10

Limitation Lt ndex  SariP EndiP Wax Seasioan

[ aooo  eooo 0

Defanl Max Sessiom 100

Lisnitation List g Wl EedlP Max bewkms

Administration Message

Administration Massape

{Max 758 characters)

o -

These parameters are explained as follows:

Item Description
IPv4 / IPv6
Enable Click to enable or disable the sessions limit function.

Default Max Sessions = The default maximum number of sessions allowed per LAN client, unless
overridden by specifying a different number in the Limitation List.

Limitation List Displays specific limitation entries.
Clear All Clear all modifications on this page.
Administration Message

Administration Enter a message to be displayed in a web browser on the LAN client when
Message the maximum number of NAT sessions has been reached.

Time Schedule

Schedule 1~4 Specify up to 4 time schedule entries to enable or disable the WAN.
Specify up to 4 time schedule entries to apply the sessions limit
management.

Cancel Discard current modification.

Save Save the current settings.
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9.4.14.2 Bandwidth Limit

Bandwidth Limit ensures LAN clients get their fair share of network bandwidth by placing restrictions on
upstream and downstream network speeds.

1P Rrowted Subnet

Defalt T Limit Per User

Deefauit BX Limit Per User

Uenitation List

IPVE

Enable

Default TX Limit Per User

Defautt RX Limit Per User

Lienitation List

O
000 Hbgn
w00 Ko
inden  San P fad® THLimdt  BXUiit Facl
I None MNome O o Eac
——
B Chaarad
2000 Kbps
5000 Kbps

Ingex  StartIP  Esd  TXLME  RXUME  Eact

] Hone Mok O (] Eac

These parameters are explained as follows:

Item Description
IPv4 / IPv6
Enable Click to enable or disable the bandwidth limit function.

IP Routed Subnet - It is available for IPv4 only.

Default TX Limit Per Set default upstream speed limit for each LAN client.

User

Default RX Limit Per = Set default downstream speed limit for each LAN client.

User

Limitation List Displays specific limitation entries.

-y

To add a new profile, click the last index number to open the setting page.

IPv4 Bandwidth Limitation List

Add Entry By IP Range
IP Group None
IP Object None
Each or Shared Each
TX Limit 0
RX Limit 0
[ Clear

w

w

After finishing the settings, click Save. A new profile will be added and

VigorACS3 User's Guide
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Clear All

Allow user to use
more bandwidth
than the assigned...

Smart Bandwidth

Limit

Apply the below limit
to users notin ...

TX Limit

RX Limit

Schedule 1~4

Cancel

Save

9.4.14.3 APP QoS

displayed on the limitation list.

Limitation List
Index StartIP End IP TX

1 192.168.1.55 192.168.1.65 10

2 None None 0

[ Clear All

Clear all profiles in the limitation list.

Click to enable or disable this function.

If enabled, it lets the router automatically adjust the upstream and
downstream limits based on available bandwidth.

Click to enable or disable this function.

If enabled, it restricts the bandwidth of LAN clients that are not in the
limitation list when the network sessions exceed a predefined threshold.

Enter the number of sessions that a LAN client is allowed to have before
Smart Bandwidth Limit activates.

Upstream speed limit for each LAN client. Unit can be either Kbps or Mbps.

Downstream speed limit for each LAN client. Unit can be either Kbps or
Mbps.

Time Schedule

Specify up to 4 time schedule entries to apply the bandwidth limit
management.

Discard current modification.

Save the current settings.

APP QoS allows QoS to be applied to select protocols and applications. Protocols and applications fall
into two categories: Traceable and Untraceable.

APF Qo5

Enabée

2865a¢_001DAADOOD0O | Configuration | Randwidth Manapement

Click the Enable button to enable or disable the APP QoS function. Then click Save to save the settings.
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Traceable

Traceable applications are those whose traffic can be 100% traced, and can be assigned a specific QoS
class.

Instant Messxge
Vo

Protoced
Tunneng
Stream

Remate Contred
Wb HO

Game.

Apple Serwces
Google Services
Amagzon Sevices

Elte

= Pl e 1o adjerd inboundy/Duttound bandwidth of your network in “Qussty of S
= This will hatp QoS to work mone efickent.

Click the index number (e.g., #1) of type to get the following page. Each type will bring different setting
page. Here we take #1 Instant Message as an example.

28652 & | Bandwidth M,

Ind 1

Type Name Frstan Messape
SelectAll  ClearAl

Appitame st [r— Action

Facebook Inagram (9)] ot CLxs | paghy
LINE £2202138 s E1ats | pHighy
Uinkedin QoS Cass L pagh)
Sagnal 122 Qos Chass | pghy
sk 100 Qob Chass | pagh)
Seupehat 10,850 oS Class | pgh
Tebegram IRAL QoS Class 1 Pligh)
Whatshpp 03788 QoS Class 1 (High)

e [

These parameters are explained as follows:

Item Description

Enable Click to enable or disable the bandwidth limit function.
Action Select a QoS class to be applied to the application.
Cancel Discard current modification.

Save Save the current settings.

Untraceable

Untraceable applications, on the other hand, are detected when they attempt to establish connections
to remote hosts, and all traffic between the remote hosts and the local network will be placed under
QoS, within the same QoS class.
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28ESaC [ I Bandwidih Managr

Action QoS Clams 1 (Whgh)

Indax Tipe Nama
Ierstant Message
Yoif

2P

Protocol

Tunnetng

Seream

Remote Control

B Wets HD

D Wote:
= Pt rmemibier 10 djust inbound Dettsound bandwidth of your network in "uaiity of Senao”.
= Thes witt help Qas to work mare efficient.

Click the index number (e.g., #1) of type to get the following page. Each type will bring different setting
page. Here we take #1 Instant Message as an example.

Imdx 1

Ty Name It Mgy

Sedect AN Choar i
Aom Harm bmabe Version
Al Login ]
A 008
A 09
BatduHl mmn
Fetion w0
GaduGadu Protesol
(/] T
5p0 LLE
Lo 2008
Faiaik ]
Pocolall 2007
Griet 101
Tencent 0 2012/2005 betad

-

These parameters are explained as follows:

Item Description

Enable Click to enable or disable the bandwidth limit function.
Cancel Discard current modification.

Save Save the current settings.

450 VigorACS3 User's Guide



9.4.15 USB Applications

9.4.15.1 General Settings

This page allows you to configure the file sharing feature of the Vigor router, where USB mass storage

devices such as thumb drives and hard drives can be made accessible to LAN clients.

Simmiltaneous FTP Connection .

Detault Charset Enghsh

M Pl Sharing Ssrvice O

Actrss Made LA Onty | LAM And WAN
Workgroup Name WORKGROUP

Host Wamne wgor

Prinfer Server L o]

{3 ote:
» M character set 15 5t to “English, anty English long, ke nams 1 supported.
* Whult) sesdon 1P dowendosad witl b banned by Soute FT sorve. 1 your FTP Cment fus @ mulll-comnscnion mochantsm, sech as Fiieria, you should

et clbent connections to 1 to knprove

portormance.
+ AWONEEOUD name minst be difierent frovm the host rame. The sorgroup Rame can have up in 15 chamcters and the host name can have up to 15

character.Names cannot contain any of the leliowing: . ;£ =» "+ = /| .

These parameters are explained as follows:

Item

Simultaneous FTP
Connections

Default Charset

SMB File Sharing
Service

Access Mode

Workgroup Name

Host Name

Printer Server

Save

VigorACS3 User's Guide

Description

Enter the maximum number of simultaneous FTP sessions allowed.

Select the character set for file and directory names.

Click to enable / disable the function.

LAN Only - Only users on the LAN can connect access the shared USB disk.

LAN and WAN - Both LAN and WAN users can access SMB server of the

router.

Enter the workgroup name. Maximum allowed length is 15 characters.

Enter the NetBIOS hostname for the router. Maximum allowed length is 23

characters.

Click to enable / disable the function.

If enabled, the Vigor router can act as a print server for printers connected

the USB.

Save the current settings.
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9.4.15.2 User Management

This page allows you to set up profiles for FTP/SMB users.

S —

Cerevad Sedting

1€ ! USB Apgl St b Facory Dokt

Username FIPSME User Home Foldet File Access Rube Dinectiory Acciss Hubs

To configure the user management settings, move the mouse cursor to any entry and click to open the

following page.

2865ac_001DAAD00000 / Conflguration / USB Application Set to Factory Default

/% No USB disk Connected ! Please Insert the disk.

Index

FTP/SMB User

Username

Password

Confirm Password

Home Folder

Create New Home Folder

@ Note:

1

(Max. 11 characters allowed)

(Max. 11 characters allowed)

= The folder name can only contain the following characters: AZ az0-95%' -_ @~ " | () and space.

Access Rule

File

Directory

[ Clear

[ Read

L] Write

(] Delete

U ust

Create

Cancel

These parameters are explained as follows:

Item
Index

FTP/SMB User

Username
Password
Confirm Password

Home Folder

Create New Home
Folder

Access Rule

Description
Displays the index number of USB application profile.

Click to enable / disable the function.

If enabled, this profile (account) for FTP service and / or SMB service will be
activated.

Enter the username for this user profile.
Enter the password for this user profile.
Enter the password again to confirm.

Enter the folder which will be the root folder for FTP and SMB sessions
established using the credentials of this user profile.

Enter a name as a new folder name.

+Create - Click to create a new folder.
Access Rule

File - Check the items (Read, Write and Delete) for such profile.
Directory -Check the items (List, Create and Remove) for such profile.
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Clear Clear all modifications on this page.
Cancel Discard current modification and return to previous page.

Save Save the current settings and return to previous page.

9.4.15.3 Disk Status

This page displays the status information for the USB disk connecting to Vigor router.

Connection Statuy o Mgk Connected
Write Protect Status WULL
Disk Capacity aun
Free Capacity ona

{0 Nate:
= by support FATTE and FALTZ tofmat, FATTZ 15 recomenended.
Dy suppond fo ot singh pastElon, maaimm cagacly s S0 1 Qe ane o en oo parl@ion, ooy cee f thesn will be mouied.

= Single Me stre can be o fo ACB, which b (e Bmitation of FATI2 format.
= I thve weilee petsbect swritch of LS ik b urmed on, thee LIS dish bs in READ-ONLY mode. Mo thale cim be wriftes ko 1L

USB Disk Users Connected

Irdes Sarvie P e (P} Unirmame Brop

]

These parameters are explained as follows:

Item Description

Connection Status Displays if the USB is connected or disconnected.
Disconnect USB Disk - If connected, click to disconnect USB disk with the
router.

Write Protect Status  Displays the total capacity of the USB storage disk.

Disk Capacity Displays the disk capacity.

Free Capacity Displays the free space on the USB storage disk.

USB Disk Users Displays the clients that are connected to the SMB/FTP server.
Connected

9.4.15.4 Modem Status

TTTTTTTT f Configuration / USE Agplication

Index Cannection Status Manufscturer Madel

Na Modem Connected

Click the index number to open the following for viewing detailed information for parameter settings.
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=TeTn oo sessms=ss====  Configuration / USE Application o
Index 2
Connection Status

Manufacturer

Madel

Revision

Serial Number

IMS1

Signal Quality (CINR]

RSSI Signal

Hardware

SIMPIN @

Link Speed

Cancel

9.4.15.5 Printer Status

This page displays current status for the USB printer connecting to Vigor router managed by VigorACS 3.

2Be5ae I J usa

Connaction Satus Mo Printer Connected

Manutactures Mo Printer

Model Mo Prinkey

Sertal Mambses o Printey
Printer Quaue
e Usar Tiles Maemn St
1 Mo Printer Mo Printer Mo Printer
2 M Printer Mo Printer Mo Printer
3 bt Printes Mo Printes Mo Frintes
4 Mo Printer Mo Printer Mo Printer

9.4.15.6 Sensor Status

This page displays current status for the USB thermometer connecting to Vigor router managed by
VigorACS 3.

2865ac_001DAADOO000 | Configuration | USD Application

Connection Status Thermameter Confected
Manufacturer RDeg
Product TEMPerlFvia
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9.4.16 System

9.4.16.1 Maintenance

This page can be used for backup configuration for specified CPE, restoring configuration for specified
CPE, making firmware upgrade for CPE, and even reboot the specified CPE via VigorACS 3.

Bachup Connip

Downicad Config

2865a¢_001DAADO000D | Configuration / System

Configuration Backup

Firmware Upgrade

These parameters are explained as follows:

Item

Backup Config

Restore Config

Download Config

Model Name

Modem Firmware
Version

Firmware Version

Choose a Firmware
File From

Enable

VigorACS3 User's Guide

Description
Configuration Backup
Backup - Click to backup the configuration from CPE to VigorACS server.

Select the type of configuration file.
Last Config
Local Flle
Shared Folder
Restore Now - Click to initiate restoration of configuration immediately.

Download - Click to download the lastest configuration backup file from
VigorACS server.

Firmware Upgrade
Displays the model name of the CPE.

Displays the modem version of the CPE.
No DSL - It indicates the selected CPE is non-DSL device.

Displays the firmware version used by the CPE.

Local File - Select a firmware from the host by clicking Browse.
Shared Folder - Select a firmware from the database by click Browse.
Upgrade Now - Click to upgrade the firmware immediately.

Automatic Firmware Recovery

Click to enable or disable the function.
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If enabled, when the router unexpectedly reboots three times in a row
then the backup firmware will be restored to the unit on the third reboot.

Backup Setting

Backup Mode Backup after reboot - The backup will be executed after the router
reboot.

Backup after system uptime - The backup of current running firmware
will be executed after a period of time. The default is 24 hours (1 day).

Backup manually - The backup will be executed manually according to
your request.

Backup Firmware Displays the backup firmware version of the CPE.
Last backup Displays the time for the last backup for the CPE.

Device Reboot

Restart the device Reboot Now - Click to reboot the router immediately.
Reset
Reset to factory Reset Now - Click to reset the router with factory default setting
default immediately.
Save Save the current settings.

9.4.16.2 Time Settings
This page allows you to configure settings related to the system date and time.

2865ac_001DAAIDOO0 | Configuration [ System

Curent Systom Time 20201109707 ALIT
Local Time Zone 0000

Adran Accrt Tirme Setup Use_Drowser_Time  Use_bitemel_Time
Adrein Local User

NTP Server pooLritp.ang

M Setings

Prioeity eilo

[ —

T St Tieme Jone GHT) Greenwich Mean Time : Duiblin

Syslop Settings Daytight Savings
bt Daylight Siving Type Defaull  DyDate | ByWeekday
Iriterral Sevvice Uher Uit

st ¥eaety o Maech last Sum

Panel Control

End Yearty on October lest San

Automaticatly Update intenal 0mins

Send NTP Beguest Thiough At

B3
These parameters are explained as follows:
Item Description
Current System Time | Displays the current time obtained from the time server.
Local Time Zone Displays the time zone where the router is located.
Time Setup Use_Browser_Time - Click to let the router set its system time using the

time reported by the web browser.

Use_Internet_Time - Click to let the browser set its system time by
retrieving time information from the specified network time server using
the Network Time Protocol (NTP).

NTP Server Enter the address of the time server.
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Priority
Time Zone

Daylight Savings

Daylight Savings Type

Start

End

Automatically
Update Interval

Send NTP Request
Through

Save

Select Auto or IPv6 First as the priority.
Select the time zone where the router is located.

Click to enable or disable the Daylight Saving Time (DST) if it is applicable to
your location.

Default - Uses the default DST schedule for the time zone.

By Date - Select this option if DST starts and ends on fixed dates.

By Weekday - Select this option if DST starts and ends on certain days of
the week.

It is available when By Date is selected as Daylight Saving Type.

Use the drop down list to select month, day and hour settings as the
starting point.

It is available when By Date is selected as Daylight Saving Type.

Use the drop down list to select month, day and hour settings as the
ending point.

Select the time interval at which the router updates the system time.

Select a WAN interface to send NTP request for time synchronization.

Save the current settings.

9.4.16.3 Admin Account

This page allows you to set or change the administrator password.

(T Notm:

Internet

01 Nots:

Admin Account

Admin Password

Adimin “WAN" lagin

User Account

Frabie User Account

Ut s

= Passwnid
» Passwued

Login Greetings

Login Page Logo

28653¢_DOLDAADDDOO0 | Configuration | System

* Passwor] cn contin oofy 32 AT 08, "o e s [ T@aa (1%L

Ersble ‘acmis sccount login to Web (i om the - )

Use only advanced authentication method for

cat contan 3 2 A 204, ;2. 42 [ F@EAN])
T bl asdeidesd ). Feor emampies, = or =" i illeged, but 123 or 45 18 0K

Defautt

Enabile Login Groetings

-

These parameters are explained as follows:

Item

Admin Password

Enable admin
account login to..
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Description
Admin Account
Enter the new password.

Click to enable or disable the function.
If enabled, it allows the administrator to log in from the Internet. This
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option is enabled when Administrator Local Account is enabled (see

below).
Use only advanced Click to enable or disable the function.
authentication.. If enabled,

Advanced Authentication - Advanced authentication method can offer a
more secure network connection. Select to require mOTP or 2-step
authentication when logging in from the WAN.

Mobile one-Time Password (mOTP) - Enter the PIN Code and Secret
settings for getting one-time passwords.

2-Step Authentication - Select the SMS and/or Mail profiles and the
destination SMS number and/or email address for transmitting the
password.

User Account

Enable User Account  Click to enable or disable the function.
If enabled, other users are allowed to administer the router.

User Password Enter a string as the password for the user account.
Login Greetings

Login Page Logo Default - Choose it to use the default image.
Blank - Choose it to discard the logo image.
Upload a file - Choose it to specify an image as the logo.

Enable Login Click to enable or disable the function.
Greetings
Logo Image Upload It is available when Upload a file is selected as Login Page Logo.

Browse - Click to select an image file.
+Upload - Click to upload the selected image file to VigorACS.

Title Enter a brief description (e.g., Welcome to DrayTek) which will be shown on
the heading of the login dialog.

Message Enter words or sentences here. It will be displayed for bulletin message. In
addition, it can be displayed on the login dialog at the bottom.

Cancel Discard current modification.

Save Save the current settings.

Usually, the system administrator has the highest privilege to modify the settings on the web user
interface of the Vigor router. However, in some cases, it might be necessary to have other users in LAN
to access into the web user interface of Vigor router.
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28653 001DAADDOD0D | Configuration | System

+ Configuration

rh Local Liser

Time Ut oy advanced authentication methad far Admin

FWAN" login
Local User List

Indas Usermama Password Mection

1 + Add
TROE Sext

Administrator LDAP Setting

Fruabin LDARWD login for Admin users

(0 Wote:
= If Local User bs emabled, you will need 1o select "admin’ group when log into Web UL

=1
These parameters are explained as follows:
Item Description
Local User Click to enable or disable the local user setting.
Use only advanced Advanced authentication method can offer a more secure network
authentication connection. Select to require mOTP or 2-step authentication when logging
method for Admin in from the WAN.
“WAN" login
Local User List Index - Displays the index number of local user profile.
User Name - Displays the name of the local user profile.
Password - Displays the password of the local user profile.
Action +Add - Click to create a new user profile.
m'-n-.umwmww
o

Index - Displays the index number of the profile.
Username - Enter the name of the user profile.

Authentication method - Choose Basic, mOTP or 2-Step
Authentication.

If Basic is selected - Enter the password.

If Mobile one-Time Password (mOTP) is selected- Enter the
PIN Code and Secret settings for getting one-time passwords.

If 2-Step Authentication is selected- Select the SMS and/or
Mail profiles and the destination SMS number and/or email
address for transmitting the password.

Administrator LDAP Setting

Enable LDAP/AD login = Click to enable or disable the LDAP/AD login profile.
for Admin users

Save Save the current settings.
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9.4.16.5 SNMP Settings

This page allows you to configure settings for SNMP and SNMPV3 services.

Enabie SNMP Apent
Enable SNMPYL Agent

NMPVIC Agent [ 8]

pubiic

index 3: Subnet Mask

Manager Host IP {IPVE)

These parameters are explained as follows:

Item

Enable SNMP Agent /
Enable SNMPV1
Agent /

Enable SNMPV2C
Agent

Get Community
Set Community
Trap Community

Trap Timeout

Index #:IP
Index #: Subnet Mask

Index #: IP

Index #: Prefix
Length

Index #: IP

Index #: IPv6 Address

Enable SNMPV3
Agent

Description

Click to enable or disable the SNMP function.

Enter the Get Community string. The default setting is public.

Enter the Set Community string. The default setting is private.

Enter the Trap Community string. The default setting is public.

The default setting is 10 seconds.

Manager Host IP (IPv4)

Enter the IPv4 address of hosts that are allowed to issue SNMP commands.
Select a subnet mask for IP address configured above.

Manager Host IP (IPv6)

Enter the IPv6 address of hosts that are allowed to issue SNMP commands.

Enter the fixed value for prefix length.

Notification Host IP (IPv4)

Enter the IPv4 address of hosts that are allowed to be sent SNMP traps.
Notification Host IP (IPv6)

Enter the IPv6 address of hosts that are allowed to be sent SNMP traps.
SNMPV3 Agent

Click to enable or disable the SNMPv3 function.
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USM User
Auth Algorithm

Auth Password
Privacy Algorithm
Privacy Password

Save

9.4.16.6 Management

Enter the username to be used for authentication

Select one of the hashing methods to be used with the authentication
algorithm.

Enter a password for authentication.
Select an encryption method as the privacy algorithm.
Enter a password for privacy.

Save the current settings.

This page allows you to manage the settings for Internet/LAN Access Control, Access List from Internet,
Management Port Setup, TLS/SSL Encryption Setup, CVM Access Control and Device Management.

Houtes Hame

2865a¢_001DAAOD000O | Configuratian | System

Defaun:Disable At L ogoutl O

Enible Valldation Code i Infernel [LAN Access

@ Nake:
+ 1B and beiow vorssom does NOT support Dray(s CAPTCHA auth code.

Internet Access Cantrol

Allow management from the intemet O

Domain neme aliowed

Disabile PING from the intemet O

LAN Access Control

aaooan

These parameters are explained as follows:

Item
Router Name

Default:Disable
Auto-Logout

Enable Validation
Code in Internet/LAN
Access

Allow management
from the Internet

Domain name
allowed

VigorACS3 User's Guide

Description
Enter the router name as provided by ISP.

Click to enable or disable the function.
If enabled, the auto-logout function for web user interface will be disabled

Click to enable or disable the function.

If enabled, Vigor router will require users to enter a validation code as
shown in an image when they log in.

Internet Access Control

Click to enable or disable the function.

If enabled, it allows system administrators to login from the Internet, and
then select the specific services that are allowed to be remotely
administered.

Enter a domain name.

This setting is only available if DNS filtering is enabled, applying DNS filter
profile in firewall rules, or enabling DNS Filter Local Setting.
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Disable PING from
the Internet

Allow management
from LAN

Apply to Subnet

Allow management
from the Internet

Disable PING from
the Internet

Enable Random
Interface
Identifiers...

Apply Access List to
PING

Apply Access List to
PING

Management Port
Setup

Enable brute force
login protection

Maximum login
failure

Penalty period

Click to enable or disable the function.

If enabled, it will reject all PING packets from the Internet. For increased
security, this setting is enabled by default.

LAN Access Control

Click to enable or disable the function.

If enabled, it allows system administrators to login from LAN interface.
There are several servers provided by the system which allow you to
manage the router from LAN interface. Check the box(es) to specify.
Click to enable or disable the LAN interface.

If enabled, the selected interface can be used for accessing into web user
interface of Vigor router.

IP Object Enable - Click to enable or disable the IP object setting.
Index in IP Object - Enter the index number of the IP object profile.
Related IP address will appear automatically.

IPvé Management Setup

Click to enable the function. Select the servers that system administrators
are allowed to manage from the Internet.

Click to reject all PING packets from the Internet. For increased security,
this setting is enabled by default.

IPv6 Address Security Option

Click to enable or disable the function.

If enabled, the IPv6 address will be generated randomly but not using
LAN/WAN MAC to prevent the attack from the hacker.

Access List from the Internet

Click to enable or disable the function.
Access List #: IP Object - Enter the index number of the IP object profile.
Related IP address will appear automatically.

IPv6 Access List

Click to enable or disable the function.

Access List #: IPv6 Object - Enter the index number of the IP object
profile. Related IP address will appear automatically.

Management Port Setup

User Define Ports - Specify user-defined port numbers for the Telnet,
HTTP, HTTPS, FTP, TR-069 and SSH servers.

Default Ports - Use standard port numbers for the Telnet and HTTP
servers.

Brute Force Protection

Click to enable or disable the function.

If enabled, any client trying to access into Internet via Vigor router will be
asked for passing through user authentication.

Specify the maximum number of failed login attempts before further login
is blocked.

Set the lockout time after maximum number of login attempts has been
exceeded. The user will be unable to attempt to log in until the specified
time has passed.
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Table

TLS1.3,1.2,1.1,1.0
Enable, SSL 3.0
Enable

Enable CVM Port
CVM Port

Enable CVM SSL Port
CVM SSL Port

Enable AP
Management

Device Management

Respond to external
device

Save

Blocked IP List

Display, in a new browser window, IP addresses that are currently blocked
from logging into the router.

TLS/SSL Encryption Setup
Check the box to enable SSL 3.0/1.0/1.1/1.2 encryption protocols.

CVM Access Control

Click to enable or disable the function.

Check the box to enable Central VPN Management port setting.
Click to enable or disable the function.

Check the box to enable Central VPN Management SSL port setting.
AP Management

Click to enable or disable the access point management function.

Device Management
Click to enable or disable the device management function.

Click to enable or disable the function.
If enabled, the router will function as a slave device.

Save the current settings.

9.4.16.7 TR069 Settings

CPE device supports the TR-069 standard for remote management by VigorACS.

Primary
1068 Enabiln
ACS Server On

uR

Username

Password

Client Settings

Enable Periodic inform

2865a¢_O01DAADDOO0D | Configuration / Syutem

HOp Etps

itpe /{1592, DGR 105, 123 0GR Cwm RN btmd

Periodic Inform Settings

o

These parameters are explained as follows:

Item

VigorACS3 User's Guide

Description

Primary
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Tr069 Enable
ACS Server On

URL

Username

Password

Protocol
Client URL
Port
Username

Password

Enable Periodic
Inform

Inform Interval (sec.)

Enable STUN
Server Address
Server Port

Maximum Keep Alive
Period

Minimum Keep Alive
Period

Disable TR069
configuration change
from CPE Ul

Enable

AP Password

Apply Specific STUN
Settings to APs

Click to enable or disable the TR-069 functionality.

Choose the interface for connecting the router to the Auto Configuration
Server.

Enter the URL for connecting to the ACS.

Acquire URL from DHCP option 43 - Select to acquire the ACS URL from
DHCP option 43.

Enter the username required to connect to the ACS server.

Enter the password required to connect to the ACS server.

Client Settings

Select Https if the connection is encrypted; otherwise select Http.
Displays the URL of the client.

In the event of port conflicts, change the port number of the CPE.
Enter the username that the VigorACS will use to connect to the CPE.
Enter the password that the VigorACS will use to connect to the CPE.
Periodic Inform Settings

Click to enable or disable the function.

If enabled, the CPE Client will periodically connect to the ACS Server to
update its connection parameters at intervals specified in the Interval Time
field.

Set interval time or schedule time for the router to send notification to
CPE.

STUN Settings

Click to enable or disable the function.
Enter the IP address of the STUN server.
Enter the port number of the STUN server.

Enter the maximum interval between keep-alive messages that the CPE
client sends to the ACS server.

Enter the minimum interval between keep-alive messages that the CPE
client sends to the ACS server.

Advanced

Click to enable or disable the function.

Apply Settings to APs
Click to enable or disable the function.

Enter the password of the VigorAP that you want to apply Vigor router’s
TR-069 settings

Click to enable or disable the function of applying specific STUN settings to
AP.

If enabled,

Enable AP STUN - Click to enable or disable the STUN server settings.
Server Address - Enter the IP address of the STUN server.
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Enable

Bandwidth
Utilization

Save

VigorACS3 User's Guide

Server Port - Enter the port number of the STUN server.

Maximum Keep Alive Period - Enter the maximum interval between
keep-alive messages that the CPE client sends to the ACS server.

Minimum Keep Alive Period - Enter the minimum interval between
keep-alive messages that the CPE client sends to the ACS server.
CPE Notification Settings

Click to enable or disable the function.

If enabled, select the notification item(s) by clicking it. Vigor router will
send the utilization status to VigorACS.

Web Login

Web Configuration
High Availability
SSH Login

SSH Command

Enable - Click to enable or disable this function. To administrator, this

feature is useful to monitor the bandwidth utilization of CPE(s). When the

bandwidth used is over the threshold level (percentage defined in medium

and high fields), a notification will be sent to VigorACS. After a long time

observation, the administrator can determine if it is necessary to increase

the bandwidth setting for that CPE or not. The default is disabled.

Time Period - Choose the time interval (15 mins, 30 mins, 1hour, 3 hours,

or 6 hours) for CPE to send a notification of bandwidth utilization to
VigorACS.

Enable / WAN - Choose the WAN interface by clicking Enable for

applying the bandwidth utilization notification mechanism.

Threshold Level - Set the percentage of bandwidth in transmission

and receiving data as threshold values for CPE to detect bandwidth

utilization.

Line Speed - Set the transmission rate and receiving rate for
specified WAN interface.

Save the current settings.
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9.4.16.8 SysLog Settings

SysLog function is provided for users to monitor router.

2865ac_DO10AADOO000 | Configuration [ System

Enable

Syslog Save to

oidest logs]

Tosuter Hame

Sorves |P Address

Destination Port

Mal Spslog

Collect Systog About

O Hote:

©

Sylog Server USB Disk

Manimum Sydcg Tolder ipace 1 e v

Kevp iogging when Syslog folder b full [Tverwiite

DrinyTek

5 Firewall Log

8w

B User Access Lo, { Hotspat User Information
2 W Log

5 Pouter DL Intormation

[ TR

= USB Sywiog space s arwaflalbe from 255 1004 W8 os 1-16.CH.
+ Mail Sysiog cannat be arthvabed ke LISE Disk t ticked for "Sysiog Sawe 10"
+ Ml Sysioft eture will send the Sysiog when 1t i full

These parameters are explained as follows:

Item
Enable
Syslog Save to

Maximum Syslog
folder space

Keep logging when
Syslog folder is full..

Router Name
Server IP Address
Destination Port

Mail Syslog

Collect Syslog About

Save

Description
Click to enable or disable the Syslog function.
Select Syslog Server and / or USB Disk.

Set a space (unit GB/MB) to store event logs.

Click to enable or disable the function.

If enabled, the action of overwriting the olderest logs or stopping logging
will be executed.

Display the name for this router.
Enter the IP address of the Syslog server.
Enter a port for the Syslog protocol.

Click to enable or disable the function.
If enabled, it will record the mail event on Syslog.

Select the type of log to send the corresponding message to syslog.

Save the current settings.
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9.4.16.9 Mail Alert
This page allows to configure settings for Mail alert.

28653¢_00LDAADOO00D | Canfiguration | System

Enable [ ®]

Send A Test [-Mall

Inberface Ay
SMTP Server

SMTP Port

Mall To

Sender Address

Conaection Securtty Planinext

Note:
o SrTLS : ACepE Using platn et I StartT1LS connoction falled.
« Fore SIS :Skop f SEar 15 conection tatied.

Authentication [ @]

Username

User Passoword

Enable E-Mall Alert & oos Attack @ arve

8 vwniog APPE Signatiine

DetugLog

These parameters are explained as follows:

Item

Enable

Interface

SMTP Server
SMTP Port

Mail To

Sender Address

Connection Security

Authentication

Username
User Password

Enable E-Mail Alert

Save
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Description

Click to enable or disable the mail alert function.

Send Test E-Mail - Make a simple test for the e-mail address specified in
this page.

Specify an interface.

Enter an IP address of the SMTP server.
Enter the port number of the SMTP server.
Specify a mail address for receiving the mail.

Specify a mail address for sending mails out.

Select a method (Plaintext, SSL, StartTLS or Force StartTLS) to ensure the
connection security. SSL means to use port 465 for SMTP server for some
e-mail server uses https as the transmission method.

Accept using plain text if StartTLS connection failed.
Force StartTLS. Stop if StartTLS connection failed.

Click to enable or disable the function.

If enabled, the authentication will be activated while using an e-mail
application.

Enter the user name for authentication.
Enter the password for authentication.

Select the item(s) to send the alert message to the e-mail box while the
router detecting the item(s) you specify here.

Save the current settings.
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9.4.16.10 Internal Service User List

This page allows you to turn on or turn off security authentication service (offered by internal RADIUS
and/or Local 802.1X) for each user profile without accessing into the User Management configuration

page.

Internal Service User List
Ussrname
Intermal Services RADILIS

Intiima Servioes Locaang] X

3 masketing

[l st 1

* L. Doty thee user pices whech s eniabted In
= 28 o enabii BADRIS of Lol BITZ 1 B0F 8 ity patnftle Beter, 10 wil] arse the detaull suthenticatinn methds; hiveer, you may changs its sutfwaticaien methads via.

2865ac_001DAADDO0D00 | Configuration | System

il e st b

These parameters are explained as follows:

Item Description

Intmrral Sarvies Localii2] X

tiise

falye

Username Display the name of the existed user profile.

Internal Services

Click to enable (turn on) or disable (turn off) the security authentication

RADIUS service offered by the internal RADIUS server for the user profile.
Internal Services Click to enable (turn on) or disable (turn off) the security authentication
Local802.1X service offered by the Local 802.1X server for the user profile.

Apply Save the current settings.

9.4.16.11 Panel Control

This page allows you to customize the behavior of the LEDs, buttons, WLAN, USB and LAN ports on the

front panel.

LED

Enable LID
Enabie Sieen Mode

Tumn off LED after (Mintes)

Buttan

Wirssn
Fattiory feset

Hote:

28653c_001DAARDOOOD | Conflguration | System

o
| o]

Erabbe U Shoep Mode will malke U funcuions of “Wirstess Buton” and “Factory Resed Bution” on the ront paned s betow:

LED Statiss

LED On

LED O

Wirebess Dutton

Wirehess On/ONWPS

Factory Resat Rution

Press | second: Tum LED off imeediately”
Paress Hll Ehe ALT 1ight Rlashing: Beset router

Tiam LED On*

5ol harctional even the buttons ane disabled.

Use

1 O
O

Ho Device:

Ha Device

—
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These parameters are explained as follows:

Item Description
LED

Enable LED Click to enable or disable the LEDs to function according to the configured
settings.

Enable Sleep Mode Click to enable (turn on) or disable (turn off) the LEDs after the specified
number of minutes has elapsed.

Turn off LED after Enter a number.

(Minutes)
Button

Wireless Click to enable or disable the ability of the Wireless button to control WLAN
and WPS functions.

Factory Reset Click to enable or disable the reset function of the factory reset button.
USB

Enable Click to enable or disable the USB port.
LAN Port

Enable Click to enable or disable the LAN port.

Status Displays the status of the USB port.

Speed Displays the negotiated speed of the LAN port.

Cancel Discard current modification.

Save Save the current settings.

9.4.17 Switch

9.4.17.1 Status

It displays information, including Group, Switch name, IP address, model, System Up Time, Port in Use,
Clients, and Firmware Version of VigorSwitch connected to Vigor router.
Switch Status

“* / Configuration / Switch
Switch Hierarchy

Status -

Group. Switch Name 1P Address MAC Address Model System Up Time Part In Use Clients Firmware Version

New Switch List -

Index Switeh Name 1P Address MAC Address Model Firmware Version
1 62280 @152168.1.10 00:1D:AA22BOAA 62280 2.51_RCS

2 P2500 ®192.168.1.12 00:1D:AA4C:18:83 P2500 260.RC

@ Note:
+ Supported VigorSwitch model and firmware version:

P2261 V3,48, 62260 V3.48, P1280 2.2.1, G1280 22.1, P2280 2.2.1, 62280 2.2.1, P2121 23.2, G2121 2.43, P1092 1.04.05, G1080 1.04.05, G1085 2.4.3, P1085 2.4.3
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These parameters are explained as follows:

Item Description

Status Displays the switch which is managed by Viogr router.

Group - Displays the name link of the group. You can click the link to
modify the group settings if required.

Switch Name - Displays the name link of VigorSwitch. You can click the
name link to access into the switch profile.

IP Address - Displays the IP address of VigorSwitch.
MAC Address - Displays the MAC address of VigorSwitch.
Model - Displays the model name of VigorSwitch.

System Up Time - Displays the time accumulated since this Vigorwitch is
powered up.

Port in Use - Displays how many devices connected to VigorSwitch.
Clients - Displays the number of LAN ports used in VigorSwitch.
Firmware Version - Displays the firmware version that VigorSwitch
current used.

New Switch List The one under New Switch List is allowed to be managed under current
used group.

+Add Device - Make the selected VigorSwitch to be managed by Vigor
router and be shown under Status.

Status

Group Switch Name IP Address MAC Address Madel System Up Time
Mew Switch List
Index Switch Name IP Address MAC Address
[ a 1 G2280 ] L] 00:1DiAAZ 2 B0AA
2 P2500 L 00:1D:AAAC:T 8:83

Select a switch from New Switch List and click +Add Device. Then, the
selected switch will be moved and displayed under Status.

Switch Status Switch Hierarchy

Status

Group Switch Name IP Address MAC Address Model Sys
Default G2280 [ ] 00-1d-aa-22-80-aa G2280 0:5
New Switch List
Index Switch Name IP Address MAC Address
1 P2500 L ] 00:1D:AA4C:18:83

Check box - Click to select the device.
Index - Displays the index number of Vigor Switch.
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Search

Switch Hierarchy

Switch - Displays the name of the device.
IP Address - Displays the IP address of the device.

MAC Address - Displays the MAC address of the device.

Model - Displays the model name of VigorSwitch.

Firmware Version - Displays the firmware version that VigorSwitch

current used.

Click to search Vigor switch.

This page displays the hierarchy of VigorSwitch(es) managed under Vigor router.

9.4.17.2 Profile

This page will show general information, such as name, group, IP address, MAC address, model and
password of VigorSwitch only when it connects to Vigor router. By clicking the index number link, a
profile setting page for that switch will be shown. Note that each profile represents one VigorSwitch.

Profile List

New Switch List

These parameters are expl

Item

Delete
Check box
Index

Name

Group

IP Address
MAC Address

VigorACS3 User's Guide

{ Configuration / Switch

~7 / Configuration / Switch

Group. 1P Address MAC Address Wadel

1 62280 Default @ 192,16 00-1d-32-22-80-a3 G2280

Index  Switch Nama 1P Addross MAC Addrass Modal Firmware Vorsion

1 P2500 L 2 112 00:1D:AAAC:18:83 P2500 2.6.0_RC1

ained as follows:

Description

Profile List

Click to remove the selected entry from the profile list.

Click to select the device.

Displays the index number of the switch profile.
Displays the name of the switch profile.
Displays the group name of VigorSwitch(es).
Displays the IP address of VigorSwitch.

Displays the MAC address of VigorSwitch.
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Model Displays the model name of VigorSwitch.

New Switch List

+Add Device Make the selected VigorSwitch to be managed by Vigor router and be
shown under Profile List.

Index Displays the index number of the switch device.

Switch Name Displays the name of the switch.

IP Address Displays the IP address of VigorSwitch.

MAC Address Displays the MAC address of VigorSwitch.

Model Displays the model name of VigorSwitch.

Firmware Version Displays the firmware version that VigorSwitch current used.

To edit profile for the selected switch:

1. Selecting one device from the Profile List. Click on the entry to open the following page.

Switch Profile 1: G2280

VLAN

Index

Switch Name

Trap Community Name
Enable Copy configuration

Copy configuration from None

Login Password =

IP Address

These parameters are explained as follows:

Item Description
Index Displays the index number of the switch profile.
Switch Name Enter a name for the Switch. The purpose of name is used for

identification.

It is useful when there are many VigorSwitch (same modes) devices
connecting to Vigor router.

Comment Enter the text in such field if additional explanation for the switch is
required.

Trap Enter the text in such field as trap community.

Community

Name

Enable Copy Click to enable or disable the function.

configuration

Copy Check the box to copy configuration from other device. Use the drop down

configuration list to choose the one you need.

from Note, if there is only one VigorSwitch connected and managed by Vigor

router, then such field is unavailable.

Login Password Displays the original login password for the VigorSwitch.
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IP Address Display the dynamic IP address (of the connected switch) assigned by Vigor

router.
Cancel Discard current modification and return to previous page.
Save Save the current settings.

Send to Device = Transfers the configuration change (e.g, login password, switch name, etc.)

to the VigorSwitch immediately.

2. After finished the settings, click VLAN tab to open following page.
Blank page due to LAN>>VLAN not configured previously:

Switch Profile 1: G2280

General VLAN Port
Router VLAN
Group Subnat. vio Priority L2} P2 P3 Pa s 501 53102 55103 ssiDg $5I01 56 $510256 §5103 56 S51D4 56

Mo data avallable

External Switch VLAN - Port Members

1 2 32 a4 s & 1 8 8 10 " 2 13 1 15 % 17 1w 19 0 2 2 n 24 F 26 n 28

# Mote: The router configuration will be updated when getting profile settings from external switch.
) Set Vian to Factory Default

Setting page with LAN>>VLAN configured previously:

Switch Profile 1: G2280

General VLAN Port
Router VLAN
Group Subnet vip Priority Pl P2 P3 i s S5ID1 s5ID2 S5I03 S5iD4 SIDISG  SSID256  SSID3SG  SSIDASG
VLANOD LANT o o =] B =] 1= =]
VLANT LANZ o 0 =] B =]
VLANZ LANZ 20 0 =) B8 =

External Switch VLAN - Port Members

1 2 3 4 5 L] T 4 L 10 1" 12 13 “ 15 16 17 18 13 0 n 2 n 2 E-) ) Fa

viano[@] @ -] 1] -] -] (-] ] -] ] a ~] -] -] a -]
vian1 [10]
vianz [20]

# Note: The router configuration will be updated when getting profile s s from external switch,

' Set Vian te Factory Default
o [
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3. Click Save to save VLAN configuration. Then, click Port tab to access the following page:

Switch Profile 1:G2280

General VLAN

Port Description Part Control Schedule Ingress Rate (Kbps) Engress Rate (Kbps)
Enable Por
Enable Por
Enable Por

3 Uplink Enable Port

4 Enable Port
Disable Port
By Schedule
Enable Port

¥ Enable Port

] Enable Port

10 Enable Port

These parameters are explained as follows:
Item Description
Description If required, enter a brief description to explain the device connected to
VigorSwitch via the LAN port.
Port Control Disable Port - The port (e.g., Port 3 in this case) which is used to connect

VigorSwitch and Vigor router will not be shutdown by Vigor router.

Other LAN ports of VigorSwitch allow to connect to any LAN device. When
it is checked, after clicking Save, the network connection between that
device and VigorSwitch will be terminated.

By Schedule - Two schedule profiles can be specified here to force Vigor
router executing specific action to VigorSwitch.

Ingress Rate Check the box for entering the ingress rate for the selected VigorSwitch.
After clicking Save, the value modified in this page will be written to
VigorSwitch and enabled.

Egress Rate Check the box for entering the egress rate for the selected VigorSwitch.
After clicking Save, the value modified in this page will be written to
VigorSwitch and enabled.

Cancel Discard current modification and return to previous page.
Save Save the current settings.

Send to Device  Transfers the configuration change (e.g, login password, switch name, etc.)
to the VigorSwitch immediately.

4.  Click Save to save the changes and then click Send to Device. Settings will be sent to VigorSwitch
immediately.

Alert and Log is helpful for the user to understand the abnormal situation occurred in VigorSwitch
quickly.

Alert Setup

This page is used to define the name of alert, level of alert (in color), and determine to record the data in
the database, or send a notification message to the user based on the level.
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28653c_DOLDAADODOOD | Conflguration |/ Switch

Enabie Aert and Log O
Alert Levels and Action
Wies  Gable  Lewibiame Coler Creaeion Sand Notican osjeet 1 Onpaer obpect Otprert
Sinch anet Pt Sesup
1 -] b Aot o Coler Wolon Mo Notmcaten

Nert Logs

= Mg Alert i nable Mo Notification

3 ] Moderate Asert ] s 1-Local nu sms |-Local m sms 1-Local s sms I-Locat nu

1 = Major Asert 2 & s -Localnu s 1-Local my sms 1-Local ng - sms 2-Local nu

L] i s I-Local nu s L-Local nu s 1-Local g ~ s I-Local nu

s I-Local nu s L-Local nu wims 1-Local ng ~ wms I-Local nu -

s BLocalny e Lbocal my s 1-Local 3 -Loca ny

sms -Local ny i 1-Local e ams 1-Local na sms 1-Local nu

- &=
These parameters are explained as follows:
Item Description
Enable Alert and Log  Click to enable or disable the function.
L 4
Alert Levels and Action
Index Displays the index number of alert profile.
Enable Check it to enable this feature.
Level Name Define names for representing the severity of alert event. The default

names for index 1 to index 4 will be shown on each setting box. Index 5 to
index 8 are reserved for user-defined.

Color Define the color for each level of alert. However, the color of index 1 is No
color and unable to be changed.

Create Log Check the box to create log of alert. Such log will be seen on Alert Logs
page. Note that No Log for index 1; and log for index 2 is enabled in
default.

Send Notification If it is checked, Vigor router’s system will send notification to specified

phone number via SMS.

Object1~4 Select the SMS object which will get the SMS from Vigor router. Up to 4
objects can be selected at one time.

Save Save the current settings.

Switch and Port Setup

This page defines enabling switch alert and/or port alert for each switch.
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1 Configuration / Switch

1P addrass Model Switch Alert Port Alert

192.168.1.10 G2280 Enable Enable

These parameters are explained as follows:

Item

Index

Switch Name
IP Address
Model
Switch Alert

Port Alert

To configure the switch alert settings, move the mouse cursor to any entry and click to open the setting

page.

Index

Switch Name
IP Address
Model
Switch Alert
Paort Alert
Cold start
Warm Start
Disconnect

Reconnect

Fort Alert

Port Description
1

]

) Set to Factory Default

Description

Displays the index number of the alert profile for switch(es).
Displays the name of the switch.

Displays the IP address of the switch.

Displays the model name of the switch.

Displays the switch alert status.

Displays the port alert status.

.....

4-Major Alart
4-Major Alert
4-Major Alert

2-Minor Alert

Device Disconnects Device Reconnects Schedule Or/Off shutdown En/Dis

1-No Alertt = 1-Ho Alert ~ 1-No Alert = 1-No Alert =

1-Mo Alert = 1-No Aert  » 1-No Alert = 1-No Alert =

These parameters are explained as follows:

Item

Index

Switch Name
IP Address
Model

Switch Alert

Description

Displays the index number of the alert profile for switch(es).
Displays the name of the switch.

Displays the IP address of the switch.

Displays the model name of the switch.

Enable - Click to enable the switch alert function.

S E

Cold Start, Warm Start, Disconnect, Reconnect - When VigorSwitch
encounters the alert events, alert mechanism will perform corresponding

actions based on the servity level of the incident encountererd. Specify the

severity level (Minor, Major, or No) for each incident.
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Disable - Click to disable the switch alert function.

Port Alert Enable - Click to enable the port alert function.
Available Ethernet ports for the selected VigorSwitch (e.g., G2280 in this
case) will be shown on this page. Each port can be confgiured with
different alert level for diffent alert event.

Disable - Click to disable the port alert function.
Port Alert table Port - Available Ethernet ports for the selected VigorSwitch (e.g., G2280 in

this case) will be shown on this table. Each port can be confgiured with
different alert level for different alert event.

Cancel Discard current modification and return to previous page.
Save Save the current settings and return to previous page.
Alert Logs

The system administrator can get the information by filtering the collective information based on the
conditions specified in this page.

T 7777 I Configuration / Switch

Select Columns to Filter Logs

Level

Type Siwitch Alert Port Alert
Switch

Time Period Last 24 Hours

[ e |
Alert Logs
. [
These parameters are explained as follows:
Item Description
Select Columns to Level - The alert can be divided into several levels, Minor Alert, Moderate
Filter Logs Alert and Major Alert. Check the one(s) you want to check in Alert Logs list.
Type - Select the type (switch / port) of the log to be displayed in Alert Logs
list.

Switch - Switch(es) connecting to Vigor router will be shown in this area.
Select the one you need.

Time Period - Select Last 24 Hours or Last 7 Days as time period.
Apply - Click to save the configuration.
Log related to the items selected above will be shown in Alert Logs list.

Alert Logs This area displays logs (level name, time, type, switch, port, and incident)
related to VigorSwitch managed by Vigor router.

9.4.17.4 Database Setup

The database of the switch can be used to record alert logs and traffic history. This page is used to
determine if it is necessary for the user information to be recorded in the database of the switch.
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2865ac_001DAADO0D00 | Conflguration | Switch

Enable Database to fecord alert logsand trame @)

history

File Path s LISE Dk Detictiedd
Daatase Usape N

MNotifcation Sand noticabien

Emall Notification Object LM Moty

SMS Motification Object I-Local number

Action | Stap recoeding w miomation - |

Stop reconding wser information

[ 5o |

These parameters are explained as follows:

Item Description

Enable Database to Click to enable or disable the function.

Reco-rd a‘lert logsand |t enabled, it will make the database (in USB disk) record the alert logs and
traffic history traffic history.

File Path Displays the file path for storing the logs.

Database Usage Displays the used capacity.

Notification Send notification - A notification will be sent out when there is no

capacity for storage in USB.

Email Notification Object - Choose an email notification object
profile.

SMS Notification Object - Choose a SMS notification object profile.
Don't send notification - No notification will be sent out when there is no
capacity for storage in USB.
Action Choose an action.

Backup and clean up all user info, and start a new record - Only the
newest events will be recorded by the system.

Stop recording user information - When the capacity of log is full, the
system will stop recording.

Save Save the current settings.

9.4.17.5 Group

Different switches can be classified into different group(s). There are ten switch groups available for
configuration.

2865ac_D01DAADODOOD / Configuration | Switch

index Group Hame e Saitch
1 Detault

Fredfie

Nt vl L

Databweer Sedups

To configure the group settings, move the mouse cursor to any entry and click to open the following
page.
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2865ac_001DAA000000 / Conflguration / Switch

Index

Profile Name

Enable Group Password

Group Password

Member Switch

1

Default

©

= -

These parameters are explained as follows:

Item
Index
Profile Name

Enable Group
Password

Group Password

Member Switch
Cancel

Save

9.4.17.6 Maintenance

Description
Displays the index number of the profile.
Enter a name as the group name.

Click to enable or disable the group password.

Enter a password that the system administrator can use to access into the
managed VigorSwitch connecting to Vigor router.

Choose the switches you want to group.
Discard current modification and return to previous page.

Save the current settings and return to previous page.

This page is able to execute configuration backup, restore, reboot or reset the VigorSwitch devices

remotely.

¢ Configuration

Statuy
Praaliter
Mt And Lo,

[sbuura: Sectugs

Gitiip

28658¢_001DAADOODOD | Configurathon | Switch

Config Rackup

Saiven sams MAC w Dowaioad Config

oas 00 1o 2EA0-8 WLIANND

These parameters are explained as follows:

Item

Action type
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Description

Four actions including configuration backup, configuration restore, remote
reboot and factory reset are offered by Vigor router to perform on
VigorSwitch.

Config Backup - Perform the configuration backup.
Config Restore - Perform the configuration restoration.
Restore Config From - Select Local File or Shared Folder.
File/Path - Click Browse to locate a file.
Remote Reboot - Reboot the VigorSwitch devices remotely.
Factory Reset - Reset the VigorSwitch devices with factory default settings.
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Switch Name
MAC

IP

Download Config

Save

Select Device

Displays the name of the switch.

Displays the MAC address of the switch.

Displays the IP address of the switch.

Click to download the configuration file and store on the host.

Save the current settings.
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9.4.18 Advanced

9.4.18.1 Parameter Tree

All control parameters of the selected CPE will be presented on this page with a tree view that is

convenient for the administrator/user to view and select.

Eachucde Parmmeters

2865a¢_001DAAOC0D0O | Configuration | Advanced

4 IncemerGatewayDevice.

& LA DeviceNumber DM ntries

1) WANDevicetiambes O atries

b (@ Deceinio
I (@ ManagemenServer,
b @ e

I @ LapevaFanwanding,

@ LasiDevice.

I G WANDevice.
| 6% 00STF intemethce

I X _D0SATF_LAN

A X_00507F_LecadBatanceRoacyNumberOrinines

@ X D0STF LowdBalarcePolicy,

I+ (@ % DUSOTF_HAT
| @ % D0SOTF_Firewall

I (@ X_005TF_DBandwidth
I DX D0SOTF_Applicaticers
I+ g R_DOSOTF VPN

I+ (@ X_00SOTF_WerslessLAN

I @ X_00S0TF_WerelessLAN_56.

Y ETE G

These parameters are explained as follows:

Item
Name

Value

DataType

Copy

Save
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Description
Lists the name of the parameter.

Displays the setting value (true/false, numbers, selections and etc.) of the
selected parameter. Sometime, It might be null.

It means the data type (e.g., string, boolean or unsignedint) of the
parameter.

However, the corresponding information will be displayed in this field only
if the parameter allowed to be written.

Copy the selected parameter with the value.

The copied parameter can be added onto the XML template downloaded
from Provisioning>>Global Parameters. After that, the completed XML
template can be saved as a sampling profile which will be selected and
applied to Provisioning>>Global Parameters.

Save the change.
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9.4.18.2 Exclude Parameter

The firmware version of the managed CPE might be different from the data stored on VigorACS
database. Therefore VigorACS will compare the available parameters of the selected CPE with the one
stored in the VigorACS database automatically. When some of the parameters not supported by the CPE,
those parameters will be listed on this page.

2865a¢_DOLDAADO0000 | Configuration | Advanced
Dtate Al

Farameser

X O0S50TF_ITELTEGPS Longmuce
IntematGatrwayDevics X_00SOTF_LTE LTEGPSGPSRounan Latnude
IntermetGatewayDevice X 00S0TF Internctior MultiPvs. Coneral.[x] WAN [yl
IntemetGatewayDevice X_D0SOTF ImiernetAcc WAN. (x| IntemetPhysical Type

IntermathatewayDevics X_O0SOTF_Firewall DSl Whital
Ittty Deice X_DOSITE Finewall Hia .
IntemetGatewayDevice X 00S0TF Firewsll DoSDet L] L WhiteL
IntemetGatewayDevice x_0GE0TF_Firewall .0k rofEnee:

IngemetCabwaylevice X _DOSITF_Wisskesst AN WIS WO5Made

Inbeiret X OOROTF Status MulthiL .

IntemetGatewayDevice X_00SOTF_ieternethcr WAN. [x) MTU
IntemecGatewayDevice X QCS0TF System. Sysioghtail. Syslophccess.Calliog
InbemetCaatewaylevice X DOSOTF System SyslopMall Sysl ogAccets AleftLogEnable
Inbetmet GatewayDevice X D0STF Sysbeen SystogHall SysLoghecess AlentLogPort
IntemetGatewayDevice X_O0S0TF_Operation_Mods AP

IntmatlstewayDevico X_D0S0TF_SEatist CPU Tamparatune

It GatwayDevice X 00S0TE WindesLAN_ AP Goneral AvatabieChannets
Intesmet GatewayDevice X_00SO0T_WirslessLAN_5G_AP General AvallableChanmets
IntemetGatewayDevice_00S0TF_System. Systoghiail. MasAbert SMTFSenverPon
InformetianewayDece X_DDSOTE_SEatues Wiredess

Inbetret GatuwayDevice X D0LTF Satus Wirdess 55,

IntemetGatewayDevice X_00S0TF_WirslessLAN_5G.General TeBurst

IntmmetCatewayDevice X_O0S0TF_WiesessLAN General LongPreambie

Ittt ¥ X_GOSOTE Ui Moo [x] SignalSirengih

These parameters are explained as follows:

Item Description

Delete All Click to remove all parameters listed in this page.
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