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Safety
Instructions

Warranty
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Updates

Read the installation guide thoroughly before you set up the modem.

The modem is a complicated electronic unit that may be repaired only be authorized and qualified
personnel. Do not try to open or repair the modem yourself.

Do not place the modem in a damp or humid place, e.g. a bathroom.

The modem should be used in a sheltered area, within a temperature range of +5 to +40 Celsius.
Do not expose the modem to direct sunlight or other heat sources. The housing and electronic
components may be damaged by direct sunlight or heat sources.

Do not deploy the cable for LAN connection outdoor to prevent electronic shock hazards.

Keep the package out of reach of children.

When you want to dispose of the modem, please follow local regulations on conservation of the
environment.

We warrant to the original end user (purchaser) that the modem will be free from any defects in
workmanship or materials for a period of one (1) year from the date of purchase from the dealer. Please
keep your purchase receipt in a safe place as it serves as proof of date of purchase. During the warranty
period, and upon proof of purchase, should the product have indications of failure due to faulty
workmanship and/or materials, we will, at our discretion, repair or replace the defective products or
components, without charge for either parts or labor, to whatever extent we deem necessary tore-store
the product to proper operating condition. Any replacement will consist of a new or re-manufactured
functionally equivalent product of equal value, and will be offered solely at our discretion. This warranty
will not apply if the product is modified, misused, tampered with, damaged by an act of God, or
subjected to abnormal working conditions. The warranty does not cover the bundled or licensed
software of other vendors. Defects which do not significantly affect the usability of the product will not
be covered by the warranty. We reserve the right to revise the manual and online documentation and to
make changes from time to time in the contents hereof without obligation to notify any person of such
revision or changes.

Web registration is preferred. You can register your Vigor modem via http://www.draytek.com.

Due to the continuous evolution of DrayTek technology, all modems will be regularly upgraded. Please
consult the DrayTek web site for more information on newest firmware, tools and documents.

http://www.draytek.com
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Part | Introduction



|-1 Introduction

This is a generic International version of the user guide. Specification, compatibility and features vary
by region. For specific user guides suitable for your region or product, please contact local distributor.

VigorConnect, a central AP management software, is able to manage VigorAPs connected to
Switch/Router. With VigorConnect, an administrator can modify the wireless settings, perform firmware
upgrade, backup / restore settings related to VigorAP via a PC easily without accessing into the web
page of VigorAPs one by one.

VigorConnect can manage VigorAP up to 100 devices.
System Requirements for VigorConnect Server
0S: Windows 7 and later

CPU: 1.2GHz Quad Core 64 bits CPU

Memory: 2GB memory (DDR4)

HDD: 1GB storage

Browser: Firefox, Chrome, Opera, Safari, IE, Edge

System Requirements for VigorConnect Client
° 0OS: Windows 7 and later

° Browser: Firefox, Chrome, Opera, Safari, IE, Edge



|-2 Installation

Follow the steps below.
1.  Visit www.draytek.com.

2. Open Products>>Management Tools>>DrayTek Utility.

Dray Tek PRODUCTS SOLUTIONS

ROUTERS

VPN Routers

Load Balancing Routers
DSL Modem Routers

LTE Routers

3.  Locate VigorConnect.
DrayTek
DrayTek Utility
ele @®
@
Tak Wirele - ®
- -
= % ®

4. Download VigorConnect onto your computer.

SMART HOME/SOHO
Vigor2133 Series
Vigor2762 Series
SMB NETWORK
Vigor2926 Series

Vigor2862 Series

5. Run the installer. Specify the language you want.

g’

Installer Language

-9 Flease select a language,
o)

-

(]

| English

~)

[ oK ] [ Cancel ]

SUPPORT ABOUT

ACCESS POINTS
VigorAP 903
VigorAP 910C
All Acess Points
AP Matrix B

SWITCHES

PARTNERS

i MyVigor

MANAGEMENT TOOLS
Smart VPN Client
VigorACS 2
ACCESSORIES

WCF License



6.  When the following dialog appears, click Next.

a7 VigorConnect 1.1.0 Setup El = @

Welcome to the VigorConnect 1.1.0
Setup Wizard

This wizard wil guide you through the installation of
VigorConnect 1. 1.0,

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue,

Mext = ] | Cancel |

7. Specify the destination folder and click Install.

Lt VigorConnect 1.1.0 Setup EI =] @

Choose Install Location o
Choose the folder in which to install VigorConnect 1,1.0, :n,L 9 7

Setup will install VigorConnect 1. 1.0 in the following folder. To install in a different folder, dick
Browse and select another folder. Click Install to start the installation.

Destination Folder

Progra Vigorico = Browse...

Space reguired; 265.6MB
Space available: 24.9GE

< Back |[ Install ] | Cancel




8.

10.

Wait for required files installing onto your computer.

-

(.1 VigorConnect 1.1.0 Setup

Installing
Please wait while VigorConnect 1. 1.0 is being installed.

Extract: influx_stress.exe

Create folder: C:\Program Files\WigorConnect'\Log\ERRCOR.
Create folder: C:\Program Files\WigorConnect\Log\FATAL
Create folder: C:\Program Files\WigorConnect\Log\PANIC
Qutput folder: C:\Program FilesWigorConnect\InfluxDBbin
Extract: chronoaraf-v1.db... 100%

Extract: chronograf-v1.db.lodk

Extract: chronograf.exe... 100%:

Extract: influx.exe... 100%

Extract: influx_inspect.exe... 100%

Extract: influx_stress.exe

m

1|

(]

=1}

m

Then, the setup dialog with default values will appear. Click OK.

VigorConnect Setup @
HTTP

Port: f29]

(@) Enable () Disable
HTTPS

Port: 4433

@) Enable (") Disable

CertFile: Server.cert

o

Key File: Server.key

InfluxDB

DB Port: 8091
HTTP Part: 8089
Outbound IP: 0.0.0.0 (all) -

Run As Service

When the following dialog appears, simply click OK.

-

VigorConnect Setup @

| Set successfully.

BE




11. Check the box of Run VigorConnect and click Finish.

-

L1 VigorConnect 1.1.0 Setup = = | £2

Completing the VigorConnect 1.1.0
Setup Wizard

VigorConnect 1,1.0 has been installed on your computer.,

Click Finish to dose this wizard.

| Run VigorConnect 1. 1.0




I-3 Accessing to Web User Interface

All functions and settings of this access point must be configured via web user interface. Please start

your web browser (e.g., Firefox).

1.  Double click the VigorConnect icon on the desktop or open Programs >> VigorConnect>>

VigorConnect.

LibreOffice 8.0
Microsoft Office
Psi+

Skype

TR-Link

, VigorConnect
(& Uninstall

E VigorConnect

[ [ S S e L

@ VigorConnect % x
— Startup

2. Please enter “root/admin123" as the Username/Password and enter validation code. Then, click

Login.

Dray Tek VigorConnect

Lexpn

Login to VigorConnect

Coppright @ J017-201 DrayTek Corp A3 Rights Remservnd

3. For the first time to access into VigorConnect, Vigor system will ask you to change the login
password. If you want to use the default password, simply click Cancel to access into the main

screen.



A Waming : Your VigorConnect is still set to the default password. Please change it
ASAP.

root is siill using default password, for security reason we strongly recommend to change it

Change password

4, Now, the Main Screen will appear.

1438 1U0ERMNS

& Root Netwaork AutoHefesh: TMode * G @

Device Overview Elsegerys = S x New Devices = Unmanaged Devices~ = ,* X
Root Network Swiect | Dessict A
NETWORK MENU ' Action P Address Davice Hama Davics Type
| Dashboard Mo dasa availaie
Monitering
Configuration
SYSTEM MENU
Maintenance
Network Management
System iy
R, AR T EZHEZETS

User

o Teu

About

5.  The web page can be logged out by clicking Log Out on the top right of the web page. Or, logout
the web user interface according to the chosen condition. The default setting is Auto Logout,
which means the web configuration system will logout after 5 minutes without any operation.
Change the setting of auto logout if you want.

® Note:

If you fail to access the web configuration, please go to the section “Trouble Shooting” for detecting
and solving your problem.

For using the device properly, it is necessary for you to change the password of web configuration
for security and adjust primary basic settings.



I-4 Changing Password

1. Please change the password for enhancing the security.

2. Click the top-right corner to list the drop down menu. Choose Set Password.

Device Name

3. ASet Password page is shown as follows. Enter a new password and re-enter the password to
confirm the setting.

Set Password

Account : root

New Password imp&8ortant_123_d L

Confirm Password S — @ |

Save

4, Click Save.

Now, the password has been changed. Next time, use the new password to access the Web User
Interface of VigorConnect.



|-5 Dashboard

Dashboard shows the statistics of unread events, access points, rogue APs, traffic and wireless clients.
Click NETWORK MENU>>Dashboard from the main menu on the left side of the main page.

= DrayTek VigorConnect

Q search... @ Root Network Auto Refresh: TMinute ¥ G £~
Root Network & Device Overview =SCategory = S x New Devices = Unmanaged Devicess = " x
{0}

Root Network 7| Select / Deselect All
NETWORK MENU ONLINED Action IP Address Device Name Device Type
m OFFLINE()
I Sl No data available
Moenitoring
Configuration

SYSTEM MENU

Maintenance

Network Management

systom

Active Clients - Top10» 4 Glast2d hourss = %

1 o Total

The information displayed on dashboard will be changed based on the network, group or device
selected. To switch the dashboard among network, group and device, simply click Root Network on
the home page to expand the tree view.

Q. search...

Root Network

(2)

Model B+ C
|
Root Network(2)

& VigorAP 810_001DAAOF2EGS

& VigorAP 902_001DAA3D5490



[-5-1 Dashboard for Network (Root Network)

The dashboard displays brief and quick overview information for the devices (Access Point) managed
by VigorConnect.

= DrayTek Vi

Select )| Deselect Al
NETWORK MENU Root Network N L]
s Action  WebLegmait Gevice ame Bavics Type
| Dashboard €D oreap
Pt data avatabie
Menitoring
Configuration
SYSTEM MENU
Maintenance
System
Acten Clarts - Topile OlastNhome = /* = mm
User
; o T
ot | Cusest 0 [
AP 802 _D0IDAAJDSEN | Current O o

AP 112_DUIDAADFIESS | Curent 0 bl

This page offers information about device overview (including device name, model, MAC, Up Time,
Firmware Version), top 10 clients, new devices, and traffic top 10 for the selected group.

= DrayTek VigorConnect

Q search & Root Network ARt Dustis v G Qe
& Overvew = . - Hew Devces = Unranaget Deveaee = =
oot Metwork o B Fr - = 5
13
Davice Name Meol mac UP Tima Firmwan Viesion L 15 Select) Dessiect A1
HETWORK MENU
AP B10_D0IDAADFIERE VigOAP B10  DMDAADFIEES 1Taan2ImaTs 128 ] Action esLegRaIr Dwvice Mame Dwvice Type
=
AP O02_DOVDAANCASS) VIQUOAR 00 DOIDAASDSMEG  WMAInTamte 127 [ 45 s el
Menitoring
Configuration
SYSTEM MENU
Maintenance
woowon
System
5 p— SRR I
o o
ot | Cument 0 o
AP 302_DOIDAAIDSAN | Curment D o

AP R12_DUIDAADFIESS | Curent 0 bk

10



I-5-2 Dashboard for Device (Inventory View)
Root Network shows a tree view for all of the managed devices (Access Point) grouped under different
networks.

Inventory view allows the devices to be divided and categorized with the model series, such as VigorAP
810, VigorAP 902, and so on.

= DrayTek VigorConr = DrayTek VigorConnect

Q search... Q search... AP 902_001DAA2D5490
a4
Root Network Root Network
(2) 2) @

m Model B Nework m 8- G
A i I 1t Vi
Root Network(2) < Inventory View

@ VigorAP 810_001DAADFZEE
@ VigorAP 902_001DAA3DS540

Active Clients - Top10+

Click Network to display Root Network view; click Model to display the Inventory view.

Q Searh . VigorAP 810_001DAADF2EGS Dovcn Status oniew  Alames 0 Actve Cionls 0 AUDRSSUS Duwse  + O

VigorhP H10_O010AASE o Wineless Staton List 2 46
bleirtitafirty
i ) Index MAC Asaress 380 Aum
el '}
"""" ﬂ ey iF o it mumastoe
4 s wventary e -
FTiIFSTY
- h oAPT
— LAN Overvees
Device informanon Wirskess LAN (2 4GHz) AN Sune M oHCP
S VoaP 00 oAA -~ LA Enasieq N6 1881 790 4 or

Dwwice Hame VIGOUAR 110_DONEAADN, sute Erateed
 Address Mae 110 11ge 110} LA Eratied 58 'l o
Metworupame oot Netacen Chamal  Cranvel 11 2883
Mogn VIgOIAF 110 & ek
Fierewcare Versien 1200 Name Ingex VLAN 1D oHCE " 3 Proxy
MAC Ascrets DODAAIP2ESS an 1 fane 52 158 1 210
Up Time 17 days O &% 48 Lan 2 Tahe "2k
Hardwars Version 103
© W S e [ - Pt ey

Sysiem Resource |

(=21 5% m -

Cusck Tools
1D Bachip Corky | D Restoes Lavst Oonfg | 4 Oosrelond Lacti Conlly | D) Aot Now
Connectivity and Aleits o0 O Last T dapre

11



I-5-3 Top 10 for Clients

This area displays the top 10 clients or top 10 clients accessing into VigorConnect during the last 24
hours, 7 days or 30 days.

= DrayTek VigorConnect

2 Search

METWORK MENU

| Dashboard
Maonitcring

Configuration

SYSTEM MENY
Maintenance
Hetwors Mansgement
System

User Total

Abeut AP §208_001DAASCASSE | Cument |

AP 1000C_DO1DARTORO | Cumentl
AP §02_OOTDAAEEITES | Cument

AP §00_008STREIINID

I-5-4 Icons Used in VigorConnect

Item Description
+ Add a new device.
— / o Hide the page / Display the page in fullscreen.
% Delete the selected widget.
D / Switch these two icons by click the mouse cursor on it.
D - means “Enable”.
- means “Disable”.

12



|-6 Two-factor Authentication

Usually, the system administrator can access into VigorConnect by using user account and password. If
network security is highly concerned, two-factor authentication will be strongly recommended.

For using two-factor authentication for accessing VigorConnect;
1.  Getand install Google Authenticator (i0S/Android) first.

2. Login VigorConnect by using the user account and password.

Login to VigorConnect
User Name
Password ®
Validation Code LS5 2 .

Remember me

Copyright @ 2017-2019 DrayTek Corp. All Rights Reserved.

3. Open Root>>Two-factor Authentication.

o root .
Auto Logout E|

B Set Password

= Category> =— J % New Devices

[ Select / Deselect Al & Two-factor Authentication

Action IP Address Device Name O Log Out

Mo data available

13



4.

Enable the button of Enable two-factor authentication.

Two-factor authentication

Account - root

Enable two-factor ()

authentication

Note:
« Turn on Two Factor Authentication please follow the instructions below
« Get and install Google Authenticator (i0S/Android)
« Scan a barcode or manual input secret key
« Click save button to verify code which generated from APPs
« Recommendation: You should backup secret key or barcode

Description root@VigorConnect

Display in App: root@VigorConnect.

QR-Code

Manual Input HIFWF3IKA3IZU3IQ4V

Verification Code

Use your cell phone to scan the QR-Code shown on the page or enter the secret key displayed on
the box of Manual Input.

QR-Code

Manual Input HIFWF3KA3ZU3IQ4Y

Verification Code

A key will be created randomly on the cell phone. Enter that key on the box of Verification Code
and click the Save button.

Verification Code

Logout VigorConnect.

Re-login VigorConnect. The first login web page requires you to enter the original user account
and password. After clicking the Login button, the second login web page appears. Please enter
the authentication code (created randomly) obtained from the APP (Google Authenticator) on
your cell phone and click the Verify Code button.

14



Login to VigorConnect

Two-factor Authentication code

Verify Code

Abort

Capyrigh! & 2017-2010 DrayTek Comp. All Rights Resened

15



|-7 Discover LAN AP Devices

AP devices on LAN can be managed by VigorConnect.

1. Onthe dashboard, click Discover under the field of New Devices. Vigor system will search nearby
AP and display the device(s) on this page.

& Root Network Auto Refres; Duable ¥ G e
Device Oveniew =Caegory e = X Maw Devices = Unmanoged Devcess = 2 x
Root Network Select / Deselect All
QNLINED Action  WabLogin@IP Device Name Device Type
OFFLING E|

o data avallabke

Active Clients - Tepile Olast 2 hours= = .~ %

o Teml

2. Later, scanned AP devices will be shown under the field of New Devices.

& Root Network Austo Retres; Duable ¥ G e
Device Ovenaew Elaegoryr = o New Devices = Unmanaged Deveess = F x
Root Network %/ Deselect All
OMLINEQ Acflon WabLogin@IP Device Nams Dwvice Type
OFFLING E|
acmin | acmin 197 168 1 210 AL APE10_001DAADF2ERS APS10
acmin Lacmin 192 1581 220 00 AP02_DIMDAAIDS4S0 APEG2

Qnscover
Active Clents - Topit> Olast b= = ° x \ m-)

o Towl

16



Check the one(s) which will be managed by VigorConnect and click Add.

New Devices = Unmanaged Devicess = * x
() Select / Deselect Al
Action WebLogin@IP Device Name Device Type
;@192,153,1,210;30 AP810_D01DAAOF2E6 AP810
APS02_001DAA3D549 AP902

[admin [fadmin |@192.168.1.220:80

Then, the selected devices will be shown under Device Overview.

Categorized by network:

& Root Network \ VSO s IV
Device Overview = Caegery e = = New Devices = Unmanaged Deviess= = * &
Root Natwark P Stlect | Deseloct AR
ONLINED Action Webtlogin@iP Davice Nama Davice Type
EEEIP orrunrg
N data avalable
QD
Aot Gl s © T e ERETTT
© Tl
1080
Categorized by Device:

@ Root Network huio Refresh: | Crsable ¢ O v

SCamgaye = . x ew Divices SUnmanaged Devicase = * X

pice Crvervies

[ seiect/ Desetect A
WebLogingiP

Device Name Model Mac UP Time Firmware Version
Device Name

0 Action

Device Type

AP B10_001DAADFIESE VIQOrAP 310 DDTDAADFIEEE 17@Ini0m30s 126

AP 802_001DAAIDSSS0 VIDOGAP 902  O01DAAIDS4S0  1702h10mi7s 127 Mo data avatatie

)

Active Clhients - Topile =~ Olast2dhoutsr = 7

17
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@ Note:

To prevent management conflict occurred between Vigor device and VigorConnect, when VigorAP is
installed behind a Vigor router, remember to disable the AP Management function on router end.

18



Applications

A-1 How to Create a New Network?

VigorConnect allows the administrator to build several networks (and sub-network) for different devices
under the root network.

1. From the SYSTEM MENU, click Network Management.
2. When the following page appears, click the link of +Add New Network.

&fa Network Management

3. A pop-up window appears. Type the required information.

I’ + Add Metwork

[

Name - Type a new name of the network.
Location - Define the location of such network.
User Name - Type a user name for such network.

Password - Type a password for such network.

19



4. Click Add to save the settings. The new created network will be seen under the Root Network.

52 Network Management

Search by Device ID/Name/Model/MAC/IP Addr& Setting

4 g5 Root Network(D)
& Marketing_Carrie(0) + Add New Network

Network ID

2

Name

Root Network

Location

20



A-2 How to Assign a New Added AP to a Network?

New added device can be grouped under Network. If no assignment, the new device will be grouped
under Root Network in default.

1. Open the dashboard of the network (e.g., Marketing_Carrie) created in A-1.

Q. search...

Root Network

(0)

m Model o G
F
Root Network(0)

#h Marketing_Carrie(0) {

2. On the dashboard, click Discover under the field of New Devices. Vigor system will search nearby
AP and display the device(s) on this page.

Q Search. & Marketing_Carrie AutoRatesh: Desbl * & G-

B [i]  Device Overview Blaegerc = S HNew Devices HUmersoi Davicas= = = X
o)
Marksting_Ca. P ——

-

NETWORK MENU

Action  WebLogngiP Device Name Davice Type

i

Moenitoring

o cata avaabie

Configuration

SYSTEM MENU

System
Attrve Chents - Topite 7 OlastMhounss =  u

o Tl

3. Later, scanned AP devices will be shown under the field of New Devices.

& Marketing_Carrie autoRotresn: Disable = @
Device Ovaniew SCawgory* = S X Mew Dewvices = Unmanaged Dovices = J” X
Marketing_Ca... Swlect [ Desslect All
ONLINEQ Action DEVICE TATe
EED o (/ i o
admin [admin @192 168121080  APE10_DO1DAADFIEES APE10
admin | admin @172 17.12 162443 APBI2_DO1DAA223300 APE02
admin | ladmin |G APBOZ_D01DAAZZI54E APB02
aomin [faomin @192 1651 22080 AP0Z_001DAA3DS490 APS02
aomin Haomin l@172 1521 59423 APS20RP_001DAABIZCIS  APS20RP
wAdd
Active Clients - Topide = Olast Zhourss = / X \ -m
1 o Total
010800
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4. Check the one(s) which will be managed under the specified network (e.g., Marketing_Carrie) and
click Add.

@ Marketing_Carrie P e P
Device Overview SCategoryr = S X New Devices SlUnmanaged Devicess = J* x
Marketing_Ca... Select | Deselect All
Rauiseliame Racise T -
admin lagmin @192 168121060  APS10_0010AAFIERS APE1D
Admin  fadmin @177 17 17 162 447 APBI2_0D1DAA223300 AFDO2
admin Haomin @172 17 1265443 APBD2_001DAAZISELE APED2
AP202_D010AAIDA490 APS2

g Admn fadmin @

admin

.
Active Clients. - Topio= = OLastZéhouryr = ./ o

mdmin @172 16 21 50440 APSI0RP_DO1DAAGIZCIE  AFSIORE S

5. Then, the selected devices will be shown under Device Overview.
Categorized by Network:

@ Marketing_Carrie

Device Qverview =Categoryy = 7 X

Marketing_Ca...
OMNLINE2
OFFLINEO

Categorized by Device:

@ Marketing_Carrie

Device Overview =Categoryr = . X

Network
Device Name Model MAC Firmware Vi

AP 810_0D01DAADF2EGS VigorAP 810 001DAAOFZEGS  24d4hiZimisds 1.26

AP 902_001DAA3DS490 “VigorAF 902 001DAA3DS490  24d:4hiZ1mB1s 127

- i
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Part Il SYSTEM MENU, System and
User Settings Management

0o
0o
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[I-1 System

[I-1-1 System Parameter

Open SYSTEM MENU>>System and click System Parameter to get the following web page:

= DrayTek VigorConnect 18 15TR01S
Q Searct OF Systerm -Sysem Paamets
G L] [
NETWORK MENU L Hms
Dashboard ..
© En
Monitering
® =
Canfiguration
® v
SYSTEM MENU o E
8 e ye——_— 5
Maintenance
Network Management DR g  Cance m
System
System Parameter
User
About

Available settings are explained as follows:

ID No. Description

Reset to default
Click the link to reset all of the system parameters with factory default values.

1 EnableValidateCodeCheck
True - Enable the function of validating code check on the login page.
False - Disable the function. It is the default value.

2 EnableFirmwareCheck
True - VigorConnect will compare current firmware of the device with the file version
detected from DrayTek website. Therefore, while viewing the Firmware Version on
the dashboard of the selected device, a pop-up window with current firmware version
detected will appear if both firmware versions are different.

3 ShowTreeCount
Set how many devices will be shown on the home device tree. Default value is 100.

4 FWUpgradeFaillnterval
If the firmware upgrade failed, the next firmware upgrade will execute after the time
interval configured here. Default value is 86400 seconds.

5 EnableOTAUpgrade
If enabled (choosing true), the system will check for the new update once at 3:00
a.m. every day and download the file if it is available.

6 LogsRetentionDays
VigorConnect will store the log for a while (the number of days defined here).
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[I-1-2 Language

VigorConnect can be displayed and operated with different language texts. Choose the language
system from the top-right of the login page. Later, VigorConnect will be shown with the language you
want.

DrayTek VigorConnect

Login to VigorConnect

Capyrerd © 2017201 DT Cors. A2 Figrts Msarves
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[I-2 User

lI-2-1 User Management

VigorConnect allows a user to manage AP devices through VigorConnect server. However, the user has
to type specific name and password defined in this page. Different users must use different names and
passwords for accessing VigorConnect.

This chapter will guide you to define users. It can be set with different roles (at present, only System
Administrator is allowed); each role has different administration authority.

The user management function allows a user to set name, password, and e-mail address as
identification in VigorConnect system.

To add, delete a user or check information for a user, open SYSTEM MENU>>User and choose User
Management. This page displays basic information including username, authentication, role, status
(active, inactive), mail notify (yes or no), SMS notify (yes or no), email address for the user.

1493 1570018

Search & User uservanapement

HETWORK MENU
& (amams Authentication ™ Shaius M Mty S oAty Emad

Dashboard Piiee o 2

Manitoring

Shcuring 110 1 of 1 sntrins -
Configuration

SYSTEM MENU
Maintenance
Network Management
System
User

User Management

About

Available settings are explained as follows:

Item Description
+Add Click it to add a user.
Delete Click it to remove the selected user.
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The following setting page appears when +Add is clicked.

Q searcr

HETWORK MENU
Dashboard
Monitoring

Configuration

SYSTEM MENU
Maintenance
Network Management
System
User

User Management

About

= DrayTek VigorConnect

& User -User Marsament

Add User Profile

Username

System Asmesirator

.........

Available settings are listed as follows:

Item
Enable
Username
Password

Role

Email

Telephone

Description
Cancel

Create

Description

Click it to enable the user profile.
Enter a name for the new user.
Type the password for the user.

Choose the role for the selected user. Different role represents different
authority that the user group will have. The great the authority is, the
more functions the user can have.

System Administrator - Have the highest authority.

Type the email for communication between the user and VigorConnect
server.

Type the telephone number for receiving the SMS
notification.

Type a brief description for the user.
Discard current settings.

Click it to create a new user profile and exit the page.
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1I-3 About

lI-3-1 Update

This page offers information for the newest version of VigorConnect.

044 TA0RZ0T

= DrayTek VigorConnect

Upgrade Method

A0 Check ana Downkoad LOest version, and nofify you when ready (recommended)
£ Motify you when new version available, but cor't downicad automatically

Q search 0 About sUpos
Root Network
1) e

HETWORK MENU

I Dashboard Instamed Yersion
Monitoring

Avaasnie version

Cenfiguration

SYSTEM MENU
Maintenance
Network Managamaent
System
User

I About

Update

License Agreements

Available settings are listed as follows:

Item
Upgrade Method

Installed Version

Available Version

Description

Auto check... - After clicking it, you will be notified when the latest
version is available.

Notify you... - After clicking it, the system will display the newest
version available for you to download and upgrade for VigorConnect.
Display the current software version installed.

Display the newest and available software version allowed to be
download for the update.

Click the download link to download the newest version. Later, update
VigorConnect with the newest version.
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lI-3-2 License Agreements

This page displays license information related to Apache, MIT, BSD 3-clause, BSD, ISC and zlib.

Q. search © License Agreements
:t!nlnt Network - Apache License. Version 2.0 T
Name Authr Wk Saw Name Authar Web Site
NETWORSK MENU Inivi % Cronv2 Rob Figueireda %
Dashboard Beego astane % Cagecha Dmiry Chestnyin %
Monitoring o Faed Quema % Oa-hurmanize Cusn Satngs bl
Configuration Go-RIp-aun Lew Shamain % Go-SqiEd matth %
Infuxaicsent v2 Y
SISTRIS MANS Lane Théo Crevan %
Maintenance Ishet Abioia Ibahin %
HNetwork Management
System BSD 3.clause License BSD heerse
User Mame Authar Web site Name Autnes Web Site
| About Xom % Crpag Andre Burgaus %
Updats Extelize % Hangers %
License Agreements goini weizn % Viam Alexander Meumann %
wn Alxarge! Neumann %
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This page is left blank.
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Part Ill SYSTEM MENU, General
Settings for Managing Device

&)
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l1I-1 Network Management

Network Management allows you to modify the information for Networks and Devices.
It can
Add new network (s) for new client which will be managed by VigorConnect.
Delete existed network if the client will not be managed by VigorConnect.

Modify the name and location of the network for management.
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l1I-1-1 Settings for Network

To add, change or delete a network, please open SYSTEM MENU >> Network Management. Click
Root Network or sub-network to get the following web page.

= DrayTek VigorConnect

Q Search s Network Management

e ° ot
s Rool Ketwor
NHETWORK MENU @ ol r
Dashboard @
Monitoring
Configuration
SYSTEM MENU Boothistwod ] e -
Maintenance
Network Mansgemaent
System
s =

About

Available settings are listed as follows:

Item Description

Search by Device Enter the ID, name, model or MAC address of the device you want to

ID/Name/Model/MAC/  locate.

IP Address

+Add New Network Click it to add a new network.

Network ID Display a number which is given by VigorConnect randomly for the
selected network.

Name Display the name of the parent network. You can modify it if required.

Location Type the location (e.g., HsinChu, New York) for such network.

User Name Display the name of the selected network. Change it if required.

Password Display the password of the selected network. Change it if required.

Save Click it to save the change.
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The following setting page appears when +Add New Network is clicked.

+ Add Network

Available settings are listed as follows:

Item Description

Parent Network Display the name of the root network. New created network will be the
sub-network of the parent network.
In default, Root Network is the parent network for any new created
network.

Name Enter a name for the new network.

Location Type the location for the new network. Later, you can locate such
network on the web page of SYSTEM MENU >> Network
Management>>Map.

User Name Type a login name (e.g., carrie) for the new network which will be used
for communication between Vigor device and VigorACS.

Password Type a password (e.g., admin123) for such new network. If you are going

to group several devices under such network, please open System
Maintenance>>TR-069 in the web configuration page of CPE. Then,
type the user name and password defined in this page (e.g., in this case,
they are carrie and admin123) in the corresponding fields.

Cancel Discard current settings.

+Add Click it to create a new network profile and exit the page.

l1I-1-2 Settings for Device
To add, change or delete a network, please open SYSTEM MENU >> Network Management. Click
Root Network or sub-network to get the following web page.

The administrator can create several sub networks for different devices. Also, the administrator can
change the network for the devices.

Open SYSTEM MENU >> Network Management. This web page allows to:
Modify the name of the device for easy identification and management by VigorConnect.

Modify the user name/password of certain device (non-DrayTek CPE) to be managed by
VigorConnect

Enable or disable the management of the device for VigorConnect.

Select certain protocol (e.g., TR-069) for the device for management.
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Choose and click any one of the CPE displayed on Root Network tree view to get the following web
page.

1A TN

NETWORK MENU

Dashboard

Manitoring

Conturaton =

SYSTEM MENU
Maintenance
Network Management
System
User

About

Available settings are listed as follows:

Item Description
Delete This Device Click it to remove the selected device from current group.
Change Network Click it to change the network / group for the selected device.

#Chancs Neteor

=
Move the mouse cursor on the network you want and click Apply.

Status Disable - The selected device will be hidden on the tree view.
Enable - The selected device can be displayed on the tree view.

Known Device Known - The selected device is known(2) to VigorConnect.
Unknown - If the selected device is new added device, it will be
identified as Unknown (ﬂ).
Device ID / Network ID Device ID - Display the number of that device which is given by
VigorConnect randomly.
Network ID- Display the ID number of the network that selected device
is grouped under.
Model Name / Device Model Name - Display the model name of the selected device. Model
Name name cannot be changed.
Device Name - Display the name of the device for identification. It can
be changed if required.
Note 1 / Note 2 Note 1 - Display brief description for the selected device.
Note 2 - Display brief description for the network.

Serial number / MAC Serial number - Type a number for identification of the device.
Address MAC Address - Display the MAC address of the device.
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Location

Phone No.

Domain Name

Management Protocol

Management Port

IP / Port / URI

User Name / Password

[1I-1-3 Delete Devices

Display the position of the device.

It is optional and is used to offer additional information for reference. If
required, type a phone number for such device.

Type a domain name for a device. Later, simply click the domain name
to access into the CPE.

Choose HTTPS or HTTP.

Type a port number which will be used for accessing into web user
interface of the device.

Display the IP address, port number and URI.

Display the username and password that VigorConnect can use to
access into such device.

To delete devices under certain network (e.g., root network), please open SYSTEM MENU >>

Network Management.

= DrayTek VigorConnect

123
NETWORK MENU
Dashboard
Monitoring

Configuraticn

SYSTEM MENU
Maintenance
Network Management
System
User

About

10 VigooWP B10_DOTDAAIFIE68
© vigoar 812

&l Network Management

D010AAIDS490

Click Delete Devices. A pop-up dialog will appear as follows.

Q, search

Root Network
12)

NETWORK MENU

& 1t
@ v
© viaf

Dashboard
Monitoring

Configuration

SYSTEM MENU
Maintenance
Network Management
Systam
User

About

4k Roct Ny

Choar TROGS URL

Delate and clear TROS0 URL from dewica 10 prevant il regdining sitomatcaly.

4 Network Management

B Delele Devices

@ Note:

Sebect Devices

Name Moddal Marmse Fitrmweaen Varnior
a B G Foot e
! Ing_sarme(d
B2 M \igoeAR B0, DO01DAADFIEES VigookP 810 128
5 ™ VigorAP 502_D01DAASDSIS0 \igarkP 02 127
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Select the device (e.g., VigorAP 810) to be removed from a network by checking the box in the front of
the entry. Then click Delete.

Q Search o Network Management

Root Network o]

(L7] © | sewing

a s Root Networdl)

hE KU MERR o Marketing_came(D) &+ Ak "

Dashboard

Monitoring Network I Unar Hame:

Configuration o

Nam, Paswwerd

SYSTEM MENU FoctMetwok e -

Maintenance Locaton

I Network Management
System

User
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llI-2 Maintenance

Options in Maintenance are configured and applied onto numerous TR-069 devices instead of
configuring settings for each device one by one.

[1I-2-1 Scheduled Backup

[11-2-1-1 Network & Devices

Such page is used to specify a backup profile for the device / network. Later, the configuration backup
for the device/network will be executed automatically by VigorConnect.

= DrayTek VigorConnect

Q Search & Maintenance schodund Backug

Foot Network.

@ e
NHETWORK MENU Backup Seeng
Dashboard
Monitoring

Configuration

SYSTEM MENU
Maintenance
Scheduled Backup

Configurabon Resiore

=
[ verucn 100 ]
Available settings are explained as follows:
Item Description
User Group Specify a user group for applying the backup settings profile.
Each user group can be configured with different backup settings
profiles.
File Type Display the file type used for the device.
Backup Setting Choose a profile defined in Backup Settings Profile for applying onto

the selected device.

Save Save the current settings.

Click Save to save these settings.
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l1I-2-1-2 Backup Settings Profile

Such page determines the trigger time and method for firmware backup.

= DrayTek VigorConnect

Q search & Maintenance =Schedued Backp
Root Network
m °©
Netwos & Devices  Backup Semtings Profile
NETWORK MENU * Aa
Dashboard Mame PenoaDays) Troe Time nterval Action
Monit Detaut 1 The Las2 20 Mow # Ecil | @ Delete

Configuration

SYSTEM MENU
I Maintenance
Scheduled Backup
Configurstion Restors
Farmware Upgrade
Schodule Profio
Fia Manasger
Network Management
System
User

About

Available settings are explained as follows:

Item Description

+Add Click it to create a new profile.

Edit Click it to modify, change the selected profile.
Delete Click it to delete the selected profile.

The following setting page appears when +Add is clicked.

= DrayTek VigorConnect

Q search A Maintenance -schedsed Bakp

Roat Network o
1}
Networis & Devices  Backup Semtings Profils
NETWORK MENU P "
Dashboard
Backup Pencd|asys)
Manitering
Configuration Keep Files

SYSTEM MENU
I Maintenance
Scheduled Backup
Configuraton Restors
Farmware Upgrade
Schodule Profio
Fi Manasger
Network Management
System
User

About

Available settings are explained as follows:

Item Description
Name Enter a name of the backup profile.

Backup Period(days) The number typed here means the interval for the backup executed by
VigorConnect. The unit is “day”. If you type 1, that means the backup
will be executed one time by one day.

39



Keep Files

Backup Time

Start Time / End Time

Specify Start Date

Schedule Profile

Choose to keep all of the files (router’s configuration files) or the last 20
files.

Set a time interval for executing the backup work for networks and
devices.

Now

Scheduled

Schedule Profile

It is available when Scheduled is selected as the Backup Time.

Click Select time to display a clock. Set the hour and minutes by
clicking the number on the clock.

00

Schedule Profile

==
o
=
[m=]
=
=

¥ .
e STATT TIE End Time

It is available when Scheduled is selected as the Backup Time.
Click it to enable the time setting.

Date - Click it to pop up a calendar to choose a date as the starting
date.

It is available when Scheduled Profile is selected as the Backup
Time.

Choose a trigger profile from the drop down list. In which, VigorConnect
offers default schedule profile.
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[1I-2-2 Configuration Restore

l1I-2-2-1 Apply to Devices

The user can apply the configuration file (for system restoration) to the VigorAP managed by

VigorConnect immediately or within a scheduled time.

Q Ssearch A& Maintenance »Conigraton fesire
[E4] e | 1
. Apply to Devices  Resiore Setings Frofie

NETWORK MENU

Dashboard

Name Apply File List Restors Protile

Monitoring 18
‘

Configuration

SYSTEM MENU

Maintenance
Schadulad Backup

Configuration Restore

Fila Manager

Network Management
System
User

About

CIIED) oot @ Oy Corn A ugres Asarve

Available settings are explained as follows:

Item

Name

Apply

File List

Restore Profile

Save

Description
Display the name of the network, group and managed device(s).

Click the toggle to activate the configuration restoration for the selected
AP device by using the Restore Profile.

Click it to open the following page. Choose a configuration file related to
the selected AP device and click Close.

Select a config file

Filename *  Property Sire Lt Modified File Path
Directory 0 Byte RoatGroupMarketing_Cartie
VipseAP §10_00IDAACFIESS Diroctory 0 Byte RostGroupMarketing_Came
A Notice:
o Toreshore s | from a different vices rs up o dale

ase make sure the firmmw
0 firmware vi
d firrmwara will be ignored automatically

« Toapply With oid firmware, your AP might ba

resed to factory settings, so the selech

4|

Choose a schedule profile (defined in Restore Settings Profile) from
the drop down list for applying onto the device.

Save the current settings.
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l1I-2-2-2 Restore Settings Profile

The user can define several profiles for executing the restoration job at specified date and time.

= DrayTek VigorConnect

Q search A Maintenance -Confguntion Resiore
FRoat Metwark
@) ° S ——
Apply to Devices Restore Sattings Profile
NETWORK MENU + Ad3
Dashe e Trigger Profae Tutee wntereal Acos.
Monitering i oetaust Mow 7 B | Dieiete
Configuration

SYSTEM MENU
' Maintenance
Scheduled Backup
Configuration Restors
Firmware Uipgrade
Schaoule Profe
Fi Managor
Network Management
System
User

About

Available settings are explained as follows:

Item Description

+Add Click it to create a new profile.

Name Display the name of the restoration profile.

Trigger Profile Display the schedule profile used by the restoration profile.

Time Interval Display the type (e.g., Now, Scheduled or Schedule Profile) of time
interval.

Action Edit - Click it to modify the content of the restore setting profile.

Delete - Click it to remove the setting profile.

The following setting page appears when +Add is clicked.

Q Search A Maintenance -Confgumson Restom

Apgh o Devices  Rastons Semings Profse
{ETWORK MENU
Dashboard Mamae

S " ==
estere Time

Configuration

SYSTEM MENU b m

Maintsnance
Scheduled Backup
Configuration Restore
Firmware Upgrade
Schedule Protie
File Mariagar

Network Management

System

User

About

CIERED) covvom® Drayes Cop A figpes Raiaered s e e s catwe

Available settings are explained as follows:

Item Description

Name Enter a name of the restore profile.
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Restore Time Set a time interval for executing the restore work for networks and
devices.

Now
Scheduled
Schedule Profile

Start Time / End Time It is available when Scheduled is selected as the Restore Time.

Click Select time to display a clock. Set the hour and minutes by
clicking the number on the clock.

00

Schedule Profile

o
o
©n
=

= .
B STATT TIE End Time

Specify Start Date It is available when Scheduled is selected as the Restore Time.

Click it to pop up a calendar to choose a date as the starting date Click it
to enable the date setting.

Date - Click it to pop up a calendar to choose a date as the starting date.

Trigger Profile It is available when Schedule Profile is selected as the Restore Time.

Choose a profile from the drop-down list (profiles defined in
Maintenance>>Schedule Profile) to perform the configuration
restoration. In general, VigorConnect offers a default schedule profile.

Save Save the current settings.
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[1I-2-3 Firmware Upgrade

The user can perform the firmware upgrade for managed VigorAP devices easily through VigorConnect.

Q Search J~ Maintenance »Fmwams Upgace

Root Hetwark
12 °©
Firmware Upgrads Job List

NETWORK MENU e
Dashboard Mame i Pam Setoste Devica Count St Hewalt Acson
Manitering

Configuration

SYSTEM MENU

Maintenance

Firmware Upgrade

Network Management
System
User

About

Available settings are explained as follows:

Item Description

+Add New Job Click it to create a new profile.

Delete All Complete Click it to remove all jobs.

Jobs

Name Display the name of the firmware upgrade job profile.

File Path Display the file path of the firmware on VigorConnect database.

Schedule Display the name of the selected schedule profile or the period of time
for executing upgrade job.

Device Count Display the execution times of the firmware upgrade job.

Status Display the status of the firmware upgrade job.

Result Display the result of the firmware upgrade job.

Action Edit - Click it to modify the content of the firmware upgrade profile.

Delete - Click it to remove the profile.

The following setting page appears when +Add New Job is clicked.
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Q search

Root Network

NETWORK MENU
Dashboard
Monitoring

Configuration

SYSTEM MENU

Firmware Upgrade

Schadula Prafils

File Manager
Network Management
System
User

About

A Maintenance >Fmmwere Upgnds

Firmware Upgrade Job Settings

Hame

=2
3 stan ime (=
03:20 08:20
Apply Firmwars

Device to Upgrade v

Name MAG Address  Model Name  Fimware Version
4 @ Rt Networki
4 B arkes
) \igorhP B10_DOVDAADFZESS  DOIDAADFIESE VigooAP 810 126
[ @ VigorAP 302_001DAAIDSME0  DOVDAAIDSSID VIQUAR S02 127

Available settings are explained as follows:

Item
Name
Status

Upgrade Time

Start Time / End Time

Description
Enter the name of the firmware upgrade profile.

Disable - Disable the function of firmware upgrade.

Enable - Enable the function of firmware upgrade.
Set a time interval for executing the upgrade work for networks and
devices.

Now

Scheduled

It is available when Scheduled is selected as the Upgrade Time.

Click Select time to display a clock. Set the hour and minutes by
clicking the number on the clock.

00 :00

B SEm e
Select time

Date - Click it to pop up a calendar to choose a date as the starting date.

Apply Firmware
click Close.
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Select time

Click it to open the following page. Choose the firmware you want and



Select a firmware

Filens= Property . e

Aweney Comne

Corresponding firmware shall be uploaded from your PC to VigorConnect
database before selecting.

Device to Upgrade Click the filter icon on the right side of Device to Upgrade to open the
following page. Only the device matched with the conditions will be
upgraded with new firmware version.

Device to Upgrade v

! Filter &
V]

Device Name

MAC Address

310
Model All v I
Firmware Version All v
Save Save the current settings.
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[11-2-4 Schedule Profile

The profiles can be applied for configuration backup, configuration restore and firmware upgrade.

= DrayTek VigorConnect

Q Search & Maintenance »schedue Prosie

+ 80

S Start Day End Day Start Tame End T Action
HETWORK MENU

Dashboard
Monitoring

Configuration

SYSTEM MENU
Maintenance
Schodulod Bockup
Configurabon Restore
Firmware Upgrade

Schedule Profile

File Manager
Network Management
System
User

About

Available settings are explained as follows:

Item Description

+Add Click it to create a new profile.

Name Display the name of the schedule profile.

Start Day Display the starting date of the schedule profile.
End Day Display the ending date of the schedule profile.
Start Time Display the starting time of the schedule profile.
End Time Display the ending time of the schedule profile.
Action Edit - Click it to modify the content of the profile.

Delete - Click it to remove the schedule profile.

The following setting page appears when +Add is clicked.

= DrayTek VigorConnect

Q search A Maintenance »scheaus Protis
Root Network =
] Protie Name ”
NETWORK MENU ae Type
Dashboard —— -
Monitoring
Check End Date O
Cenfiguration
Entt Date WS0735 -
SYSTEM MENU
Time Type
Maintenance
Schedulod Backup stan Tima s 4
Canfiguration Restor _—
ea -
Firmware Upgrade
Schedule Profile
File Mansgos
Network Management
System
User
About

CEIEEEDD oowsnt s Drayiak s al R Fovsanss.

Available settings are explained as follows:
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Item
Profile Name

Date Type

Start Date

Check End Date

End Date

Time Type

Start Time / End Time

Description
Enter the name of the schedule profile.
Set a date type for executing certain job for networks and devices.

Now
Scheduled

It is available when Scheduled is selected as the Date Type.

Click the entry box to display a calendar. Specify the date you want by
clicking on it.
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It is available when Scheduled is selected as the Date Type.
Click the toggle to enable / disable the end date setting.

It is available when Check End Date is enabled.

Click the entry box to display a calendar. Specify the date you want by
clicking on it.
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Set a time type for executing certain job for networks and devices.
Now
Scheduled

It is available when Scheduled is selected as the Time Type.

Click the entry box to display a clock. Set the hour and minutes by
clicking the number on the clock.
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| 18 - 20 L

l1I-2-5 File Manager

VigorConnect database is a place which can store the configuration file, firmware and so on. This page
allows the user to upload file(s) stored on other places to VigorConnect database, or download the file
from VigorConnect to a specified host.

= DrayTek VigorConnect

Q Seach # Maintenance -f s
om0
,.E::;:w - : B ) B ~
pr—
Available settings are explained as follows:
Item Description
DrayTek FTP Click it to open the DrayTek FTP cloud.
Search Enter a string for searching and displaying on the page.
Upload Click it to upload a configuration file or firmware from the host to

VigorConnect database.
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Filename Property 4 Size Last Modif
carrie_test1 Directory 2019/0711
IMarketing_Carrie £ Upload File 2019/07/2
SharedFirmware 2019/07/1
Target: /ReotGroup
D) AP902_20190724 . q0) (10189 127 l 2019/07/2
The file must be less than SOMB. =
*® Cancel m
Download Click it to download a configuration file or firmware from VigorConnect
database to a specified host.
Delete Remove the selected folder or file.
+New Folder Click it to create a new folder for storing files with different properties.
+ New Folder
Folder Name: carie_test
® Cancel m
&
Filename Display the name of the folder.
Property Display the property (directory, *.all file, or *.cfg file) of the file/folder.
Size Display the file size of *.all file/*.cfg file.
Last Modified Display the time and date of the last modified event.
File Path Display the file path which stores the *.all file/*.cfg file or the directory.
The default setting is "./RootGroup".
Below shows an example of new filename added on the table.
#~ Maintenance -Fis Manager
& +
Fidename Praparty 4 Size Last Moaied File Path
carme_teatt Directony 201907117 17:35:40 IRoatGIOUR
SharegFimware Diirectory 20190715 130337 RootGroup
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Part IV NETWORK MENU for Root
Network

T4¢
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IV-1 Monitoring for Network

Monitoring menu offers Alarm, Logs, Floor Plan and Rogue AP Detection for monitoring the normal and
abnormal actions for managed device. Monitoring settings will vary for NETWORK MENU and DEVICE

MENU.
Settings to be configured under Root Settings to be configured when an AP is
Network selected
Root Network VigorAP 810_001DAAOF... ©
(2) ( Root Network )
NETWORK MENU e
| Dashboard
Dashboard
| Monitoring
Monitoring
Alarm
Alarm Logs
Logs
Floor Plan

Rogue AP Detection

Configuration

[V-1-1 Alarm

Alarm message will be recorded on VigorConnect when there is a trouble happened to the device.

= DrayTek VigorConnect

Q. Search @ Monitoring »asm

‘Root Network @ v Time Interval - 30190818 1o 20190718

Floot Plan

Rogue AP Datecton

Configuration

SYSTEM MENU
Maintenance
Network Management
System
User

About

Available settings are explained as follows:

Item Description

Search No. / Device Enter the index number, device name or MAC address of the device to
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Name / MAC

Time Interval

Alarm / History

Export All
Delete
Delete All
No.

Ack Status

Time

Device Name
MAC Address
Clear Time
Alarm Level

Alarm Message

Alarm Type

display alarm message of that device.

Click the link to open a time setting box. Choose one of the time interval
settings and click Search. The alarm records within the period will be
listed on this page.

Time Interval - 2019/06/18 to 2019/07/18

Time Last 30 Days v

®x Cancel Q Search

b

Alarm - Display the alarm records recently.

History - Display all the alarm records that have been solved and
cleared.

Click this button to save alarm log as a XLS file.
Clear the alarm record which has been solved by VigorConnect.
Clear all of the alarm records which have been solved by VigorConnect.

Display the index number of the alarm. It is offered by VigorConnect
automatically.

Display the status of the records with the type specified here (Not Ack or
Acked).

Display the time of alarm occurred for the device.

Display the name of the device.

Display the MAC address of the monitored device.

Display the time of alarm removed.

Display the alarm message with the severity (e.g., Critical) specified.

Display a brief explanation for the alarm sent by VigorConnect
automatically.

Display the alarm message with the type specified.
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IV-1-2 Logs

Log provides administrator records for action executed, device name, MAC address, Device IP,
CommandKey, and Current Time for CPE device managed and monitored by VigorConnect.

= DrayTek VigorConnect
Q, search [ Monitoring -Legs

oot Network ] oot wcrtacon ' Tame betieryad - 219N 10 201807THE
()

HETWORK MENU

Dashboard

| Monitoring
Adarm
Logs

Floor Plan

Rogus AP Datettion

Configuration

SYSTEM MENU
Maintenance
Network Management
System
User

About

Available settings are explained as follows:

Item Description
Log Type Choose one of the conditions to display related log on this page.
All CPE Actions T

All CPE Actions

|l Device Reboot
Reboot By CPE
Set Parameter

10 File Transfer
CPE Notify

| Device Register

| Device Operate

Search ID / Device Name / | Enter the condition for VigorConnect to search and display relational
Device ID / MAC/IP / Action = information.

/ Action ID
Time Interval Click the link to open a time setting box. Choose one of the time
interval settings and click Search. The logs records within the
period will be listed on this page.
Time Interval . 2019/06/18 to 2019/07/18
Time Last 30 Days ¥
Export All Click this button to save alarm log as a XLS file.
Delete Clear the alarm record which has been solved by VigorACS.
Delete All Clear all of the alarm records which have been solved by VigorACS.
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[V-1-3 Floor Plan

This function is helpful to determine the best location for VigorAP in a room. A floor plan of a room is
required to be uploaded first. By dragging and dropping available VigorAP icon from the list to the floor

plan, the placement with the best wireless coverage will be clearly indicated through simulated signal
strength.

IV-1-3-1 List View

Q Seerch 1] Monitoring oo e
Root Network ®
NETWORK MENU
Prodie Name L Devioes Acion
Dashboard
| Monitoring
Alam
Logs
Floor Plan

Fogue AP Detection

Configuration

SYSTEM MENU
Maintenance
Network Management
System
User

About

Available settings are explained as follows:

Item Description
+Add New Profile Create a new profile.
List View / Browse View Display the profile with different views.

To create a new profile:

1. Click Add New Profile.

2. From the following page, enter profile name (e.g., marketing_carrie) and click Browse to upload a

map (e.g., Floor_MAP.png). Click Continue.

Q search... [ Monitoring >Flcor Plan

Root Network i : i
= (] Profile Name marketing_carrie
NETWORK MENU Upload Map Floor_MAP png

Dashboard

I Monitoring x Cancel
Alarm
Logs

Floor Plan

Rogue AP Detection

3.  Afloor map will be displayed on the screen.
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(1] Monitoring »Fioor Fin

TIE T 2T
b ollF ol 11
| R T T
AT [ :3 NN
Tt

HEE

Edit Dimension - Draw a line and enter the distance of length / width of the map.

Add Device - Click it to display available VigorAP to apply it on to the map.

Click +Add Device. Available VigorAP icons and name list will be displayed on the right side of
this page.

(17 Monitoring =fieee 2an

Profile Name

# EStDevasssn | 4 Add Devics

an wn-assigned AF to the floor plan.

= 15
R iies EJE%

eI

WER :

Select the AP you want (e.g., VigorAP910C icon, in this case) from right side of this page. Drag
and drop the icon on the map. Later, an icon with effective signal range will be seen on the
screen.

Un-assigeed Af's
i

& VigaraP §10_0010AADFIEES  VigoraR 810§

©VIgorAP 202_001DAAIDSS0  VIQOOAR 902

>
:
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(7] Monitoring =fiee Fan

Profils Name FP——

# Edt Dmanson 4+ Add Dewce

assigned AP to the floor plan,

[T T ou
—I" i % % E I n!_.‘....
1 | Dvace Mame Model
TR o

Slightly click the AP icon on the map. Two links of Link to an AP and Remove Device will be
shown on the right side.

(1] Monitoring oo Pan

Frofile Hama

# Esi Dmansion | # Add Owviea

asxignad AP to the floar plan.

Remove Device - If you do not satisfy the location of AP icon, click this link to remove the AP
icon from the map.

Link to an AP - If you satisfy the location of AP icon, click this link to select VigorAP. All of
un-assigned AP names will be shown on the list. Choose the one you want and click Apply. Then
such map has been connected with the specified AP.

Click Link to an AP to select the AP you want. Then, the name of the VigorAP will be displayed
below the icon on the map.
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(1] Monitoring = Fan

Profile Mame

H
1] T ki?j
B - R nEnRnds

T,

FEE *

8. Click Save. The new created profile will be shown on the page.

Q. Search {IT] Monitoring -ces Fan

sese s L]

NETWORK MENU
Prstis Wame o Dewors sanen

SYSTEM MENU

Mairienance

IV-1-3-2 Browse View
This page displays all of the floor plan profiles with the map used.

Q search 2] Monitoring ~Fioor an

NETWORK MENU markating L

Floor Plan
Rogue AP Detection

Configuration

SYSTEM MENU .

Maintenance
Hetwork Management
System

User

About

You can click Add New on this page to create a new profile. To modify the existed profile, click the icon
on the right-top to display a drop down menu. Then click Edit Map & Plan to perform the modification,
or click Delete Map Profile to remove the selected floor plan profile.
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marketing ... o

Delete Map Profile

Edit Map & Plan

[ - S S Ny = |
1 ] i) Ll 1

IV-1-4 Rogue AP Detection

Information detected by VigorAP can be displayed in this page. In which, the APs will be classified with
rogue AP and known AP in different colors.

Click the Rogue AP tab to display the following page. All the APs detected will be treated as Rogue AP.

= Monitoring egus A Detacton

METWORK MENU - Panodic Scan m

Dashboard Rogus AP

| Monitoring

Rogue AP Detection

Configuration

SYSTEM MENU
Maintenance
MNetwork Management
System
User

About

CIoD

Available settings are explained as follows:

Item Description

Last 24 Hours / Last 7 Days Display the access point(s) detected within 24 hours, 7 days, 30
/ Last 30 Days / Custom days or user defined days.

Scan Now Perform device detection immediately.

Periodic Scan After enabling this feature, access points will be detected

periodically based on the setting configured here.
Daily -VigorConnect will detect access point on certain time every
day.
Start Time - Specify a time point as starting time for device
detection.

Weekly - VigorConnect will detect access point on certain time
every week.

On - Choose the day to perform device detection.
Start Time - Specify a time point as starting time for device
detection.

Mark as Known Vigor access points can be detected and be shown in the table under
Rogue AP. However, some of them might be known to you and
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should not be listed here. To solve this problem, simply click the
access point and then click Mark as Known. The selected access
point will be transferred and listed under Known AP.

Delete Remove the selected access point from the list.

Delete All Remove all of the access points from the list.

Click Known AP to display the following page. All the access points listed under this page will be
treated as friendly AP.

= Monftoring fogus & Descier

=3
Rogue AP Detection
C:‘nnﬂuflllon i
[ verwom 112 ]
Available settings are explained as follows:
Item Description
+Add Click it to create a new entry for entering information for access point.
Edit Change the settings for a selected access point.
Select one of the access points. The Edit link will be available for clicking,
then.

After clicking it, channel, security and comments will be allowed to be
modified with different values

[ Chanme! Security Communts

Delete Remove the selected access point from the list.
Delete All Remove all of the access points from the list.

BSSID Display the MAC address of the detected access point.
Channel Display the channel used by the access point.

Check the box of the selected access point and click Edit.

Security Display the security mode used by the access point.
It can be changed.

Comments Display a brief explanation for the access point.
It can be changed.

Save Save the settings.
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V-2 Configuration for Network

[V-2-1 Wireless Wizard

There is an easy way to configure settings for wireless AP. Click NETWORK MENU >> Configuration
>> Wireless Wizard to get the following page.

Q, Search. Z. Configuration -\rewess Wemd
Rool Network
" o
NETWORK MENU i
Dashboard "
5 Step 1 - Discover
Monitering
Configuration Select / Desesect Al ==
Wireleas Wizard Ackicn [rep— Device Hame Duvice Tyoe
AP Profile
Mo 0ata avaRatic
SYSTEM MENU

Maintenance

Network Management
System

User

About

Click Discover. Later, the detected AP devices will be listed on the web page.

Q search I Configuration »wrekss Wead
Root Network )
o
NETWORK MENU Do
LA Step 1 - Discover
Maonitoring
Configuration Select | Desalect A m
Wireless Wizard Mmoo WebLogingi Dwvice Kame Davice Type
AP Protin L i M S APETI_0010AAZIZI00 APSOY
SYSTEM MENU admin  admn AFER_DDDAAZZSOLE AFEY
Maintenance 5
admin | acmin APSI2_001DAAICAR08 APPSR
Network Management
Syshom somin Hsame APSORP_O01DAASIZCIS APIORP
User YT 3 APSRO0R_DINDAATECHIO APa20R

somin | gamin

About

Select the devices you want by clicking the box under Action. Then, click Next.
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Step 1 - Discover

Select / Deselect Al p—
Action WebLogin@IP Device Name Device Type
= admin [admin (@172 17 12 162-443 (PR DDA APB02
admin [jadmin |@172.17.12.65:443 APB02_001DAA225548 APBO2
= admin [admin |@172.17.3.114-443 (P WSO AP902
admin [jadmin (@172 16 2159:443 API20RP_001DAABS2C3S AP920RP
admin [fadmin | @172.17.12.184:443 AP920R_DOTDAATECH20 AP9Z0R

On the following web page, set the username / password for the user to access into web user

interface.

NETWORK MENU
Dashboard
Menitoring

: Configuration

Wireless Wizard

AP Profile

SYSTEM MENU
Maintenance
Network Management
System
User

About

I Configuration -weskss Wead

Step 2 - Wireless Setup

Default Wireless

Wirsiess Nama
Wirsless Passwerd

Administrator Password

Admin Passware

Condirm Password

Mars Options

Available settings a

Item

Default Wireless

Administrator Password

More Options

Guest Wireless

re explained as follows:

Description

the selected AP device.

Wireless Password - Enter a password for a wireless client to
connect via the selected AP device.

password of the selected AP device.
Confirm Password - Enter a password again for confirmation.

If enabled, you shall configure advanced settings.

Wireless Name - Enter a name for a wireless client to connect via

Admin Password - Enter a password to replace the original

Enable Guest Wireless - If enabled, you can set the second group
of wireless name and password for the wireless client connecting via
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the selected AP device.

Guest Wireless Name - Enter a name for a wireless client to
connect via the selected AP device.

Guest Wireless Password - Enter a password for a wireless
client to connect via the selected AP device.

Bandwidth Limit Enable Bandwidth Limit - Click it to enable the bandwidth limit.
Upload Limit (bps) - Set the upload limit.
Download Limit (bps) - Set the download limit.

After finishing the above configuration, click Next.

° In this step, a summary will be shown on the screen. Check if the configuration is correct or not.
Then, click Next.

Q search L. Configuration >reess Wesd
Root Network
: o
NETWORK MENU Busnarary
Dashboard
— = Step 3 - Summary
Monitaring
Configuration I Default Wireless
Wirslass Wizard '
DrayTek DrayTek123
AP Profile
I Administrator Password
SYSTEM MENU
Maintenance admin
Network Management I st l&s
Wirel 5
System
User false
About
| Bandwidth Limit
false
* EX

—
]

e Conﬁguration >Wireless Wizard

Finish
Step 4 - Finished

. Processing, please wait...

Next -

Click Finish.
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<. Configuration >wieless Wizard

Finish

Step 4 - Finished

«” Completed

[V-2-2 AP Profile

AP profile is used to apply to a selected access point. It is very convenient for the administrator to
configure the setting for access point without opening the web user interface of the access point.

The functions listed in the AP profile in VigorConnect contain settings for all of models of VigorConnect.
When an AP profile is created, it can be used to apply onto any access point managed by VigorConnect.
If the access point does not have the functions defined in the AP profile, after being applied, only the
functions that the selected access point support will be overwritten by the selected AP profile.

= Configuration -« Fotie
@ L
METWORK MENU
Dashboard
Menitoring
Configuration
AP Profile
SYSTEM MENU
™ Device Provisioning
S Modsl Hame Last Provisioned Sutus AP Profile
Network Management
nhe it Lk \igoeaR 810 [ came ]
User i
About
[ersien 105 ]

Available settings are explained as follows:

Item Description

+Add New Profile Create a new AP profile with basic settings.

Profile Name Display the name of AP profile.

Action Edit - Configure detailed settings for the selected AP profile.

Delete -Delete the selected AP profile.

Duplicate - Click it to duplicate a new profile (e.g., aaa(1)) based on
the selected profile (e.g., aaa).

Copy To - Click it to open the following page. Then select a network
(e.g., Marketing_carrie in this case) from the tree view of Root
Network. After clicking the Copy To button, the configuration of
selected AP profile will be applied to the selected network (e.g.,
Marketing_carrie).

64



Device Provisioning Locate the access points for applying suitable AP profile.
Name - Display a tree view for model managed by VigorACS.
Model Name - Display the name of the model.

Last Provisioned - Display the time that AP profile was applied to
the selected device.

Status - Display the status (updating, complete and “-“) of the AP.

AP Profile - Choose an AP profile for applying to the selected AP. In
which, “As Parent” means to apply the profile listed on the top to
the selected AP.

Refresh Refresh current page.

Apply Save the changes in this page.

[V-2-2-1 Add a New AP Profile

The following setting page appears when +Add New Profile is clicked.

== Configuration =Ap profie

Add a Profile
Profile Name: AP_carrie
AP Login Username: carrie
AP Login Password: .

4 Back to profile list
Available settings are explained as follows:

Item Description

Profile Name Type a name of the profile.

AP Login Username Type a username for login the access point.
AP Login Password Type a password for login the access point.
Back to profile list = Return to previous page, AP profile list.

Save Save the settings and display the new profile on the AP profile list.

65



Test # Edit | @ Delete | 0] Duplicate | [0 Copy Ta

Test2 # Edit | @ Delete | [0) Duplicate | [0 Copy Ta
tt # Edit | @ Delete | [0) Duplicate | [0 Copy Ta
redf # Edit | @ Delete | [0 Duplicate | [0 Copy Ta
AP_Carrie # Edit | @ Delete | [0 Duplicate | [0 Copy To

[V-2-2-2 Edit the AP Profile

To configure detailed settings for each AP profile, click the Edit button for the selected profile. The
setting page appears as follows:

Q Search = Configuration »ap Pros
_ | momerat senip 2,46 General Setup =
MNETWORK MENU 5 PLENS
2.40 Wirstess LAN O
Dashboard n—
Manitoring Losd Bssmnce Gpration Made m
Wiraess Wizard i
AP Profie
SYSTEM MENU
Ex -
Maintenance
Network Managamant Ansenna

System

User

About

MAC Address

Band Swering
8G capabutny Chack Tims (vec]

Enable 5GHE Minimum RSS!

* = Mimimim B8 paf m
Available settings are explained as follows:

Item Description

Area A - Menu Item At present, the available menu items contain,
General Setup
SSID Settings
Roaming
Load Balance
LAN
Airtime Fairness
Mobile Device Management
Application
WMM Configuration
System
Profile Setting

Area B - Settings Such area will vary according to the item selected in Area A - Menu Item.

If required, refer to User’s Guide of VigorAP for the detailed information of settings definition.
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Applications

A.1 How to apply an AP profile to AP device(s)?
1. Choose a group containing with access points (e.g., “ap” in this case) from Root Network.
2. The dashboard of “ap” group appears as follows.
3. Open NETWORK MENU>>Configuration>>AP Profile.

In the Device Provisioning, all of the access points (e.g., AP 800/ AP810/ AP900 / AP902) grouped
under “ap” are displayed under the field of Name.

4. Select the AP (e.g., AP 810 in this case) required to apply new AP profile; and use the drop down list
of AP Profile to specify a profile (e.g., test in this case).

You can click +Add New Profile to create a new AP profile if there is no AP profile to be chosen or
the existed AP profile is not suitable for the AP model.

5. Click Save. The settings in web user interface of the selected VigorAP will be overwritten with the
settings configured in AP profile immediately.

67



This page is left blank.
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Part V DEVICE MENU for Specified
AP

)
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V-1 Monitoring for CPE

Monitoring menu offers Alarm, Logs and Diagnostics for monitoring the normal and abnormal actions
for the specified AP.

Settings to be configured under Root Settings to be configured when an AP is
Network selected
Root Network VigorAP 810_001DAAOF... )
(2) e ({ Root Network )
NETWORK MENU g2t =
| Dashboard
Dashboard
| Monitoring
Monitoring
Alarm
Alarm Logs
Logs
Floor Plan
Rogue AP Detection
Configuration

V-1-1 Alarm

Alarm message will be recorded on VigorConnect server when there is a trouble happened to the
device (AP). Only the users within the same user group will be notified with the alarm message.

Q. Search @ Monitoring smem

VigorAP 810_001DAADF... -] » i Time Interval | 20100822 to 201007722
1 Finot Neteerk |

DEVICE MENU
& Export AN wiel| 1 1> W ecle
Dazhboard

| s
Alarm

Logs

e, Ak Statuy Tima Davice Nama MAC Asdress Asarm Lovet Adsem Massage Adarm Type

SYSTEM MENU
Maintenance
Network Management
System
User

About

Available settings are explained as follows:

Item Description

Alarm / History Alarm - Display the alarm records recently.
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Export All
Delete
Delete All
No.

Ack Status

Time

Device Name
MAC Address
Alarm Level

Alarm Message

Alarm Type

Alarm Status

V-1-2 Logs

History - Display all the alarm records that have been solved and cleared.
Click this button to save alarm log as a XLS file.

Clear the alarm record which has been solved by VigorConnect.

Clear all of the alarm records which have been solved by VigorConnect.

Display the index number of the alarm. It is offered by VigorConnect
automatically.

Display the status of the records with the type specified here (Not Ack or
Acked).

Display the time that the alert occurred.

Display the name of the device encountering the trouble.
Display the MAC address of the device.

Display the alarm message with the severity specified.

Display a brief explanation for the alarm sent by VigorConnect
automatically.

Display the alarm message with the type specified.

Display the status of the records with the type specified here (Alarm or
Rearm).

Log provides administrator records for action executed, device name, MAC address, Device ID, MAC
Address, Device IP, Action, Action ID and Time for the selected device.

DEVICE MENU

Dashboard
Manitoring

Adgim

Logs

SYSTEM MENU

Maintenance
Network Management
System
User

About

= Monitoring -Logs

Available settings are explained as follows:

Item

Log Type

Description

Choose one of the conditions to display related log on this page.

All CPE Actions v
All CPE Actions
Device Reboot

| Reboot By CPE

Set Parameter
g File Transfer
CPE Notify
,| Device Register
"| Device Operate
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|$earch Device Mame P § MAC

Time Interval

Export All
Delete
Delete All

| Enter the condition for VigorConnect to search and display relational

information.

Specify the time interval to display information within that time period.

Time Interval : 2019/06/22 to 2019/07/22

Time Last 30 Days ¥

® Cancel Q, Search

Click this button to save alarm log as a XLS file.
Clear the alarm record which has been solved by VigorACS.

Clear all of the alarm records which have been solved by VigorACS.
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Part VI Troubleshooting

A
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VI-1 Contacting DrayTek

If the modem still cannot work correctly after trying many efforts, please contact your dealer for
further help right away. For any questions, please feel free to send e-mail to support@draytek.com.
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