
Release Notes for DrayTek Vigor 2960 (UK/Ireland)

Firmware Version 1.3.2 (Formal Release)
Release Type Regular – Upgrade recommended when convenient
Build Date 28th October 2017
Release Date 23rd November 2017
Revision 7373
Applicable Models Vigor 2960
Locale UK & Ireland Only

New Features

1. Fast NAT functonality added to improve outbound NAT throughput by bypassing frewall 
processing for specifed local subnet(s) going through selected WAN interfaces. 
Confgured in [NNAT] >  [NFast NAT]

Improvements

1. Updated DNSMasq to improve security, for more details please read this security advisory:
https://www.drayte..co.u./informaton/our-technology/dnsmasq-vulnerability

2. Firmware Boot loader updated to 1.3.2
3. Confgured and functoning URL/Web Category rrofles could display as a blan. profle in the

web interface
4. Syslog output would report the rate unit as Kbps when setng the Filtering Rate (Mbps) in 

[NFirewall] >  [NDoS Defense] >  [NSwitch Rate Limit] >  [NStorm Filter] 
5. Access Barrier for HTTrS management could potentally bloc. an authentcated HTTrS 

management session
6. Corrected a potental error which might result in fooding a WAN interface removed from 

the Load Balance rool
7. The Counter value for URL/Web Category Filter rules could not increment when bloc.ing 

HTTrS websites
8. LDAr with Bind Type set to “Regular Mode” – When clic.ing the Search button for Base DN, 

the router would attempt to bind with Root, which caused compatbility issues with 
Windows LDAr servers

9. HTTrS fltering behaviour was incorrect when fltering with a .eyword of “.”
10. Improved reliability of fltering by File Extension with the Firewall
11. High Availability failover did not occur when all WANs failed on the primary router
12. Multple subnets available through a VrN Trun. in Bac.up mode were unavailable when 

rrimary Interface VrN tunnel dropped and the Bac.up Interface VrN tunnel became actve
13. VrN tunnels were unable to route trafc if a rrroE WAN was disconnected, remained ofine

for over 12 hours and was then reconnected
14. Dial Out Irsec VrN could not establish if VrN server hostname started with a number (0-9)
15. After upgrade from frmware 1.2.2, [NVrN and Remote Access] >  [NConnecton Management] 

could not display profle names for Irsec VrN tunnels, displaying a “Lac. of rtype” error
16. Web rortal could confict with Ir flter rules
17. Improved [NBandwidth Management] >  [NBandwidth Limit] rate limitng algorithm
18. Ar Management broadcast pac.ets no longer send through VrN tunnels, this can be enabled

in [NAr Management] >  [NGeneral Setup] by enabling “rass-Through VrN”
19. Improved Web rortal login page load tmes
20. QoS profles and Firewall Filter Rules can now specify up to 200 Service Type Objects 
21. Irsec VrN stability improvements

https://www.draytek.co.uk/information/our-technology/dnsmasq-vulnerability


Known Issue

1. APM Management - VigorArs with frmware 1.2.3 and later cannot be managed with Ar
Management using HTTrS. This will be resolved in the next frmware release.
Management is stll possible using HTTr (less secure) by disabling the HTTrS Allow 
setng and enabling the HTTr Allow setng in [NAr Management] >  [NGeneral Setup]

2. High Availability - Updatng from a frmware version <=1.1.0.2: Due to signifcant 
changes to High Availability functonality, existng HA confguraton will be cleared during
the update process and it will be necessary to reconfgure High Availability after the 
update

3. L2TP Tunnel - Disable "Force Irsec with L2Tr" opton in [NVrN and Remote Access] >  [Nrrr
General Setup] to allow a standard L2Tr tunnel, otherwise the L2Tr server will allow 
L2Tr with Irsec only

4. IP Filter - F/W 1.2.0 onwards Changes the behaviour of the Ir Filter. After upgrade some 
Ir Filter rules may need to be reconfgured. rlease read the "Filter Rule Actons" 
segment of this guide for more informaton on the changes: 
http://www.drayte..co.u./support/guides/.b-3900-ipflter-basics

5. Vigor2960 models with MXIC fash memory cannot be downgraded to frmware prior to 
1.2.0.
Chec. the fash memory type with the CLI command "status system":
Model : Vigor2960
Hardware Version : 1.0 (M) <----- (M) sufx indicates MXIC Flash memory
Hardware Version : 1.0 <--------- no sufx indicates Samsung Flash memory, can be 
downgraded if required



Important Note - Upgrading Firmware

Do not upgrade directly from 1.0.5 (and earlier) to 1.3.1.
Due to diferences in the Web UI and functonality the router MUST frst be upgraded to at least 
1.0.7.1 prior to upgrading to 1.3.1.
Upgrade your router to Version 1.0.7.1 or later frst, and afterwards upgrade the router to Version 
1.3.1.

Upgrade Instructons

It is recommended that you ta.e a confguraton bac.up 
prior to upgrading the frmware. This can be done from 
the router's system maintenance menu. 

To upgrade frmware, select 'firmware upmgradue' from 
the router's system maintenance menu and select the 
correct fle. 

Manual Upgrade

 If you cannot access the router's menu, you can put the router into 'TFTr' mode by holding the 
RESET whilst turning the unit on and then use the Firmware Utlity. That will enable TFTr mode.  
TFTr mode is indicated by all LEDs fashing. This mode will also be automatcally enabled by the 
router if there is a frmware/setngs abnormality.  Upgrading from the web interface is easier and 
recommended – this manual mode is only needed if the web interface is inaccessible.



Firmware Version 1.3.1 (Formal Release)
Release Type Regular – Upgrade recommended when convenient
Build Date 28th June  2017
Release Date 27th July 2017
Revision 7145
Applicable Models Vigor 2960
Locale UK & Ireland Only

New Features

1. Fast Route functonality added to improve throughput by bypassing frewall processing for 
specifed routed subnets (VrN tunnels etc.). Located in [NRoutng] >  [NFast Route].

Improvements

1. Resolved an issue that could stop the router from resolving DNS hostnames, this would 
afect any services that resolve hostnames to Ir addresses, such as Content Filtering, NTr, 
Mail Alert, DNS Server etc.

2. Improvements to Samba service to ensure immunity to CVE-2017-7494
3. Updated SSH server
4. Updated App Enforcement signatures to improve handling / bloc.ing of:

a. Hotspot
b. UltraSurf
c. rrstream
d. Google Hangouts

5. [NNAT] >  [NServer Load Balance] can now balance based on “Source Ir”
6. Central Ar Management can select all managed VigorArs to apply WLAN rrofles / Ar 

Maintenance tas.s
7. Resolved an issue with [NUser Management] >  [NWeb rortal] and SMS authentcaton 
8. [NUser Management] >  [NUser rrofle] >  Apply All tab could not alter rrTr setngs
9. Irsec VrN tunnels could not re-establish VrN connecton over specifed “Failover to” WAN
10. Resolved an issue with Irv6 when using an Irv6 WAN confgured for DHCrv6 rD (IAID)
11. irad / irhone devices with iOS 10.3.1 and later could not establish IKEv2 VrN tunnel
12. XAuth VrN tunnel could not authentcate if the password contained “#” or “.” characters
13. The router could not perform DDNS update for “Strato” Dynamic DNS
14. Improved rrroE server efciency
15. Irv6 ring Diagnostcs would not display the ping result
16. Resolved a display issue with Switch Management’s Switch Hierarchy view



Known Issue

1. High Availability - Updatng from a frmware version <=1.1.0.2: Due to signifcant 
changes to High Availability functonality, existng HA confguraton will be cleared during
the update process and it will be necessary to reconfgure High Availability after the 
update

2. Disable "Force Irsec with L2Tr" opton in [NVrN and Remote Access] >  [Nrrr General 
Setup] to allow a standard L2Tr tunnel, otherwise the L2Tr server will allow L2Tr with 
Irsec only

3. F/W 1.2.0 onwards Changes the behaviour of the Ir Filter. After upgrade some Ir Filter 
rules may need to be reconfgured. rlease read the "Filter Rule Actons" segment of this 
guide for more informaton on the changes: 
http://www.drayte..co.u./support/guides/.b-3900-ipflter-basics

4. Vigor2960 models with MXIC fash memory cannot be downgraded to frmware prior to 
1.2.0.
Chec. the fash memory type with the CLI command "status system":
Model : Vigor2960
Hardware Version : 1.0 (M) <----- (M) sufx indicates MXIC Flash memory
Hardware Version : 1.0 <--------- no sufx indicates Samsung Flash memory, can be 
downgraded if required



Firmware Version 1.3.0 (Formal Release)
Release Type Regular – Upgrade recommended when convenient
Build Date 7th March 2017
Release Date 28th March 2017
Revision 6930
Applicable Models Vigor 2960
Locale UK & Ireland Only

New Features

1. Support for GRE Tunnel under [NVrN and Remote Access] >  [NVrN rrofles] >  [NGRE] for 
compatbility with Cisco routers

2. Support for IKEv2 Irsec VrN tunnels
3. XAuth authentcaton support for Irsec Remote Dial-In Telewor.er VrN tunnels
4. Central Ar Management support – manage up to 50 VigorAr access points
5. Central Switch Management support – manage up to 10 VigorSwitch switches
6. New interface with improved design for mobile devices available through:

https://<router Ir> /mobile

7. Support for DNSSEC added in [NApplicatons] >  [NDNS Security]
8. The Vigor 2960’s own Root CA supports signing certfcates generated on other devices / 

routers in [NCertfcate Management] >  [NRemote Certfcate]
9. [NNAT] >  [NServer Load Balance] added

Improvements

1. The router will notfy when another DHCr server is detected
2. DHCr optons can now specify DHCr Gateway Ir Address
3. Support dynamic prefx for Irv6 LAN
4. WAN Interfaces will default to DHCr when enabled
5. High Availability Hot Standby mode can now be switched manually
6. Firewall now has a Guest group in [NFilter Setup] to apply rules to Guest rrofle users
7. If Firewall – Default rolicy is set to Bloc., opton added to “Bloc. All Incoming Trafc”
8. Bandwidth Limit now supports “Auto Adjust to ma.e best use of available bandwidth” 

opton
9. Bandwidth Limit & Session Limit can now be applied to User Objects, Groups & LDAr
10. Added VrN Disconnect Alert Delay to [NNotfcaton Object] >  [NAdvanced Setng]
11. StartTLS Connecton Security supported in [NMail Service Object] & Mail Alert
12. Added an opton to disable User Login Mail Alert
13. Mail Alerts for WAN Status changes now include the WAN Ir
14. HTTrS Management can now be enforced using Enforce HTTrS Management opton, 

forwards HTTr access attempts to the HTTrS interface
15. SSH interface now supports SHA2 authentcaton
16. Timezone confgured in Time and Date setngs now defaults to UK
17. Trafc Graph now displays CrU and Coprocessor usage history graphs
18. Added Apply Setngs to VigorAr secton to TR-069 confguraton
19. Support for scheduled reboot on wee.days only
20. Improvements to the Fail to Ban & Access Barrier functons
21. LAN DNS now supports wildcards



22. LAN DNS profles can now perform conditonal DNS forwarding when the Type of the LAN 
DNS profle is set to FORWARD

23. Dynamic DNS now supports HTTrS
24. Dynamic DNS now supports User Defned mode for custom ArI confguraton
25. Google Domains added to Dynamic DNS 
26. OpenDNS added to Dynamic DNS
27. ring & Trace Route diagnostcs can now select which WAN Ir Alias to send through
28. Added View button to Certfcate Management to view loaded certfcate details
29. Search functonality added to:

a. Ir Objects & Groups
b. Service Type Objects & Groups
c. Keyword / DNS Objects
d. User rrofles
e. VrN rrofles
f. NAT rort Redirecton rules

30. Web rortal can now redirect to specifed LAN DNS address instead of Ir
31. [NUser Management] >  [NWeb rortal] – Login History added
32. Clean Deadline button added to Guest rrofle to renew usage tme of selected account(s)
33. Guest rrofle accounts can specify max simultaneous logins
34. Added Search Button in LDAr to allow users to view and select the Base DN/Group DN
35. LDAr now supports SSL connecton to LDAr Server
36. Improvements to the RADIUS confguraton page
37. [NNAT] >  [Nrort Redirecton] can specify allowed Source Ir Objects to allow only specifed Irs to

access port forwards without ma.ing Firewall Filter Rules
38. rolicy Route rules can select Service Type Objects instead of manually specifying ports
39. rolicy Route rules can now specify Time Objects to apply rules during specifed tmes only
40. Added a priority graph to rolicy Route rules, clic. “(?)” to view
41. Support for SrF/TXT DNS Records for WAN Inbound Load Balance
42. VrN rrofles can now be renamed
43. VrN rrofles now display Status icon to indicate connecton state
44. SSL VrN port can be confgured separately from HTTrS management interface
45. SSL VrN can be disabled on individual WAN interfaces in [NAccess Control] to allow NAT rort 

Redirectons to be confgured with that port, to the WAN interface with SSL VrN disabled
46. Allowed WAN interfaces for rrTr VrN server can be selected in [NVrN and Remote Access] >  

[Nrrr General Setup]
47. Irsec VrN can be set as Default Route/Gateway with Apply NAT rolicy enabled for that VrN
48. User rrofles can specify allowed VrN Dial-In tmes by selectng Time Objects
49. Irsec proposal DH Group now defaults to G5 (1536-bit)
50. Multple SAs (Security Associatons) added to Irsec VrN profles to specify additonal Local & 

Remote subnets



Known Issue

1. High Availability - Updatng from a frmware version <=1.1.0.2: Due to signifcant 
changes to High Availability functonality, existng HA confguraton will be cleared during
the update process and it will be necessary to reconfgure High Availability after the 
update

2. Disable "Force Irsec with L2Tr" opton in [NVrN and Remote Access] >  [Nrrr General 
Setup] to allow a standard L2Tr tunnel, otherwise the L2Tr server will allow L2Tr with 
Irsec only

3. F/W 1.2.0 onwards Changes the behaviour of the Ir Filter. After upgrade some Ir Filter 
rules may need to be reconfgured. rlease read the "Filter Rule Actons" segment of this 
guide for more informaton on the changes: 
http://www.drayte..co.u./support/guides/.b-3900-ipflter-basics

4. Vigor2960 models with MXIC fash memory cannot be downgraded to frmware prior to 
1.2.0.
Chec. the fash memory type with the CLI command "status system":
Model : Vigor2960
Hardware Version : 1.0 (M) <----- (M) sufx indicates MXIC Flash memory
Hardware Version : 1.0 <--------- no sufx indicates Samsung Flash memory, can be 
downgraded if required



    Firmware Version     1.2.2 (Formal Release)
    Release Date  24th November 2016
    Build Date  1st November 2016
    Revision  r6620
    Applicable Models    Vigor 2960
    Locale               UK ONLY

New Features

(None)

Improvements

1. FTr connectons in Actve mode were not passed correctly through NAT
2. When using [NDiagnostcs] >  [NData Flow Monitor] >  rac.et Monitor, results could not be 

fltered by Host
3. Resolved an issue that could cause higher than normal memory usage with some router 

confguratons
4. When confguring a User Management profle for VrN with MOTr enabled, it could not 

be saved without entering a password
5. TTL values were reported incorrectly in the [NDiagnostcs] >  [NSession Table]
6. Improved connectvity for Mac OS X SmartVrN clients

Known Issue

5. High Availability - Updatng from a frmware version <=1.1.0.2: Due to signifcant 
changes to High Availability functonality, existng HA confguraton will be cleared during
the update process and it will be necessary to reconfgure High Availability after the 
update

6. Disable "Force Irsec with L2Tr" opton in [NVrN and Remote Access] >  [Nrrr General 
Setup] to allow a standard L2Tr tunnel, otherwise the L2Tr server will allow L2Tr with 
Irsec only

7. F/W 1.2.0 onwards Changes the behaviour of the Ir Filter. After upgrade some Ir Filter 
rules may need to be reconfgured. rlease read the "Filter Rule Actons" segment of this 
guide for more informaton on the changes: 
http://www.drayte..co.u./support/guides/.b-3900-ipflter-basics

8. Vigor2960 models with MXIC fash memory cannot be downgraded to frmware prior to 
1.2.0.
Chec. the fash memory type with the CLI command "status system":
Model : Vigor2960
Hardware Version : 1.0 (M) <----- (M) sufx indicates MXIC Flash memory
Hardware Version : 1.0 <--------- no sufx indicates Samsung Flash memory, can be 
downgraded if required



    Firmware Version     1.2.1 (Formal Release)
    Release Date  30th August 2016
    Build Date  27th July 2016
    Revision  r6367
    Applicable Models    Vigor 2960
    Locale               UK ONLY

New Features

1. The router's Online Status can display "Remote DSL" informaton from a Vigor 130 or 
Vigor 120v2 modem connected to the router's WAN ports

2. Support WAN Load Balance by Session, confgured in [NRoutng] >  [NDefault Route], the 
default is Ir-based Load Balancing

3. [NCertfcate Management] >  [NTrusted CA Certfcate] now supports "Build RootCA" to 
self-sign certfcates

4. rac.et Monitor facility added to [NDiagnostcs] >  [NData Flow Monitor] to capture 
WAN/LAN pac.ets and download as a .pcap fle

5. Web Content Filter Query Server can now be specifed in [NObjects Setng] >  [NWeb 
Category Object] >  [NQuery Server] tab

Improvements

1. Efciency improvements to NAT mechanisms
2. SSL VrN supports Idle Timeout and Reconnect
3. Arr-Enforcement Signature updated to improve handling of:

a. IM-Google Hangouts
b. rrotocol-DNS
c. HTTr
d. SSL/TLS
e. Tunnel-Ultrasurf
f. VoIr-RC
g. WebHD-HTTr_Upload

4. Web interface response tme improved when displaying large numbers of rrofles (User 
rrofle, Ir Objects, etc)

5. Improved TCr SYN+FIN fltering mechanism
6. Auto DDoS defense added to reduce CrU load if DDoS occurs



Known Issue

1. High Availability - Updatng from a frmware version <=1.1.0.2: Due to signifcant 
changes to High Availability functonality, existng HA confguraton will be cleared during
the update process and it will be necessary to reconfgure High Availability after the 
update

2. Disable "Force Irsec with L2Tr" opton in [NVrN and Remote Access] >  [Nrrr General 
Setup] to allow a standard L2Tr tunnel, otherwise the L2Tr server will allow L2Tr with 
Irsec only

3. F/W 1.2.1 Changes the behaviour of the Ir Filter. After upgrade some Ir Filter rules may 
need to be reconfgured. rlease read the "Filter Rule Actons" segment of this guide for 
more informaton on the changes: http://www.drayte..co.u./support/guides/.b-3900-
ipflter-basics

4. Vigor2960 models with MXIC fash memory cannot be downgraded to frmware prior to 
1.2.0.
Chec. the fash memory type with the CLI command "status system":
Model : Vigor2960
Hardware Version : 1.0 (M) <----- (M) sufx indicates MXIC Flash memory
Hardware Version : 1.0 <--------- no sufx indicates Samsung Flash memory, can be 
downgraded if required



    Firmware Version     1.2.0 (Formal Release)
    Release Date  4th December 2015
    Build Date  27th November 2015
    Revision  r5714
    Applicable Models    Vigor 2960
    Locale               UK ONLY

New Features

1. CrU, Memory, Trafc Tx/Rx usage added to [NNotfcaton Object], confgured under 
Advanced Setng tab

2. [NConfguraton Bac.up] >  [NAnalysis] displays details of router confguraton on one page
3. Auto Firmware Upgrade and Auto Firmware ratch now available to simplify update 

process
4. [NUser Management] >  [NWeb rortal] new features:

a. Can use SMS as an authentcaton method (requires internet SMS provider 
confgured)

b. Opton to bloc. mobile devices if required
c. Customise login & bac.ground images in rortal rage Setup 

5. MAC/Vendor Object now supported for use with Ir Filter
6. SMB Server now available under [NUSB Applicaton] menu for fle sharing of connected 

USB storage
7. Now supports SHA2_256 for Irsec VrN tunnel authentcaton
8. SSL VrN port can now be confgured as a separate port from HTTrS Management under 

[NSystem Maintenance] >  [NAccess Control]
9. Service Usage Monitor added to [NDiagnostcs] >  [NData Flow Monitor] to observe data 

usage of specifed protocols

Improvements

1. Improvements to the design and functonality of [NApplicatons] >  [NHigh Availability]
2. Corrected an issue with rort Redirecton which could occur after upgrading to 1.1.x 

frmware
3. [NFirewall] >  [NFilter Counter] indicates how many sessions have matched each rule
4. General improvements to [NFirewall] menus and syslog output
5. Improvements to HTTrS fltering when using Web Content Filtering
6. Specify Remote Ir / Host Name to limit Remote Dial-In VrN connectons to that WAN 

Ir / Hostname only
7. Bandwidth Limit can now apply to rrTr Remote Dial-In VrN clients
8. [NDiagnostcs] >  [NARr Cache Table] now has an opton to quic.ly create an Ir Object for 

listed Ir address
9. Supports Sufx Type in Irv6 Object confguraton
10. Time Schedule in Filter Rules can now force sessions to clear when the schedule ta.es 

efect
11. Spotfy can now be bloc.ed with the Applicaton Filter
12. Can specify which WAN interfaces can be used for remote management



13. Improvements to Trafc Graph and Data Flow Monitor
14. QoS Class was not displayed in the Session Table
15. Support for "esendex" SMS rrovider
16. Custom SMS rrovider opton to defne ArI setngs manually for SMS providers not listed

Known Issue

1. Due to signifcant changes to High Availability functonality, existng HA confguraton will
be cleared during the update process and it will be necessary to reconfgure High 
Availability after updatng to 1.2.0

1. Vigor2960 models with MXIC fash memory cannot downgrade to previous frmware 
versions. 
Chec. the fash memory type with the CLI command "status system":
Model : Vigor2960
Hardware Version : 1.0 (M) <----- (M) sufx indicates MXIC Flash memory
Hardware Version : 1.0 <--------- no sufx indicates Samsung Flash memory, can be 
downgraded if required

2. Disable "Force Irsec with L2Tr" opton in [NVrN and Remote Access] >  [Nrrr General 
Setup] to allow a standard L2Tr tunnel, otherwise the L2Tr server will allow L2Tr with 
Irsec only

3. F/W 1.2.0 Changes the behaviour of the Ir Filter. After upgrade some Ir Filter rules may 
need to be reconfgured. rlease read the "Filter Rule Actons" segment of this guide for 
more informaton on the changes: http://www.drayte..co.u./support/guides/.b-3900-
ipflter-basics



    Firmware Version     1.1.0.2 (Formal Release)
    Release Date  9th September 2015
    Build Date  29th August 2015
    Revision  r5461
    Applicable Models    Vigor 2960
    Locale               UK ONLY

New Features

(None)

Improvements

1. Corrected an issue that could cause rort Redirecton to not wor. after upgrading the 
frmware from 1.0.9 or earlier

2. Syslog to USB was not writng to USB after restartng the router
3. It was not possible to modify the max failed Telnet Login attempts before the router 

bans the Ir
4. Netbios names were not displaying in the ARr cache table correctly
5. Improvements to certfcate handling for the router's HTTrS interface
6. DNS Sufx (DHCr Opton 15) support added for remote dial-in VrN clients
7. Upgraded OpenSSL to 0.9.8zg for security updates
8. Resolves a WAN connectvity issue that could occur after an extended duraton

Known Issue

1. Disable "Force Irsec with L2Tr" opton in [NVrN and Remote Access] >  [Nrrr General 
Setup] to allow a standard L2Tr tunnel, otherwise the L2Tr server will allow L2Tr with 
Irsec only



    Firmware Version     1.1.0.1 (Formal Release)
    Release Date  31st July 2015
    Build Date  16th July 2015
    Revision  r5291
    Applicable Models    Vigor 2960
    Locale               UK ONLY

New Features

(None)

Improvements

1. Resolved issue that could cause rrTr Remote Dial In throughput reducton
2. Corrected issue that could cause rort Redirecton to not wor. after upgrading the frmware 

from 1.0.9 or earlier
3. Corrected NAT Loopbac. issue for rrTr dial-in user accessing WAN Ir alias
4. Irv6 could not get public Ir via DHCr IA rD.
5. LAN to LAN for SSL VrN would not re-connect automatcally after VrN disconnecton
6. Incorrect remote Ir address displayed for SSL VrN in connecton history
7. SNMr deamon correcton
8. Corrected issue that could prevent rolicy route via NAT from wor.ing
9. Corrected issues that could prevent TR-069 from wor.ing in some confguratons
10. Change profle number for rolicy Route to 120, and for Statc Route to 200

Known Issue

1. You need to disable "Force Irsec with L2Tr" optons for pure L2Tr tunnel in [NVrN and 
Remote Access] >  [Nrrr General Setup].

 



    Firmware Version     1.1.0 (Formal Release)
    Release Date  19th June 2015
    Build Date  6th June 2015
    Revision  r5142
    Applicable Models    Vigor 2960
    Locale               UK ONLY

New Features

1. SSL VrN LAN to LAN tunnel (Supported from DrayTe. Vigor 2960 / 3900 1.1.0 frmware 
and Vigor 2860 / 2925 3.8.x frmware).

2. Internal RADIUS server under [NUser Management] >  [NRADIUS].
3. Arr Enforcement supported app list added under [NObjects Setngs] >  [NArr Support List].
4. Added auto/manual Arr Signature Upgrade setng page in [NSystem Maintenance] >  

[NArr Signature Upgrade]
5. [NSystem Maintenance] >  [NAccess Control] Improvements:

Validaton Code in Access Control tab to improve web admin security;o
Fail to Ban setng page to automatcally bloc. Ir addresses after failed login 

attempts;o
Access Barrier setng page to protect router services (WUI, FTr etc) from brute 

force attac..
6. Added Switch Rate Limit setng page in [NFirewall] >  [NDos Defense].
7. Added [NNAT] >  [NConnecton Timeout] to allow altering the session tmeout of diferent 

trafc types i.e. TCr, UDr etc
8. Wa.e on LAN can now operate on a schedule by confguring profles in [NApplicatons] >  

[NWa.e on LAN] >  [NSchedule Wa.e on LAN]
9. [NDiagnostcs] >  [NMAC Address Table] added.
10. [NDiagnostcs] >  [NUser Status] added, to show rrroE / Web rortal / VrN / SSL rroxy users 

in one locaton.
11. [NLAN] >  [NLAN DNS] now supports wild-card strings and CNAME records for individual 

LANs using the Specifed LAN opton.
12. [NRoutng] >  [Nrolicy Route] Improvements:

rriority optons (Normal, High, Top) for more fexible routng.
Country Objects as destnaton addresses.
Failover optons for target Ir ping failure.

13. Support for Multcast via VrN.
14. Router's web interface can now notfy of new frmware upgrades available.



Improvements

1. Improved DDoS protecton.
2. SSL VrN setngs now available under [NVrN and Remote Access] >  [Nrrr General Setup].
3. rrTr Dial-In VrN rrofle (LAN to LAN) now supports multple remote subnets.
4. LDAr/RADIUS support for the router's SSL rroxy facility.
5. [NUser Management] >  [NWeb rortal] >  [Nrortal rage Setup] now supports uploading an 

HTML fle as the bulletn message.
6. rac.et Inspecton setngs added under [NFirewall] >  [NFilter Setup] >  [NDefault rolicy]
7. [NUser Management] >  [NUser rrofle] >  [NApply All] improved to allow multple choice.
8. rort Statstcs now shown under [NDiagnostcs] >  [NTrafc Statstcs].
9. Session Informaton added to [NDiagnostcs] >  [NTrafc Graph].
10. Vendor Informaton added to [NDiagnostcs] >  [NARr Cache Table].
11. Daily / reriod tmout setngs added to Web rortal under [NUser Management] >  [NWeb 

rortal] >  [NGeneral Setup].
12. Bind Ir to MAC can now be applied to specifc subnets.
13. Supported added for VrN routng through GRE over IrSec tunnel (VrN Trun.).
14. Keep VrN Setng opton added to [NCentral VrN Management] >  [NCrE Management].
15. Alert interval of temperature sensor now confgurable under [NUSB Applicaton] >  

[NTemperature Sensor] >  [NGeneral Setup].
16. The router could not use a DNS server located on the LAN for DNS queries under some 

circumstances.
17. Trafc was unable to pass between LAN and rrroE server clients.
18. Web Content Filter category selecton page improvements.
19. Ir Filter now shows a counter display for matched pac.ets.

Known Issue

1. You need to disable "Force Irsec with L2Tr" optons for pure L2Tr tunnel in [NVrN and 
Remote Access] >  [Nrrr General Setup].

 



    Firmware Version     1.0.9.1 (Formal Release)
    Release Date  16th February 2015
    Build Date  30th January 2015
    Revision  r4763
    Applicable Models    Vigor 2960
    Locale               UK ONLY

New Features

(None)

Improvements

1. The IGMr rroxy feature's compatbility with some ISrs that use rrroE has been improved.
2. Support for the Bandluxe C330 USB 3G modem.
3. SSL VrN now changes tunnel MTU in relaton to the WAN MTU.
4. rrTr Dial-In User VrN connectons could not access the internet under some circumstances.
5. rolicy Route was not wor.ing with return path trafc.
6. The Irsec opton "Auto Dial Out if WAN1 Down" was stll ta.ing efect after being disabled in 

the WUI.
7. The router's memory usage was higher than normal when using the Data Flow Monitor.
8. The Access Control List was not wor.ing correctly under some circumstances.
9. Improvements to ensure immunity to Ghost/CVE-2015-0235

Known Issue

1. You need to disable "Force Irsec with L2Tr" optons for pure L2Tr tunnel in VrN and Remote
Access > >  rrr General Setup.



    Firmware Version     1.0.9 (Formal Release)
    Release Date  29th October 2014
    Build Date  21st October 2014
    Revision  r4394
    Applicable Models    Vigor 2960
    Locale               UK ONLY

New Features

1. Improve SSL VrN throughput for SSL VrN tunnel mode with Smart VrN Client 4.3.1 or later.
2. Supports USB 4G/LTE. Chec. [NUSB]-[NModem support list] in the router's web interface for 

details.
3. Supports USB dis. /FTr server.
4. Supports saving Syslog to USB dis..
5. Supports rolicy Route (replacing Load Balance Rule and Address Mapping menus).

Improvements

1. Corrected: Connecton request notfcatons from Vigor ACS were not authentcated
2. Corrected: Can't establish Irv6 statc connecton.
3. Improved: IrSec VrN tunnel can now be confgured to pass or bloc. NetBios pac.ets.
4. Improved: Allow downloading/uploading private .ey (for Host to LAN VrN by X.509).
5. Improved: Show the VrN Type/Form felds on VrN History web page.
6. Improved: Handling for Duplicated Routes (with Statc Route Metric). When the statc route 

metric is <=10, the priority of that statc route will be greater than a VrN route.
7. Improved: Support QoS for VoIr trafc from LAN.
8. Improved: Support "ring to Keep Alive" feature for detectng whether an Irsec tunnel is able

to pass trafc
9. Improved: Support WAN rort and Ir Alias optons for rrTr Dial Out connecton.
10. Improved: Support RFC 4638 (accommodatng an MTU/MRU larger than 1492 for rrroE 

protocol WAN connectons).
11. Improved: Added STUN server opton to TR-069 setngs.
12. Improved: Added Jumbo Frame setng under [NLAN]-[NSwitch]-[NJumbo Frame] to edit 

Maximum Frame size.
13. Improved: Added a "Clear" button for the DDNS setngs page.
14. Improved: Bind Ir to MAC can now export or import a list of Ir / MAC addresses.
15. Improved: [NSytem Maintenance] - [NAccess Control] can now be confgured to accept pings 

from the WAN on specifed WAN interfaces.
16. Improved: Added “OVH” as service provider for DDNS setng.
17. Improved: Supports Range-to-many rort Redirecton.
18. Improved: Improve login page customizaton for Web rortal setup.
19. Improved: Change mechanism of deletng objects.
20. Improved: Upgrade OpenSSL to 0.9.8zc for SSLv3 Fallbac. (CVE-2014-3566) protecton.



    Firmware Version     1.0.8.2 (Formal Release)
    Release Date  14th July 2014
    Build Date  13th June 2014
    Revision  r3968
    Applicable Models    Vigor 2960
    Locale               UK ONLY

New Features

(None)

Improvements

1. Update OpenSSL to 0.9.8za
2. WCF (Web Content Filter) updated for Service Name from Commtouch to Cyren.
3. Resolved some HA (High Availability) issues
4. Corrected issue with DDNS failover 3G WAN

Known Issue

1. VrN Trun. tunnel doesn't wor. well when the profle name is more than 15 characters.
2. You need to disable "Force Irsec with L2Tr" optons for pure L2Tr tunnel in VrN and Remote

Access > >  rrr General Setup.



    Firmware Version     1.0.8.1 (Formal Release)
    Release Date  17th June 2014
    Build Date  22th May 2014
    Revision  r3863
    Applicable Models    Vigor 2960
    Locale               UK ONLY

New Features

(None)

Improvements

1. rrTr connecton stability.
2. Web rortal stability.
3. Remove management port setng which may occupy port redirecton.
4. Improve the stability of High Availability functon.
5. Add telnet tmeout if not login in 60 seconds.
6. CrU usage is too high when data fow monitor is enabled.
7. SSL VrN client fxed
8. A problem of WCF license occurred when HA is enabled.
9. CVM can't perform confguraton bac.up.
10. NAT Loopbac. to LAN More Subnet doesn’t wor..
11. DNS for rrTr Remote dial-in is not assigned according to the LAN rrofle.
12. Reboot with Customized Confguratons bug.
13. When frewall default policy (bloc.) is used, HTTr is stll available for access.
14. Web portal stll supports URL redirect when login mode is disabled.
15. rac.et count error when rrTr acceleraton is enabled.
16. mOTr User profle cannot be saved without rassword.
17. WAN rriority Bits doesn’t wor..
18. An error occurred in tme object.
19. An error occurred in WAN > >  Switch mode > >  double tag.



    Firmware Version     1.0.8 (Formal Release)
    Build Date  10th March 2014
    Revision  r3548
    Applicable Models    Vigor 2960
    Locale               UK ONLY

New Features

1. Same WAN VLAN ID can be used in diferent WAN interfaces. (WAN > >  General Setup Mode:
Advance, Switch Mode: Double Tag)

2. QoS for multple WANs.
3. SNMr v3 Support
4. Support country bloc. for Firewall.
5. Support WCF white list.
6. Support LAN DNS server.
7. BGr routng protocol Support
8. SSL VrN tunnel mode (up to 20 tunnels).
9. Support Web rortal and Hotspot (Guest profle) in User Management.
10. Support rrTr acceleraton for rrTr WAN/Remote Dial-in/LAN to LAN (90Mbps with MrrE, 

400Mbps without MrrE).
11. Support QoS retag opton.
12. Support VrN dial-out failover if WAN disconnected.
13. Support VrN LAN to LAN for overlap/duplicate subnets.
14. High Availability Support.
15. Display the last Ur/DOWN log of VrN profle.
16. Add default policy for Firewall and default bloc. policy can be applied.
17. Add Irv6 frewall setngs.
18. Add DNS object.
19. Add a remote capture telnet command (rc), for trafc monitor and wireshar. remote 

capture.
20. Add front panel and VrN status on the dashboard.

Improvements

1. Change the menu item “User Management> > General Setup” into “User Management> > Web
rortal”.

2. Move Ir Routng from LAN to Statc Route and rename as LAN/WAN rroxy ARr.
3. Move Inter-LAN Route from LAN> > Statc Route to LAN> > General Setup.
4. Move status page to the frst tab of each functon menu.
5. Support RADIUS, LDAr, Local authentcaton in User Management.
6. Support NAT opton for Irsec LAN to LAN.
7. Support LDAr profle in Firewall.
8. Support rato confguraton for VrN Load Balancing.
9. rort number setng for Access Control in WAN Ir alias can be passed to LAN by default.
10. Notfcaton object can be recorded on Syslog through the confguraton on
11. Applicatons> > SMS/Mail Alert Service page.



12. 11 Support Local/RADIUS/LDAr authentcaton for rrTr/L2Tr/rrroE server at the same 
tme.

13. Change the priority of Inter-LAN route, that Ir flter can do further control.
14. Support connecton failover for TR-069.
15. Display router name in web page ttle.
16. Irsec VrN dial-in connecton with all WANs is supported in default.
17. Support RFC3021.
18. Combine IM/r2r/rrotocol object to App Object for bloc.ing more Apps.
19. The number of Management Access Control List is increased up to 16.
20. Support peer identty for Irsec RSA authentcaton.
21. Support password encode opton for confguraton bac.up.
22. Support more special characters in username for user profle.
23. The number of SSL web proxy/VNC/RDr profle is increased up to 30.
24. Support customized DDNS.
25. Support acceleraton of fragmented UDr pac.ets (maximum 1628 bytes).
26. Support DHCr opton 95 (LDAr server), 161(FTr server), and 162 (File path) for DHCr server.
27. Support more subnet DHCr servers in Bind Ir to MAC.
28. Support DHCr relay over LAN/Non-Direct-Connected LAN.
29. Support DHCr relay setngs for rrTr/L2Tr/rrroE.
30. Support open port to the host in remote VrN networ..
31. Default route cannot wor. well when two WAN Irs are in the same Ir networ..



    Firmware Version     1.0.7.1 (Formal Release)
    Release Date         13th November 2013
    Build Date  12th November 2013
    Revision  r3067
    Applicable Models    Vigor 2960
    Locale               UK ONLY

New Features

(None)

Improvements

1. Support USB-WAN for WAN rrofle under the Setng tab in Applicaton> >  Dynamic DNS.
2. Modify the mechanism for Ir flter, "if no further match" acton.
3. Add a subnet mas. setng, 255.255.255.254, for WAN Ir confguraton.
4. Added opton disable negotaton for Fiber WAN under the Interface tab in WAN> > Switch.
5. QoS Ir rule can apply the pac.ets passing through both Local Ir and Remote Ir.
6. ‘space’ special character can be used in the username for LDAr
7. Improved rrTr service mechanism for multple simultaneous LAN to LAN dial-ins
8. Corrected: Cannot bloc. / unbloc. some Irs on Diagnostcs> > Data Flow Monitor.
9. Corrected issue with ICMr pac.ets larger than 8138 bytes over IrSec LAN to LAN tunnel.
10. Corrected: The user cannot access Internet when QoS queue weight is set as “0”.
11. Corrected: Lower the priority of Inter-LAN routng functon.
12. Corrected: LAN DHCr pac.ets do not respond while LAN DHCr Server is OFF.
13. Corrected: Can’t accept L2Tr VrN from (None) default route WAN.
14. Corrected: RADIUS client (Vigor router) sends wrong NAS Ir address (127.0.0.1).
15. Corrected trafc status of DHCr over Irsec in VrN Connecton Management.
16. ARr detecton may fail when WAN TX trafc is full.
17. Corrected: SMS can't be sent out when L2Tr over Irsec is up and down.

Known Issue

1. VrN Trun. tunnel doesn't wor. well when the profle name is more than 15 characters.
2. You need to disable "Force Irsec with L2Tr" optons for pure L2Tr tunnel in [NVrN and 

Remote Access]> [Nrrr General Setup]



    Firmware Version     1.0.7 (Formal Release)
    Build  r2733
    Release Date         2nd Sept 2013
    Applicable Models    Vigor 2960
    Locale               UK ONLY

New Features

1. Support Central VrN Management (CVM). Up to 12 devices can be managed.
2. Support 3G bac.up/load balance.
3. Support inbound load balance.
4. Support VrN Trun. failover mode.
5. Support rrroE quota setng and MAC address flter.
6. Support USB temperature sensor. http://www.drayte..co.u./products/usb-

thermometer.html
7. Support SMS, Email Alert and Notfcaton object profles for WAN/VrN connecton and USB 

temperature sensor.
8. Support Bridge VLAN functon for LAN/WAN bridging.

Improvements

1. Improved: Support SmartMonitor users up to 200.
2. Improved: VrN Trun. throughput and stability.
3. Improved: By default disable insecure SSL Encrypton Key Algorithms
4. Improved: Support DHCr relay on VrN.
5. Improved: QoS redesigned
6. Improved: Username reported to Syslog
7. Improved: Add opton 60(Vendor ID), 61(Client ID) for WAN DHCr mode.
8. Improved: Add default maximum session number for Session limit.
9. Improved: Add fow control setngs for Switch.
10. Improved: Add user defned optons for DHCr server.
11. Improved: Improve DMZ functon.
12. Improved: Add log and force update functon for DDNS.
13. Improved: Add Force L2Tr with Irsec policy opton enabled in default.
14. Improved: Corrected causes for high CrU usage being displayed in Web UI
15. Improved: Stability in TR-069.
16. Improved: Firmware upgrade speed.
17. Fixed: Time object cannot wor. correctly when daylight saving is enabled.

Known Issue

1. VrN Trun. tunnel doesn't wor. well when the profle name is more than 15 characters.
2. You need to disable "Force Irsec with L2Tr" optons for pure L2Tr tunnel in [NVrN and 

Remote Access]> [Nrrr General Setup]



    Firmware Version     1.0.6.2 (Formal Release)
    Build  r2215
    Release Date         5th July 2013
    Applicable Models    Vigor 2960
    Locale               UK ONLY

New Features

(None)

Improvements

1. Resolved LAN port inter-operability issue that could cause the Vigor 2960 to disconnect from
the LAN after a period of tme

2. WAN re-connecton could trigger VrN trun. to disconnect



    Firmware Version     1.0.6.1 (Formal Release)
    Release Date         26th April 2013
    Applicable Models    Vigor 2960
    Locale               UK ONLY

New Features

(None)

Improvements

1. Improved the throughput among diferent VLANs.
2. Add support for VrN on Alias WAN Ir and Ir Routng Ir.
3. Send ARr of WAN Alias Ir to WAN Gateway when connected.
4. Confguraton Bac.up menu improved
5. Added more parameters and improved the stability for TR-069.
6. NAT rort Redirecton Rule for FTr server didn't wor. when two WAN connectons are up.
7. Customized web content message disappears after rebootng the router.
8. VrN Trun. tunnel didn't wor. well when the profle name was long.
9. Corrected display error for rrTr connecton in VrN Graph on Syslog.
10. ring to VrN remote networ. didn't wor. after clic.ing WAN DHCr Renew
1. Button via web user interface.
11. Session limit applied the incorrect limit due to error in calculatng mas..
12. WAN status was up while WAN cable was unplugged and WAN detecton mode was set to 

“None”
13. Something wrong with SNMr Set/Get Community.
14. VrN Trafc could not pass anymore while one of the VrN GRE tunnels was disconnected.
15. Corrected DHCr renew interoperability issue with some ISrs.
16. Corrected SIr ALG
17. IrSec tunnel uptme might not reset whene tunnel disconnected and re-established
18. Corrected issue with rrTr control session that could prevent new connectons.
19. A rC from remote subnet via rrTr LAN to LAN couldn't access into Internet via VrN
20. Improved handling of certain Irv6 pac.ets.
21. Corrected Load balance error when using multple rrroE connecton with the same 

gateway.



    Firmware Version     1.0.6 (Formal Release)
    Release Date         12th December 2012
    Applicable Models    Vigor 2960
    Locale               UK ONLY

Improvements

1. Support VrN (Irsec) Routng Acceleraton.
2. Support VrN Alarm via E-mail & Syslog.
3. Support VrN Graph for Syslog utlity.
4. Support rrroE server for LAN rC connecton.
5. Add QQ account flter.
6. Add LDAr/AD for VrN rrTr, L2Tr authentcaton.
7. URL Content Filter can bloc. HTTrS connecton by host .eyword.
8. Improved: WCF (Web Content Filter) supports HTTrS bloc. by web category.



    Firmware Version     1.0.5 (Formal Release)
    Release Date         17th August 2012
    Applicable Models    Vigor 2960
    Locale               UK ONLY

First Firmware Release
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