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Intellectual Property Rights (IPR) Information

Copyright ©AIl rights reserved. This publication contains information that is protected by

Declarations copyright. No part may be reproduced, transmitted, transcribed, stored in a retrieval
system, or translated into any language without written permission from the copyright
holders.

Trademarks The following trademarks are used in this document:

®  Microsoft is a registered trademark of Microsoft Corp.

®  Windows, Windows 95, 98, Me, NT, 2000, XP, Vista, 7 and Explorer are
trademarks of Microsoft Corp.

®  Apple and Mac OS are registered trademarks of Apple Inc.

®  Other products may be trademarks or registered trademarks of their respective
manufacturers.

Safety Instructions and Approval

Safety ®  Read the installation guide thoroughly before you set up the modem.

Instructions ®  The modem is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the modem
yourself.

® Do not place the modem in a damp or humid place, e.g. a bathroom.

®  The modem should be used in a sheltered area, within a temperature range of +5
to +40 Celsius.

® Do not expose the modem to direct sunlight or other heat sources. The housing
and electronic components may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock
hazards.

®  Keep the package out of reach of children.

®  When you want to dispose of the modem, please follow local regulations on
conservation of the environment.

Warranty We warrant to the original end user (purchaser) that the modem will be free from any
defects in workmanship or materials for a period of one (1) year from the date of
purchase from the dealer. Please keep your purchase receipt in a safe place as it serves
as proof of date of purchase. During the warranty period, and upon proof of purchase,
should the product have indications of failure due to faulty workmanship and/or
materials, we will, at our discretion, repair or replace the defective products or
components, without charge for either parts or labor, to whatever extent we deem
necessary tore-store the product to proper operating condition. Any replacement will
consist of a new or re-manufactured functionally equivalent product of equal value, and
will be offered solely at our discretion. This warranty will not apply if the product is
modified, misused, tampered with, damaged by an act of God, or subjected to abnormal
working conditions. The warranty does not cover the bundled or licensed software of
other vendors. Defects which do not significantly affect the usability of the product will
not be covered by the warranty. We reserve the right to revise the manual and online
documentation and to make changes from time to time in the contents hereof without
obligation to notify any person of such revision or changes.

Be a Registered Web registration is preferred. You can register your Vigor modem via

Owner http://www.draytek.com.

Firmware & Tools Due to the continuous evolution of DrayTek technology, all modems will be regularly
Updates upgraded. Please consult the DrayTek web site for more information on newest

firmware, tools and documents.

http://www.draytek.com
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( Preface

1.1 Introduction

Thank you for purchasing this VigorAP 710, the concurrent dual band wirelessaccess point
offering high-speed data transmission. With this high cost-efficiency VigorAP 710,
computers and wireless devices which are compatible with 802.11n/802.11a can connect to
existing wired Ethernet network via this VigorAP 710, at the speed of 300Mbps.

Easy install procedures allows any computer users to setup a network environment in very
short time - within minutes, even inexperienced users. Just follow the instructions given in
this user manual, you can complete the setup procedure and release the power of this access
point all by yourself!
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1.2 LED Indicators and Connectors

Before you use the Vigor modem, please get acquainted with the LED indicators and
connectors first.

LED Status Explanation
ACT Off The system is not ready or is failed.

Blinking The system is ready and can work normally.
Repeater On The Repeater mode is on.

Blinking The Repeater mode is off.
LAN On LAN is connected.

Off LAN is disconnected.

Blinking Data is transmitting (sending/receiving).
SSID1 - SSID4 On The function of SSID is on.

Off The function of SSID is off.
WLAN On Press the button and release it within 2 seconds.
ON/OFF/WPS | (Green) When the wireless function is ready, the green
(Green LED) LED will be on.

Off Press the button and release it within 2 seconds to

turn off the WLAN function.
When the wireless function is not ready, the LED

will be off.
Blinking Data is transmitting (sending/receiving).
(Green)
WLAN Blinking When WPS function is enabled by web user
ON/OFF/WPS (Orange) interface, press this button for more than 2 seconds
(Orange LED) to wait for client’s device making network
connection through WPS.

When the orange LED blinks with 1 second cycle
for 2 minutes, it means that the AP is waiting for
wireless client to connect with it.

VigorAP 710 User's Guide 2



Interface ‘ Description

LAN Connecter for xDSL / Cable modem or router.
Factory Restore the default settings. Usage: Turn on the
. router. Press the button and keep for more than 6

seconds. Then the router will restart with the
factory default configuration.

. PWR: Connecter for a power adapter.

Josoy
fopes

i PYWE
1
/ g. ‘| . ON/OFF: Power switch.
‘ ‘ x- ” | - b
|!_..,J —;_rtu M OFF
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1.3 Hardware Installation

This section will guide you to install the VigorAP 710 through hardware connection and
configure the device’s settings through web browser.

Before starting to configure VigorAP 710, you have to connect your devices correctly.
1.  Connect a computer to VigorAP710.

2. Connect the A/C power adapter to the wall socket, and then connect it to the PWR
connector of the access point.

Power on VigorAP 710.

4.  Check all LEDs on the front panel. ACT LED should be steadily on, SSID LEDs
should be on if the access point is correctly connected to the computer.

(For the detailed information of LED status, please refer to section 1.2.)

Vigor2920n

VigorAP 710

D),
:['
Ethernet ' -;
) t ) HPowerAdapter

VLR

UL
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Network Configuration

After the network connection is built, the next step you should do is setup VigorAP 710 with
proper network parameters, so it can work properly in your network environment.

Before you can connect to the access point and start configuration procedures, your
computer must be able to get an IP address automatically (use dynamic IP address). If it’s set
to use static IP address, or you’re unsure, please follow the following instructions to
configure your computer to use dynamic IP address:

For the default IP address of this AP is set “192.168.1.2”, we recommend you to use
“192.168.1.X (except 2)” in the field of IP address on this section for your computer.
If the operating system of your computer is...

Windows 7 - please go to section 2.1
Windows 2000 - please go to section 2.2
Windows XP - please go to section 2.3
Windows Vista - please go to section 2.4

2.1 Windows 7 IP Address Setup

Click Start button (it should be located at lower-left corner of your computer), then click
Control Panel. Double-click Network and Internet, and the following window will appear.
Click Network and Sharing Center.

@@vl? » Control Panel » Metwork and Internet » - | 3 | | Search Control Panel 2

snEEEEEEEER gy

AL N'e‘twork and Sharing Center ol

!'- View network status and tasks C
"ﬁls\g netwc:rk computers and de\ulces M a WIrE|E55 device to the network

Control Panel Home

System and Security

¢ Network and Internet "Esassmasasnes®®
Hardware and Sound q% HomeGroup . .
Choose hemegroup and sharing options
Programs
User Accounts and Family G‘.rk Inteme_t Options . . _ -
Safety ¥—| Change your homepage | Manage browser add-ons | Delete browsing history and cockies

Appearance and
Personalization

Clock, Language, and Region

Ease of Access

Next, click Change adapter settings and click Local Area Connection.

(=[O mes]
@ o v| == » Control Panel » Network and Internet » Network and Sharing Center - | +4 | | Search Control Panel o
Control Panel H @
ontrol Panel Home . . . . .
pemmEREEEEEEaL,, View your basic network information and set up connections
. ...
. i . " = See full ma
€. Change adapter settings 5 _:‘!! == ® &b P
el Y =
ek aanradshanng CARRIE-PC Unidentified network Internet
(This computer)
View your active networks Connect or disconnect
«;-‘W Unidentified network Access type: Mo Internet access
T public network Connections: [ Local Area Connection
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Then, select Internet Protocol Version 4 (TCP/IPv4) and click Properties.

4 Local Area Connection Properties @

Networking | Sharing

Connect using:
LF Realtek RTLA139/81(x Family Fast Ethemet NIC

This connection uses the following items:

& Clignt for Microsoft Networks

[ QQDS Packet Scheduler

v .@ File and [Printer Sharing for Microsoft Networks
J:l-‘-‘-'lrrtemet Protou:ol Version & ﬂfPFIPﬂG}.,

L . B Intemet Protocol Version 4 {TCP/1Pwd)
B'ﬂ- distkel qyer Topology Discoysn pér I;'O Drriver
<& Link-Layer Topology Discovery Re

A LLLLY T
Y

A v,

*
L 2

Description R
Transmigsion Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

| ok || Cancel |

Under the General tab, click Use the following IP address. Then input the following
settings in respective field and click OK when finish.

IP address: 192.168.1.9
Subnet Mask: 255.255.255.0

Internet Protocol Version 4 (TCP/IPwvA) Properties ,-)'(-H

General

‘You can get IP settings assianed automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

(© Use the folowing I address; #***=ssssssssssssnnnnnssay
[P address: 192 .168 . 1 . 9
subnet mask: * 255 255,255 . O
Default gateway: P92 .18 . 1 . 1

Obtain DMNS server address automatically
(@) Use the following DNS server addresses:

Preferred DMS server: 168 . 95 1.1

Alternate DMS server:

[T validate settings upon exit VT
.

o e

= ]|.‘:Cam| ]

-n
L Sl N

T
L] .
T LA
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2.2 Windows 2000 IP Address Setup

Click Start button (it should be located at lower-left corner of your computer), then click
control panel. Double-click Network and Dial-up Connections icon, double click Local
Area Connection, and Local Area Connection Properties window will appear. Select
Internet Protocol (TCP/IP), then click Properties.

Local Area Connection Properties 2l

General |

Connect using:

I Bi Realtek RTLE023(A5) PCI Ethernet Adapter

Components checked are used by this connection:

b BTnEd Tor Micrastm eetyarks
] . File and Printer Sharing for'Mu:msoft Wetwork.s
E|nternet Protocal [TCP/ |F'|

.

s Ny
“‘l "a,

.."'---.-----"" Yo
\ °
U .

Install... ningtall Froperties

— Dezcription >

‘
Tranzmission Contral Protocol/lnternet F'n:uh:-cof The defeasls**
wide area network protocal that provides communication
across diverze interconnected networks,

¥ Show icon in taskbar when connectad

Ok | Cancel |

Select Use the following IP address, then input the following settings in respective field and
click OK when finish.

IP address: 192.168.1.9
Subnet Mask: 255.255.255.0

Internet Protocol (TCP/IP) Properties d |

General |

You can get IP settings assigned automatically if your network supports
thiz capability. Otherwise, you need to ask pour netwark, administrator for
the: appropriate [P settings.

g DObtain an IP address autorgatiedlls s s s s s s s s e e e e o o mmn,

1 Use the follawing IP address:
L ]
IF address:

Subrnet mask:

(* Obtain DMS server addreseauhomnaticals s s s s s e s s e nnm

Defaulk gateway:

Il

—{" Use the following DMS server addresses:

Ereferred DS senvern

Ailternate DHS server:

L J
-
. ok :Cancel
. _n'
T T
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2.3 Windows XP IP Address Setup

Click Start button (it should be located at lower-left corner of your computer), then click
control panel. Double-click Network and Internet Connections icon, click Network
Connections, and then double-click Local Area Connection, Local Area Connection
Status window will appear, and then click Properties.

“‘-lll-ll.....
.* e
. .
. .
LS
D .
. g
puEEE g,
¢'. ot o** e,
Ya, [ 2d ¢ ¢
"S"sagppmunns® n ‘-
‘ U
g
‘Y o

G .
LT TTT LA

Select Use the following IP address, then input the following settings in respective field and
click OK when finish:

IP address: 192.168.1.9
Subnet Mask: 255.255.255.0.

Internet Protocol (TCP/IP) Properties @E
General

‘f'ou can get IP settings assigned automatically if your netwark, supports
this capability. Otherwize, you need to ask your network, administrator for
the appropriate [P settings.

() Obtain an IP address automatically

AREEEEEEEEEEEEEEsEEEEEEEEEE,
(&) Uge the following IP addresg

P address: 192 1688 . 1 . 9

285 255 255 . 0

e L L L L L LT T

Subnet ma

Default gfteway:

ssssssEmEnEn
"ssssnssmssssnas

(%) Use the following DMS server addresses:
Prefemed DMNS zerver:

Alternate DNS server:

:‘ *s
-
v [ oc [ conea |
2. 7y

v
v 0
T T L LA
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2.4 Windows Vista IP Address Setup

Click Start button (it should be located at lower-left corner of your computer), then click
control panel. Click View Network Status and Tasks, then click Manage Network
Connections. Right-click Local Area Netwrok, then select ‘Properties’. Local Area
Connection Properties window will appear, select Internet Protocol Version 4 (TCP /
IPv4), and then click Properties.

EEEEEmEEEENNNg

gummmE® LT

aus Tay
L 5 L]

"y .
n an
R Y ok lehe

sEEEEENy
P A Tu,y

*
. “
.

*
*
.
DL e

Select Use the following IP address, then input the following settings in respective field and
click OK when finish:

IP address: 192.168.1.9
Subnet Mask: 255.255.255.0.

- -
Internet Protocal Version 4 (TCP/IPv4) Properties @Iihj

General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

'Obminanlpaddressamw‘ﬂh‘lllllllllllllllll

(@ Use the following IP achess:
IF 3 iH 192 . 168 . 1 . 9

net mask: 255.255.255. 0

Default gateway:

JDTEIN LMo SErver adarg 2ucally

Famnm EEEEEEEEEEEEEEEEESR
@ Use the following DMNS server acl.dresses:

Preferred DMS server:

Alternate DNS server:

e ® "=l Advanced..,

*
4 0‘

.‘ .

% [ Ok ] | + Cancel |
‘e .
- Trrgwuns® 4
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2.5 Accessing to Web User Interface

All functions and settings of this access point must be configured via web user interface.
Please start your web browser (e.g., IE, Firefox, Google Chrome).

1. Make sure your PC connects to the VigorAP 710 correctly.

2. Open a web browser on your PC and type http://192.168.1.2. A pop-up window will
open to ask for username and password. Pease type “admin/admin” on
Username/Password and click Log In.

Authentication Eequired

The server hitp:#192.168.1 2:80 requires a veermame and password.
The srver sors: VigordFr10.

Teer Name:  adimnin

Passeond | ek

LogIn Cancel

Note 1: You may either simply set up your computer to get IP dynamically from the
router or set up the IP address of the computer to be in the same subnet as the IP
address of VigorAP 710.

® If there is no DHCP server on the network, then VigorAP 710 will have an IP
address of 192.168.1.2.

® If there is DHCP available on the network, then VigorAP 710 will receive it’s
IP address via the DHCP server.

3. The Main Screen will pop up.
DrayTek

VigorAP 710

System Status

Quick Start Wizard Model : VigorAP710
Online Status Device Name : VigorAP710
Firmware Version 12341
Operation Mode Build Date/Time 27791 Fri Nov 17 15:22:29 CST 2017
LAN System Uptime : 0d 00:01:51
Central AP Manageme Operation Mode AP
Wireless LAN
RADIUS Setting
Applications System LAN
Mobile Device Manage! Memory Total : 62332 kB MAC Address : 00:50:7F:F1:00:14
System Maintenance Memory Left 1 29852 kB IP Address 1 192.168.1,14
Diagnostics Cached Memary : 21184 kB / 62332 kB IP Mask : 255,255,255.0
Wireless
FAQ/Application Note MaC Address  : DO:50:7F:F1:00:14
Product Registration S50 : DrayTek
5 Channel s 11
Driver Yersion @ 2.7.2.0

WARNING: Your AP is still set to default password. You should change it via System Maintenance menu.

Admin mode
AP Mode
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Note: If you fail to access to the web configuration, please go to “Trouble
Shooting” for detecting and solving your problem. For using the device properly, it
is necessary for you to change the password of web configuration for security and
adjust primary basic settings.

2.6 Changing Password

1.  Please change the password for the original security of the modem.
2. Goto System Maintenance page and choose Administrator Password.

System Maintenance >> Administration Password

Administrator Settings
Account admin
Password P

Confirm Password

Password Strength:

Strong password requirements:
1. Have at least one upper-case letter and one lower-case letter,
2, Including non-alphanumeric characters is a plus,

Note : Authorization Account can containonly a-z 2209, ~ " 1@ E% ~* (I _+=4{1[1];,<>.7?
Authorization Password can contain only a-zA-20-9 ,~ " 1@ # 5% ~&* 0 _+=1F01%;
<= .7
[ ok ]| [ cancel ]

3. Enter the new login password on the field of Password. Then click OK to continue.

4. Now, the password has been changed. Next time, use the new password to access the
Web User Interface for this modem.

Authentication Required

The zerver hitp:#192.168.1 2:30 requires a nzemame and passwrond.
The server s VigorAPT10.

TTzer Wame:

Pagzword: | ool

LogIn Cancel
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2.7 Quick Start Wizard

Quick Start Wizard will guide you to configure 2.4G wireless setting and other
corresponding settings for Vigor Access Point step by step.
2.7.1 Configuring Wireless Settings — General

This page displays general settings for the operation mode selected.

Quick Start Wizard »> Operation Mode

Wireless LAN{2.4GHz)
Operation Mode : fatu] “

Wigor&P acts as a bridge between wireless devices and wired Ethernet
netwark, and exchanges data between them.

Operation Mode Wireless(2.4GHz)
[ Wext= | [Cancel]

Available settings are explained as follows:

Item Description
Wireless LAN Check the box to enable WLAN 2.4GHz for VigorAP.
(2.4GHz)

Operation Mode - There are four operation modes for wireless
connection. Settings for each mode are different.

Ap ol
&P

&P Bridge-Point to Point
AP Bridge-wWDS Mode
Universal Repeater

After finishing this web page configuration, please click Next to continue.
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2.7.2 Configuring Wireless Settings based on the Operation Mode

In this page, the advanced settings will vary according to the operation mode chosen on

2.7.1.

Settings for AP

When you choose AP as the operation mode for wireless LAN (2.4GHz), you will need to

configure the following page.

Quick Start Wizard => Wireless LAN {2.4GHz)

Channel : 2462MHz (Channel 11) +

Main SSID : DrayTek
Security Key:
Enable Guest Wireless
S5ID:
Security Key:
Enable Bandwidth Limit
Upload Limit )

Download Limit (&

Enahle Station Control
Connection Time (@&

Reconnection Time (&

Operation Mode

Khps
] Khps

(]

Minis)
Minis)

Wireless(2,4GHz)

[ «Back | [ Next= | [Cancel]

Available settings are explained as follows:

ltem

Description

Channel

Means the channel frequency of the wireless LAN. The default
channel is 6. You may switch channel if the selected channel is
under serious interference. If you have no idea of choosing the
frequency, please select AutoSelect to let system determine for
you.

2462MHz (Channel 11) |+

AutoSelect

2412MHz (Channel 1)
2417MHz (Channel 2)
2422MHz (Channel 23
2427MHz (Channel 4)
2432MHz (Channel 5)
2437MHz (Channel &)
2442MHz (Channel 71
2447MHz (Channel 8)
2452MHz (Channel 9)
2457MHz (Channel 107
2467MHz (Channel 123
2472MHz (Channel 13)

Main SSID

Set a name for VigorAP 710 to be identified.

Security Key

Type 8~63 ASCII characters, such as 012345678..(or 64
Hexadecimal digits leading by 0x, such as "0x321253abcde...").
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Enable Guest
Wireless

Check the box to enable the guest wireless setting.

Such feature is especially useful for free Wi-Fi service. For
example, a coffee shop offers free Wi-Fi service for its guests
for one hour every day.

SSID - Set a name for VigorAP which can be identified and
connected by wireless guest.

Security Key— Set 8~63 ASCII characters or 8~63 ASCI|I
characters which can be used for logging into VigorAP 710 by
wireless guest.

Enable Bandwidth Limit — Check the box to define the
maximum speed of the data uploading/downloading which will
be used for the guest connecting to Vigor device with the same
SSID.

® Upload Limit — Scroll the radio button to choose the
value you want.

® Download Limit =Scroll the radio button to choose
the value you want.

Enable Station Control — Check the box to set the duration for
the guest connecting /reconnecting to Vigor device.

® Connection Time =Scroll the radio button to choose
the value you want.

® Reconnection Time =Scroll the radio button to
choose the value you want.

Settings for AP Bridge-Point to Point

When you choose AP Bridge-Point to Point, after clicking Next, you will need to configure

the following page.

Quick Start Wizard =» Wireless LAN (2.4GHz)

AP Discovery:

Mote: Enter the configuration of 2Ps which VigoraP want to connect,

Phy Mode : HTMIX

Security :

key
Peer Mac Address:

@ Disabled Owep QOTkIP OAES

Operation Mode Wireless(2 . 4GHz)

[ «Back | [ MNext= | [ cancel |

Available settings are explained as follows:

Item

Description

AP Discovery

Click this button to open the AP Discovery dialog. VigorAP 710

VigorAP 710 User's Guide
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can scan all regulatory channels and find working APs in the
neighborhood.

Phy Mode Data will be transmitted via HTMIX communication channel.

Each access point should be setup to the same Phy mode for
connecting with each other.

Security Select WEP, TKIP or AES as the encryption algorithm. Type the
key number if required.

Peer MAC Address Type the peer MAC address for the access point that VigorAP
710 connects to.
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Settings for AP Bridge-WDS
When you choose AP Bridge-WDS, after clicking Next, you will need to configure the

following page.

Quick Start Wizard >> Wireless LAN {2.4GHz)

AP Discovery :

Note: Enter the configuration of &Ps which WigordP want to connect,
Remote AP should always set LAM-A MAC address to connect VigordP WDs,

Phy Mode : HTMIX

Security :

Key
Peer Mac Address:

@ Disabled Owep OTKIP O AES

Main SSID : DrayTek
Security Key: rrEEIEREERIEYY
Operation Mode Wireless(2,4GHz)

[ «Back | [ Mext= | [ Cancel |

Available settings are explained as follows:

ltem

Description

AP Discovery

Click this button to open the AP Discovery dialog. VigorAP 710
can scan all regulatory channels and find working APs in the
neighborhood.

Phy Mode Data will be transmitted via HTMIX communication channel.
Each access point should be setup to the same Phy mode for
connecting with each other.

Security Select WEP, TKIP or AES as the encryption algorithm. Type the

key number if required.

Peer MAC Address

Type the peer MAC address for the access point that VigorAP
710 connects to.

Main SSID

Set a name for VigorAP 710 to be identified.

Security Key

Type 8~63 ASCII characters, such as 012345678..(or 64
Hexadecimal digits leading by 0x, such as "0x321253abcde...").
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Settings for Universal Repeater
When you choose AP Bridge-Universal Repeater, after clicking Next, you will need to
configure the following page.

Quick Start Wizard >> Wireless LAN (2.4GHz)

Universal Repeater Parameters

Please input the SSID you want to connect to :

55ID

MaC Address (Optional)

Channel 2462MHz (Channel 11) »
Security Mode WPRAZPSK v

Encryption Type LES W

Security Key

MNote: If Channel is modified,the Channel setting of AP would also be changed.
[[Juse the same SSID and Security Key as above
SSID : DrayTek
Security Key: ETTTTYTr Ty
Enable Guest Wireless
55ID:
Security Key:
[C] Enable Bandwicth Limit
[] Enable Station Control

Operation Mode Wireless(2.4GHz)
[ =Back | [ Mextz | [cancel]

Available settings are explained as follows:

Item Description

AP Discovery Click this button to open the AP Discovery dialog. VigorAP 710
can scan all regulatory channels and find working APs in the
neighborhood.

SSID Means the identification of the wireless LAN. SSID can be any
text numbers or various special characters.

MAC Address Type the MAC address for the access point.

(Optional)

Channel Choose the channel of frequency of the wireless LAN. You may

switch channel if the selected channel is under serious
interference. If you have no idea of choosing the frequency,
simply use the default setting.

Security Mode There are several modes provided for you to choose. Each mode
will bring up different parameters (e.g., WEP keys, Pass Phrase)
for you to configure.

WPAPSK (v
Qpen
Shared

YWEASPSE
WRAZ/PSK

Encryption Type for | This option is available when Open/Shared is selected as
Open/Shared Security Mode.

17 VigorAP 710 User’s Guide



Choose None to disable the WEP Encryption. Data sent to the
AP will not be encrypted. To enable WEP encryption for data
transmission, please choose WEP.

Hone %

WEP

WEP Keys - Four keys can be entered here, but only one key
can be selected at a time. The format of WEP Key is restricted to
5 ASCII characters or 10 hexadecimal values in 64-bit
encryption level, or restricted to 13 ASCII characters or 26
hexadecimal values in 128-bit encryption level. The allowed
content is the ASCII characters from 33(!) to 126(~) except '#
and '),

Hex |+

ASCIH
Hex

Encryption Type for
WPA/PSK and
WPA2/PSK

This option is available when WPA/PSK or WPA2/PSK is
selected as Security Mode.

Select TKIP or AES as the algorithm for WPA.

TEIP |»

TEIP
AES

Security Key

Type 8~63 ASCII characters, such as 012345678..(or 64
Hexadecimal digits leading by 0x, such as "0x321253abcde...").
Such feature is available for WPA/PSK or WPA2/PSK mode.

Use the same SSID
and Security Key as
above

In general, under the network environment, same SSID and
security key can be used for the host (wireless client) and the
repeater (VigorAP 710) in Universal Repeater mode. Check it to
use the same SSID and security key configured as above.

SSID - SSID can be any text numbers or various special
characters. For VigorAP 710 is set as “Repeater”, the purpose of
the device is to extend the Wi-Fi service. Therefore, the
characters set here will be regarded as “main SSID”. Other
wireless client can receive the wireless signal from VigorAP 710
by using the SSID configured here.

Security - Set 8~63 ASCII characters or 64 Hexadecimal digits
which can be used for logging into VigorAP 710 by other
wireless client.

Enable Guest
Wireless

Check the box to enable the guest wireless setting.

Such feature is especially useful for free Wi-Fi service. For
example, a coffee shop offers free Wi-Fi service for its guests
for one hour every day.

SSID — Set a name for VigorAP which can be identified and
connected by wireless guest.

Security Key- Set 8~63 ASCII characters or 8~63 ASCI|I
characters which can be used for logging into VigorAP 710 by

VigorAP 710 User's Guide
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wireless guest.

Enable Bandwidth Limit — Check the box to define the
maximum speed of the data uploading/downloading which will
be used for the guest connecting to Vigor device with the same
SSID.

® Upload Limit — Scroll the radio button to choose the
value you want.

® Download Limit =Scroll the radio button to choose
the value you want.

Enable Station Control — Check the box to set the duration for
the guest connecting /reconnecting to Vigor device.

® Connection Time =Scroll the radio button to choose
the value you want.

® Reconnection Time =Scroll the radio button to
choose the value you want.

After finishing this web page configuration, please click Next to continue.
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2.7.3 Finishing the Wireless Settings Wizard

When you see this page, it means the wireless setting wizard is almost finished. Just click
Finish to save the settings and complete the setting procedure.

Quick Start VWizard

Vigor Wizard Setup is now finished!

Basic settings for APY 10 is completed.

Press Finish button to save and finish the wizard setup.
Mote that the configuration process takes a few seconds to complete,

< Back Finish Cancel

2.8 Online Status

The online status shows the LAN status, Station Link Status for such device.

Online Status

System Status System Uptime: 0d 00:32:40

LAN Status

IP Address TX Packets RX Packets TX Bytes RX Bytes
19Z2.,168.1.2 £7e 244 43778 12654

Universal RepeaterStatus

IP Gateway SSID Channel
10.28.60.13 10.28.60.254 DrayTek2860nnn 11

Mac Security Mode TX Packets RX Packets
00:1d:33:ae:8c: 68 WP AZPSE 153394 17430

Detailed explanation is shown below:

Item Description

IP Address Displays the IP address of the LAN interface.

TX Packets Displays the total transmitted packets at the LAN interface.

RX Packets Displays the total number of received packets at the LAN
interface.

TX Bytes Displays the total transmitted size at the LAN interface.

RX Bytes Displays the total number of received size at the LAN interface.
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Advanced Configuration

This chapter will guide users to execute advanced (full) configuration. As for other examples
of application, please refer to chapter 5.

1. Open a web browser on your PC and type http://192.168.1.2. The window will ask for
typing username and password.

2. Please type “admin/admin” on Username/Password for administration operation.

Now, the Main Screen will appear. Be aware that “Admin mode” will be displayed on the
bottom left side.

DrayTek

VigorAP 710

System Status

Quick Start Wizard Model : VigorAP710
Online Status Device Name : VigorAP710
Firmware Version :1.2.341
Operation Mode Build Date/Time : 17791 Fri Nov 17 15:22:29 CST 2017
System Uptime : 0d 00:01:51
Central AP Management Operation Mode AP
Wireless LAN
RADIUS Setting
Applications - System LAN
Mobile Device Management Memory Total 62332 kB MAC Address @ 00:50:7F:F1:00:14
System Maintenance Memory Left 1 20852 kB 1P Address 1 192.168.1.14
Diagnostics Cached Memory © 21184 kB / 62332 kB 1P Mask : 255.255.255.0
Wireless
MAC Address ; 00E0:FFIFL:00:14
S5ID  DrayTek
Channel P11
Driver Version : 2.7.2.0

WARNING: Your AP is still set to default password. ¥ou should change it via System Maintenance menu.

Admin mode
AP Mode
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3.1 Operation Mode

This page provides several available modes for you to choose for different conditions. Click
any one of them and click OK. The system will configure the required settings

automatically.

Operation Mode Configuration

Wireless LAN (2.4GHz)

® AP:
VigoraP acts as a bridge between wireless devices and wired Ethernet network, and exchanges
data between them.

O AP Bridge-Point to Point :
YigoraP will connect to another YigoraP which uses the same mode, and all wired Ethernet clients
of both YigoraPs will be connected together.

O AP Bridge-Point to Multi-Point :
YigoraP will connect to up to four YigoraPs which uses the same mode, and all wired Ethernet
clients of every YigoraPs will be connected together.

O AP Bridge WDS :

WigoraP will connect to up to four YigoraPs which uses the same mode, and all wired Ethernet
clients of every YigoraPs will be connected together.
This mode is still able to accept wireless clients.

' Universal Repeater :

VigoraP can act as a wireless repeater; it can be Station and AP at the same time.

Available settings are explained as follows:

ltem

Description

AP

This mode allows wireless clients to connect to access point and
exchange data with the devices connected to the wired network.

AP Bridge-Point to
Point

This mode can establish wireless connection with another
VigorAP 710 using the same mode, and link the wired network
which these two VigorAP 710s connected together. Only one
access point can be connected in this mode.

AP Bridge-Point to
Multi-Point

This mode can establish wireless connection with other VigorAP
710s using the same mode, and link the wired network which
these VigorAP 710s connected together. Up to 4 access points
can be connected in this mode.

AP Bridge-WDS

This mode is similar to AP Bridge to Multi-Point, but access
point is not work in bridge-dedicated mode, and will be able to
accept wireless clients while the access point is working as a
wireless bridge.

Universal Repeater

This product can act as a wireless range extender that will help
you to extend the networking wirelessly. The access point can
act as Station and AP at the same time. It can use Station
function to connect to a Root AP and use AP function to service
all wireless clients within its coverage.

VigorAP 710 User's Guide
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Note: The Wireless LAN settings will be changed according to the Operation Mode
selected here. For the detailed information, please refer to the section of Wireless LAN.

3.2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by modem.

|

3.2.1 General Setup

Click LAN to open the LAN settings page and choose General Setup.

Note: Such page will be changed according to the Operation Mode selected. The
following screen is obtained by choosing AP as the operation mode.

LAN »> General Setup

Ethernet TCP / IP and DHCP Setup

1P Address
Subnet Mask
Default Gateway

WLAN ID

LAHN IP Hetwork Configuration
Enahle DHCP Client

192.168.1.2 O Relay Agent
255.255.255.0 Primary DMS Server

[ Enable Management wLARN

DHCP Server Configuration
) Enable Server & Disable Server

Secondary DNS Server
Trust DHCP Server IP for WLAN

[ ok ] [ cancel |

Available settings are explained as follows:

ltem

Description

LAN IP Network
Configuration

Enable DHCP Client — When it is enabled, VigorAP 710 will
be treated as a client and can be managed / controlled by AP
Management server offered by Vigor router (e.g., Vigor2860).

® IP Address — Type in private IP address for connecting to a
local private network (Default: 192.168.1.2).

®  Subnet Mask — Type in an address code that determines
the size of the network. (Default: 255.255.255.0/ 24)

® Default Gateway - In general, it is not really necessary to
specify a gateway for VigorAP 710. However, if it is
required, simply type an IP address as the gateway for
VigorAP 710. It will be convenient for the access point
acquiring more service (e.g., accessing NTP server) from
Vigor router.

Enable Management VLAN - VigorAP 710 supports tag-based
VLAN for wireless clients accessing Vigor device. Only the
clients with the specified VLAN ID can access into VigorAP
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710.

® VLAN ID - Type the number as VLAN ID tagged on the
transmitted packet. “0” means no VALN tag.

DHCP Server DHCP stands for Dynamic Host Configuration Protocol. DHCP
Configuration server can automatically dispatch related IP settings to any local
user configured as a DHCP client.

Enable Server - Enable Server lets the modem assign IP address
to every host in the LAN.

®  Start IP Address - Enter a value of the IP address pool for
the DHCP server to start with when issuing IP addresses. If
the 1st IP address of your modem is 192.168.1.2, the
starting IP address must be 192.168.1.3 or greater, but
smaller than 192.168.1.254.

® End IP Address - Enter a value of the IP address pool for
the DHCP server to end with when issuing IP addresses.

® Subnet Mask - Type in an address code that determines
the size of the network. (Default: 255.255.255.0/ 24)

® Default Gateway - Enter a value of the gateway IP address
for the DHCP server.

® | ease Time - It allows you to set the leased time for the
specified PC.

® Primary DNS Server - You must specify a DNS server IP
address here because your ISP should provide you with
usually more than one DNS Server. If your ISP does not
provide it, the modem will automatically apply default
DNS Server IP address: 194.109.6.66 to this field.

® Secondary DNS Server - You can specify secondary DNS
server IP address here because your ISP often provides you
more than one DNS Server. If your ISP does not provide it,
the modem will automatically apply default secondary
DNS Server IP address: 194.98.0.1 to this field.

Relay Agent - Specify which subnet that DHCP server is located
the relay agent should redirect the DHCP request to.

® DHCP Server IP Address for Relay Agent - It is available
when Enable Relay Agent is selected. Set the IP address of
the DHCP server you are going to use so the Relay Agent
can help to forward the DHCP request to the DHCP server.

® Primary DNS Server - You must specify a DNS server IP
address here because your ISP should provide you with
usually more than one DNS Server. If your ISP does not
provide it, the modem will automatically apply default
DNS Server IP address: 194.109.6.66 to this field.

® Secondary DNS Server - You can specify secondary DNS
server IP address here because your ISP often provides you
more than one DNS Server. If your ISP does not provide it,
the modem will automatically apply default secondary
DNS Server IP address: 194.98.0.1 to this field.
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Disable Server - Disable Server lets you manually or use other
DHCP server to assign IP address to every host in the LAN.

® Primary DNS Server - You must specify a DNS server IP
address here because your ISP should provide you with
usually more than one DNS Server. If your ISP does not
provide it, the modem will automatically apply default
DNS Server IP address: 194.109.6.66 to this field.

® Secondary DNS Server - You can specify secondary DNS
server IP address here because your ISP often provides you
more than one DNS Server. If your ISP does not provide it,
the modem will automatically apply default secondary
DNS Server IP address: 194.98.0.1 to this field.

® Trust DHCP Server IP for WLAN —There is no right for
such VigorAP to assign IP address for wireless LAN user.
However, you can specify another valid DHCP server on
other VigorAP to make the wireless LAN client obtaining
the IP address from the designated DHCP server.

Specify a DHCP server in such field. All the IP addresses
of the devices on LAN of VigorAP will be assigned via
such specified server. It is used to avoid IP assignment
interference due to multiple DHCP servers in one LAN.

After finishing this web page configuration, please click OK to save the settings.
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3.2.2 Web Portal

This page allows you to configure a profile with specified URL for accessing into or display
a message when a wireless/LAN user connects to Internet through this router. No matter
what the purpose of the wireless/LAN client is, he/she will be forced into the URL
configured here while trying to access into the Internet or the desired web page through this
router. That is, a company which wants to have an advertisement for its products to users can
specify the URL in this page to reach its goal.

LAN == Web Portal

Weh Portal Profile:

Index Enabhle Comments Login Mode Applied Interface
1 O Mone
2 1 Mane
3 | Mone
4 O Mane

MNote: The AP must connect to the Internet before webpage redirection will work,

( ok ] [(Ccancel)
Each item is explained as follows:

Item Description

Index Display the number link which allows you to configure the
profile.

Enable Check the box to enable such profile.

Comments Display the content (Disable, URL Redirect or Message) of the
profile.

Login Mode Display the login mode that a client uses to access into Internet.

Interface Display the applied interfaces of the profile.

Preview Open a preview window according to the configured settings.

After finishing this web page configuration, please click OK to save the settings.
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To configure the profile, click any index number link to open the following page.

LAN => Weh Portal

Weh Portal

I Enable
Comments

Welcome message |yclcome ! <br/>We are pleased to provide free Wi-Fi to you!

Default | (Max 1024 characters)

Redirect Page ® None
G urL:
Authentication ® Mane
CButton Click
Applied Interfaces  LAN [dLamM works on universal repeater mode)
WLAN [JssiD1 (DrayTek)
[ssipz
[ssipz
ssing

Note: The AP must connect to the Internet before webpage redirection will work,

[ oK | [ cancel |

Available settings are explained as follows:

Item Description

Enable Check the box to enable this function.

Comments Enter a brief comment to explain such web portal profile.
Welcome message Enter words or sentences here. The message will be displayed on

the screen for several seconds when the wireless users access
into the web page through the router.

® Default — Click it to restore the default content.

Redirect Page None - User can access into Internet directly.

URL Redirect - Any user who wants to access into Internet
through this router will be redirected to the URL specified here
first. It is a useful method for the purpose of advertisement. For
example, force the wireless user(s) in hotel to access into the
web page that the hotel wants the user(s) to visit.

Authentication None — User can access into Internet directly without
authentication.

Button Click — When a client tries to access into Internet, a
welcome message page with a button named “Accept” will
appear on the screen first. The client must click that button
(Accept) and then he/she is allowed to access Internet.

Applied Interfaces Check the box(es) representing different interfaces to be applied
by such profile.

® AN - Ifitis selected and Universal Repeater is specified
as connection mode for such AP, both LAN client and
WLAN client can access into Internet via web portal. Yet,
if AP mode is selected, only wireless LAN client shall
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access into Internet via web portal.

® \WLAN - The advantage is that each SSID (1/2/3/4) for
wireless network can be applied with different web portal

separately.

After finishing all the settings here, please click OK to save the configuration.
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3.3 Central AP Management

Such menu allows you to configure VigorAP device to be managed by Vigor router.

3.3.1 General Setup

Central AP Management >> General Setup

Yigor AP Manegemet
Enable AP Management
Enable Auto Provision
Mote: LA&MN-B cannot support APM feature,

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

Enable AP Check the box to enable the function of AP Management
Management (APM).

Enable Auto VigorAP 710 can be controlled under Central AP Management
Provision in Vigor2860 series. When both Vigor2860 series and VigorAP

710 have such feature enabled, once VigorAP 710 is registered
to Vigor2860 series, the WLAN profile pre-configured on

Vigor2860 series will be applied to VigorAP 710 immediately.
Thus, it is not necessary to configure VigorAP 710 separately.

3.3.2 APM Log

This page will display log information related to wireless stations connected to VigorAP 710
and central AP management.

Such information also will be delivered to Vigor router (e.g., Vigor2860 or Vigor2925 series)
and be shown on Central AP Management>>Event Log of Vigor router.
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Central AP Management >> APM Log

APM Log Information | Clear | Refresh | Line wrap |

1d 17:42:35 kernel: 20:0Z2:af:aS:67:2ZZ2 had associated successfully
1d 17:42:35 kernel: Z0:0Z2:af:a5:67:22 had disassociated.

3.3.3 Function Support List

Click the Client tab to list the AP management functions that the Access Points support
under different firmware versions.

Central AP Management >> Function Support List

Clhent
Model Hame

Function Hame AP710

1.2.0
Register
DHCP W
Static IP W
Profile
2.4GHz W
SGHz
&P Mode W
Repeater Mode W
Client Disable Auto Provision W
WLAN Enahle/Disahble W
Lirnit Client W
Birtime Fairness W
Band Steering
Fast Roarming W

Note: DrayTek central wireless management (AP Management) lets control, efficiency,
monitoring and security of your company-wide wireless access easier to be managed.
Inside the web user interface, we call “central wireless management” as Central AP
Management which supports mobility, client monitoring/reporting and load-balancing to
multiple APs. For central wireless management, you will need a Vigor2860 or Vigor2925
series router; there is no per-node licensing or subscription required. With the unified user
interface of Vigor2860 Combo WAN series and Vigor2925 Triple WAN series, the
multiple deployment of VigorAP 710 can be clear at the first sight. For multiple wireless
clients, to apply the AP Load Balancing to the multiple APs will manage wireless traffic
with smooth flow and enhanced efficiency.
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3.3.4 Overload Management

Load Balance can help to distribute the traffic for all of the access points (e.g., VigorAP 710)
registered to Vigor router. Thus, the bandwidth will not be occupied by certain access points.

However, traffic overload might be occurred if too many wireless stations connected to
VigorAP 710 for data incoming and outgoing. Therefore, “Force Overload Disassociation” is
required to terminate the network connection of the client’s station to release network traffic.
When the function of “Force Overload Disassociation” in web user interface of Vigor router
(e.g., Vigor2860 or Vigor2925 series) is enabled, wireless clients specified in black list of
such web page will be disassociated to solve the problem of traffic overload.

The following web page is used to configure white list and black list for wireless stations.

Central AP Management => Overload Management

Overload Management

MAC Address Filter of Force Overload Disassociation

Index MAC Address Comment
White List
Black List
Client's MAC Address :
Apply to @ | White List ¥
Comment
Add Delete Edit Cancel

Note: ‘\When force overload disassociation is enabled, clients in black list will be disassociated first, Clients
in white list will not be disassociated.

oK Clear all

Available settings are explained as follows:

ltem

Description

White List/Black List

Display the information (such as index number, MAC address
and comment) for all of the members in White List/Black List.

Wireless stations listed in Black List will be forcefully
disconnected first when traffic overload occurs and “Force
Overload Disassociation” is enabled.

Client’s MAC Specify the MAC Address of the remote/local client.

Address

Apply to White List — MAC address listed inside Client’s MAC Address
will be categorized as one of members in White List.
Black List - MAC address listed inside Client’s MAC Address
will be categorized as one of members in Black List.

Add Add a new MAC address into the White List/Black List.

Delete Delete the selected MAC address in the White List/Black List.

Edit Edit the selected MAC address in the White List/Black List.
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Cancel Give up the configuration.

3.3.5 Status of Settings

Load Balance can help to distribute the traffic for all of the access points (e.g., VigorAP710s)
registered to Vigor 2860 or Vigor2925 series. This web page displays the settings related to
Load Balance for VigorAP 710. In which, By Station Number, By Traffic and Force
Overload Disassociation indicate settings configured in Vigor 2860 or Vigor2925 series.

Central AP Management => Status of Settings

Function Name Status Value
Load Balance
By Station Mumber b4
Max WLAMIZ 4GHz) Station Murmber 64
By Traffic b4
Upload Limit MNone
Download Limnit MNone
Force Overload Disassociation x
Force Overload Disassociation By Mone
R5SI Threshaold -50
Rogue AP Detection
Rogue AP Detection ' |

“X” means the function is not enabled or VigorAP 710 has not registered to any Vigor router
yet.

Below shows a setting example for Load Balance settings configured in Vigor 2860 or
Vigor2925 series.

Central AP Management => Load Balance

Enable:
Mode: By Station Mumber
{ Overload Detected By ) Maximurm Station NMumber:
Wireless LAN (2,4GHz) 64 (3-64)
Wireless LAN (SGHz) |64 (3-64)
By Traffic
Upload Limit 256K | 0K bps (Default unit: K)
Download Limit | 512K | (0K bps (Default unit: K)
Force Cverload Disassociation: Mane -

Note: The maximum station number of Wireless LAN (2,4GHz) will be applied to both Wireless LAM (2.4GHz) and
Wireless LAN (SGHz) if the firmware version of AP900 is less than or equal to 1.1.4.1,
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3.4 General Concepts for Wireless LAN

The VigorAP 710 is equipped with a wireless LAN interface compliant with the standard
IEEE 802.11n draft 2 protocol. To boost its performance further, the VigorAP 710 is also
loaded with advanced wireless technology to lift up data rate up to 300 Mbps*. Hence, you
can finally smoothly enjoy stream music and video.

Note: * The actual data throughput will vary according to the network conditions and
environmental factors, including volume of network traffic, network overhead and
building materials.

In an Infrastructure Mode of wireless network, VigorAP 710 plays a role as an Access Point
(AP) connecting to lots of wireless clients or Stations (STA). All the STAs will share the
same Internet connection via VigorAP 710. The General Setup will set up the information
of this wireless network, including its SSID as identification, located channel etc.

Security Overview

WEP (Wired Equivalent Privacy) is a legacy method to encrypt each frame transmitted via
radio using either a 64-bit or 128-bit key. Usually access point will preset a set of four keys
and it will communicate with each station using