
Release Notes for DrayTek VigorAP 810 (UK/Ireland) 

Firmware Version 1.2.3
Release Type Regular – Upgrade recommended when convenient
Release Date 19th October 2017
Build Date 19th October 2017
Revision 7660
Applicable Models VigorAP 810
Locale UK Only

New Features 

1. Setting foror sosolate Member with oPa added to tWireless LA > 1 tAdvanced Setting> 
to control the behaviour ofor tWireless LA > 1 tGeneral> 1 osolate Member
Enabled – Block ARP packets forrom WLA  clients ifor isolate member set foror SSoD 
Disabled –Allow ARP packets forrom WLA  clients ifor isolate member set foror SSoD
The advantage ofor senableda behaviour is that clients will be blocked forrom using the LA  
gateway as a proxy via which to communicate with other LA  clients

2. Support foror extra TR-069 parameters
3. S MP v2c (read-only) and v3 (read-write) support added in tSystem Maintenance> 1 tS MP>
4. Web Portal added in tLA > 1 tWeb Portal> with click-through & redirecton support
5. TR-069 Wizard added to automatcally add URL sufx reruired foror VigorACS
6. TLS 1.2 support added to TR-069 client

Improvements 

1. omprovements to Universal Repeater mode WPA2 security to protect against WPA2 Key 
Reinstallaton Atack (KRACK), foror more details please read this security advisory:
htps://www.draytek.co.uk/inforormaton/our-technology/wpa2-krack-vulnerability

2. SSoD names now allow special characters (e.g., @#$%^&*)
3. Additonal TR-069 parameters added foror:

a. tSystem Maintenance> 1 tManagement> settings
b. tMobile Device Management> Detecton, Policies and Statstcs
c. tApplicatons> 1 tTemperature Sensor> graph data

4. Support foror compression ofor Central AP Management (via router) data to improve 
management across remote links

5. VigorACS could not add a Schedule profle through tConfguraton> 1 tAdvanced> 1 
tParameter Tree>

6. Corrected an issue with AP-assisted Client Mobility when using Minimum RSSo mode
7. omprovements to USB temperature sensor detecton
8. omproved handling ofor oPv6 multcast packets and multple SSoDs / VLA s
9. VigorACS could not remove entries forrom the Access Control List ifor it was forull (256 entries)
10. Sortng entries in Data Flow Monitor would increase the wireless client Total values
11. Adding entries to the Access Control List through the tWireless LA > 1 tStaton List> would 

allow the ACL to contain over 256 entries, which is the forunctonal limit ofor the ACL

https://www.draytek.co.uk/information/our-technology/wpa2-krack-vulnerability


12. After modiforying the yTTPS management port ofor the VigorAP through VigorACS, VigorACS 
could not connect to the VigorAP to manage it

13. VigorACS TR-069 parameter values foror TotalSendByte and TotalReceiveByte would append a 
space character to the response

Known Issues

( one)

Firmware File Types

The ZoP fle contains the frmware with a fle extension ofor .ALL. ofor you install the ALL fle, your access 
point will retain all existng settings. 

Upgrade Instructons

ot is recommended that you take a confguraton backup 
prior to upgrading the frmware. This can be done forrom 
the APas system maintenance menu. 

To upgrade frmware, select 'firmware upmgradue' forrom 
the APas system maintenance menu and select the 
correct fle. The access point will perfororm the upgrade 
and automatcally reboot once this completes.

Manual Upgrade

ofor you cannot access the APas menu, you can put the AP into 'TFTP' mode by holding the FACTORY 
RESET buton whilst turning the unit on and then use the Firmware Utlity. That will enable TFTP 
mode.  TFTP mode is indicated by all LEDs fashing. This mode will also be automatcally enabled by 
the router ifor there is a frmware/settings abnormality.  Upgrading forrom the web interforace is easier 
and recommended – this manual mode is only needed ifor the web interforace is inaccessible.



Firmware Version 1.2.2
Release Type Regular – Upgrade recommended when convenient
Release Date 8th August 2017
Build Date 5th July 2017
Revision 7349
Applicable Models VigorAP 810
Locale UK Only

New Features 

1. Added TR-069 Parameters foror:
a. tWireless LA  (2.4Gyz)> 1 tWMM Confguraton>
b. tBandwidth Management>
c. tApplicatons> 1 tTemperature Sensor Graph>
d. tApplicatons> 1 tSchedule>
e. tApplicatons> 1 tApple iOS Keep Alive>
for. tApplicatons> 1 tWi-Fi Auto On/Of>
g. tLA > 1 tPort Control>
h. tSystem Maintenance> 1 tTime and Date>
i. tSystem Maintenance> 1 tManagement>
j. Wireless trafc (transmit & receive)

Improvements 

1. omproved VigorAPas DyCP client forunctonality

Known Issues

1. Communicaton between wireless clients - Firmware versions 1.2.1 and 1.2.2 do not allow 
wireless clients on diferent SSoDs within the same VLA  to communicate with each other



Firmware Version 1.2.1
Release Type Regular – Upgrade recommended when convenient
Release Date 26th June 2017
Build Date 16th May 2017
Revision 7114
Applicable Models VigorAP 810
Locale UK Only

New Features 

1. Support foror extra TR-069 parameters
2. Auto Channel Detecton scheduler added  foror wireless Channel AutoSelect mode
3. Added mechanism to check connectvity to specifed oP Address / yostname and disable 

Wi-Fi ifor it is unavailable, in tApplicatons> 1 tWi-Fi Auto On/Of>  

Improvements 

1. Updated yTTPS ciphers
2. Updated USB Temperature Sensor driver
3. Wireless clients now remain connected when updatng tWireless LA > 1 tAccess Control> 

confguraton
4. omproved layout ofor tSystem Maintenance> 1 tConfguraton Backup>
5. The VigorAPas confgured name is now displayed in the page / tab ttle ofor the browser

6. Device  ame was limited to 15 characters only, now allows up to 31 characters
7. omprovements to the Channel recommendaton algorithm in onterforerence Monitor
8. Schedule system can now apply schedules overnight in a single schedule entry
9. Disabling then enabling LEDs on the VigorAP did not actvate the LA  port LEDs

10. Resolved an issue with onternet access foror SSoDs with VLA  tag and osolate Member enabled
11. AP Monitor Mode could not be enabled in tWireless LA > 1 tAP Discovery>
12. omproved interoperability ofor “osolate Member” foruncton with some wireless clients

Known Issues

( one)



Firmware Version 1.2.0.1
Release Type Regular – Upgrade recommended when convenient

 ote: The previous frmware (1.2.0) was a critcal release. This
for/w includes all changes/improvements that were in 1.2.0.

Release Date 16th May 2017
Build Date 13th April 2017
Revision 7000
Applicable Models VigorAP 810
Locale UK Only

New Features 

( one)

Improvements 

1. Wi-Fi Management probe responses were sent with an incorrect country code ofor “FR”
2. Perfororming a Speed Test could stop the web interforace forrom responding

Known Issues

( one)



Firmware Version 1.2.0
Release Type Critcal – Upgrade recommended immediately
Release Date 18th January 2017
Build Date 3rd January 2017
Revision 6709
Applicable Models VigorAP 810
Locale UK Only

New Features 

1. The number ofor clients allowed to connect can be limited per SSoD
2. Mobile Device Management policies can now be applied per SSoD
3. tDiagnostcs> 1 tonterforerence Monitor> foruncton added to view interforerence inforormaton ofor 

the actve wireless channel or all wireless channels, to determine the clearest channel
4. tDiagnostcs> 1 tData Flow Monitor> added to view bandwidth usage ofor individual wireless 

clients
5. tDiagnostcs> 1 tStaton Airtme> added to view airtme usage ofor individual wireless clients
6. tDiagnostcs> 1 tStaton Link Speed> added to view statstcs ofor link speeds foror all clients
7. tDiagnostcs> 1 tStaton Trafc Graph> added to show data usage ofor each wireless client in a 

graph
8. The APas Telnet interforace can be disabled forrom tSystem Maintenance> 1 tManagement>

Improvements 

1. Security improvements including one or more considered critcal.
2. ofor the AP has its foractory deforault password, the web interforace will now advise to change it
3. omproved USB temperature sensor support
4. omprovements to the Quick Start Wizard
5. omprovements to AP Discovery foruncton, with the recommended channel now determined 

forrom which has the least amount ofor detected interforerence / usage
6. Advanced wireless settings such as MAC Clone, TX Power % moved to tWireless LA > 1 

tAdvanced Settings>
7. Auto channel selecton now has Auto Channel Filtered Out List to specifory which channels 

should not be used by the AP when auto detectng which wireless channel to operate on
8. tWireless LA > 1 tStaton List> now displays Vendor name derived forrom MAC address OUo
9. All SSoDs now have the deforault value ofor “3600” pre-set foror tWireless LA > 1 tSecurity> Key 

Renewal onterval
10. omprovements to the display ofor data in tDiagnostcs> 1 tStaton Statstcs>
11. Schedule foruncton was not working correctly with some AP confguratons
12. Resolved an issue that stopped the tRADoUS Setting> user list displaying with more than 7 

users entered in the tRADoUS Server> ofor the AP
13. VigorAP deforault VLA  tag parameter ofor “0” could not be applied via VigorACS
14. An error occurred when “&” character was used in a WLA  profle applied through Central 

AP Management
15. Resolved an issue with the APas Speed Test foruncton
16. Apple AirPrint could not detect printers connected to the AP in some situatons



17. omprovements to WPA2/802.1x security mode
18. The deforault Channel Bandwidth value is now Auto 20/40Myz instead ofor 20Myz
19. Resolved an issue that could block oGMP streams foror wireless clients
20. When the AP was confgured in Universal Repeater mode, Apple AirPlay did not work
21. Some schedule confguratons could cause the APas LEDs to display incorrectly

Known Issues

( one)



    Firmware Version     1.1.7.2 (forormal release)
    Release Date         7th October 2016
    Applicable Models    VigorAP 810
    Locale               UK O LY

New Features

( one)

Improvement

1. ACS reruired two atempts to successforully write settings to AP immediately after AP 
reboot

Known Issues

( one)



    Firmware Version     1.1.7.1 (forormal release)
    Release Date         27th July 2016
    Applicable Models    VigorAP 810
    Locale               UK O LY

New Features

1. Support foror yTTPS CPE authentcaton with TR-069 (VigorACS)

Improvement

1. omprovements to Mobile Device Management Web Uo icons
2. omprovements to Central AP Management authentcaton mechanism
3. Resolved an issue that stopped Windows 10 computers forrom reconnectng to a VigorAP 

when using WPA2/802.1x security and the EAP-TLS RADoUS forunctonality on the AP
4. When Registering with VigorACS, the AP's Device  ame was not passed to VigorACS
5. When confguring SSoD2 through VigorACS, this was not enabled correctly
6. When confguring a VLA  tag foror an SSoD through VigorACS, this was not displayed 

correctly on the VigorAP WUo

Known Issues

( one)



    Firmware Version     1.1.7 (forormal release)
    Release Date         19th May 2016
    Applicable Models    VigorAP 810
    Locale               UK O LY

New Features

1. ofor the AP's DyCP server is disabled, the AP can now be confgured to allow only a Trusted
DyCP server oP to provide DyCP to wireless clients under tLA > 1 tGeneral Setup>

2. RTS Threshold and Fragment Length and Wireless Region can be confgured forrom 
tWireless LA > 1 tAdvanced Setting>

3. Mobile Device Management added to control connectons to the AP forrom mobile 
devices, PCs / Laptops and unknown devices

4. tWireless LA > 1 tRoaming> has new AP-assisted Client Roaming optons to disassociate 
clients based on RSSo (recommended) or data rate

5. Support additonal TR-069 related parameters foror central AP management
6. tWireless LA > 1 tStaton List> 1 t eighbour> now shows Vendor names

Improvement

1. omprovements to the tDiagnostcs> 1 tWLA  Statstcs>
2. Airtme Fairness now has optons to specifory MAC addresses that are exempted forrom 

Airtme Fairness
3. Session validaton method improved in Web Uo
4. Resolved LA  port issue that could occur when using Schedules
5. WiFi Country Code could show as FR on some wireless clients
6. Enabling Management VLA  could stop  TP forrom updatng
7. Add legend ("Seconds") foror "Session Timeout" feld in RADoUS Server settings under 

tWireless LA > 1 tSecurity>
8. tCentral AP Management> 1 tStatus ofor Settings> updated with RSSo Threshold

Known Issues

( one)



    Firmware Version     1.1.6.1 (forormal release)
    Release Date         30th March 2016
    Applicable Models    VigorAP 810
    Locale               UK O LY

New Features

1. RADoUS server now supports EAP-TLS
2. Certfcate Management added to tRADoUS Setting> menu, to generate a custom selfor-

signed certfcate foror RADoUS server or WUo usage
3. The AP will automatcally generate a unirue selfor-signed certfcate upon update
4. Schedule to enable or disable wireless now supports controlling 2.4Gyz Radio, SSoD 2, 

SSoD 3 and SSoD 4 in a schedule entry
5. Schedule now supports Start Time and End Time to set duraton instead ofor changes 

triggered by the next schedule entry
6. Support foror AP Temperature Graph with AP Management
7. Confguraton Backup can now create a confguraton backup fle that is encrypted / 

decrypted with a password

Improvement

1. GMT is now the deforault tme zone foror the VigorAP 900 in the UK
2. Universal Repeater mode can now pass  etBoOS name details across the wireless link
3. Windows 8 (or later) wireless clients could not connect to VigorAP with 802.1X 

authentcaton
4. onternal RADoUS Server ofor VigorAP did not work well with Windows 8.1 (or later) wireless

clients
5. Added foracilites foror Central AP Management to control Airtme Fairness, Client Limits and

Roaming parameters
6. Resolved an issue that stopped wireless clients receiving DyCP packets over Universal 

Repeater link in some situatons
7. Syslog will now show System Time instead ofor System Uptme
8. tWireless LA > 1 tGeneral Setup> now shows "Actve Channel" when using "Auto" 

Channel selecton mode
9. omprovements to Universal Repeater confguraton page

Known Issue

( one)



    Firmware Version     1.1.6 (forormal release)
    Release Date         4th December 2015
    Applicable Models    VigorAP 810
    Locale               UK O LY

New Features

1.  ow supports restoring confguraton forrom VigorAP 800 Access Point
2. Wireless Staton Control added
3. tDiagnostcs> 1 tStaton Statstcs> added
4. Support foror tSyslog / Mail Alert> confguraton
5. tWireless LA > 1 tAdvanced Setting> page added to confgure:

i. RTS Threshold
ii. Fragment Length
iii. Rate Adaptaton Algorithm

6. tCentral AP Management> now supports APM Log

Improvement

1. Router's Central AP Management Dashboard can now collect more inforormaton forrom the
VigorAP 810

2. tDiagnostcs> 1 tWireless LA  Statstcs> now shows more detailed TX/RX inforormaton
3. Central AP Management now supports foractory reset forunctonality
4. Speed Test page did not work with Saforari
5. 1T1R mode did not disable the left antenna
6. onternet access did not work when using SSoD VLA  Tag in conjuncton with 

Management VLA  setting
7. onternet access did not work ifor VLA  Tag Priority was confgured on router
8. Auto channel selecton algorithm was biased towards channel 1
9. DyCP did not pass through to LA  port when using Staton-onforrastructure mode
10. TR-069 CPE Username and Password settings could not be confgured
11. USB Temperature sensor could stop reportng temperatures under some conditons

Known Issues

( one)



    Firmware Version     1.1.4.1 (forormal release)
    Release Date         6th August 2015
    Applicable Models    VigorAP 810
    Locale               UK O LY

New Features

( one)

Improvement

1. Bandwidth Management did not work correctly.
2. Resolved display issue afectng tStaton List> Tx and Rx rate values.

Known Issues

( one)



    Firmware Version     1.1.4 (forormal release)
    Release Date         21st May 2015
    Applicable Models    VigorAP 810
    Locale               UK O LY

New Features

1. Support foror Airtme Fairness.

Improvement

1. tWireless LA > 1 tStaton List> now shows hostnames.
2. tCentral AP Management> 1 tStatus> now shows channel in use.
3. Universal Repeater mode with statc oP did not allow entry ofor the Gateway oP address.
4. Wireless LA  country code was showing incorrectly with some client devices.
5. yTTPS management certfcate showed incorrect inforormaton.

Known Issues

( one)



    Firmware Version     1.1.2 (forormal release)
    Release Date         12th December 2014
    Applicable Models    VigorAP 810
    Locale               UK O LY

New Features

( one)

Improvement

1. SSL3 now disabled in foravour ofor TLS by deforault foror web management.
2. AirPrint compatbility improvements.
3. Central AP Management would not work correctly ifor the AP was set with an yTTP 

management port other than 80.
4. Corrected SSoD display issue when Universal Repeater was specifed as the Operaton 

Mode using the Quick Start Wizard.
5. Corrected a display issue on the tSystem Maintenance> 1 tReboot System> page.
6. omprovements to the temperature sensor chart in the web user interforace.
7. omprovements to the the AP management web page.
8. omprovements to wireless perforormance with multple wireless clients.
9. When a Wi-Fi client connected to a VigorAP 810 with WPA2/PSK security, this would not 

show the MAC address ofor that client in Syslog.
10. omproved the display ofor TX/RX rate in the tWireless LA > 1 tStaton List>.
11. After network disconnecton/reconnecton, AP Management detect External Devices 

would not detect VigorAP 810
12. AP name change in Web Uo did not update in AP Management
13. ofor the VigorAP 810 was set to DyCP mode it would not show the gateway oP address.
14. The 2.4Ghz LED wouldn't turn of when disabling 2.4Gyz wireless LA  on a schedule.
15. omprovements to DyCP passthorugh in Universal Repeater mode
16. When using VLA  tags on SSoDs, the access point was not passing these through 

correctly.

Known Issues

( one)



    Firmware Version     1.1.1.1 (inital release)
    Release Date         21st July 2014
    Applicable Models    VigorAP 810
    Locale               UK O LY

New Features 

( one)

Improvement

1. Corrected CVE-2014-0224 CCS injecton vulnerability.

First Firmware Release for this model

[END OF FILE]


