Release Notes for DrayTek VigorAP 960c (UK/Ireland)

Firmware Version

1.4.7 (Formal Release)

Release Type

Regular — Upgrade recommended when convenient

Release Date

11t April 2023

Build Date

23" February 2023

Revision

g1568_f57251d5de

Applicable Models

VigorAP 960c

Locale

UK Only

New Features

1. Event Alert feature added into [Diagnostics] > [Alert Event]
2. WLAN security supports WPA2 PPSK mode

Improvements

1. Improvements to the web GUI (CVE-2019-16645)
2. Web access via HTTPS didn't work well after the firmware upgrade

Known Issues

(None)




Firmware File Types

The file name of the firmware controls which upgrade type is performed.

If the file name is unchanged (e.g. xxxx.all) then the upgrade will just upgrade the firmware,
whereas renaming the firmware to a .rst extension will wipe all settings back to factory
defaults when upgrading the firmware.

Upgrade Instructions @ System Maintenance

System Status

It is recommended that you take a configuration backup
prior to upgrading the firmware. This can be done from
the AP’s system maintenance menu.

TR-069

Administration Password

User Password
To upgrade firmware, select firmware upgrade' from Configuration Backup
the AP’s system maintenance menu and select the Syslog/Mail Alert

correct file. The access point will perform the upgrade S

and automatically reboot once this completes. _—
Management

Reboot System

Manual Upgrade

If you cannot access the AP’s menu, you can put the AP into 'TFTP' mode by holding the FACTORY
RESET button whilst turning the unit on and then use the Firmware Utility. That will enable TFTP
mode. TFTP mode is indicated by all LEDs flashing. This mode will also be automatically enabled by
the router if there is a firmware/settings abnormality. Upgrading from the web interface is easier.



Firmware Version 1.4.5 (Formal Release)

Release Type Regular — Upgrade recommended when convenient
Release Date 2" September 2022

Build Date 5% August 2022

Revision g£1460_09cc32292e

Applicable Models VigorAP 960c

Locale UK Only

New Features

(None)

Improvements

1. Vigor router’s Central AP Management could fail with VigorAP 960C access points after
upgrading to 1.4.4 firmware

Known Issues

(None)




Firmware Version

1.4.4 (Formal Release)

Release Type

Regular — Upgrade recommended when convenient

Release Date

30" June 2022

Build Date 06" May 2022
Revision g1405_88af2adel5
Applicable Models VigorAP 960c
Locale UK Only

New Features

(None)

Improvements

1. Updated HTTPS mechanism to address the CVE-2022-0778 (OpenSSL)
2. Wireless clients connected to different SSIDs on the same radio band could not
communicate with each other

Known Issues

(None)




Firmware Version 1.4.3 (Formal Release)

Release Type Regular — Upgrade recommended when convenient
Release Date 02" December 2021

Build Date 08™ November 2021

Revision g1094_6c65efb432

Applicable Models VigorAP 960c

Locale UK Only

New Features

(None)

Improvements

1. Improve the WebGUI security
2. [Wireless LAN] > [Station List] and [Dashboard] could not correctly display statistics for
throughput or number of clients connected

Known Issues

(None)




Firmware Version 1.4.2 (Formal Release)

Release Type Regular — Upgrade recommended when convenient
Release Date 11" August 2021

Build Date 29" June 2021

Revision g608_37e534907b

Applicable Models VigorAP 960c

Locale UK Only

New Features

(None)

Improvements

1. Updated wireless chipset drivers to resolve CVE-2020-26139 to CVE-2020-26145,
CVE-2020-24586 to CVE-2020-24588

Known Issues

(None)




Firmware Version

1.4.0 (Formal Release)

Release Type

Regular — Upgrade recommended when convenient

Release Date

16" April 2021

Build Date 03" February 2021
Revision g470_81a80a4fd8
Applicable Models VigorAP 960c
Locale UK Only

New Features

(None)

Improvements

1. Updated MyVigor authentication method
2. Updated the MAC OUI database
3. Fixed the configuration backup mechanism

Known Issues

(None)




Firmware Version 1.3.9 (Formal Release)

Release Type Regular — Upgrade recommended when convenient
Release Date 3™ February 2021

Build Date 7" December 2020

Revision g346_5a3e053934

Applicable Models VigorAP 960c

Locale UK Only

New Features

1. Added VigorAP Hotspot Web Portal
2. Added VigorAP Central Management

Improvements

1. Improvements to Mesh transfer throughput
2. In some specific conditions, clients could not connect to 2.4GHz band with Roaming enabled
3. Corrected HTTP port number displayed in [External Devices] information

Known Issues

(None)




Firmware Version

1.3.8 (Formal Release)

Release Type

Initial Release

Release Date 27 August 2020
Build Date 27 August 2020
Revision 12627
Applicable Models VigorAP 960c
Locale UK Only

First Firmware Release for this model

Known Issues

(None)
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